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Description

Title of Invention: COMMUNICATION APPARATUS, CONTROL
METHOD FOR COMMUNICATION APPARATUS, COMMU-

[0001]

[0002]

[0003]

[0004]

[0005]

[0006]

NICATION SYSTEM, AND PROGRAM
Technical Field

The present invention relates to a communication apparatus and a communication

system.

Background Art

Near field communication (NFC) is defined as the communication standard for the
close proximity wireless communication technology. As the communication mode
used between apparatuses, NFC defines the following three modes: the card emulation
function that allows the user to use an apparatus as an integrated circuit (IC) card, the
reader/writer function that writes and reads data to and from an IC card, and the
terminal-to-terminal communication function that carries out two-way communication
between NFC-compatible apparatuses.

NFC also defines a capability used by an apparatus on the connection requesting side
(link activating side) to obtain information about a mode and a protocol supported by
an apparatus on the other end (link activated side). Based on the obtained mode and the
protocol supported by the apparatus on the other end, NFC defines a capability used by
the apparatus on the connection requesting side to select and set a mode and a protocol
that the apparatus is to use (ETSI TS 102 622 "Smart cards; UICC - Contactless Front-
end (CFL) Interface; host controller Interface" Technical Specification).

NFC defines two operation modes: one is the mode (active mode) in which the NFC
interface operation is performed with the power supplied from an apparatus itself and
the other is the mode (passive mode) in which the NFC interface operation is
performed with the power (induced electromotive force) supplied from another
apparatus. Usually, the NFC communication via the card emulation function operates
in the passive mode.

A technology is discussed in which a universal integrated circuit card (UICC), a
smart card used in a mobile phone, is activated upon detection of proximity to another
device (proximity determination by the detection of induced electromotive force).
Another technology is discussed in which a contactless IC card file system service,
included in a UICC, is activated upon detection of proximity to another device.

A still another technology is discussed in which the NFC interface operation of an
apparatus is changed to the active mode (the mode in which the NFC interface

operation is performed by the power supplied from the apparatus itself) upon detection
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of the absence of radio waves in the NFC interface (proximity determination by the
detection of the absence of induced electromotive force) (Japanese Patent Application

Laid-Open No. 2010-273373)
A mobile apparatus, in which NFC is installed, usually includes a host processor that

controls the entire apparatus and a large scale integration (LSI) that controls the NFC
interface. To perform the reader/writer emulation function and the terminal-to-terminal
communication function in this configuration, the apparatus needs to start the host
processor, which controls the entire apparatus, to start a corresponding application. On
the other hand, the apparatus can perform the card emulation function, capable of
operating in the passive mode, to communicate with an apparatus at the other end
without having to start the host processor. In addition, the mobile phone, which
performs communication via NFC as a link-activated apparatus, needs to have its host
processor placed in the started state to notify the link activating side that the reader/
writer emulation function and the terminal-to-terminal communication function are
supported on the mobile apparatus.

However, from a power consumption point of view, it is undesirable to start power-
consuming hardware, such as the host processor, each time communication is
performed via NFC (proximity is detected) to support the modes. For example, to com-
municate with an apparatus at the other end to perform the card emulation function
only, the host processor does not need to be started each time communication is
performed via NFC. Therefore, from a power consumption point of view, it is desirable
that power-consuming hardware, such as the host processor, be started only when
needed during NFC communication.

Summary of Invention

According to an aspect of the present invention, an image forming apparatus includes
communication means configured to communicate in a first communication mode in
which a memory of the communication apparatus is accessed by another commu-
nication apparatus, detection means configured to detect an access from the another
communication apparatus to the memory of the communication apparatus, and shift
means configured to shift an operation mode of the communication apparatus in
response to a condition including at least the access to the memory detected by the
detection means.

Further features and aspects of the present invention will become apparent from the
following detailed description of exemplary embodiments with reference to the

attached drawings.
Brief Description of Drawings

The accompanying drawings, which are incorporated in and constitute a part of the
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specification, illustrate exemplary embodiments, features, and aspects of the invention

and, together with the description, serve to explain the principles of the invention.
[fig.1]Fig. 1 is a diagram illustrating the configuration of a communication system

according to an exemplary embodiment of the present invention.

[fig.2]Fig. 2 a block diagram illustrating the functional configuration of a listen side
(DSC) device according to the exemplary embodiment of the present invention.
[fig.3]Fig. 3 is a block diagram illustrating the functional configuration of a poll side
(MFP) device according to the exemplary embodiment of the present invention.
[fig.4]Fig. 4 is a control sequence diagram according to the exemplary embodiment of
the present invention.

[fig.5]Fig. 5 is a flowchart illustrating the processing concept of the listen side (DSC)
device according to a first exemplary embodiment of the present invention.

[fig.6]Fig. 6 is flowchart illustrating the processing concept of the poll side (MFP)
device according to the first exemplary embodiment of the present invention.
[fig.7]Fig. 7 is a diagram illustrating an example of the definition of the flash memory
area for a contactless IC card service according to an exemplary embodiment of the
present invention.

Description of Embodiments

Various exemplary embodiments, features, and aspects of the invention will be
described in detail below with reference to the drawings.

In exemplary embodiments below, a communication system is described in which an
operating unit operating in response to the power supplied from an apparatus itself is
started when a memory access from another apparatus with a predetermined address
specified is detected.

Fig. 1 is a diagram illustrating the configuration of a communication system
according to a first exemplary embodiment of the present invention. In the commu-
nication system illustrated in Fig. 1, a device A 10 is a multifunction peripheral (MFP)
on the poll side (link activating apparatus). A device B 11 is a digital still camera
(DSC) on the listen side (link-activated apparatus). In the present exemplary em-
bodiment, when the device B 11 is placed in proximity to the device A 10, which the
device B 11 intends to access as a desired device, the device A 10 starts a host
processor of the device B 11, which performs main service processing. Fig. 2 is an
example of the block diagram illustrating the functional configuration of the device B
11, and Fig. 3 is an example of the block diagram illustrating the functional con-
figuration of the device A 10. In Fig. 2, the device B 11 includes an antenna 20, a close
proximity wireless (NFC) communication control large-scale integration (LSI) 21, a

host processor 22, and a contactless IC card service coprocessor 23.
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The close proximity wireless communication control LSI 21, which is an LSI for
controlling close proximity wireless communication, operates on the power (induced
electromotive power) supplied from another device. The close proximity wireless com-
munication control LSI 21 further includes a contactless frontend (wireless control
unit) 210, which controls wireless communication, and an NFC mode switch
(switching unit) 211, which shifts the operation mode. The close proximity wireless
communication control LSI 21 further includes a host controller (host control unit)
212, which communicates with an external processor, and a host interface (interface
unit) 213, which is an interface with the external processor.

An access monitor (monitoring unit) 214, which monitors a memory access to the
contactless IC card service memory made by other devices, determines whether the
memory access is a predetermined memory access that is made based on a predefined
address, block, and access pattern. A wakeup pattern storage area 215 stores in-
formation on the processing that is performed when a predetermined access to the
memory, monitored by the monitoring unit 214, is detected. An example of processing
that is performed when a predetermined memory access is detected is that the host
processor 22 in the sleep mode (in which the power consumption is reduced) is started
to start the terminal-to-terminal communication function via which the terminals can
perform two-way communication.

The host processor 22, which operates on the battery (not shown) included in the
device B 11, is a processor that controls the entire device. The host processor 22
includes a device driver (driver unit) 220, which controls the close proximity wireless
communication control LSI 21 by executing the control program (not shown). The host
processor 22 further includes NFC common middleware (NFC control unit) 221, which
controls each of the operation modes of close proximity wireless communication, and
applications (application unit) 222, which control services to be executed.

The contactless IC card service coprocessor 23, which operates on the power
(induced electromotive force) supplied from another device, performs the IC card
service provided by the card emulation function. During the IC card service provided
by the card emulation function, an access (read/write) is made by another device with
an address (block) in the memory (storage unit) specified. The contactless IC card
service coprocessor 23 includes a card service (card service control unit) 230, which
performs various types of control during the IC card service. The contactless IC card
service coprocessor 23 further includes a flash memory area (storage unit) 231, in
which information is stored.

When the host processor 22 of the device B 11 is in the sleep mode, only the card
emulation function is a usable operation mode. To support the reader/writer emulation

function and the two-way communication function, the host processor 22 needs to be
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in the started state (active mode, which is a non-sleep mode).

In Fig. 3, the device A 10 includes an antenna 30, a close proximity wireless (NFC)
communication control LSI 31, and a host processor 32. The close proximity wireless
communication control LSI 31 can supply power (generate induced electromotive
power) to another device. The close proximity wireless communication control LSI 31
includes a contactless frontend (wireless control unit) 310, which controls wireless
communication control, and an NFC mode switch (switching unit) 311, which shifts
the operation mode. The close proximity wireless communication control LSI 31
further includes a host controller (host control unit) 312, which communicates with an
external processor, and a host interface 313, which is an interface with the external
processor.

The host processor 32 is a processor that controls the entire device. The host
processor 32 includes a device driver (driver unit) 320, which controls the close
proximity wireless communication control LSI 31 by executing the control program
(not shown). The host processor 32 further includes NFC common middleware (NFC
control unit) 321, which controls each of the operation modes of close proximity
wireless communication, and applications (application unit) 322, which control
services to be executed. The host processor 32 further includes a wakeup pattern
storage area 323, which stores information associated with processing that is
performed when a predetermined memory access to the storage unit 231 of the device
B 11 is detected. The information stored in the wakeup pattern storage area 215 of the
device B 11 and the information stored in the wakeup pattern storage area 323 of the
device A 10 are associated with each other.

The following describes the operation of the system that has the configuration
described above. Fig. 5 is a flowchart illustrating the processing of the device B 11 in
the present exemplary embodiment. Fig. 6 is a flowchart illustrating the processing of
the device A 10, a poll side device, in the present exemplary embodiment. Fig. 4 is a
control sequence diagram of the system operation in the present exemplary em-
bodiment. In the description of the present exemplary embodiment, assume that the
device B 11, in which the host processor 22 is not started (in the sleep mode), is placed
in proximity to the device A 10. Incidentally, when the device B 11, in which the host
processor 22 is started, is placed in proximity to the device A 10, the processing
described below is not performed; in that case, the usual NFC connection processing
and the communication processing based on the application services between the
devices are performed.

In step 401 in Fig. 4 and in step 601 in Fig. 6, the device A 10 intermittently supplies
induced electromotive power, and sends an inquiry message (polling), to a listen-side

device. This inquiry message is sent to obtain information about the communication
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protocol supported, and the close proximity communication operation-modes usable,
by the listen-side device. In step 602, the device A 10 continues polling until a
response is received from the listen-side device. When the user places the device B 11
in proximity to the effective area (within several centimeters) of the induced elec-
tromotive power supplied from the device A 10, the device B 11 starts the close
proximity wireless communication control LSI 21 operable with the induced elec-
tromotive power. In response to the polling from the device A 10, the started close
proximity wireless communication control LSI 21 confirms the attribute (information
about supported communication protocol and usable close proximity communication
operation mode). Because the host processor 22 is in the sleep mode, the close
proximity wireless communication control LSI 21 determines that the device B 11 can
perform only the card emulation function. After that, the device B 11, which has
received the polling including an inquiry about the attribute (received in step 401),
returns a response message. In steps 402 and 420 in Fig. 4 and in step 500 in Fig. 5, the
device B 11 returns the response message to the device A 10 to notify about the
supported communication protocol (NFC A, NFC F) and the usable operation mode
(card emulation).

In step 501, the started close proximity wireless (NFC) communication control LSI
21 outputs the wakeup signal to the contactless IC card service coprocessor 23 to start
the contactless IC card service coprocessor 23. In step 502, the contactless IC card
service coprocessor 23 starts the operation upon receiving the wakeup signal (shifts to
the active state) and performs operation for the card emulation function.

On the other hand, in step 603, the device A 10 checks the response message to the
polling to determine whether the listen-side device supports only the card emulation
function (in other words, whether the listen-side device does not support the terminal-
to-terminal communication function and the reader/writer emulation function).

If the mode supported by the listen-side device is not only the card emulation
function, the device A 10 terminates the processing. Then, the processing proceeds to
the poll-side (starting side of wireless connection) control processing of the usual close
proximity wireless (NFC) communication to perform the communication processing
according to the service to be executed.

On the other hand, if the listen-side device supports only the card emulation function,
then in step 604, the device A 10 determines whether the previously connected listen-
side device has reconnected. That the reconnected device supports only the card
emulation function means that the device is not a device to be processed in the present
exemplary embodiment(for example, an IC card supporting only the card emulation
function). Therefore, the device A 10 terminates the processing and the processing

proceeds to the poll-side (starting side of wireless connection) control processing of the
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usual close proximity wireless (NFC) communication to perform the communication
processing according to the service to be performed.

If the listen-side device is not a device that has reconnected, then in step 403, the
device A 10 sends a message to the device B 11 to instruct the device B 11 to operate
under the card emulation function. In addition, the switching unit 311 of the device A
10 sets up the device A 10 to operate under the reader/writer emulation function. Note
that the reader/writer emulation function is a mode in which the device A 10 can
access another device, which operates under the card emulation function, with a
memory address of that device specified.

The switching unit 211 of the device B 11 accepts the communication protocol (NFC
F) (card emulation function), specified by the device A 10, and sets up the protocol and
the operation mode according to the instruction. In step 404, the device B 11 returns
the operation mode setting success response to the device A 10.

However, the applications 322 to be executed in the device A 10 execute a service
when the listen-side device is operating in an operation mode other than the card
emulation function (for example, terminal-to-terminal communication function). That
is, when the device B 11 performs the card emulation function, the applications 322
cannot perform the service. Therefore, the device A 10 is required to perform the
processing to change the operation mode of the device B 11 so that the device B 11 can
perform the terminal-to-terminal communication function. In other words, the device A
10 causes the device B 11 to start the host processor 22 so that the device B 11 can
perform functions other than the card emulation function.

In step 421 (steps 405 to 408) in Fig. 4 and 605 in Fig. 6, the host processor 32 of the
device A 10 executes the contactless IC card service to access the memory of the
storage unit 231 of the device B 11 based on the information stored in the wakeup
pattern storage area 323.

The following describes a predetermined memory access to the memory, stored in the
wakeup pattern storage areas 323 and 215, with reference to Fig. 7. Fig. 7 is a diagram
illustrating an example of the format definition of the flash memory area (storage unit)
231 for the contactless IC card service. Fig. 7 defines the correspondence between the
addresses in the storage unit 231 and logical blocks defined for the addresses. A prede-
termined memory access refers to an access for which an arbitrary access (read, write)
to an arbitrary address (block) is defined in advance. For example, a predetermined
memory access is an access for writing arbitrary information (for example, a character
string "wake") at an arbitrary address (block) (for example, 00x0000). The order in
which information is read from, or written to, arbitrary addresses (blocks) may also be
defined as a predetermined memory access (for example, information is read from the
addresses in order of 00x0000, 00x0010, and 00x01EOQ).
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Next, in step 422 in Fig. 4 and in step 505 in Fig. 5, the monitoring unit 214 of the
device B 11 detects whether the memory access from the device A 10 to the storage
unit 231 matches an access information entry stored in the wakeup pattern storage area
215. In step 506, if the monitoring unit 214 of the device B 11 detects a predetermined
memory access to the storage unit 231, the host controller 212 outputs the wakeup
signal to start the host processor 22 (to cancel the sleep mode). Upon receiving the
wakeup signal, the host processor 22 of the device B 11 shifts the operation from the
sleep mode to the active mode to start the operation.

Once the host processor 22 of the device B 11 is started, the new operation mode
(terminal-to-terminal communication function communication mode in the present
exemplary embodiment), which is performed via the host processor, can now be
supported. In step 423, the host processor 22 updates the device attribute information
in the close proximity wireless (NFC) communication control LSI 21 to add the
support information about the terminal-to-terminal communication function. In step
424 in Fig. 4 and step 508 in Fig. 5, the close proximity wireless (NFC) commu-
nication control LSI 21, which recognizes in step 507 that the attribute information has
been updated, once interrupts the connection with the device A 10 to notify the device
A 10 about the update of the attribute information.

In step 410, the close proximity wireless (NFC) communication control LSI 21 sends
a message to the device A 10 to release (disconnect) the close proximity wireless
(NFC) communication line. In step 411, the device A 10 returns a response message. If
the release of the connection is detected in step 606, then in step 409, the device A 10
supplies induced electromotive force and, in steps 412 and 425 in Fig. 4 and in step
601 in Fig. 6, performs continual polling to restart inquiring about the device attribute
(supported communication protocol/close proximity communication operation mode
information). In steps 426 and 413 in Fig. 4 and step 509 in Fig. 5, because the
physical proximity-position relation between the device A 10 and the device B 11
remains unchanged even after the connection is released, the device B 11 immediately
returns a message in response to the inquiry about the supported communication
protocol and the operation mode that have been updated. If the processing to reconnect
(an inquiry about usable mode and a response to the inquiry) is not started immediately
after the connection, it is considered that a communication error occurs or the physical
proximity is lost. In this case, the processing is suspended.

In step 413, the device A 10 receives the message about the supported commu-
nication protocol and the operation mode. As a result, in step 427 in Fig. 4 and in step
602 in Fig. 6, the device A10 recognizes that the device B 11 has entered the state in
which the terminal-to-terminal communication mode can be performed. The device A

10 terminates the processing because the listen-side device can now operate in a mode
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other than the card emulation mode. The device A 10 and the device B 11 reconnect
with each other in the terminal-to-terminal communication mode. After that, the
processing proceeds to the control processing of the activating side of the usual close
proximity wireless (NFC) communication connection to carry out communication
processing according to the service to be executed.

More specifically, the device A 10 sends a message to the device B 11 to instruct the
device B 11 to operate in the terminal-to-terminal communication function operation
mode for executing an application service (NFC-Wi-Fi handover, etc.) that is executed
in the terminal-to-terminal operation mode. In step 414, the device A 10 puts itself in
the terminal-to-terminal operation mode. In step 415, in response to the mode in-
struction message, the device B 11 puts itself in the terminal-to-terminal commu-
nication function operation mode. After that, the communication starts between the
device A 10 and the device B 11.

In the present exemplary embodiment, after the communication between the ISI 21
and the coprocessor for the IC card service 23, both of which operate on the power
supplied from the other device 10, is carried out, the main processor 22, which requires
more power consumption, is started only when a request is received from the other
device 10. Therefore, the device 11 drives the processor 22, which operates on the
power supplied from the device 11 only when needed, thus reducing the power con-
sumption. That is, the device 11 carries out communication with the power supplied
from the other device 10 and, in response to an instruction from the other device 10,
supplies the power to start the operating unit (host processor), thus reducing the power
consumption.

In addition, even when the device 11 does not support an operation mode corre-
sponding to a service desired by the other device 10, the device 11 can start the
operation mode, corresponding to the service desired by the other device 10, via the
communication (access to the memory) in the mode supported by the other device 10.
A predetermined memory access with an address specified is used as a trigger to start
the host processor 22. This memory access eliminates the need for a complex
operation, such as packet analysis, which would be required when a start command is
issued in which case a start request message is sent and received, thereby reducing the
power consumption.

Although the host processor 22 is started in the present exemplary embodiment as the
processing that is performed when a predetermined memory access is detected,
processing may also be performed according to one of a plurality of different access
patterns. For example, an access pattern defining the operation to turn on the power of
the device may be used. An access pattern defining the operation to turn on and start

hardware other than the processor may also be used. An access pattern defining the
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execution of a program to execute an application may also be used.

In the first exemplary embodiment, with only the close proximity wireless commu-
nication control LSI 21 and the relatively small-power-consuming contactless IC card
service coprocessor 23 placed in operation, a notification is sent to the device 11 to
notify that the mode or service, in which the more power-consuming host processor 22
operates, needs to be started.

In a second exemplary embodiment, the processing procedure is described for
updating and adding predetermined memory access information referenced in the first
exemplary embodiment. The predetermined memory access information is the in-
formation stored in the wakeup pattern storage areas 215 and 323 included in the
device A 10 and device B 11, respectively.

The update processing is performed at the same time during communication to
prevent inconsistency in the predetermined memory access information between the
devices. The update processing includes the processing for adding a predetermined
memory access as well as the processing corresponding to the predetermined memory
access to the predetermined access information.

In the present exemplary embodiment, assume that the device A 10 and the device B
11 are communicating via the terminal-to-terminal communication function. During
the communication, applications 222 operating in the host processor 22 requests the
device B 11 to send an information update request to the device A 10. If the in-
formation update request from the device B 11 is acceptable, the device A 10 starts the
applications 322 to perform the update processing.

In response to the response message indicating that the device A 10 accepts the
update processing, the applications 222 sends the update content to the device A 10.
When the update content is received, the applications 322, which perform the update
processing for the device A 10, cause the close proximity wireless (NFC) commu-
nication control LSI 31 to interrupt the connection. When the connection between the
device A 10 and the device B 11 is interrupted by the release control processing, the
applications 222 and 322 update the storage information in the wakeup pattern storage
areas 215 and 323, respectively.

The processing in the present exemplary embodiment allows the devices to perform
update processing at the same time, ensuring synchronization of the information about
predetermined memory access between the devices. The update processing performed
in this way can avoid a risk of device malfunction (in which an access during the usual
operation is recognized as a predetermined memory access) that might otherwise occur
while updating the predetermined memory access information.

In the example described in the first and second exemplary embodiments, the host

processor 22 is started upon detection of a predetermined memory access to allow the
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device 11 to operate in the terminal-to-terminal communication mode and, after that,
the device 11 is reconnected to the other device 10. However, in some cases, a memory
access from the other device 10 may sometimes happen to coincide with a prede-
termined memory access. Therefore, the device may also be configured to detect an
event in which an access executed during the usual contactless IC card service
coincides with a predetermined memory access and, upon detection, notify about the
coincidence to prompt the host processor 22 to return to the sleep state.

For example, assume that a predetermined memory access is detected and the devices
reconnect with each other (steps 401 to 413 in Fig. 4) after the terminal-to-terminal
communication mode becomes usable; in this case, if no message about the terminal-
to-terminal communication mode is received for a predetermined time, the host
processor is placed in the sleep mode again. It is also possible to perform the updating
described in the second exemplary embodiment. This configuration reduces the pos-
sibility that the host processor is inadvertently started by an access executed during the
IC card service.

This configuration detects an event, in which an access executed during the con-
tactless IC card service happens to coincide with a predetermined memory access, and
causes the host processor to shift again to the sleep mode, thus leading to a reduction in
unnecessary power consumption.

As the interface of close proximity wireless communication (NFC), the exemplary
embodiment shows an example in which the close proximity wireless communication
(near field communication defined by International Organization for Standardization/In-
ternational Electrotechnical Commission (ISO/IEC) 18092), which operates on the
induced electromotive force from the poll-side device, is used. However, the interface
is not limited to the one described in this example. Also applicable is a peer-to-peer
(P2P) close proximity wireless communication medium, one of close proximity
wireless communication media (such as Transfer Jet (registered trademark) and
Infrared Data Association (IrDA)), which generates different powers according to the
requirements of the interface unit determined by the selected communication mode and
protocol.

The predetermined memory access (predetermined storage area) may be an access
specifying a predetermined folder or a predetermined file.

The present invention may also be implemented by performing the following
processing. That is, software (program) that implements the function of the exemplary
embodiments described above is supplied to a system or a device via a network or
various types of storage media to cause the computer (or a central processing unit
(CPU) or a microprocessor unit (MPU)) of the system or the information processing

device to read the program for execution.
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Aspects of the present invention can also be realized by a computer of a system or
apparatus (or devices such as a CPU or MPU) that reads out and executes a program
recorded on a memory device to perform the functions of the above-described em-
bodiment(s), and by a method, the steps of which are performed by a computer of a
system or apparatus by, for example, reading out and executing a program recorded on
a memory device to perform the functions of the above-described embodiment(s). For
this purpose, the program is provided to the computer for example via a network or
from a recording medium of various types serving as the memory device (e.g.,
computer-readable medium).

While the present invention has been described with reference to exemplary em-
bodiments, it is to be understood that the invention is not limited to the disclosed
exemplary embodiments. The scope of the following claims is to be accorded the
broadest interpretation so as to encompass all modifications, equivalent structures, and
functions.

This application claims priority from Japanese Patent Application No. 2012-018416

filed January 31, 2012, which is hereby incorporated by reference herein in its entirety.
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Claims

A communication apparatus comprising:

communication means configured to communicate in a first commu-
nication mode in which a memory of the communication apparatus is
accessed by another communication apparatus;

detection means configured to detect an access from the another com-
munication apparatus to the memory of the communication apparatus;
and

shift means configured to shift an operation mode of the commu-
nication apparatus in response to a condition including at least the
access to the memory detected by the detection means.

The communication apparatus according to claim 1, wherein the shift
means shifts the operation mode to a second mode from a first mode in
response to a condition including at least the access to the memory
detected by the detection means, the second mode requiring more
power consumption than the first mode.

The communication apparatus according to claim 1, wherein the shift
means shifts the operation mode to a mode to start an operating unit,
which operates according to power supplied from the communication
apparatus, in response to a condition including at least the access to the
memory detected by the detection means.

The communication apparatus according to claim 1, wherein the shift
means does not shift the operation mode if the access to the memory
from the another communication apparatus is not a memory access with
a predetermined storage area specified.

The communication apparatus according to claim 1, wherein the shift
means shifts the operation mode if the access to the memory from the
another communication apparatus is a memory access with a prede-
termined storage area specified.

The communication apparatus according to claim 1, wherein the com-
munication apparatus becomes operable in a second communication
mode different from the first communication mode in response to the
shift of the operation mode .

The communication apparatus according to claim 6, further comprising:
disconnection means configured to interrupt a connection with the
another device in the first communication mode when the detection

means detects the access to the memory; and
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[Claim 10]

[Claim 11]

[Claim 12]

[Claim 13]
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notification means configured to, in response to an inquiry from the
another communication apparatus, notify the another communication
apparatus that the communication apparatus is operable in the second
communication mode after the connection is interrupted by the dis-
connection means.

The communication apparatus according to claim 7, further comprising
reconnection means configured to reconnect with the another commu-
nication apparatus in the second communication mode after the
connection is interrupted by the disconnection means.

The communication apparatus according to claim 6, further comprising
change means configured to change the operation mode to a sleep
mode, in which a power consumption is reduced, if a predetermined
message is not detected from the another communication apparatus in
the second communication mode after the shift means has shifted the
operation mode.

The communication apparatus according to claim 2, further comprising
update means configured to update, in synchronization with the another
communication apparatus, information defining the access to the
memory with a predetermined storage area specified.

The communication apparatus according to claim 6, wherein the second
communication mode is a mode in which two-way communication with
the another communication apparatus is enabled.

The communication apparatus according to claim 3, wherein the
operating unit includes a processor.

A communication system comprising a first communication apparatus
and a second communication apparatus,

wherein the first communication apparatus comprises:

communication means configured to communicate in a first commu-
nication mode in which a memory of the first communication apparatus
is accessed by the second communication apparatus;

detection means configured to detect an access from the second com-
munication apparatus to the memory of the first communication
apparatus; and

shift means configured to shift an operation mode of the first commu-
nication apparatus in response to a condition including at least the
access to the memory detected by the detection means, and

wherein the second communication apparatus comprises:

determination means configured to determine whether the first commu-
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[Claim 16]
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nication apparatus is operable in a second communication mode that is
different from the first communication mode; and

access means configured to access the memory of the first commu-
nication apparatus to shift the operation mode of the first commu-
nication apparatus if the determination means determines that the first
communication apparatus is not operable in the second communication
mode.

A communication apparatus comprising:

determination means configured to determine whether another
apparatus is operable in a second communication mode that is different
from a first communication mode in which a memory of the another
apparatus is accessed; and

access means configured to access the memory of the another apparatus
to shift an operation mode of the another apparatus in a case that the
determination means determines that the another apparatus is not
operable in the second communication mode.

A communication apparatus comprising:

determination means configured to determine whether another commu-
nication apparatus is not operable in a second communication mode,
due to the another communication apparatus being in a power saving
state, the second communication mode being different from a first com-
munication mode in which a memory of the another communication
apparatus is accessed; and

access means configured to access a predetermined storage area of the
memory of the another communication apparatus in a case that the de-
termination means determines that the another communication
apparatus is not operable in the second communication mode.

A method for controlling a communication apparatus configured to
communicate in a first communication mode in which a memory of the
communication apparatus is accessed by another communication
apparatus, the method comprising:

detecting an access from the another communication apparatus to the
memory of the communication apparatus; and

shifting an operation mode of the communication apparatus in response
to a condition including at least the detected access to the memory.

A method for controlling a communication apparatus, the method
comprising:

determining whether another apparatus is operable in a second commu-
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nication mode that is different from a first communication mode in
which a memory of the another apparatus is accessed; and
accessing the memory of the another apparatus to shift an operation
mode of the another apparatus if the another apparatus is determined
not operable in the second communication mode.

[Claim 18] A method for controlling a communication apparatus, the method
comprising:
determining whether another communication apparatus is not operable
in a second communication mode, due to the another communication
apparatus being in a power saving state, the second communication
mode being different from a first communication mode in which a
memory of the another communication apparatus is accessed; and
accessing a predetermined storage area of the memory of the another
communication apparatus in a case that the another communication
apparatus is determined not operable in the second communication
mode.

[Claim 19] A program that causes a computer to execute the method according to

any one of claims 16 to 18.
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[Fig. 3]
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[Fig. 5]
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[Fig. 6]
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[Fig. 7]
Address Define
0x0000 System define block ( xxxx area )
0x0010 Area define block ( xxxx area )
0x0020 Area define block ( xxxx area 0001 )
0x0030 Service block1 ( xxxx area 0001 )
0x0040 CPID data block
0x0050 Service block2 ( xxxx area 0001 )
0x0060 Data blockO ( xxxx area 0001 )
0x0070 Data block1 ( xxxx area 0001 )
0x0080 Data block2 ( xxxx area 0001 )
0x0090 Data block3 ( xxxx area 0001 )
0x00A0 PIN service block ( xxxx area 0001 )
0x00B0 PIN data block
0x00C0 Area define block ( xxxx area 0002 )
0x00DO0 Service block1 ( xxxx area 0002 )
0x00EO CPID data block
0x00F0 Service block2 ( xxxx area 0002 )
0x0100 Data blockO ( xxxx area 0002 )
0x0110 Data block1 ( xxxx area 0002 )
0x0120 Data block2 ( xxxx area 0002 )
0x0130 Data block3 ( xxxx area 0002 )
0x0140 PIN service block ( xxxx area 0002 )
0x0150 PIN data block
0x0160 Area define block ( xxxx area 0003 )
0x0170 Service block1 ( xxxx area 0003 )
0x0180 CPID data block
0x0190 Service block2 ( xxxx area 0003 )
0x01A0 Data blockO ( xxxx area 0003 )
0x01B0 Data block1 ( xxxx area 0003 )
0x01CO Data block2 ( xxxx area 0003 )
0x01D0 Data block3 ( xxxx area 0003 )
0x01EO PIN service block ( xxxx area 0003 )
0x01F0 PIN data block




INTERNATIONAL SEARCH REPORT

International application No.

PCT/JP2013/000199

A.

Int.Cl. HO4B1/59(2006.01) 1,
GO06K19/07(2006.01) 1

According to International Patent Classification (IPC) or to both national classification and IPC

CLASSIFICATION OF SUBJECT MATTER

GO6F1/32(2006.01)i, GO6K17/00(2006.01)1,

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

Int.Cl. HO4B1/59, GO6F1/32, GO6K1l7/00, GO6K19/07

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Published examined utility model applications of Japan 1922-1996
Published unexamined utility model applications of Japan 1971-2013
Registered utility model specifications of Japan 1996-2013
Published registered utility model applications of Japan 1994-2013

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X JP 2011-044092 A (RICOH COMPANY, LTD.) 1-3, 6-19

A 2011.03.03, Fig.4 (No Family) 4, 5

A JP 2010-245748 A (CASIO COMPUTER CO., LTD.) 1-19
2010.10.28, Fig.o6
& US 2010/0254349 A1 & CN 101860935 A

{7 Further documents are listed in the continuation of Box C. i See patent family annex.

* Special categories of cited documents: “T» later document published after the international filing date or

“A” document defining the general state of the art which is not priority date and not in conflict with the application but cited to

considered to be of particular relevance understand the principle or theory underlying the invention
E ear%ler app.hcatlon or patent but published on or affer the inter- “X” document of particular relevance; the claimed invention cannot
tional filing dat b

“L” gzéﬁﬁeni I\Ixilglice}ll tinay throw doubts on priority claim(s) or which be considered novel or cannot be considered to involve an
is cited to establish the publication date of another citation or other inventive step when the document is taken alone
special reason (as specified) “Y” document of particular relevance; the claimed invention cannot

“0” document referring to an oral disclosure, use, exhibition or other be considered to involve an inventive step when the document is
means combined with one or more other such documents, such

“P” document published prior to the international filing date but later combination being obvious to a person sl.<111ed in the art
than the priority date claimed “&” document member of the same patent family

Date of the actual completion of the international search

28.02.2013

Date of mailing of the international search report

12.03.2013

Name and mailing address of the ISA/JP

Japan Patent Office

3-4-3, Kasumigaseki, Chiyoda-ku, Tokyo 100-8915, Japan

Authorized officer

Masayuki TAKAHASHI

5J(4683

Telephone No. +81-3-3581-1101 Ext. 3534

Form PCT/ISA/210 (second sheet) (July 2009)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - wo-search-report

