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Description
TECHNICAL FIELD

[0001] This description relates generally to streaming data delivery, and more particularly to controlling client behavior
regarding adaptive steaming data delivery in a communication network.

BACKGROUND

[0002] Streaming media over networks, in particular over the Internet, using the Hypertext Transfer Protocol (HTTP)
has become a popular approach for delivering of multimedia content. HTTP streaming makes use of existing content
delivery networks, or content distribution networks (CDNs), large distributed systems of servers deployed in multiple
data centers across the Internet, which facilitates relatively high availability, high performance, cost-effective delivery of
multimedia content to end-users.

[0003] In HTTP streaming schemes, the client system manages the streaming activity, eliminating the need for the
corresponding server system to maintain a session state regarding the streaming activity, and thus reducing required
server overhead. Owing to the popularity of HTTP streaming, several proprietary streaming platforms have been devel-
oped to support HTTP streaming.

[0004] In addition, in an attemptto provide an improved and standardized methodology for adaptively streaming media
over a network, the Moving Picture Expert Group (MPEG) has defined Dynamic Adaptive Streaming over HTTP (DASH),
or MPEG-DASH. A joint technical committee of the International Organization for Standardization (ISO) and the Inter-
national Electrotechnical Commission (IEC) has since incorporated the MPEG-DASH specification in the ISO/IEC
23009-1 open standard. The international standard promotes interoperability between clients and servers from various
vendors.

[0005] In MPEG-DASH, an audio/video multimedia data stream is divided, or partitioned, into multiple pieces, or
periods. Each period can be further divided into multiple segments, which can be subdivided into subsegments. The
periods and segments, along with their locations and other relevant details, are described in a media presentation
description (MPD) file. The client system requests segments from the server system using HTTP, and then splices
together or sequentially presents the pieces of media streams contained in or files. Thus, the client system controls
delivery of the media content.

[0006] An MPEG-DASH presentation typically includes alternative representations, for example, multiple versions of
multimedia files for each segment with differing resolutions and/or bit rates. This allows the client system to dynamically
select the most appropriate representation based on environmental conditions, such as network conditions, device
capabilities and user preferences. This scheme enables adaptive bitrate streaming throughout the presentation, as the
client may switch between versions as necessary to adapt to changing network, CPU and buffer status. Alternative
representations further allow the client to choose among various adaptation sets to respond to user input, such as
enabling or disabling subtitles, or selecting a language.

[0007] Insertion of commercial advertisements in streaming media presentations has become an important revenue
source for online streaming providers. For example, advertisements can be inserted as a period at the beginning (pre-
roll) or in the middle of a presentation (mid-roll). From the perspective of the advertiser, it is highly desired that the user
view the subsequent media content only after viewing the inserted advertisement(s). Thus, from the perspective of the
online streaming provider, it generally is important to ensure that the advertisement period is presented by the client
system to the user, or viewer, before the subsequent media content is presented.

[0008] However, since MPEG-DASH client systems typically run in an open environment, hardware or software plat-
form, and are implemented as an open-source package, the client system can easily be modified to behave in a different
manner than that intended by the media provider, or that specified in the MPD. Thus, in general, the client system can
be configured to omit part of the HTTP media content of a streamed presentation, allowing the user to skip a specified
portion-typically an advertisement-and thus interfere with the ad-sponsored business model.

[0009] As a result, controlling client system behavior has become a concern in HTTP streaming, including MPEG-
DASH-based technology and related applications.

US 2013/073384 A1 describes methods and devices for forced delivery and reception of multimedia advertisement
before or during playback of requested steaming content from a communications system is disclosed. The therein
described systems include an application launched from a device, in communication with a host server that provides
streaming multimedia contents, which is responsive to user inputs.

US 2013/219178 A1 describes streaming video players and authentication servers working in conjunction to provide
secure streaming media. Player authentication is used to ensure that only

US 2014/013375 A1 describes dynamic adaptive streaming over hypertext transfer protocol client behaviour framework
and implementation of session management.
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EP 1 378 104 A1 describes methods and network systems for delivering of streaming data.
US 2013/042100 A1 describes methods and network systems for forced playback in http streaming.

SUMMARY

[0010] Aspects of the present invention are defined by the independent claims referring to an method for controlling
adaptive streaming media access, a method for controlling adaptive streaming media access, and an apparatus for
controlling adaptive streaming media access. Further embodiments are provided by the dependent claims. According
to one example, a method for controlling adaptive streaming media access includes requesting a first portion of media
content from a content server, and submitting evidence to an authorization server that the first portion of media content
has been received or processed by a client device. The method also includes receiving a representation of authorization
to access the second portion of media content in response to the evidence complying with a requirement, requesting
the second portion of media content from the content server, and presenting the representation of authorization to the
content server.

[0011] cording to another example, a method for controlling adaptive streaming media access includes receiving an
authorization request corresponding to a second portion of media content from a client device, receiving evidence from
the client device that a first portion of media content has been received by the client device, and sending a representation
of authorization to access the second portion of media content to the client device in response to the evidence complying
with a requirement.

[0012] According to yet another example, an apparatus for controlling adaptive streaming media access includes an
authorization server that receives an authorization request corresponding to a second portion of media content from a
client device. The authorization server also receives evidence from the client device that a first portion of media content
has been received by the client device, and sends a representation of authorization to access the second portion of
media content to the client device in response to the evidence complying with a requirement. A content server receives
a first request from the client device for the first portion of media content and sends the first portion of media content to
the client device. The content server also receives a second request from the client device for the second portion of
media content and receives the representation of authorization to access the second portion of media content from the
client device. The content server further accepts the representation of authorization and sends the second portion of
media content to the client device.

[0013] The details of one or more embodiments of the invention are set forth in the accompanying drawings and the
description below. Other features, objects, and advantages of the invention will be apparent from the description and
drawings, and from the claims.

DESCRIPTION OF THE DRAWINGS
[0014]

FIG. 1 is a schematic view illustrating an adaptive media streaming system in accordance with an embodiment of
the present invention.

FIG. 2 is a schematic view depicting an exemplary computing system that can be employed in the adaptive media
streaming system of FIG. 1.

FIG. 3 is a flowchart representing a method of controlling adaptive streaming media access in accordance with an
embodiment of the present invention.

FIG. 4 is aniillustration of an exemplary streaming multimedia presentation for use with the adaptive media streaming
system of FIG. 1.

FIG. 5 is a flowchart representing a method of controlling adaptive streaming media access in accordance with an
embodiment of the present invention.

FIG. 6 is a flowchart representing a method of controlling adaptive streaming media access in accordance with an
embodiment of the present invention.

DETAILED DESCRIPTION

[0015] An embodiment of the present invention is shown in FIG. 1, which illustrates an exemplary adaptive media
streaming system 10 that employs an access authorization process in order to prevent a client system from omitting a
specified portion of the media content in an online streaming presentation. The adaptive media streaming system 10
establishes a dependency relationship, for example, between a specified portion of the media content and another
portion of the media content.

[0016] The dependency relationship between content segments may impose a requirement, for example, that the
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specified portion of the media content be received, processed, decoded, or displayed by a client before another portion
in another period can be accessed by the client. In alternative embodiments, the specified portion and the other portion
of media content are delivered in separate online or offline streaming presentations or sessions.

[0017] The adaptive media streaming system 10 includes a content server 12, an authorization server 14, and a client
device 16, all of which are coupled by a communication network 18. The content server 12 is an adaptive streaming
media source that contains multimedia content for online streaming over the network 18 to content users, including the
client device 16. For example, the content server 12 can store video and audio files to provide streaming music videos,
movies, television shows, or the like to content users or consumers. The content server 12 may pertain to a media
content provider, such as an online streaming provider, media service provider or other media company or organization.
[0018] In some embodiments, the content server 12 is implemented on a single computing device, such as a network
server or workstation. In other embodiments, the content server 12 is implemented on multiple computing devices, such
as a distributed system of network servers, including, for example, a content delivery network, or content distribution
network (CDN). For example, the media content may be replicated on network servers at diverse geographic locations.
[0019] The authorization server 14 provides permission, or authorization, to the client device 16 by way of the network
18 to access media content contained in the content server 12. For example, the authorization server 14 provides the
client device 16 an access token authorizing access to the main portion of the requested media content, such as a movie
file, based on the client device evidencing receipt, processing or presentation of a specified portion of the media content,
such as a sponsor advertisement, copyright claim, payment notice, warning, or the like.

[0020] In some embodiments, the authorization server 14 is implemented on a single computing device, such as a
network server or workstation. In other embodiments, the authorization server 14 or its component functions can be
implemented on multiple computing devices, such as a distributed system of network servers, including, for example, a
content delivery network, or content distribution network (CDN). For example, authorization for access to dependent
media content may be provided by a different server than authorization for control of buffering pace. Further, in an
alternative embodiment, the contentserver 12 and the authorization server 14 can be implemented on the same computing
device.

[0021] The client device 16, for example, a browser-based or stand-alone streaming video player, requests media
content from the content server 12. The client device requests authorization regarding the media content contained in
the content server 12 from the authorization server 14. The client device 16 provides evidence of receipt, processing or
presentation of specified media content to the authorization server 14, and receives authorization, for example, in the
form of an access token, from the authorization sever 14 if the evidence is accurate, correct or acceptable.

[0022] The contentserver 12, the authorization server 14 and the client device 16 are communicatively interconnected
by way of the communication network 18. In various embodiments, the communication network 18 can include any viable
combination of devices and systems capable of linking computer-based systems, such as the Internet; an intranet or
extranet; a local area network (LAN); a wide area network (WAN); a direct cable connection; a private network; a public
network; an Ethernet-based system; a token ring; a value-added network; a telephony-based system, including, for
example, T1 or E1 devices; an Asynchronous Transfer Mode (ATM) network; a wired system; a wireless system; an
optical system; a combination of any number of distributed processing networks or systems or the like.

[0023] The adaptive media streaming system 10 offers advantages, for example, effectively controlling client behavior
to prevent clients from selectively skipping media content, such as commercial advertisements, copyright claim, payment
notice, warning, or the like.

[0024] Asillustratedin FIG. 2, an exemplary computing device 20 that can be employed in the adaptive media streaming
system 10 of FIG. 1 includes a processor 22, a memory 24, an input/output device (I/0) 26 storage 28 and a network
interface 30. The various components of the computing device 20 are coupled by a local data link 32, which in various
embodiments incorporates, for example, an address bus, a data bus, a serial bus, a parallel bus, or any combination of
these.

[0025] The computing device 20 communicates information to and requests input from the user or other devices by
way of the I/O 26, which in various embodiments incorporates, for example, an interactive, menu-driven, visual display-
based user interface, or graphical user interface (GUI), a pointing device, such as a, with which the user may interactively
input information using direct manipulation of the GUI. In some embodiments, direct manipulation includes the use of
an alphanumeric input device, such as a keyboard, a pointing device, such as a mouse, a touchpad, a trackball, a joystick
or a stylus, to select from a variety of windows, icons and selectable fields, including selectable menus, drop-down
menus, tabs, buttons, bullets, checkboxes, text boxes, and the like. Nevertheless, various embodiments of the invention
may incorporate any number of additional functional user interface schemes in place of this interface scheme, with or
without the use of an alphanumeric input device, a pointing device, buttons or keys, for example, using direct voice input.
[0026] The computing device 20 is be coupled to the communication network 18 by way of the network interface 30,
which in various embodiments incorporates, for example, any combination of devices-as well as any associated software
or firmware-configured to couple processor-based systems, including modems, access points, network interface cards,
LAN or WAN interfaces, wireless or optical interfaces and the like, along with any associated transmission protocols, as
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may be desired or required by the design.

[0027] The computing device 20 can be used, for example, to implement the functions of the content server 12, the
authorization server 14 or the client device 16 of FIG. 1. In various embodiments, the computing device 20 can include,
forexample, aserver, a controller, a workstation, a mainframe computer, personal computer (PC), a note pad, a computing
tablet, a personal digital assistant (PDA), a smart phone, or the like. Programming code, such as source code, object
code or executable code, stored on a computer-readable medium, such as the storage 28 or a peripheral storage
component coupled to the computing device 20, can be loaded into the memory 24 and executed by the processor 22
in order to perform the functions of the adaptive media streaming system 10. For example, as shown in FIG. 2, the
memory 24 can include an evidence analyzer module, a challenger module and an authorizer module.

[0028] Referring now to FIG. 3, an exemplary process flow is illustrated that may be performed, for example, by the
client device 16 in the adaptive media streaming system 10 of FIG. 1 to implement the method described in this disclosure
for employing an access authorization process in order to prevent a client system from omitting a specified portion of
the media content in an online streaming presentation. The process begins at block 40, where a manifest of the available
content describing or defining adaptive streaming media content is parsed.

[0029] For example, in an embodiment, the manifest includes a media presentation description (MPD) in accordance
with the Moving Picture Expert Group (MPEG) specification of Dynamic Adaptive Streaming over HTTP (DASH), or
MPEG-DASH. The MPD is an extensible markup language (XML)-formatted document that describes the media pres-
entation, providing streaming media segment information, such as timing and resource identifiers (uniform resource
locators, URLSs), possibly combined with a byte range, and context, as well as media characteristics, such as video
resolution and bit rates.

[0030] A descriptor can be defined in the MPD at a period level, such as the exemplary descriptor shown below,
containing, for example, one or more dependency relationships (access Dependency), an authorization server (auth-
ServerURL), and an authorization scheme (schemeld):

<!-- Descriptor -->
<xs:complexType name="AuthorizedAccessType">
<xs:complexContent>
<xs:extension name="DescriptorType">
<xs:attribute name="authServerURL" type="xs:anyURI" use="optional/>
<xs:attribute name="schemeId" type="xs:anyURI" use="required"/>
<xs:attribute name="accessDependency" type="xs:string"/>
</xs:extension>
</xs:complextContent>
</xs:complexType>

Authorization schemes can include, for example, HTTP Authentication, Open Multimedia Applications Platform (OMAP),
or 3rd Generation Partnership Project (3GPP) Authentication.

[0031] An MPEG-DASH presentation typically is divided, or partitioned, into multiple periods and segments. A period
may correspond to primary content-for example, a music video or movie, or part of a music video or movie-or to sup-
plemental content, such as a commercial advertisement displayed at the beginning (pre-roll), during (mid-roll), or at the
end (post-roll) of the presentation of primary content. The periods may be further divided into segments, which may be
subdivided into subsegments. The segments or subsegments of each period are sequentially presented to the user to
complete a full presentation.

[0032] Based on the information in the manifest, in block 42, a first part of media content, or depended content, is
requested from the content server. A second part of media content, or dependent content, has a dependency relationship
with the depended content. In an embodiment, the dependency relationship can be signaled within the period containing
the dependent content, for example, by the attribute "@accessDependency" in the descriptor defined above. Ideally, in
order to retrieve, process and present the dependent content, a client system must first retrieve, process and present
the depended content. Thus, for example, the client system may be required to present supplemental content, such as
a commercial advertisement, in the form of depended content before being allowed access to the related primary content,
such as a movie.

[0033] Then, in block 44, the first part of media content, or depended content, is delivered by and received from the
content server for decoding and display. Authorization is requested, in block 46, to access the second part of media
content, or dependent content. The authorization request includes an identifier that specifies the requested dependent
content.

[0034] Optionally, in block 48, a challenge regarding retrieval, processing or presentation of the depended content is
received from the authorization server. For example, the challenge may take the form of an inquiry regarding of the
depended content, such as a question about some characteristic of the depended content, such as the size of the file(s)
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containing the depended content, a partial bitstream from a specified location in the depended content, or the result of
an algorithm performed on part or all of the depended content. In an alternative embodiment, the authorization server
is not visible to the client device, and the challenge is received by way of the content server.

[0035] In response to the challenge, or in the absence of any challenge, the requested evidence is submitted to the
authorization server, in block 50. The required evidence may be related, for example, to one or more specific charac-
teristics of the depended content in whole or in part. In an alternative embodiment, evidence that the depended content
has beenretrieved, processed or presented is submitted together with the authorization request. In this case, the challenge
is not required. The substance and form of the submitted evidence must be specified in advance in such an alternative
embodiment.

[0036] If the submitted evidence is satisfactory, for example, if the evidence meets some requirement imposed by the
authorization server, then some representation of authorization to access the second part of the media content, or
dependent content, is received from the authorization server in block 52. For example, an access token may be received
that will be recognized by the content server to grant access to the dependent content.

[0037] Using the representation of authorization, such as an access token received from the authorization server, the
second part of media content, or dependent content, is requested from the content server in block 54. If the submitted
representation of authorization is accepted by the content server, for example, if the content server verifies that the
access token or other representation of authorization meets a specification of the content server, then in block 56 the
depended content is delivered by and received from the content server for decoding and display.

[0038] In block 58, a determination is made regarding whether or not more parts of media content remain to be
delivered. For example, the MPD may be further parsed, or a state record maintained by either the client device or the
content server may be consulted, to determine whether or not additional segments of depended or dependent content
pertaining to the presentation have yet to be delivered. If so, then the process continues at block 46. Otherwise, if it is
determined that no more parts of media content remain to be delivered, then the process ends.

[0039] The process of FIG. 3 may be employed to control client access to dependent content. For example, client
access to dependent content may be allowed only in the case that the first part of the content has been retrieved and
processed in a certain manner. For example, in order to ensure that the first part of the content is used as expected, the
client may be required to provide evidence demonstrating that certain processing or action, such as decoding or playback,
has been completed with regard to the depended content. The process of FIG. 3 can verify that the client has processed
the depended content as the content provider intended, which can serve the purpose of blocking a client that has not
processed the depended content from accessing the dependent content.

[0040] This approach can advantageously offer flexibility in control policy. For example, different characteristic data
produced or generated at different steps of client processing of received content can be required as evidence of processing
the depended content. The temporal relationship between generation of the evidence type and the request for the
dependent content can also differ. Thus, a service provider can choose a particular type of evidence in order to enforce
a desired level or strictness of verification. For example, in various embodiments, a client can be required to present a
specified part of the depended content, such as the first several minutes of the presentation, any part(s) of the presentation
totaling a specified amount of time, or the entire presentation. In some embodiments, the required parts are selected
randomly, which may suffice to prevent a client from skipping any partin the presentation, since the client does not know
in advance for which parts evidence will be requested.

[0041] For example, referring to FIG. 4, an exemplary multimedia presentation 60 is depicted. The presentation 60
consists of a first part, period ‘A’ 62, and a second part, period ‘B’ 64. Period ‘A’ is a section of depended content, such
as a commercial advertisement, that is required to be retrieved and processed before access will be granted to period
‘B,” a section of dependent content. The periods are subdivided into segments 66, for example, individual files, of digital
multimedia content. In various embodiments, the segments 66 can be further subdivided into subsegments in accordance
with the multimedia delivery format or protocol, such as MPEG-DASH.

[0042] In one embodiment, a dependency relationship 68 is defined between a dependent content segment 70 and
the depended content of period 'A’ 62. In this case, the client must submit evidence that a specified portion of depended
content in period 'A’ 62 of the presentation has been processed, for example, before access is granted to the dependent
content segment 70. In another embodiment, sequential dependency relationships 72 are defined between the second
segment and the first segment of period 'A’ 62, and between each subsequent segment of period 'A’ 62 and the imme-
diately previous segment. In this case, the client must submit evidence that each previous segment of period 'A’ has
been retrieved, for example, before access is granted to the immediately following segment.

[0043] As a specific example, period 'A’ 62 contains a 30-second advertisement divided into 10 segments 74 of equal
length (3 seconds per segment). In one embodiment, the client is required to retrieve or process at least the first 5
seconds of period 'A’ before access will be granted to the content of period B’ 64. In this case, a challenge requesting
evidence corresponding to the first two segments 74 of period 'A’ 62 is issued to the client, and the client must submit
evidence regarding the retrieval or processing of the first two segments 74 of period 'A’ 62.

[0044] In another embodiment, the client is required to retrieve or process at least 5 seconds of period 'A’ 62. In this
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case, a challenge requesting evidence corresponding to each segment 74 of period A’ 62 is issued to the client, and
the client must submit evidence regarding the retrieval or processing of at least two consecutive segments 74 of period
‘A’ 62.

[0045] In yet another embodiment, the client is required to retrieve or process the entirety of period ’A’ before access
will be granted to any content of period 'B’ 64. In this case, a challenge requesting evidence corresponding to each
segment 74 of period 'A’ 62 is issued to the client, and the client must submit evidence regarding the retrieval or processing
of each and every segment 74 of period 'A’ 62.

[0046] Nonetheless, even in the case that a client passes an authorization challenge, it is possible that the client has
only retrieved the depended content but not actually processed it, or that the client has decoded the depended content
but not actually presented it as intended by the content provider. For example, the client device may maintain a buffer
large enough to contain the entire depended content after decoding it, and discard the depended content without playing
it back after receiving access authorization with regard to the dependent content.

[0047] The process of FIG. 3 may be employed to enforce a buffering pace control to inhibit this type of undesired
client behavior. For example, after a first part has been accessed by the client, a minimum waiting time can be enforced
before the client is permitted to access the subsequent part. That is, the content can be controlled such that it can only
be accessed in time intervals on a part by part basis in sequence. This process can substantially restrict the amount of
media data that can be accumulated in the client buffer.

[0048] In an embodiment, the proper time interval can take continuity of playback into consideration, limiting the
maximum effective time interval. For example, requiring a client to wait during an interval of time after accessing a
preceding segment before requesting a subsequent segment restricts the client from buffering too much content. How-
ever, if the time interval is too long, the client buffer will be empty and the presentation will be interruptted. Thus, the
imposition of a maximum waiting period can avoid .

[0049] Thus, in some embodiments, the access token does not take effective immediately, but rather becomes valid
only after a specified waiting time period. In this case, each part of the content can be accessed only after the specified
waiting time period has passed since the previous part of the content was accessed. This approach increases the
likelihood that the client has presented, or played back, the previous part before the subsequent part is accessed by
preventing excessive accumulation of media content in the client buffer.

[0050] The evidence required for client behavior, including controlling buffering pace, can vary in different implemen-
tations. In some cases, it will suffice to show that the client received a certain part of the content. In this case, the client
need not perform complicated processing or computing to obtain the evidence.

[0051] Forexample, in an alternative embodiment, the content server and authorization server functions are combined
in a single system, and the representation of authorization for the dependent content is received together with the
depended content (essentially combining block 44 and block 52 of FIG. 3). In this case, the authorization request for the
dependent content is impliedly included with the initial request for the depended content (essentially combining block
42 and block 46 of FIG. 3) and the delivery of the depended content is impliedly considered as evidence that the depended
content has been retrieved, processed or presented (essentially combining block 44 and block 50 of FIG. 3). This
alternative method is particularly suited to controlling the amount of delivered content that may be buffered at the client
device.

[0052] In another alternative embodiment, an optional attribute can be introduced to inform the client the maximum
amount of media data that can be buffered. For example, the attribute "@maxBufferTime" can be included in the MPD.
[0053] Insome embodiments, the process of FIG. 3 can be employed to enforce both authorized access to dependent
content (AAtDC) and control of buffering pace (CoBP). For example, different schemes can be applied to depended and
dependent content. Thus, for example, control of buffering pace can be enforced in a first period containing depended
content, and authorized access to dependent content can be enforced in a second period containing dependent content.
That is, access to segments in the first period can be allowed sequentially with an intervening interval, and access to
segments in the second period can depend on previous access to segments in the first period. In addition, in some
embodiments, two different authorization servers can be used for the two schemes.

[0054] Referring now to FIG. 5, an exemplary process flow is illustrated that may be performed, for example, by the
content server 12 in the adaptive media streaming system 10 of FIG. 1 to implement the method described in this
disclosure for employing an access authorization process in order to prevent a client system from omitting a specified
portion of the media content in media streaming. The process begins at block 80, where a request for a first part of media
content, or depended content, is received from a client device. A second part of media content, or dependent content,
has a dependency relationship with the depended content.

[0055] Then, in block 82, the first part of media content, or depended content, is sent or delivered to the client for
decoding and display. In block 84, a request for the second part of media content, or dependent content, is received,
along with some representation of authorization, for example, an access token. A verification is made, in block 86,
regarding whether or not the representation of authorization is acceptable. If so, then the dependent content is delivered
or sent, in block 88, to the client for decoding and display. In this approach, the content server does not maintain any
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record of the current state of the streaming presentation.

[0056] Referring now to FIG. 6, an exemplary process flow is illustrated that may be performed, for example, by the
authorization server 14 in the adaptive media streaming system 10 of FIG. 1 to implement the method described in this
disclosure for employing an access authorization process in order to prevent a client system from omitting a specified
portion of the media content in media streaming. The process begins at block 90, where an authorization request to
access the second part of media content, or dependent content, is received from the client. The authorization request
includes an identifier that specifies the requested content.

[0057] Optionally, in block 92, a challenge regarding retrieval, processing or presentation of the depended content is
sent to the client. In block 94, evidence regarding the retrieval, processing or presentation of the depended content is
received from the client. As suggested above, in an alternative embodiment, evidence that the depended content has
been retrieved, processed or presented is received together with the authorization request. In this case, the challenge
is not required.

[0058] Inblock 96, a determination is made regarding whether or not the received evidence is satisfactory, for example,
if the evidence meets a specified requirement. If so, then a representation of authorization to access the second part of
the media content, or dependent content, is sent to the client in block 98 and the process ends with success. Otherwise,
if the evidence is not satisfactory, then the process ends with failure. In an alternative embodiment, additional, multiple
or new evidence that the depended content has been retrieved, processed or presented may be requested.

[0059] As suggested above, in an alternative embodiment, the content server and authorization server functions are
combined in a single system, and the representation of authorization for the dependent content is sent to the client
together with the depended content (essentially combining block 82 of FIG. 5 and block 98 of FIG. 6). In this case, the
authorization request for the dependent content is impliedly included with the initial request for the depended content
(essentially combining block 80 of FIG. 5 and block 90 of FIG. 6) and the delivery of the depended content is impliedly
considered evidence that the depended content has been retrieved, processed or presented (essentially combining
block 82 of FIG. 5 and block 94 of FIG. 6). This alternative method is particularly suited to controlling the amount of
delivered content that may be buffered at the client device.

[0060] Aspects of this disclosure are described herein with reference to flowchart illustrations or block diagrams, in
which each block or any combination of blocks can be implemented by computer program instructions. The instructions
may be provided to a processor of a general purpose computer, special purpose computer, or other programmable data
processing apparatus to effectuate a machine or article of manufacture, and when executed by the processor the
instructions create means for implementing the functions, acts or events specified in each block or combination of blocks
in the diagrams.

[0061] In this regard, each block in the flowchart or block diagrams may correspond to a module, segment, or portion
of code that including one or more executable instructions for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the functionality associated with any block may occur out of
the order noted in the figures. For example, two blocks shown in succession may, in fact, be executed substantially
concurrently, or blocks may sometimes be executed in reverse order.

[0062] A person of ordinary skill in the art will appreciate that aspects of this disclosure may be embodied as a device,
system, method or computer program product. Accordingly, aspects of this disclosure, generally referred to herein as
circuits, modules, components or systems, may be embodied in hardware, in software (including firmware, resident
software, micro-code, etc.), or in any combination of software and hardware, including computer program products
embodied in a computer-readable medium having computer-readable program code embodied thereon.

[0063] In this respect, any combination of one or more computer readable media may be utilized, including, but not
limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, or device, or
any suitable combination of these. More specific examples of computer readable storage media would include the
following non-exhaustive list: a portable computer diskette, a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only memory (EPROM), a Flash memory, a portable compact disc
read-only memory (CD-ROM), an optical storage device, network-attached storage (NAS), a storage area network (SAN),
magnetic tape, or any suitable combination of these. In the context of this disclosure, a computer readable storage
medium may include any tangible medium that is capable of containing or storing program instructions for use by or in
connection with a data processing system, apparatus, or device.

[0064] Computer program code for carrying out operations regarding aspects of this disclosure may be written in any
combination of one or more programming languages, including object oriented programming languages such as Java,
Smalltalk, C++, or the like, as well as conventional procedural programming languages, such as the "C," FORTRAN,
COBOL, Pascal, or the like. The program code may execute entirely on an individual personal computer, as a stand-
alone software package, partly on a client computer and partly on a remote server computer, entirely on a remote server
or computer, or on a cluster of distributed computer nodes. In general, a remote computer, server or cluster of distributed
computer nodes may be connected to an individual (user) computer through any type of network, including a local area
network (LAN), a wide area network (WAN), an Internet access point, or any combination of these.
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[0065] It willbe understood that various modifications may be made. For example, useful results still could be achieved
if steps of the disclosed techniques were performed in a different order, and/or if components in the disclosed systems
were combined in a different manner and/or replaced or supplemented by other components. Accordingly, other imple-
mentations are within the scope of the following claims.

Claims

1.

A method for a client device for controlling adaptive streaming media access, the method comprising:

requesting (42), with a processor (22), a first portion of media content from a content server;

submitting (50) evidence to an authorization server that the first portion of media content has been received by
the client device in terms of presenting a specified part of the received media content;

receiving (52) a representation of authorization to access a second portion of media content in response to the
evidence complying with a requirement;

requesting (54) the second portion of media content from the content server; and

presenting the representation of authorization to the content server; characterized by

receiving a manifest that signals a dependency relationship between the first and second portions of media
content, identifies the authorization server, and specifies an authorization scheme;

wherein the first portion of media content comprises at least part of an advertisement.

The method of Claim 1, further comprising submitting evidence to the authorization server that the first portion of
media content has been processed by a client device.

The method of Claim 1, further comprising receiving a challenge from the authorization server in terms of an inquiry
regarding of the media content, wherein the evidence is submitted in response to the challenge.

The method of Claim 3, wherein the challenge requests evidence correlating to a randomly selected segment of the
first portion of media content.

The method of Claim 1, wherein the representation of authorization comprises a token for accessing the second
portion of media content.

The method of Claim 1, wherein the second portion immediately follows the first portion in sequence, the sizes of
the first and second portions are restricted, and the representation of authorization is accepted by the content server
only after a predetermined time interval has passed since the first portion of media content was requested.

The method of Claim 6, further comprising receiving the first portion of media content with the representation of
authorization, wherein the requesting authorization and the submitting evidence are implicit in the requesting the
first portion of media content, and the content server and the authorization server are implemented on a single
computing device.

A method for a network server for controlling adaptive streaming media access, the method comprising:

Receiving (90), with a processor, an authorization request corresponding to a second portion of media content
from a client device;

receiving (94) evidence from the client device that a first portion of media content has been received by the
client device in terms of presenting a specified part of the received media content; and

sending (98) a representation of authorization to access the second portion of media content to the client device
in response to the evidence complying with a requirement; characterized by

sending a manifest that signals a dependency relationship between the first and second portions of media
content, identifies the authorization server, and specifies an authorization scheme; wherein the first portion of
media content comprises at least part of an advertisement.

9. A network server apparatus (10) for controlling adaptive streaming media access, the apparatus

comprising:

an authorization server (14) that receives an authorization request corresponding to a second portion of media
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content from a client device (16), receives evidence from the client device that a first portion of media content
has been received by the client device in terms of presenting a specified part of the received media content,
and sends a representation of authorization to access the second portion of media content to the client device
in response to the evidence complying with a requirement; and

a content server (12) that receives a first request from the client device for the first portion of media content,
sends the first portion of media content to the client device, receives a second request from the client device
for the second portion of media content, receives the representation of authorization to access the second
portion of media content from the client device, verifies the representation of authorization is acceptable, and
sends the second portion of media content to the client device;

characterized in that the apparatus is configured to establish a dependency relationship between the first and
second portions of media content via a manifest, to identify the authorization server, and to specify an author-
ization scheme wherein the first portion of media content comprises at least part of an advertisement.

10. The apparatus of Claim 9, wherein the content server further verifies the representation of authorization is acceptable

1.

only after a predetermined time interval has passed since the first portion of media content was sent to the client
device, wherein the second portion of media content immediately follows the first portion of media content in se-
quence, and the sizes of the first and second portions of media content are restricted.

The apparatus of Claim 10, wherein a single server comprises the content server and the authorization server, and
the single server further sends the representation of authorization to the client device with the first portion of media
content.

Patentanspriiche

1.

Verfahren fiir eine Client-Vorrichtung zum Steuern von adaptivem Streamingmedienzugriff, wobei das Verfahren
die folgenden Schritte umfasst:

Anfordern (42), mit einem Prozessor (22), eines ersten Anteils von Medieninhalt von einem Inhaltsserver;
Einreichen (50) eines Beweises bei einem Authorisierungsserver, dass der erste Anteil von Medieninhalt durch
die Client-Vorrichtung empfangen wurde, indem ein spezifizierter Teil des empfangenen Medieninhalts présen-
tiert wird;

Empfangen (52) einer Reprasentation von Authorisierung, um auf einen zweiten Anteil von Medieninhalt zuzu-
greifen, als Reaktion darauf, dass der Beweis eine Anforderung erfiillt;

Anfordern (54) des zweiten Anteils von Medieninhalt von dem Inhaltsserver; und Prasentieren der Reprasen-
tation von Authorisierung dem Inhaltsserver; gekennzeichnet durch

Empfangen eines Manifests, das eine Abhangigkeitsbeziehung zwischen dem ersten und dem zweiten Anteil
von Medieninhalt signalisiert, den Authorisierungsserver identifiziert und ein Authorisierungsschema spezifiziert;
wobei der erste Anteil von Medieninhalt mindestens einen Teil einer Werbung umfasst.

Verfahren nach Anspruch 1, ferner umfassend Einreichen von Beweis bei dem Authorisierungsserver, dass der
erste Anteil von Medieninhalt durch eine Client-Vorrichtung verarbeitet wurde.

Verfahren nach Anspruch 1, ferner umfassend Empfangen einer Aufforderung von dem Authorisierungsserver im
Hinblick auf eine Anfrage hinsichtlich des Medieninhalts, wobei der Beweis als Reaktion auf die Aufforderung ein-
gereicht wird.

Verfahren nach Anspruch 3, wobei die Aufforderung einen Beweis anfordert, der mit einem zufallig ausgewahlten
Segment des ersten Anteils von Medieninhalt korreliert.

Verfahren nach Anspruch 1, wobei die Reprasentation von Authorisierung ein Token zum Zugriff auf den zweiten
Anteil von Medieninhalt umfasst.

Verfahren nach Anspruch 1, wobei der zweite Anteil unmittelbar nacheinander auf den ersten Anteil folgt, die Gré3en
des ersten und des zweiten Anteils beschrankt sind und die Reprasentation von Authorisierung durch den Inhalts-
server nur akzeptiert wird, nachdem ein vorbestimmtes Zeitintervall vergangen ist, seit der erste Anteil von Medien-
inhalt angefordert wurde.

10
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Verfahren nach Anspruch 6, ferner umfassend Empfangen des ersten Anteils von Medieninhalt mit der Reprasen-
tation von Authorisierung, wobei das Anfordern von Authorisierung und das Einreichen eines Beweises in dem
Anfordern des ersten Anteils von Medieninhalt inbegriffen sind und der Inhaltsserver und der Authorisierungsserver
auf einer einzigen Rechenvorrichtung implementiert sind.

Verfahren fur einen Netzwerkserver zum Steuern von adaptivem Streamingmedienzugriff, wobei das Verfahren die
folgenden Schritte umfasst:

Empfangen (90), mit einem Prozessor, einer Authorisierungsanforderung, die einem zweiten Anteil von Me-
dieninhalt entspricht, von einer Client-Vorrichtung;

Empfangen (94) eines Beweises von der Client-Vorrichtung, dass ein erster Anteil von Medieninhalt durch die
Client-Vorrichtung empfangen wurde, indem ein spezifizierter Teil des empfangenen Medieninhalts prasentiert
wird; und

Senden (98) einer Reprasentation von Authorisierung an die Client-Vorrichtung, um auf den zweiten Anteil von
Medieninhalt zuzugreifen, als Reaktion darauf, dass der Beweis eine Anforderung erfillt; gekennzeichnet
durch

Senden eines Manifests, das eine Abhangigkeitsbeziehung zwischen dem ersten und dem zweiten Anteil von
Medieninhalt signalisiert, den Authorisierungsserver identifiziert und ein Authorisierungsschema spezifiziert;
wobei der erste Anteil von Medieninhalt mindestens einen Teil einer Werbung umfasst.

Netzwerkservereinrichtung (10) zum Steuern von adaptivem Streamingmedienzugriff, wobei die Einrichtung Fol-
gendes umfasst:

einen Authorisierungsserver (14), der eine Authorisierungsanforderung empfangt, die einem zweiten Anteil von
Medieninhalt entspricht, von einer Client-Vorrichtung (16), einen Beweis von der Client-Vorrichtung empfangt,
dass ein erster Anteil von Medieninhalt durch die Client-Vorrichtung empfangen wurde, indem ein spezifizierter
Teil des empfangenen Medieninhalts prasentiert wird, und eine Reprasentation von Authorisierung an die Client-
Vorrichtung sendet, um auf den zweiten Anteil von Medieninhalt zuzugreifen, als Reaktion darauf, dass der
Beweis eine Anforderung erfiillt; und

einen Inhaltsserver (12), der eine erste Anforderung von der Client-Vorrichtung fiir den ersten Anteil von Me-
dieninhalt empféngt, den ersten Anteil von Medieninhalt an die Client-Vorrichtung sendet, eine zweite Anfor-
derung von der Client-Vorrichtung fir den zweiten Anteil von Medieninhalt empfangt, die Reprasentation von
Authorisierung von der Client-Vorrichtung empfangt, um auf den zweiten Anteil von Medieninhalt zuzugreifen,
die Reprasentation von Authorisierung als akzeptabel verifiziert und den zweiten Anteil von Medieninhalt an
die Client-Vorrichtung sendet;

dadurch gekennzeichnet, dass die Einrichtung ausgelegt ist zum Herstellen einer Abhangigkeitsbeziehung
zwischen dem ersten und dem zweiten Anteil von Medieninhalt Giber ein Manifest, um den Authorisierungsserver
zu identifizieren und um ein Authorisierungsschema zu spezifizieren, wobei der erste Anteil von Medieninhalt
mindestens einen Teil einer Werbung umfasst.

Einrichtung nach Anspruch 9, wobei der Inhaltsserver ferner die Reprasentation von Authorisierung nur als akzep-
tabel verifiziert, nachdem ein vorbestimmtes Zeitintervall vergangen ist, seit der erste Anteil von Medieninhalt an
die Client-Vorrichtung gesendet wurde, wobei der zweite Anteil von Medieninhalt unmittelbar nacheinander auf den
ersten Anteil von Medieninhalt folgt und die GréRen des ersten und des zweiten Anteils beschrankt sind.

Einrichtung nach Anspruch 10, wobei ein einziger Server den Inhaltsserver und den Authorisierungsserver umfasst
und der einzige Server ferner die Reprasentation von Authorisierung mit dem ersten Anteil von Medieninhalt an die
Client-Vorrichtung sendet.

Revendications

1.

Procédeé pour un dispositif client pour commander un accés multimédia en continu adaptatif, le procédé comprenant :

la demande (42), par un processeur (22), d’'une premiére partie d’'un contenu multimédia a partir d’'un serveur
de contenu ;

la soumission (50) d’'une preuve a un serveur d’autorisation que la premiére partie du contenu multimédia a été
recue par le dispositif client en termes de présentation d’'une partie spécifiée du contenu multimédia recu ;
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la réception (52) d’une représentation d’autorisation d’accés a une seconde partie d’'un contenu multimédia
lorsque la preuve est conforme a une exigence ;

la demande (54) de la seconde partie du contenu multimédia a partir du serveur de contenu ; et

la présentation de la représentation d’autorisation au serveur de contenu ; caractérisé par

la réception d’'un manifeste qui signale une relation de dépendance entre les premiéere et seconde parties du
contenu multimédia, identifie le serveur d’autorisation, et spécifie un schéma d’autorisation ;

la premiére partie du contenu multimédia comprenant au moins une partie d’'une publicité.

Procédé selon la revendication 1, comprenant en outre la soumission d’une preuve au serveur d’autorisation que
la premiére partie du contenu multimédia a été traitée par un dispositif client.

Procédé selon la revendication 1, comprenant en outre la réception d’'une mise en question en provenance du
serveur d’autorisation en termes d’une interrogation concernant le contenu multimédia, la preuve étant soumise en
réponse a la mise en question.

Procédé selon la revendication 3, la mise en question demandant une preuve en corrélation avec un segment
sélectionné de maniére aléatoire de la premiére partie du contenu multimédia.

Procédé selon la revendication 1, la représentation d’autorisation comprenant un jeton pour accéder a la seconde
partie du contenu multimédia.

Procédé selon la revendication 1, la seconde partie suivant immédiatement la premiere partie en séquence, les
tailles des premiére et seconde parties étant restreintes, et la représentation d’autorisation étant acceptée par le
serveur de contenu uniquement apres qu’un intervalle de temps prédéterminé s’est écoulé depuis que la premiére
partie du contenu multimédia a été demandée.

Procédé selon la revendication 6, comprenant en outre la réception de la premiére partie du contenu multimédia
avec la représentation d’autorisation, la demande d’autorisation et la soumission de preuve étant implicites dans la
demande de la premiére partie du contenu multimédia, et le serveur de contenu et le serveur d’autorisation étant
mis en oeuvre sur un seul dispositif informatique.

Procédé pour un serveur de réseau pour commander un accés multimédia en continu adaptatif, le procédé
comprenant :

la réception (90), par un processeur, d’'une demande d’autorisation correspondant a une seconde partie d’'un
contenu multimédia a partir d’'un dispositif client ;

la réception (94) d’'une preuve en provenance du dispositif client qu’'une premiére partie d’'un contenu multimédia
a étérecue parle dispositif client en termes de présentation d’'une partie spécifiée du contenu multimédiaregu ; et
I'envoi (98) d’'une représentation d’autorisation d’accés a la seconde partie du contenu multimédia au dispositif
client lorsque la preuve est conforme a une exigence ; caractérisé par

I'envoi d’'un manifeste qui signale une relation de dépendance entre les premiére et seconde parties du contenu
multimédia, identifie le serveur d’autorisation, et spécifie un schéma d’autorisation ;

la premiére partie du contenu multimédia comprenant au moins une partie d’'une publicité.

9. Appareil serveur de réseau (10) pour commander un accés multimédia en continu adaptatif, I'appareil comprenant :

un serveur d’autorisation (14) qui recoit une demande d’autorisation correspondant a une seconde partie d’'un
contenu multimédia a partir d’'un dispositif client (16), regoit une preuve en provenance du dispositif client qu’une
premiére partie d’'un contenu multimédia a été regue par le dispositif client en termes de présentation d’'une
partie spécifiée du contenu multimédia regu, et envoie une représentation d’autorisation d’acces a la seconde
partie du contenu multimédia au dispositif client lorsque la preuve est conforme a une exigence ; et

un serveur de contenu (12) qui recoit une premiere demande en provenance du dispositif client pour la premiére
partie du contenu multimédia, envoie la premiére partie du contenu multimédia au dispositif client, regoit une
seconde demande provenant du dispositif client pour la seconde partie du contenu multimédia, recoit la repré-
sentation d’autorisation d’accés a la seconde partie du contenu multimédia a partir du dispositif client, vérifie
que la représentation d’autorisation est acceptable, et envoie la seconde partie du contenu multimédia au
dispositif client ;

'appareil étant caractérisé en ce qu’il est configuré pour établir une relation de dépendance entre les premiére
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et seconde parties du contenu multimédia par I'intermédiaire d’'un manifeste, pour identifier le serveur d’auto-
risation, et pour spécifier un schéma d’autorisation, la premiére partie du contenu multimédia comprenant au
moins une partie d’'une publicité.

10. Appareil selon la revendication 9, le serveur de contenu vérifiant en outre que la représentation d’autorisation est

1.

acceptable uniqguement aprés qu’un intervalle de temps prédéterminé s’est écoulé depuis que la premiére partie
du contenu multimédia a été envoyée au dispositif client, la seconde partie du contenu multimédia suivant immé-
diatement la premiére partie du contenu multimédia en séquence, et les tailles des premiére et seconde parties du
contenu multimédia étant restreintes.

Appareil selon la revendication 10, un serveur unique comprenant le serveur de contenu et le serveur d’autorisation,

et le serveur unique envoyant en outre la représentation d’autorisation au dispositif client avec la premiére partie
du contenu multimédia.

13



EP 3 030 975 B1

Network
18
10

&

16

FIG.1

14



EP 3 030 975 B1

8¢

23e.101S

¢ 'DId

0¢

\

90e}I31u|
N10MIBN

O/I

9¢

{4

\|

.

J/
Jazuoyine b

J93udjeyd e
J9zAjeUR BOUIPIAD e

Alowa N

/

/

144

[43

105539044

[

15



EP 3 030 975 B1

( START )

40 —

Parse manifest

42 —

Request depended content

44 —

Receive depended content

Request authorization

Submit evidence

52 —

Receive authorization

54 —

Request dependent content

56 —

Receive dependent content

FIG. 3

58
MMR

2
arts: Y

N

( END )

16



EP 3 030 975 B1

17

64

62

FIG. 4



EP 3 030 975 B1

< START )

1

80 —  Receive depended content request

82 — Send depended content

84 — Receive dependent content request
86

Authorization
ok?

Y

88 — Send dependent content

( END )

FIG. 5

18



EP 3 030 975 B1

C START )

90 —— Receive authorization request

92 — Send challenge

94 —— Receive evidence

L
96
Evsdlegce END
ok’ N
Y
98 — Send authorization

( END )

FIG. 6

19



EP 3 030 975 B1
REFERENCES CITED IN THE DESCRIPTION
This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European

patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description
e US 2013073384 A1[0009] e EP 1378104 A1[0009]

* US 2013219178 A1 [0009] * US 2013042100 A1 [0009]
 US 2014013375 A1 [0009]

20



	bibliography
	description
	claims
	drawings
	cited references

