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(57) Abstract: The present disclosure discloses a method, system and device for monitoring data. A server receives service running
data of a service transmitted from a client. The server acquires a first abnormal strategy corresponding to the service, and provides an
alarm for the service when the first abnormal strategy is matched according to the service running data. As the method for monitor -
ing data is based on the service running on the client, the server can determine for which service running on the client the abnormal -
ity occurs and an alarm is provided. Thus, the user does not need to determine a failure of the service running on the client by manu -
ally analyzing data that corresponds to all services running on the client and displays on an interface of the monitoring system, so as
to simplify data analysis.
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METHOD, SYSTEM AND DEVICE FOR MONITORRING
DATA

Field of the Invention

The present disclosure relates to an information technology field, and more

particularly, to a method, system and device for monitoring data.

Background of the Invention

At present, in a monitoring system, data running on a monitored device is
collected through a data collecting process installed in a peripheral of the monitored
device. In detail, the data running on the monitored device is recorded in various ways.
Afterwards, the peripheral can report the collected data to a monitoring device
through a network. The data is displayed in a monitoring interface in the monitoring

device.

In a conventional monitoring system, all data from the monitored device is
displayed in the monitoring interface of the monitoring device, and is analyzed
manually to determine whether there is a problem in the monitored device. Thus,

analysis of the monitoring data is complex.

Summary of the Invention

A method, system and device for monitoring data are provided according to

examples of the present disclosure to simplify analysis for monitoring data.

A method for monitoring data is provided according to an example of the present

disclosure, which includes:
receiving, by a server, service running data of a service transmitted from a client;

acquiring, by the server, a first abnormal strategy corresponding to the service,
wherein the first abnormal strategy comprises a first condition comprising a service
parameter value wherein satisfaction of the first condition indicates that an

abnormality of running the service on the client occurs;

determining, by the server, whether the first condition is satisfied according to

the received service running data and the service parameter value; and
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providing, by the server, an alarm indicator for the service to the client when it is

determined that the first condition is satisfied.

A server is provided according to an example of the present disclosure, which

includes:

a processor for executing instructions stored in a memory, the instructions

comprising:

a service running data receiving instruction, to receive service running data of a

service transmitted from a client;

a strategy acquiring instruction, to acquire a first abnormal strategy
corresponding to the service, wherein the first abnormal strategy comprises a first
condition comprising a service parameter value wherein satisfaction of the first

condition indicates that an abnormality of running the service on the client occurs; and

an alarming instruction, to determine whether the first condition is satisfied
according to the received service running data and the service parameter value,
provide an alarm indicator for the service to the client when it is determined that the

first condition is satisfied.

A system is provided according to an example of the present disclosure, which

includes at least one client and a server:

each client, to collect service running data of a service running on the client,

transmit the service running data to a server;

the server, to receive service running data of a service transmitted from the client,
acquire a first abnormal strategy corresponding to the service, wherein the first
abnormal strategy comprises a first condition comprising a service parameter value
wherein satisfaction of the first condition indicates that an abnormality of running the
service on the client occurs, determine whether the first condition is satisfied
according to the received service running data and the service parameter value,
provide an alarm indicator for the service to the client when it is determined that the

first condition is satisfied..

A system for monitoring data is provided according to an example of the present

disclosure, which includes a server and at least one client, wherein

the client includes:
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a service running data collecting module, to collect service running data of a
service running on the client; and

a service running data transmitting module, to transmit the service running data

to a server;
the server includes:

a service running data receiving module, to receive service running data of a

service transmitted from a client;

a strategy acquiring module, to acquire a first abnormal strategy corresponding to

the service; and

an alarming module, to provide an alarm for the service when the first abnormal

strategy is matched according to the service running data.

Brief Description of Drawings

In order to make examples of the present disclosure clearer, drawings for
examples of the present disclosure are briefly described. Obviously, the following
drawings are only for partial examples of the present invention, but are not all

examples. Those skilled in the art can obtain other drawings without creative labor.

FIG. 1 is a schematic diagram illustrating a structure of a system for monitoring

data in accordance with an example of the present disclosure;

FIG. 2 is a flowchart illustrating a method for monitoring data in accordance

with an example of the present disclosure;

FIG. 3 is a flowchart illustrating another method for monitoring data in

accordance with an example of the present disclosure;

FIG. 4 is a flowchart illustrating another method for monitoring data in

accordance with an example of the present disclosure;

FIG. 5 is a flowchart illustrating another method for monitoring data in

accordance with an example of the present disclosure;

FIG. 6 is a schematic diagram illustrating a structure of a server in accordance

with an example of the present disclosure;
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FIG. 7 is a schematic diagram illustrating another structure of a server in
accordance with an example of the present disclosure;

FIG. 8 is a schematic diagram illustrating another structure of a server in

accordance with an example of the present disclosure;

FIG. 9 is a schematic diagram illustrating a structure of a client in accordance

with an example of the present disclosure;

FIG. 10 is a schematic diagram illustrating another structure of a client in

accordance with an example of the present disclosure;

FIG. 11 is a schematic diagram illustrating another structure of a server in

accordance with an example of the present disclosure;

FIG. 12 is a schematic diagram illustrating another structure of a server in

accordance with an example of the present disclosure;

FIG. 13 is a schematic diagram illustrating another structure of a client in

accordance with an example of the present disclosure;

FIG. 14 is a schematic diagram illustrating another structure of a client in

accordance with an example of the present disclosure.

Detailed Description of the Invention

Technical solutions in accordance with examples of the present disclosure will
become apparent and integrated from the following detailed description, taken in
conjunction with the accompanying drawings, illustrating by way of example the
principles of the present disclosure. Obviously, the described examples are only
partial examples of the present disclosure, but are not all examples. The present
disclosure may be represented as different forms, and thus is not limited to the
described examples. According to the examples of the present disclosure, those skilled
in the art can obtain other examples without creative labor, which belong to the

protection scope of the present disclosure.

A method for monitoring data is provided according to an example of the present
disclosure, which is applied to a system for monitoring data as shown in FIG. 1. The
system includes at least one client and a server connected with the at least one client.

The at least one client is the monitored device that can be a computing device such as



10

15

20

25

30

WO 2014/067439 PCT/CN2013/086100

a mobile phone, a smartphone, a laptop, a tablet PC, a POS machine and so on. In an
example shown in FIG. 1, there are multiple clients. At least one service can run in a
client. That is, a client can include at least one service systems, such as an instant
messaging service system and a service system for downloading files and so on. In an
example shown in FIG. 1, there are multiple service systems in a client. The server

can monitor service running data of the at least one service running on the client.

As shown in FIG. 2, in a monitoring system, a server may monitor service

running data of a service running on a client as follows.

At block 101, the server receives service running data of a service running a
client, wherein the service running data of the service running on the client is
transmitted from the client. The service data transmitted by the client may indicate a
detail condition of running the service on the client. Specifically, the service running
data may include a service identifier that uniquely identifies the service, and may also
include service performance data acquired during the service’s running, €.g., amount
of data that is downloaded from a network and processed by a file downloading

system in the client, amount of scanned data, data scanning performance and so on.

In a practical application, the service performance data in the service running
data is collected by the client according to a preset service collection frequency. The
service collection frequency may be preset in the client according to a practical
requirement. For example, the client may collect the service performance data such as
data scanning performance once every 100s. Service collection frequencies preset for
different services in the client may be the same or different from each other. The
client may collect the service performance data of different services respectively

according to different service collection frequencies.

At block 102, the server acquires a first abnormal strategy corresponding to the
service. The first abnormal strategy includes a condition that includes a service
parameter value when an abnormality of running the service on the client occurs, e.g.,
amount of service data is larger than the service parameter value. When the
abnormality of running the service on the client occurs, the condition including is

satisfied.

The server can store the first abnormal strategy corresponding to the service.

Specifically, a corresponding relation between the service identifier and the first
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abnormal strategy is stored. For example, for an instant messaging service running on
the client, the first abnormal strategy may be that a task requirement speed is lower
than or equal to zero. When acquiring the first abnormal strategy corresponding to the
service, the server may search corresponding relations stored in the server according
to the service running data reported by the client for the corresponding relation
including the service identifier of the service to acquire the first abnormal strategy

corresponding to the service.

At block 103, the server determines whether the service running data received at
block 101 matches the first abnormal strategy of the service corresponding to the
service running data acquired at block 102, i.e., determines whether the service
running data satisfies the condition included in the first abnormal strategy. If the
service running data matches the first abnormal strategy, the service running data
indicates that an abnormality occurs when the service runs on the client, and block
104 is performed. If the service running data does not match the first abnormal

strategy, the server may not provide an alarm.

At block 104, the server provides an alarm for the service corresponding to the
matched service running data, e.g., buzzing or popping-up a user interface to provide
the alarm through the user interface. In an example, the server provides an alarm

indicator for the service to the client.

It can be seen from the above that in the method for monitoring data according to
the example of the present disclosure, a server in a system for monitoring data may
receive service running data of at least one service, and acquires a first abnormal
strategy corresponding to each service. If service running data of a service matches a
first abnormal strategy of the service corresponding to the service running data, the
server provides an alarm for the service corresponding to the service running data. As
the method for monitoring data is based on the service running on the client, the
server can determine for which service running on the client the abnormality occurs
and an alarm is provided. Thus, the user does not need to determine a failure of the
service running on the client by manually analyzing data that corresponds to all
services running on the client and displays on an interface of the monitoring system,

so as to simplify data analysis.
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In another example, the server may not only monitor data corresponding to the
service running on the client according to blocks 101-103, but also monitor data based
on a device, i.e. a client. Thus, the first abnormal strategy acquired at block 102 may
not only include the condition including the service parameter value when an
abnormality of running the service on the client occurs, e.g., amount of downloaded
data is larger than or equal to a preset downloading amount, but also include a
condition including a device parameter value of the client, i.e., an hardware parameter
value of the client, such as CPU occupancy rate and so on. The device parameter
value may not indicate that abnormality of hardware in the client occurs. When an
abnormality of running the service on the client occurs, both the condition including
the service parameter value and the condition including the device parameter value
are satisfied. As shown in FIG. 3, not only blocks 101-104 but also block 105 is
performed in the server. Moreover, at block 103, it is determined whether the service
running data matches the first abnormal strategy, i.e., the service running data satisfies
the condition including the service parameter value in the first abnormal strategy. If

the service running data matches the first abnormal strategy, block 106 is performed.

At block 105, the server receives the device running data transmitted from the
client, wherein the device running data refers to running data of the hardware in the
device i.e., the client, e.g., data related with a CPU, a memory, a network device, and
a disk. The client may collect not only service running data of each service running on
the client, but also the device running data of the client. The client may collect the
device running data according to a preset device collection frequency. The device
collection frequencies preset in various clients in the data monitoring system may be
the same or different from each other. For one client, the preset device collection
frequency and the preset service collection frequency may be also the same or

different from each other.

At block 106, the server determines whether the device running data received at
block 105 matches the first abnormal strategy, i.e., determining whether the received
device running data satisfies the condition including a device parameter value of the
client in the first abnormal strategy. If the device running data matches the first
abnormal strategy, the server provides an alarm for the service corresponding to the
service running data matched at block 104. If the device running data does not match

the first abnormal strategy, the server does not provide an alarm. That is, if both the
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device running data of the client and the service running data corresponding to the
service match the first abnormal strategy, the server provides an alarm for the service.
Thus, when providing an alarm for the service, the server may consider factors of both
the service running on the client and the client. The server provides an alarm only
when both the machine running data and the service running data respectively satisfy

corresponding conditions in the first abnormal strategies.

It should be noted that there is no absolute order between block 105 and blocks
101-103. There is also no absolute order between block 106 and block 103. Block 105
and blocks 101-103 can be performed at the same time or in order. Also, Block 106
and block 103 can be performed at the same time or in order. The method as shown in

FIG. 3 is only a concrete implementation way.

In another example, the server may not only monitor service running data of the
service running on the client and provide an alarm for the service according to blocks
101-103, but also monitor data of the device and provide an alarm for the device i.e.,
the client. As shown in FIG. 4, the server can perform not only blocks 101-104, but
also blocks 107-109.

At block 107, the server receives the device running data transmitted from at
least one client, wherein the device running data refers to running data of the
hardware in the client, e.g., data related with a CPU, a memory, a network device, and
a disk. The client may collect not only service running data of each service running on
the client, but also the device running data of the client. The client may collect the
device running data according to a preset device collection frequency. The device
collection frequencies preset in various clients in the data monitoring system may be
the same or different from each other. For one client, the preset device collection
frequency and the preset service collection frequency may be also the same or

different from each other.

At block 108, the server determines whether the device running data received in
block 107 matches a second abnormal strategy. The second abnormal strategy may
include the device parameter value when an abnormality occurs in the client, e.g., the
CPU occupancy rate value and the temperature value. When the abnormality of the
client on the client occurs, the condition including the device parameter value is

satisfied. In detail, the server determines whether the device running data received in
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block 107 satisfies a condition including a device parameter value in the second
abnormal strategy. If the device running data matches the second abnormal strategy,
block 109 is performed. If the device running data does not match the second
abnormal strategy, the server may not provide an alarm. Second abnormal strategies

for various clients may be the same or different from each other.

At block 109, the server provides an alarm for the client corresponding to the

matched device running data.

It should be noted that in the example, the server may manage the monitored
client. In detail, the server may store a list of monitored clients. A network address (i.e.
IP) and a client state (including abnormal or normal) may be stored in the list for each
monitored client. A state of a service running on each monitored client may also be

stored in the list, which includes an abnormal state or a normal state.

There is no absolute order between blocks 107-109 and blocks 101-103 that can
be performed at the same time or in order. FIG. 4 only illustrates an exemplary
implementation way. The first abnormal strategy and the second abnormal strategy
indicate different abnormal strategies, but not indicate order relationship of abnormal

strategies.

It should be noted that, both the first abnormal strategy corresponding to the
service acquired at block 102 and the second abnormal strategy corresponding to the
client acquired at block 108 may be preset in the server by a user according to
requirements. For the first abnormal strategy, the server may acquire first
configuration information of the first abnormal strategy corresponding to the service
and reconfigure the first abnormal strategy corresponding to the service stored in the
server according to the acquired first configuration information. For the second
abnormal strategy, the server may acquire second configuration information of the
second abnormal strategy corresponding to the client and reconfigure the second
abnormal strategy according to the acquired second configuration information. The
first configuration information and the second configuration information may be
stored in a script. The server may receive the first configuration information and
second configuration information inputted by other devices, or inputted by the user

from a user interface.
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According to the above example from block 101 to block 109, the server can
provide an alarm for the abnormal service running on the client, and can also provide
an alarm for the client in which the abnormality of the hardware occurs. In an
example, after providing an alarm for the abnormal service, i.e., after block 104 is
performed, the server may acquire a recovering command for the service
corresponding to the matched service running data, and transmit the recovering
command to the client reporting the service running data. The recovering command
carries a recovering operation indication to indicate the client to perform a recovering
operation such as restarting a service system. The recovering command may be
acquired according to the abnormal service. For example, for the abnormal service in
a network downloading service system, the service may generate the recovering

command to indicate that the client restarts the network downloading service system.

After providing an alarm for the abnormal client, i.e., after block 109 is
performed, the server may acquire a recovering command for the client corresponding
to the matched device running data, and transmit the recovering command to the
client corresponding to the device running data. The recovering command carries a
recovering operation indication to indicate the client to perform a recovering
operation such as restarting the client. The recovering command may be acquired
according to the specific client. For example, if the abnormality occurs in client 1, the
service may generate the recovering command to indicate restarting the client 1. Thus,
through interaction between the client and the server, the abnormal client or the client
corresponding to the abnormal service is adjusted properly, to make the client

recovered to a normal state.

A method for monitoring data is provided according to an example of the present
disclosure, which applies to a system for monitoring data as shown in FIG. 1. As

shown in FIG. 5, the method includes procedures as follows.

At block 201, service running date of at least one service running on the client is
collected. At least one service runs on the client. The service running data of a service
can indicate a specific condition of running the service. Specifically, the service
running data may include a service identifier that identifies the service uniquely, and
the performance data acquired during a process of running the service, e.g., amount of
data that is downloaded from a network and processed by a file downloading system

in the client, amount of scanned data, scanning performance.

10
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In a practical application, the service performance data in the service running
data is collected by the client according to a preset service collection frequency. The
service collection frequency may be preset in the client according to a practical
requirement. For example, the client may collect the service performance data such as
data scanning performance once every 100s. Service collection frequencies preset for
different services by the client may be same or different. The client may collect the
service performance data of different services according to different service collection

frequencies.

At block 202, the collected service running data corresponding to the at least one
service is transmitted to the server, so that when the service running data matches a
first abnormal strategy of the service corresponding to the service running data, the
server provides an alarm for the service corresponding to the matched service running
data. The method for monitoring data performed by the server is shown as FIG. 2,

which is not described repeatedly herein.

It can be seen from the above that in a method for monitoring data according to
an example of the present disclosure, in a system for monitoring data, a client collects
service running data corresponding to at least one service, transmit the collected
service running data to the server so that when the service running data matches a first
abnormal strategy of the service corresponding to the service running data, the server
provides an alarm for the service corresponding to the matched service running data.
As the method for monitoring data is based on the service running on the client, the
server can determine for which service running on the client the abnormality occurs to
provide an alarm. Thus, the user does not need to determine a failure of the service
running on the client by manually analyzing data that corresponds to all services
running on the client and displays on an interface of a monitoring system, so as to

simplify data analysis.

According to block 201 and block 202, the client collects the service running
data and transmits the service running data to the server, wherein the data monitoring
is based on the service. In another example, the client not only performs blocks 201
and 202, but also monitors data based on a device. Specifically, the client may collect
device running data, i.e., a hardware parameter of the client, such as CPU occupancy
rate and so on. The collected device running data is transmitted to the server. Thus,

when the server determines that the device running data matches a second abnormal

11
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strategy, the server provides an alarm for the client corresponding to the matched
device running data. Or the server may provide an alarm for the abnormal service

according to a method for monitoring data as shown in FIG. 3.

The client may collect the device running data according to a preset device
collection frequency. Device collection frequencies preset in various clients in the
system for monitoring data may be same or different. For one client, the preset device
collection frequency and the preset service collection frequency may be also same or

different.

In another example, the client may not only perform above blocks 201 and 202,
but also receive a recovering command transmitted by the server. The recovering
command is acquired by the server according to the service corresponding to the
service running data matching the first abnormal strategy or the client corresponding
to the machine running data matching the second abnormal strategy. For example, if
the abnormality in a network downloading service system occurs, the server may
generate the recovering command to indicate that the client restarts the network
downloading service system. If the abnormality occurs in client 1, the service may
generate the recovering command to indicate restarting the client 1. Thus, through
interaction between the client and the server, the abnormal client or the client
corresponding to the abnormal service is adjusted properly, to make the client
recovered to a normal state. Communication between the client and the server may be

based on such as User Datagram Protocol (UDP) and so on.

A method for monitoring data according to an example of the present disclosure
is as shown in FIG. 6, which applies to a system for monitoring data as shown in FIG.
1. In the example, the server may include an intercepting proceeding, a monitoring

proceeding, a sharing memory, an alarming module and a configuring module.

(1) The intercepting proceeding in the server may intercept service running data
and device running data reported by a client, and store the service running data and
the device running data in the sharing memory. The intercepting proceeding may
further feed a response back to the data reported by the client. The intercepting
proceeding may further intercept a first abnormal strategy and a second abnormal
strategy configured by the configuring module, and store the first abnormal strategy

and the second abnormal strategy into the sharing memory.

12
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The service running data and the device running data of the client may be as

shown in FIG. 1. In FIG. 1, CPU overload, HANDLE and memory are included in the

device running data. Other data is included in the service running data.

A format of a string is that the string that does not end with zero is started with a

uint16_t to represent the number of characters in the string, and the string follows the

uintl6_t. “char” represents integer data. For data of sample scanned unsuccessful, a

unique identity code of the sample md5 is added on basis of a scanning result. For

data of sample scanned in a long time, the unique identity code of the sample mdS and

a scanning time (in seconds) are added on basis of the scanning result. “ucDataCmd”

is a primary command, which indicates a kind of commands to be performed.

“ucDataSubemd” is a secondary command, which indicates a sub-command in the

kind of the commands.

Table 1

Data Name ucDataCmd | ucDataSubcmd | Data Format
Amount of task requests 0x01 0x01 uint32 t
Downloading amount 0x01 0x02 uint32 t
Scanning amount 0x01 0x03 uint32 t
Amount of sentenced black 0x01 0x04 uint32 t
Amount of scanning failures 0x01 0x05 uint32 t
Amount of downloading failures | 0x01 0x06 uint32 t
Speed of requesting tasks 0x01 0x07 uint32_t
Scanning speed 0x01 0x08 uint32_t
Downloading speed 0x01 0x09 uint32_t
Size of a task queue 0x01 0x0a uint32 t
Size of a downloading queue 0x01 0x0b uint32_t
The number of certificates 0x01 0x64 uint32 t
Framework version 0x02 0x01 string

13
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Engine Version 0x02 0x02 string

Virus database version 0x02 0x03 string

CPU load 0x03 0x01 uint32_t
Memory 0x03 0x02 uint32 t
HANDLE 0x03 0x03 uint32 _t
Sample scanned unsuccessful 0x04 0x01 ;1int8_t+char[32
Sample scanned in a long time 0x05 0x01 uins._treharf32

J+uint64 t

(2) the intercepting proceeding in the server may intercept the service running
data and the device running data reported by the client, and store the service running
data and the device running data into the sharing memory. Thus, the monitoring
proceeding may read the service running data and the device running data from the
sharing memory, and read the first abnormal strategy and the second abnormal
strategy from the sharing memory, and monitor data according to the processes as

shown in FIG. 2 and FIG. 4, which is not described repeatedly herein.

(3) If the service corresponding to the service running data is to be alarmed, the
monitoring proceeding may control the alarming module to provide an alarm for the
service and transmit a recovering command corresponding to the service to the client.
If the client corresponding to the device running data is to be alarmed, the monitoring
proceeding may control the alarming module to provide an alarm for the client and

transmit a recovering command corresponding to the client to the client.

A server is provided according to an example of the present disclosure. FIG. 7 is
a schematic diagram illustrating a structure of a server according to an example of the

present disclosure. The server includes:

a service running data receiving module 10, to receive service running data of a

service transmitted from a client, wherein at least one service runs on the client;

a strategy acquiring module 11, to acquire a first abnormal strategy

corresponding to the service; and
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an alarming module 12, to determine whether the first condition is satisfied
according to the received service running data and the service parameter value,
provide an alarm for the service when the service running data received by the service
running data receiving module 10 matches the first abnormal strategy acquired by the
strategy acquiring module 11. In an example, the server provides an alarm indicator

for the service to the client.

In the example of the present disclosure, the service running data receiving
module 10 may receive service running data of a service transmitted from a client.
The strategy acquiring module 11 may acquire a first abnormal strategy corresponding
to the service. And the alarming module 12 may determine whether the first condition
is satisfied according to the received service running data and the service parameter
value, provide an alarm for the service when the service running data received by the
service running data receiving module 10 matches the first abnormal strategy acquired
by the strategy acquiring module 11. As the method for monitoring data is based on
the service running on the client, the server can determine for which service running
on the client the abnormality occurs and an alarm is provided. Thus, the user does not
need to determine a failure of the service running on the client by manually analyzing
data that corresponds to all services running on the client and displays on an interface

of the monitoring system, so as to simplify data analysis.

As shown in FIG. §, in an example of the present disclosure, the server not only
includes the service running data receiving module 10, the strategy acquiring module
11 and the alarming module 12, but also includes a device running data receiving

module 13, a configuration module 14 and a command transmitting module 15:

the device running data receiving module 13, to receive device running data of

the client transmitted by the client;

the configuration module 14, to acquire first configuration information
corresponding to the service, reconfigure the first abnormal strategy according to the

first configuration information;

the configuration module 14, further to acquire second configuration information
corresponding to the service, reconfigure a second abnormal strategy according to the

second configuration information;
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the command transmitting module 15, to transmit a recovering command to the
client, wherein the recovering command carries a recovering operation indication to
indicate the client to perform a recovering operation indicated by the recovering

operation indication.

In an example of the present disclosure, the configuration module 14 may
configure the first abnormal strategy and/or the second abnormal strategy stored in the
server. The strategy acquiring module 11 may acquire the first abnormal strategy after
the first abnormal strategy is configured by the configuration module 14. When the
first abnormal strategy acquired by the strategy acquiring module 11 includes a
condition including a service parameter value and a condition including a device
parameter value, the alarming module 12 may determine whether the second
condition is satisfied according to the received device running data and the device
parameter value to consider both the service running on the client and the hardware of
the client to provide an alarm for the service. In detail, when the service running data
satisfies the condition including the service parameter value and the device running
data satisfies the condition including the device parameter value, the alarming module
12 may provide an alarm for the service. The process of providing an alarm for the
service is the same as that in an example corresponding to FIG. 3. In another example,
when the device running data received by the device running data receiving module
13 matches the second abnormal strategy, the alarming module 12 may provide an
alarm for the client corresponding to the client. The process of providing an alarm for

the client is the same as that in an example corresponding to FIG. 4.

After the alarming module 12 provides an alarm, the command transmitting
module 15 may acquire the recovering command according to the service or the client,
and transmit the recovering command to the client, wherein the recovering command
carries a recovering operation indication to indicate the client to perform a recovering
operation indicated by the recovering command indication. For example, when the
alarming module 12 provides an alarm for the service in a network downloading
service system, the command transmitting module 15 may generate the recovering
command that indicates that the client restarts the network downloading service
systtm. When the alarming 12 provides an alarming for client 1, the command
transmitting module 12 may generate a recovering command indicating restarting the

client 1.
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It should be noted that, in an example, a server may further include a monitoring
management module that is to manage the monitored client. In detail, the monitoring
management module may store a list of monitored clients. A network address (i.e. IP)
and a client state (including abnormal or normal) may be stored in the list for each
monitored client. A state of a service running on each monitored client may also be

stored in the list, which includes an abnormal state or a normal state.

A client is provided according to an example of the present disclosure. As shown
in FIG. 9, the client includes a service running data collecting module 20 and a service

running data transmitting module 21.

The service running data collecting module 20 is to collect service running data
of a service running on the client. The service running data collecting module 20 is to
collect the service running data of the service according to a service collection
frequency preset in the client. Service collection frequencies preset in the client for

different services may be same or different.

The service running data transmitting module 21 is to transmit the service
running data collected by the service running data collecting module 20 to a server, so
that the server provides an alarm for a service corresponding to the service running
data when the server determines that the service running data matches a first abnormal

strategy.

In an example of the client, the service running data collecting module 20
collects service running data of a service running on the client. The service running
data transmitting module 21 transmits the service running data to a server, so that the
server provides an alarm for the service corresponding to the service running data
when the server determines that the service running data matches the first abnormal
strategy. As the method for monitoring data is based on the service running on the
client, the server can determine for which service running on the client the
abnormality occurs and an alarm is provided. Thus, the user does not need to
determine a failure of the service running on the client by manually analyzing data
that corresponds to all services running on the client and displays on an interface of

the monitoring system, so as to simplify data analysis.

As shown in FIG. 10, in an example of the present disclosure, the client not only

includes a service running data collecting module 20 and a service running data
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transmitting module 21 as shown in FIG. 9, but also includes a device running data
collecting module 22, a device running data transmitting module 23 and a command

performing module 24.

The device running data collecting module 22 is to collect device running data of
the client. The device running data collecting module 22 is to collect the device
running data of the client according to a device collection frequency preset in the
client. Device collection frequencies preset in different clients may be same or

different.

The device running data transmitting module 23 is to transmit the device running
data collected by the device running data collecting module 22 to the server, so that
the server provides an alarm for the client corresponding to the device running data
when the server determines that the device running data matches a second abnormal

strategy.

The command performing module 24 is to receive a recovering command
corresponding to the service transmitted from the server, wherein the recovering
command carries a recovering operation indication, perform a recovering operation

indicated by the recovering operation indication.

A system for monitoring system is provided according to an example of the
present disclosure. As shown in FIG. 1, the system includes a server and at least one
client, wherein each client includes at least one service system and a service runs on a

service system.

The client is to collect service running data of a service running on the client,

transmit the service running data to a server.

The server is to receive service running data of a service transmitted from a
client, acquire a first abnormal strategy corresponding to the service, and provide an
alarm for the service when the service running data matches the first abnormal

strategy.

The server is further to acquire a recovering command according to the alarmed
service, transmit the recovering command to the client to indicate the client to adjust
the service, e.g., restarting a service system. The client in the example is as shown in
FIG. 9 or FIG. 10. The server in the example is as shown in any of FIG. 6-FIG. 8,

which is not described repeatedly herein.
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A server is provided according to an example of the present disclosure. FIG. 11
is a schematic diagram illustrating a structure of a server according to an example of
the present disclosure. The computer device includes a processor for executing
instructions stored in a memory. The instructions include a service running data
receiving instruction 30, a strategy acquiring instruction 31 and an alarming

instruction 32.

The service running data receiving instruction 30 is to receive service running
data of a service transmitted from a client, wherein at least one service runs on the

client

The strategy acquiring instruction 31 is to acquire a first abnormal strategy

corresponding to the service; and

The alarming instruction 32, to determine whether the first condition is satisfied
according to the received service running data and the service parameter value,
provide an alarm for the service when the service running data received by the service
running data receiving instruction 30 matches the first abnormal strategy acquired by
the strategy acquiring instruction 31. In an example, the server provides an alarm

indicator for the service to the client.

In the example of the present disclosure, the service running data receiving
instruction 30 may receive service running data of a service transmitted from a client.
The strategy acquiring instruction 31 may acquire a first abnormal strategy
corresponding to the service. And the alarming instruction 32 may determine whether
the first condition is satisfied according to the received service running data and the
service parameter value, provide an alarm for the service when the service running
data received by the service running data receiving instruction 30 matches the first
abnormal strategy acquired by the strategy acquiring instruction 31. As the method for
monitoring data is based on the service running on the client, the server can determine
for which service running on the client the abnormality occurs and an alarm is
provided. Thus, the user does not need to determine a failure of the service running on
the client by manually analyzing data that corresponds to all services running on the
client and displays on an interface of the monitoring system, so as to simplify data

analysis.
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As shown in FIG. 12, in an example of the present disclosure, the instructions not
only include the service running data receiving instruction 30, the strategy acquiring
instruction 31 and the alarming instruction 32, but also include a device running data
receiving instruction 33, a configuration instruction 34 and a command transmitting

instruction 35.

The device running data receiving instruction 33 is to receive device running

data of the client transmitted by the client.

The configuration instruction 34 is to acquire first configuration information
corresponding to the service, reconfigure the first abnormal strategy according to the

first configuration information.

the configuration instruction 34, further to acquire second configuration
information corresponding to the service, reconfigure a second abnormal strategy

according to the second configuration information;

The command transmitting instruction 35 is to transmit a recovering command to
the client, wherein the recovering command carries a recovering operation indication
to indicate the client to perform a recovering operation indicated by the recovering

operation indication.

In an example of the present disclosure, the configuration instruction 34 may be
to configure the first abnormal strategy and/or the second abnormal strategy. The
strategy acquiring instruction 31 may be to acquire the first abnormal strategy after
the first abnormal strategy is configured by the configuration instruction 34. When the
first abnormal strategy acquired by the strategy acquiring instruction 31 includes a
condition including a service parameter value and a condition including a device
parameter value, the alarming instruction 32 may be to determine whether the second
condition is satisfied according to the received device running data and the device
parameter value to consider both the service running on the client and the hardware of
the client to provide an alarm for the service. In detail, when the service running data
satisfies the condition including the service parameter value and the device running
data satisfies the condition including the device parameter value, the alarming
instruction 32 may be to provide an alarm for the service. The process of providing an
alarm for the service is the same as that in an example corresponding to FIG. 3. In

another example, when the device running data received by the device running data
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receiving instruction 33 may be to match the second abnormal strategy, the alarming
instruction 32 may be to provide an alarm for the client corresponding to the client.
The process of providing an alarm for the client is the same as that in an example

corresponding to FIG. 4.

The command transmitting instruction 35 may be to acquire the recovering
command according to the service or the client, and transmit the recovering command
to the client, wherein the recovering command carries a recovering operation
indication to indicate the client to perform a recovering operation indicated by the
recovering command indication. For example, the command transmitting instruction
35 may generate the recovering command that indicates that the client restarts the
network downloading service system. The command transmitting instruction 32 may

generate a recovering command indicating restarting the client 1.

It should be noted that, in an example, a server may further include a monitoring
management instruction that is to manage the monitored client. In detail, the
monitoring management instruction may store a list of monitored clients. A network
address (i.e. IP) and a client state (including abnormal or normal) may be stored in the
list for each monitored client. A state of a service running on each monitored client

may also be stored in the list, which includes an abnormal state or a normal state.

A client is provided according to an example of the present disclosure. As shown
in FIG. 13, the client includes a processor for executing instructions stored in a
memory. The instructions includes a service running data collecting instruction 40 and

a service running data transmitting instruction 41.

The service running data collecting instruction 40 is to collect service running
data of a service running on the client. The service running data collecting instruction
40 is to collect the service running data of the service according to a service collection
frequency preset in the client. Service collection frequencies preset in the client for

different services may be same or different.

The service running data transmitting instruction 41 is to transmit the service
running data collected by the service running data collecting instruction 40 to a server,
so that the server provides an alarm for a service corresponding to the service running
data when the server determines that the service running data matches a first abnormal

strategy.
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In an example of the client, the service running data collecting instruction 40 is
to collect service running data of a service running on the client. The service running
data transmitting instruction 41 is to transmit the service running data to a server, so
that the server provides an alarm for the service corresponding to the service running
data when the server determines that the service running data matches the first
abnormal strategy. As the method for monitoring data is based on the service running
on the client, the server can determine for which service running on the client the
abnormality occurs and an alarm is provided. Thus, the user does not need to
determine a failure of the service running on the client by manually analyzing data
that corresponds to all services running on the client and displays on an interface of

the monitoring system, so as to simplify data analysis.

As shown in FIG. 14, in an example of the present disclosure, the instructions not
only include a service running data collecting instruction 40 and a service running
data transmitting instruction 41 as shown in FIG. 13, but also include a device running
data collecting instruction 42, a device running data transmitting instruction 43 and a

command performing instruction 44.

The device running data collecting instruction 42 is to collect device running
data of the client. The device running data collecting instruction 42 is to collect the
device running data of the client according to a device collection frequency preset in
the client. Device collection frequencies preset in different clients may be same or

different.

The device running data transmitting instruction 43 is to transmit the device

running data collected by the device running data collecting instruction 42.

The command performing instruction 44 is to receive a recovering command
corresponding to the service transmitted from the server, wherein the recovering
command carries a recovering operation indication, perform a recovering operation

indicated by the recovering operation indication.

Those skilled in the art know that all or part of blocks in above examples can be
implemented through a processor for executing instructions stored in a memory. The
instructions can be stored in a readable storage medium, such as Read-only memory

(ROM), Random Access Memory (RAM), Magnetic, Optical Disk and so on.
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Obviously, the described embodiments are only partial embodiments of the
present invention, but are not all embodiments. The present invention may be
represented as different forms, and thus is not limited to the described embodiments.
According to the embodiments of the present invention, those skilled in the art can
obtain other embodiments without creative labor, which belong to the protection

scope of the present invention.

23



10

15

20

25

30

WO 2014/067439 PCT/CN2013/086100

What is claimed is:
1. A method for monitoring data, comprising:
receiving, by a server, service running data of a service transmitted from a client;

acquiring, by the server, a first abnormal strategy corresponding to the service,
wherein the first abnormal strategy comprises a first condition comprising a service
parameter value wherein satisfaction of the first condition indicates that an

abnormality of running the service on the client occurs;

determining, by the server, whether the first condition is satisfied according to
the received service running data and the service parameter value; and providing, by
the server, an alarm indicator for the service to the client when it is determined that

the first condition is satisfied.

2. The method according to claim 1, wherein the first abnormal strategy further
comprises a second condition comprising a device parameter value, wherein
satisfaction of both the first condition and the second condition indicates that an

abnormality of running the service on the client occurs,
the method further comprising:
receiving, by the server, device running data transmitted by the client;

determining, by the server, whether the second condition is satisfied according to

the received device running data and the device parameter value;

a process of providing an alarm for the service when it is determined that the first

condition is satisfied comprises:

providing, by the server, an alarm indicator for the service to the client when it is

determined that both the first condition and the second condition are satisfied.
3. The method according to claim 1, further comprising:
receiving, by the server, device running data of the client;

determining, by the server, whether a third condition comprised in a second
abnormal strategy corresponding to the client is satisfied according to the received
device running data and a device parameter value comprised in the third condition,
wherein satisfaction of the third condition indicates that an abnormality of the client

oCCurs;
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providing, by the server, an alarm indicator to the client when it is determined
that the third condition is satisfied.
4. The method according to claim 1, further comprising:

acquiring, by the server, first configuration information corresponding to the

service; and

reconfiguring, by the server, the first abnormal strategy according to the first

configuration information.
5. The method according to claim 3, further comprising:

acquiring, by the server, second configuration information corresponding to the

service; and

reconfiguring, by the server, the second abnormal strategy according to the

second configuration information.
6. The method according to claim 1, further comprising:

transmitting, by the server, to the client a recovering command carrying a

recovering operation indication.

7. A server, comprising:

a processor for executing instructions stored in a memory, the instructions

comprising:

a service running data receiving instruction, to receive service running data of a

service transmitted from a client;

a strategy acquiring instruction, to acquire a first abnormal strategy
corresponding to the service, wherein the first abnormal strategy comprises a first
condition comprising a service parameter value wherein satisfaction of the first

condition indicates that an abnormality of running the service on the client occurs; and

an alarming instruction, to determine whether the first condition is satisfied
according to the received service running data and the service parameter value,
provide an alarm indicator for the service to the client when it is determined that the

first condition is satisfied.
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8. The server according to claim 7, wherein the first abnormal strategy acquired
by the strategy acquiring instruction further comprises a second condition comprising
a device parameter value, wherein satisfaction of both the first condition and the
second condition indicates that an abnormality of running the service on the client

5  occurs;
the server further comprising:

a device running data receiving instruction, to receive device running data of the

client;

the alarming instruction is further to determine whether the second condition is

10 satisfied according to the received device running data and the device parameter value,

the alarming instruction is to provide an alarm indicator for the service to the
client when it is determined that both the first condition and the second condition are

satisfied.
9. The server according to claim 7, further comprising:

15 a device running data receiving instruction, to receive device running data of the

client;

the alarming instruction, further to determine whether a third condition
comprised in a second abnormal strategy corresponding to the client is satisfied
according to the received device running data and a device parameter value comprised

20  in the third condition, wherein satisfaction of the third condition indicates that an
abnormality of the client occurs, provide an alarm indicator to the client when it is

determined that the third condition is satisfied.
10. The server according to claim 7, further comprising:

a configuration instruction, to acquire first configuration information
25  corresponding to the service, reconfigure the first abnormal strategy according to the

first configuration information.
11. The server according to claim 9, further comprising:

a configuration instruction, to acquire second configuration information
corresponding to the service, reconfigure the second abnormal strategy according to

30  the second configuration information.
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12. The server according to claim 7, further comprising:

a command transmitting instruction, to transmit to the client a recovering

command carrying a recovering operation indication.

13. A system for monitoring data, comprising at least one client and a server,

wherein

each client, to collect service running data of a service running on the client,

transmit the service running data to a server;

the server, to receive service running data of a service transmitted from the client,
acquire a first abnormal strategy corresponding to the service, wherein the first
abnormal strategy comprises a first condition comprising a service parameter value
wherein satisfaction of the first condition indicates that an abnormality of running the
service on the client occurs, determine whether the first condition is satisfied
according to the received service running data and the service parameter value,
provide an alarm indicator for the service to the client when it is determined that the

first condition is satisfied.

14. The system according to claim 13, wherein the first abnormal strategy
acquired by the strategy acquiring instruction further comprises a second condition
comprising a device parameter value, wherein satisfaction of both the first condition
and the second condition indicates that an abnormality of running the service on the

client occurs,

the server is further to receive device running data of the client, determine
whether the second condition is satisfied according to the received device running

data and the device parameter value;

the server is to provide an alarm indicator for the service to the client when it is

determined that both the first condition and the second condition are satisfied.

15. The system according to claim 13, wherein the server is further to receive
device running data of the client, determine whether a third condition comprised in a
second abnormal strategy corresponding to the client is satisfied according to the
received device running data and a device parameter value comprised in the third

condition, wherein satisfaction of the third condition indicates that an abnormality of
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the client occurs, provide an alarm indicator to the client when it is determined that

the third condition is satisfied.

16. The system according to claim 13, wherein the client is further to collect

device running data of the client, transmit the device running data to the server.
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