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PRINT INSTRUCTION APPARATUS, 
PRINTINGAPPARATUS, PRINTING SYSTEM, 

PRINT INSTRUCTION METHOD AND 
COMPUTER READABLE MEDIUM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is based on and claims priority 
under 35 USC S 119 from Japanese Patent Application No. 
2007-242964 filed Sep. 19, 2007. 

BACKGROUND 

0002 1. Technical Field 
0003. The present invention relates to a print instruction 
apparatus, a printing apparatus, a printing System, a print 
instruction method and a computer readable medium storing 
a program. 
0004 2. Related Art 
0005. There is a known technique that protects confiden 

tiality of print data, when a printing apparatus outputs some 
print data. 

SUMMARY 

0006. According to an aspect of the invention, there is 
provided a print instruction apparatus including: a reception 
unit that receives a print request for printing an electronic 
document; a determination unit that determines whether or 
not particular information is associated with the electronic 
document; and an instruction unit that instructs a printing 
apparatus to temporarily store print information about the 
electronic document and impose restriction on printing on the 
basis of the print information until an operation device of the 
printing apparatus is operated, in the case where the determi 
nation unit determines that the particular information is asso 
ciated with the electronic document. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007 Exemplary embodiment (s) of the present invention 
will be described in detail based on the following figures, 
wherein: 
0008 FIG. 1 shows a configuration of a network system to 
which the present exemplary embodiment is applied; 
0009 FIG. 2 is a view illustrating an example of the flow 
of creating, distributing and printing the electronic document; 
0010 FIG.3 is a view illustrating an example of the infor 
mation exchange among the application, the printer driver 
and the image forming apparatus; 
0011 FIG. 4 is a block diagram illustrating a functional 
configuration example of the client PC; 
0012 FIG. 5 is a flowchart illustrating an operation 
example of the application when the print password is set; 
0013 FIG. 6 is a flowchart illustrating a first operation 
example of the application when the electronic document is 
printed; 
0014 FIG. 7 is a flowchart illustrating a second operation 
example of the application when the electronic document is 
printed; 
0015 FIG. 8 is a flowchart illustrating an operation 
example of the printer driver when the printer driver receives 
the print instruction; 
0016 FIG. 9 is a block diagram illustrating a functional 
configuration example of the image forming apparatus; 
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0017 FIG. 10 is a flowchart illustrating an operation 
example of the image forming apparatus when the security 
print is performed; and 
0018 FIG. 11 is a diagram illustrating the hardware con 
figuration of the computer. 

DETAILED DESCRIPTION 

0019 Hereinafter, with reference to the drawings, a 
detailed description is given of a preferred embodiment for 
carrying out the invention (hereinafter, referred to as the 
“exemplary embodiment'). 
0020 FIG. 1 shows a configuration of a network system to 
which the present exemplary embodiment is applied. 
0021. As shown in the figure, the network system is con 
figured by connecting client PCs (personal computers) 10a, 
10b and 10c and an image forming apparatus 40 by a network 
80. 
0022. In the network system, the client PCs 10a, 10b and 
10c are terminal apparatus that generate data to instruct print 
ing in the image forming apparatus 40 (hereinafter, referred to 
as the “print data'), and transmit the print data to the image 
forming apparatus 40 through the network 80. Here, as the 
print data (print information), for example, PDLS (page 
description languages) may be preferably used. It should be 
noted that in the figure, although three client PCs are shown, 
the number of PCs is not limited to three. In the following, 
when a description is given by focusing attention on one 
arbitrary PC among the PCs, the PC may be mentioned as the 
"client PC10'. In the present exemplary embodiment, as an 
example of a print instruction apparatus, the client PC 10 is 
provided. 
0023 The image forming apparatus 40 forms an image on 
a recording medium on the basis of the print data that is 
received from the client PCs 10a, 10b and 10c through the 
network 80. Here, the image forming apparatus 40 is, for 
example, a printer, and an electrophotographic method that 
forms an image by transferring toner adhered to a photo 
conductor to the recording medium, and an inkjet method 
that forms an image by jetting ink onto the recording medium 
may preferably be used. It should be noted that the recording 
medium may be made of any material on which an image is 
printable. Although a representative example of the recording 
medium is paper, an OHP sheet, a metal plate, cloth and the 
like may be used. The image forming apparatus 40 may be 
provided with not only a printer function that forms an image 
on the recording medium, but also multiple functions such as 
a scanner function that reads the image formed on the record 
ing medium, a copying function that prints the read image to 
another recording medium, a facsimile function that trans 
mits the read image to another image forming apparatus 
through a public line and the like. In the present exemplary 
embodiment, as an example of the printing apparatus, the 
image forming apparatus 40 is provided. 
0024. Further, as the network 80, a LAN (local area net 
work) and the Internet may preferably be used. In the present 
exemplary embodiment, as an example of a communication 
unit, the network 80 is used. 
0025. When a highly confidential electronic document is 
printed in the image forming apparatus 40, there is a possi 
bility that other persons will see a content of printed object in 
normal printing and confidentiality may not be maintained. 
Therefore, in recent years, the image forming apparatus 40 is 
Sometimes provided with a function that is called a security 
print function, for example. Here, the security print function 
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is a function that temporarily stores the print data in the image 
forming apparatus 40 without immediately performing print 
ing on the basis of the print data received from the client PC 
10 and performs printing on the basis of the print data at the 
time when a print instruction is performed from an operation 
part of the image forming apparatus 40 that is an example of 
an operation device. As the security print function, in a gen 
eral method, printing on the basis of the print data is per 
formed by setting a password at the time when the print data 
is transmitted from the client PC 10 and inputting the pass 
word at the time when the printing is instructed from the 
operation part of the image forming apparatus 40. Hereinaf 
ter, a mode that performs printing with using the security print 
function is called a “security print mode”, and a mode that 
performs printing without using the security print function is 
called a “normal mode'. It should be noted that the “security 
print function” may sometimes be called a “secure print func 
tion” or a “confidential print function'. 
0026. However, even when the image forming apparatus 
40 is provided with the security print function, whether or not 
the printing is performed in the security print mode so as to 
maintain the confidentiality of the printed object always 
depends on a person who requests the printing (hereinafter, 
referred to as a “print requester'). That is, even with the 
electronic document that is created by a creator of the elec 
tronic document (hereinafter, referred to as a “document cre 
ator) and is intended to be a highly confidential document, 
the confidentiality of the printed object is not maintained 
unless the print requester has the same intention as the docu 
ment creator and it is difficult to say that the intention of the 
document creator is sufficiently reflected. 
0027. Therefore, in the present exemplary embodiment, 
the printing in the security print mode is specified not at the 
time of printing but at the time of creating the electronic 
document. At the time of printing the electronic document, 
the printing in the security print mode is mandatory. 
0028 Firstly, as an example of the case where the present 
exemplary embodiment is applied, a description is given of a 
flow of creating, distributing and printing the electronic docu 
ment. 

0029 FIG. 2 is a view illustrating an example of the flow 
of creating, distributing and printing the electronic document. 
0030 Here, the document creator starts up an application 
program for creating a document (hereinafter, simply referred 
to as an “application') in the client PC 10a, and creates the 
electronic document with using the application. At the time, 
the application displays a print restriction setting screen 200 
as shown in the figure. In accordance with the display, the 
document creator inputs a print password that is used for 
printing in the security print mode and document storing time 
that is time restriction for storing the print data of the elec 
tronic document in the image forming apparatus 40. Then, the 
application stores the print password and the like as well as 
the electronic document. It should be noted that, although the 
document storing time is not necessarily inputted, in order to 
prevent the unprinted print data remaining in the image form 
ing apparatus 40, the document storing time is inputted here. 
0031. Next, provided that the document creator distributes 
the electronic document to the client PCs 10b, 10c and 10d. 
and the print requester starts up the application in the client 
PC 10b and requests the printing of the electronic document. 
At the time, a printer driver displays a print setting notice 
screen 300 as shown in the figure. As a result, the print 
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requester understands that the printing in the security print 
mode would be mandatory for the above electronic docu 
ment. 

0032. Then, the print data of the electronic document is 
transmitted to the image forming apparatus 40, and stored in 
the image forming apparatus 40. At the time, restriction is 
imposed on the print data so as not to be printed immediately. 
In Sucha state, when the print requesteroperates the operation 
part of the image forming apparatus 40 and instructs to output 
the printed object, the image forming apparatus 40 displays a 
security print screen 400. In accordance with the display, the 
print requester inputs the print password given from the docu 
ment creator and presses a print button. Then, the restriction 
that is imposed on the print data is released and the printed 
object is outputted. 
0033. As mentioned above, in the present exemplary 
embodiment, when the electronic document is created by the 
application, the print password is set in the electronic docu 
ment. That is, depending on contents of the created electronic 
document, a security level is set. The print password is passed 
to the security print function of the image forming apparatus 
40. That is, a security intention of the document creator for the 
electronic document is reflected to the printing after the dis 
tribution of the electronic document. In addition, by distrib 
uting a reference password other than the print password, 
whether the document is only referenced or even printed by a 
person who receives the password may be distinguished. 
0034. Next, a description is given of a flow of information 
exchange among an application 20 and a printer driver 30 that 
work in the client PC 10, and the image forming apparatus 40. 
0035 FIG. 3 is a view illustrating an example of the infor 
mation exchange among the application 20, the printer driver 
30 and the image forming apparatus 40. It should be noted 
that, in this example, the image forming apparatus 40 corre 
sponds to the security print mode, and the printer driver 30 
understands the correspondence. 
0036. As shown in the figure, firstly, the application 20 sets 
the print password for the electronic document (A). Here, the 
print password is information that is inputted to the operation 
part of the image forming apparatus 40 in order to release the 
restriction on the output of the printed object, in the case 
where the printing is performed in the security print mode. 
That is, in the present exemplary embodiment, as an example 
of release information that is designed to release the restric 
tion imposed on the printing, the print password is used. 
0037. In the case where the electronic document in which 
the print password is set is printed, the application 20 inquires 
of the printer driver 30 whether or not the image forming 
apparatus 40 Supports the security print mode (B). 
0038. Thereby, the printer driver 30 replies to the applica 
tion 20 and gives information indicating whether or not the 
image forming apparatus 40 Supports the security print mode 
(C). In this example, since the image forming apparatus 40 
supports the security print mode, the printer driver 30 replies 
to the application 20 and gives the above fact. 
0039. As mentioned above, when the printer driver 30 
replies, the application 20 delivers the information about the 
electronic document in which the print password is set to the 
printer driver 30, and instructs to perform the printing in the 
security print mode (D). At the time, the print password that is 
set in the electronic document is also delivered to the printer 
driver 30. 
0040. Then, the printer driver 30 displays an UI screen (the 
print setting notice screen 300 in FIG. 2) which notifies that 



US 2009/0073483 A1 

the security print is mandatory, and waits for various instruc 
tions to the UI screen. However, the security print mode is not 
supposed to be releasable from the UI screen (E). The printer 
driver 30 transmits the print password in addition to the print 
data that is generated from the electronic document and vari 
ous settings in the printer driver 30 to the image forming 
apparatus 40 (F). As a result, the print password that is set in 
the electronic document is also used as the password to be 
used in the security print mode. 
0041. Next, a description is given of the client PC 10 that 
performs such a general operation. 
0042 FIG. 4 is a block diagram illustrating a functional 
configuration example of the client PC 10. As mentioned 
above, the application 20 and the printer driver 30 are 
installed in the client PC 10. Then, descriptions are given 
separately of functions that are related to the application 20 
and functions that are related to the printer driver 30. 
0043 Firstly, functions within a rectangle indicated by a 
broken line that represents the application 20 are the functions 
that are related to the application 20. That is, the client PC 10 
is provided with a document memory 21, a document acquir 
ing part 22, a password receiving part 23, a document storing 
part 24, a print request receiving part 25, a print mode deter 
mining part 26, an inquiring part 27 and a print instructing 
part 28 as the functions that are related to the application 20. 
The functions except the document memory 21 are functions 
that are realized by the execution of the application 20 by a 
CPU described later. Meanwhile, the document memory 21 is 
not realized by executing the application 20, but shown in the 
application 20 for convenience. 
0044) The document memory 21 stores the electronic 
document that is to be processed by the application 20. It 
should be noted that the document memory 21 may be real 
ized in a magnetic disc apparatus described later, or in a main 
memory also described later. 
0045. The document acquiring part 22 reads out the elec 
tronic document that is stored in the document memory 21. 
0046 When the document creator specifies the print pass 
word to be set in the electronic document that is read by the 
document acquiring part 22, the password receiving part 23 
receives the specified print password. 
0047. The document storing part 24 sets the print pass 
word that is received by the password receiving part 23 for the 
electronic document that is read by the document acquiring 
part 22, and stores the print password in the document 
memory 21. In the present exemplary embodiment, as an 
example of a storage unit that associates particular informa 
tion with the electronic document and stores the particular 
information, the document storing part 24 is provided. 
0048. When the print requester inputs a print request for 
printing the electronic document that is read by the document 
acquiring part 22, the print request receiving part 25 receives 
the print request. In the present exemplary embodiment, as an 
example of a reception unit that receives the print request, the 
print request receiving part 25 is provided. 
0049. The print mode determining part 26 determines a 
print mode on the basis of a result of extracting the print 
password from the electronic document and a result of inquir 
ing by the inquiring part 27. Here, the print mode indicates a 
printing method, that is, whether or not the electronic docu 
ment is printed, or whether the printing is performed in the 
normal mode or the security print mode in the case where the 
electronic document is printed. In the present exemplary 
embodiment, as an example of a determination unit that deter 
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mines whether or not the particular information is associated 
with the electronic document, and as an example of a decision 
unit that decides not to print the electronic document in a 
predetermined case, the print mode determining part 26 is 
provided. 
0050. The inquiring part 27 inquires of the printer driver 
30 whether or not the image forming apparatus 40 Supports 
the security print mode, and returns the result of the inquiry to 
the print mode determining part 26. 
0051. The print instructing part 28 instructs the printer 
driver 30 to print the electronic document, in the case where 
the print mode determining part 26 determines that the print 
instruction of the electronic document is to be performed. 
0.052 Functions within a rectangle indicated by a broken 
line that represents the printer driver 30 are the functions that 
are related to the printer driver 30. That is, the client PC 10 is 
provided with a configuration information memory 31, a 
replying part32, a print instruction receiving part 33, a setting 
notifying part 34 and a print data transmitting part 35 as the 
functions that are related to the printer driver 30. All the 
functions are functions that are realized by the execution of 
the printer driver 30 by the CPU described later. 
0053. The configuration information memory 31 stores 
information that is related to a configuration of the image 
forming apparatus 40 (configuration information). Here, for 
example, in the case where information that is related to a 
configuration optionally added to the image forming appara 
tus 40 is stored as the configuration information, the informa 
tion may preferably be acquired from the image forming 
apparatus 40 using a protocol such as an SNMP (simple 
network management protocol). It should be noted that the 
configuration information memory 31 may be realized in the 
magnetic disc apparatus described later, or in the main 
memory also described later. 
0054 The replying part 32 references the configuration 
information that is stored in the configuration information 
memory 31 and replies to the inquiry from the inquiring part 
27 of the application 20. 
0055. The print instruction receiving part 33 receives the 
print instruction of the electronic document from the print 
instructing part 28 of the application 20. It should be noted 
that, at the time, the print instruction receiving part 33 also 
receives information on whether the electronic document 
should be printed in the security print mode or in the normal 
mode. 

0056. The setting notifying part 34 displays the UI screen 
(a notice screen) which notifies that the security print is man 
datory, in the case where the printing in the security print 
mode is instructed. The setting notifying part 34 also displays 
information Such as a user ID and a document name on the 
notice Screen, and receives instruction to change the above 
information. 

0057 The print data transmitting part 35 transmits the 
print data to the image forming apparatus 40. It should be 
noted that, at the time, the print data transmitting part 35 also 
transmits the print password to the image forming apparatus 
40. In the present exemplary embodiment, as an example of 
an instruction unit that instructs the printing apparatus, and as 
an example of a transmission unit that transmits the print 
information and instruction information, the print data trans 
mitting part 35 is provided. 
0.058 Next, a description is given of an operation of the 
client PC 10 in the present exemplary embodiment. 
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0059 Firstly, a description is given of an operation of the 
application 20 on the client PC 10 when the print password is 
set in the electronic document. 
0060 FIG. 5 is a flowchart illustrating an operation 
example of the application 20 at the time. 
0061. When the application 20 is started up and display of 
a predetermined electronic document is requested, the docu 
ment acquiring part 22 reads the specified electronic docu 
ment from the document memory 21 and displays the elec 
tronic document on a display of the client PC 10 (Step 201). 
As well as a general application program for creating a docu 
ment, the application 20 follows instruction of a user and 
processes editing, storage, printing and the like of the docu 
ment. 

0062. In the present exemplary embodiment, in addition to 
the above, there is sometimes a case where the application 20 
receives a request for setting the print password. Therefore, 
the password receiving part 23 determines whether or not the 
request for setting the print password is performed (Step 202). 
Here, the print password is, as mentioned above, a password 
to be inputted to the operation part of the image forming 
apparatus 40 when the printing of the print data of the elec 
tronic document is instructed in a state of the print data being 
stored in the image forming apparatus 40. The request for 
setting the print password may be performed by selecting a 
menu item that corresponds to the request for setting among 
the menu items that are supplied by the application 20, for 
example. 
0063 Here, when the request for setting the print pass 
word is not performed, Step 202 is repeated. However, when 
the request for setting the print password is performed, the 
password receiving part 23 receives the inputted print pass 
word (Step 203). Specifically, a password input screen (the 
print restriction setting screen 200 in FIG. 2) may preferably 
be displayed on the display of the client PC 10 so that the print 
password may be inputted to the password input screen. Then, 
the document storing part 24 stores the received print pass 
word as well as the electronic document that is currently 
being displayed in the document memory 21 (Step 204). 
0064. Next, a description is given of an operation of the 
application 20 on the client PC 10 when the electronic docu 
ment is printed. 
0065 FIG. 6 is a flowchart illustrating a first operation 
example of the application 20 when the electronic document 
is printed. 
0066. When the application 20 is started up and display of 
a predetermined electronic document is requested, the docu 
ment acquiring part 22 reads the specified electronic docu 
ment from the document memory 21 and displays the elec 
tronic document on the display of the client PC 10 (Step 221). 
0067. The application 20 determines whether or not the 
print request for printing the electronic document is per 
formed (Step 222). The print request may be performed by 
selecting a menu item that corresponds to the print request 
among the menu items that are Supplied by the application 20 
for example, as performed in a conventional application pro 
gram for creating a document. 
0068. Here, when the print request is not performed, Step 
222 is repeated. However, when the print request is per 
formed, the print request receiving part 25 receives the print 
request (Step 223). Next, the print mode determining part 26 
determines whether or not the print password is set in the 
electronic document to be printed (Step 224). 
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0069. As a result, when the print mode determining part 26 
determines that the print password is not set, the print mode 
determining part 26 decides to perform printing in the normal 
mode, and the print instructing part 28 instructs the printer 
driver 30 to perform such printing (Step 225). 
0070. Meanwhile, when the print mode determining part 
26 determines that the print password is set, the inquiring part 
27 inquires of the printer driver 30 whether or not the image 
forming apparatus 40 Supports the security print mode (Step 
226). In the case where the replying part 32 returns the infor 
mation that the image forming apparatus 40 Supports the 
security print mode in reply to the above, the print mode 
determining part 26 decides to perform printing in the Secu 
rity print mode, and the print instructing part 28 instructs the 
printer driver 30 to perform such printing (Step 227). It should 
be noted that, at the time, the print instructing part 28 also 
delivers the print password that is set in the electronic docu 
ment to the printer driver 30. In the case where the replying 
part 32 returns the information that the image forming appa 
ratus 40 does not Support the security print mode, the print 
mode determining part 26 decides not to print the electronic 
document (Step 228). That is, although the document creator 
has an intention of printing in the security print mode at the 
time of creating the electronic document, the printing that 
satisfies the intention is unattainable. Therefore, the printing 
itself is prohibited. 
0071 FIG. 7 is a flowchart illustrating a second operation 
example of the application 20 when the electronic document 
is printed. 
0072. In the second operation example, Steps 241 to 247 
are the same as Steps 221 to 227 of FIG. 6. Since what is 
different from FIG. 6 is only an operation in the case where 
the determination in Step 246 is “No”, a description is given 
of the above part. In FIG. 6, when there is not the image 
forming apparatus 40 that Supports the security print mode, 
the electronic document in which the print password is set is 
not printed at all. However, in the second operation example, 
Such inconvenience is avoided. 

0073. That is, in the case where the replying part 32 returns 
the information that the image forming apparatus 40 does not 
Support the security print mode in reply to the inquiry in Step 
246, the print mode determining part 26 receives the inputted 
print password (Step 248). Specifically, the password input 
screen may be displayed on the display of the client PC 10 so 
that the print password is inputted to the password input 
screen. The print mode determining part 26 determines 
whether or not the inputted print password corresponds to the 
print password that is set in the electronic document (Step 
249). As a result, in the case where the print mode determin 
ing part 26 determines that both the print passwords corre 
spond to each other, the print mode determining part 26 
determines that the electronic document is printed in the 
normal mode, and the print instructing part 28 instructs the 
printer driver 30 to perform such printing (Step 245). In the 
case where the print mode determining part 26 determines 
that both the print passwords do not correspond to each other, 
the print mode determining part 26 determines that the elec 
tronic document is not printed (Step 250). That is, here, a 
person who knows the print password that is set in the elec 
tronic document is authorized to be a right print requester. 
However, the print password is not necessarily used for autho 
rizing the right print requester, but other predetermined infor 
mation may be inputted for inspecting whether or not the 
person is the right print requester. 
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0074. It should be noted that, in the above, descriptions are 
given of the two operation examples as the operation of the 
application 20 at the time of printing. However, instead of 
considering the above two operations as independent, the two 
operations may be combined. For example, in the case where 
the image forming apparatus 40 does not support the security 
print mode, the document creator may preliminarily set in the 
electronic document whether the printing of the electronic 
document is prohibited as in the first operation example, or 
the printing of the electronic document is permitted when the 
password that is inputted at the time of printing and the set 
password correspond to each other as in the second operation 
example. 
0075) Next, a description is given of an operation of the 
printer driver 30 on the client PC 10 when the electronic 
document is printed. 
0076 FIG. 8 is a flowchart illustrating an operation 
example of the printer driver 30 at the time. 
0077. When the print instruction is performed by the 
application 20, in the printer driver 30, the print instruction 
receiving part 33 receives the print instruction (Step 301). The 
print instruction receiving part 33 determines whether or not 
the above print instruction is to instruct the printing in the 
security print mode (Step 302). 
0078 Here, when the printing in the security print mode is 
not instructed, that is, when the printing in the normal mode is 
instructed, the print data transmitting part 35 transmits the 
print data that is generated from the electronic document to 
the image forming apparatus 40 as usual (Step 303). 
0079 Meanwhile, when the printing in the security mode 

is instructed, the setting notifying part 34 displays the UI 
screen (the notice screen) that notifies that the security print 
mode is mandatory in the electronic document to be printed 
(Step 304). The notice screen is formed so as not to release the 
security print mode. 
0080 Further, the user ID and the document name that 
help search for the electronic document to be printed by the 
print instruction by operating the operation part of the image 
forming apparatus 40 are displayed on the notice screen. As 
the user ID and the document name, for example, values that 
are delivered from an OS (an operating system) are displayed 
as default values. However, such default values are not suffi 
cient to search for the electronic document to be printed by the 
print instruction of the print requester, and there is sometimes 
a case where the print requester desires to change the above 
values into other values. Therefore, the setting notifying part 
34 determines whether or not there is a change request for 
changing the user ID and the document name (Step 305). As 
a result, when there is the change request for changing the 
userID and the document name, the setting notifying part 34 
receives the change request (Step 306). The printer driver 30 
replaces the user ID and the document name that the printer 
driver 30 holds at the time with a user ID and a document 
name reflecting the change (Step 307). Meanwhile, when 
there is no change request for changing the user ID and the 
document name, no change is performed. 
0081. Then, the print data transmitting part 35 transmits 
the print data that is generated from the electronic document 
and the print password that is delivered from the application 
20 to the image forming apparatus 40 (Step 308). It should be 
noted that, at the time, the userID and the document name are 
also transmitted to the image forming apparatus 40. Here, 
when having been already changed in Step 307, the userID 
and the document name are the user ID and the document 
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name reflecting the change, and when not having been 
changed in Step 307, the user ID and the document name are 
the default values. 
I0082 Next, a description is given of the image forming 
apparatus 40 that performs the outline operation mentioned 
above. 
I0083 FIG. 9 is a block diagram illustrating a functional 
configuration example of the image forming apparatus 40. As 
shown in the figure, the image forming apparatus 40 is pro 
vided with a print data receiving part 41, a print data memory 
42, a password memory 43, an operation receiving part 44, a 
comparing part 45 and an image forming part 46. 
I0084. The print data receiving part 41 receives the print 
data from the printer driver 30 of the client PC10. At the time, 
in the present exemplary embodiment, the print password is 
also received. 
I0085. The print data memory 42 stores the print data that is 
received in the print data receiving part 41. In the present 
exemplary embodiment, as an example of a memory that 
stores the print information, the print data memory 42 is 
provided. 
I0086. The password memory 43 stores the print password 
that is received in the print data receiving part 41. 
I0087. The operation receiving part 44 receives the print 
password that is inputted by the user. In the present exemplary 
embodiment, as an example of the reception unit that receives 
the print instruction, the operation receiving part 44 is pro 
vided. 
0088. The comparing part 45 compares the print password 
that is stored in the password memory 43 with the print 
password that is received by the operation receiving part 44 
and instructs the image forming part 46 to form an image 
when the above print passwords correspond to each other. In 
other words, the comparing part 45 restricts the printing until 
the operation receiving part 44 receives the print password 
that is stored in the password memory 43. That is, in the 
present exemplary embodiment, as an example of a restric 
tion unit that imposes the restriction on the printing, the 
comparing unit 45 is provided. 
I0089. The image forming unit 46 forms an image on the 
recording medium by, for example, the electrophotographic 
method on the basis of the print data that is stored in the print 
data memory 42. It should be noted that when the image is 
formed on the basis of the print data, there is a need for 
performing various image processing Such as rasterization of 
the print data and color conversion. However, in the figure, the 
above image processing is omitted. 
0090 Next, a description is given of an operation of the 
image forming apparatus 40 when the security print is per 
formed. 
0091 FIG. 10 is a flowchart illustrating an operation 
example of the image forming apparatus 40 at the time. 
0092. When the print data is transmitted from the client PC 
10, in the image forming apparatus 40, the print data receiving 
part 41 firstly receives the print data (Step 401). At the time, 
the print password is also received in the print data receiving 
part 41. The print data receiving part 41 stores the print data 
in the print data memory 42 and the print password in the 
password memory 43 (Step 402). 
0093. Next, the operation receiving part 44 determines 
whether or not the print password is inputted from the opera 
tion part (Step 403). When the print password is not inputted, 
Step 403 is repeated. However, when the print password is 
inputted, the operation receiving part 44 receives the inputted 
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print password (Step 404). Then, the comparing part 45 deter 
mines whether or not the inputted print password and the print 
password that is stored in the password memory 43 corre 
spond to each other (Step 405). 
0094. As a result, when the above print passwords corre 
spond to each other, the image forming part 46 forms an 
image on the recording medium on the basis of the print data 
that is stored in the print data memory 42 (Step 406). Mean 
while, when the above print passwords do not correspond to 
each other, the flow returns to Step 403 and the operation 
receiving part 44 determines whether or not the print pass 
word is inputted from the operation part again. 
0095. In the above, the detailed description is given of the 
present exemplary embodiment. However, various other 
variations may be made. 
0096 Firstly, although, in the present exemplary embodi 
ment, the document creator sets the print password to be used 
in the security print mode in the electronic document, the 
information to be set is not limited to the above. For example, 
the instruction information that instructs to perform the print 
ing in the security print mode may be set in the electronic 
document. It should be noted that, in Such a case, only the 
print instruction in the Security print mode is transmitted from 
the application 20 to the printer driver 30, and the print pass 
word is not transmitted. Therefore, in the printer driver 30, the 
password input screen may be popped up so that the password 
is inputted, and the above password may be transmitted as the 
password to be used in the security print mode. 
0097. In the present exemplary embodiment, the descrip 
tion is given of the case where the print instruction from the 
application 20 to the image forming apparatus 40 is per 
formed through the printer driver 30. However, when the 
image forming apparatus 40 is provided with a function that 
interprets the electronic document, the print instruction may 
be performed without the printer driver 30. In such a case, in 
the image forming apparatus 40, an electronic document 
receiving part (not shown in the figure) receives the electronic 
document directly from the application 20. A print mode 
determining part (not shown in the figure) performs the same 
processing as is performed by the print mode determining 
part 26 in the application 20 mentioned above. That is, the 
print mode determining part analyzes whether or not the print 
password is set in the electronic document, and determines 
whether or not the electronic document is printed and whether 
the printing is performed in the normal mode or in the security 
print mode in the case where the electronic document is 
printed. It should be noted that, here, as an example of a 
receiving unit that receives the electronic document, the elec 
tronic document receiving partis provided, and as an example 
of a determination unit that determines whether or not the 
particular information is associated with the electronic docu 
ment, the print mode determining part is provided. 
0098. Further, in the case where the print instruction from 
the application 20 to the image forming apparatus 40 is per 
formed without the printer driver 30 as mentioned above, the 
application 20 itselfjudges whether or not the image forming 
apparatus 40 corresponds to the security print mode. Such 
judgment may be performed by, for example, matching with 
a model name of the image forming apparatus 40, or acquir 
ing the configuration information about the image forming 
apparatus 40 using the SNMP. 
0099 Finally, a description will be given of a hardware 
configuration of the client PC 10 and a part that performs the 
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above-described processing of the image forming apparatus 
40 as a hardware configuration of the general-purpose com 
puter 90. 
0100 FIG. 11 is a diagram illustrating the hardware con 
figuration of the computer 90. As shown in the figure, the 
computer 90 is provided with a CPU (Central Processing 
Unit) 91 that is an example of a computing unit, a main 
memory 92 and a magnetic disk drive (HDD: hard disk drive) 
93 that are an example of a memory. Here, the CPU 91 
executes various kinds of software such as OS (Operating 
System) and applications, and realizes the various functions 
described above. In addition, the main memory 92 has a 
memory area that stores the various kinds of Software and 
data to be used for executing the software and the like. Fur 
ther, the magnetic disk drive 93 has a memory area that stores 
input data to the various kinds of software, output data from 
the various kinds of software and the like. 
0101 Moreover, the computer 90 is provided with a com 
munication I/F 94 that communicates with the external, a 
display mechanism 95 that includes a video memory, a dis 
play and the like, and the input device 96 such as a keyboard 
and a mouse. 
0102. It should be noted that the program that realizes the 
present exemplary embodiment may be provided not only by 
a communication unit but also by being stored in a memory 
medium such as a CD-ROM. 
0103) The foregoing description of the exemplary 
embodiments of the present invention has been provided for 
the purposes of illustration and description. It is not intended 
to be exhaustive or to limit the invention to the precise forms 
disclosed. Obviously, many modifications and variations will 
be apparent to practitioners skilled in the art. The exemplary 
embodiments were chosen and described in order to best 
explain the principles of the invention and its practical appli 
cations, thereby enabling others skilled in the art to under 
stand the invention for various embodiments and with the 
various modifications as are Suited to the particular use con 
templated. It is intended that the scope of the invention be 
defined by the following claims and their equivalents. 

What is claimed is: 
1. A print instruction apparatus comprising: 
a reception unit that receives a print request for printing an 

electronic document; 
a determination unit that determines whether or not par 

ticular information is associated with the electronic 
document; and 

an instruction unit that instructs a printing apparatus to 
temporarily store print information about the electronic 
document and impose restriction on printing on the basis 
of the print information until an operation device of the 
printing apparatus is operated, in the case where the 
determination unit determines that the particular infor 
mation is associated with the electronic document. 

2. The print instruction apparatus according to claim 1, 
further comprising a storage unit that, when the particular 
information is inputted by a creator of the electronic docu 
ment, associates the particular information with the elec 
tronic document and stores the particular information. 

3. The print instruction apparatus according to claim 1, 
wherein 

the particular information includes release information for 
releasing the restriction, and 
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the instruction unit instructs the printing apparatus to 
release the restriction in accordance with the release 
information inputted from the operation device. 

4. The print instruction apparatus according to claim 1, 
further comprising a decision unit that decides to stop print 
ing the electronic document, in the case where the printing 
apparatus does not impose the restriction on the printing on 
the basis of the temporarily-stored print information about the 
electronic document until the operation device of the printing 
apparatus is operated. 

5. The print instruction apparatus according to claim 1, 
wherein the instruction unit instructs the printing apparatus to 
print the electronic document under the condition that prede 
termined information is inputted, in the case where the print 
ing apparatus does not impose the restriction on the printing 
on the basis of the temporarily-stored print information about 
the electronic document until the operation device of the 
printing apparatus is operated. 

6. A print instruction apparatus comprising: 
a reception unit that receives a print request for printing an 

electronic document; 
a determination unit that determines whether or not par 

ticular information is associated with the electronic 
document; and 

an instruction unit that instructs a printing apparatus to 
print the electronic document under the condition that 
predetermined information is inputted, in the case where 
the determination unit determines that the particular 
information is associated with the electronic document 
and also in the case where the printing apparatus to be 
used for printing does not impose restriction on printing 
on the basis of the temporarily-stored print information 
about the electronic document until an operation device 
of the printing apparatus is operated. 

7. A printing apparatus comprising: 
a receiving unit that receives print information about an 

electronic document from a communication unit; 
a memory that stores the print information received by the 

receiving unit; 
a reception unit that receives, from an operation device, a 

print instruction on the basis of the print information 
stored in the memory; 

a determination unit that determines whether or not par 
ticular information is associated with the electronic 
document; and 
a restriction unit that imposes restriction on printing on 

the basis of the print information until the reception 
unit receives the print instruction on the basis of the 
print information, in the case where the determination 
unit determines that the particular information is asso 
ciated with the electronic document. 

8. The printing apparatus according to claim 7, wherein 
the particular information includes release information for 

releasing the restriction, and 
the reception unit receives, in the case where the release 

information is inputted from the operation device, the 
inputted release information as the print instruction on 
the basis of the print information. 

9. A printing system comprising: 
a print instruction apparatus that performs a print instruc 

tion of an electronic document; and 
a printing apparatus that prints the electronic document in 

accordance with the print instruction, 
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the print instruction apparatus having: 
a determination unit that determines whether or not par 

ticular information is associated with the electronic 
document; and 

a transmission unit that transmits, to the printing appa 
ratus, print information about the electronic docu 
ment and instruction information for instructing to 
temporarily store the print information and to impose 
restriction on printing on the basis of the print infor 
mation until an operation device of the printing appa 
ratus is operated, in the case where the determination 
unit determines that the particular information is asso 
ciated with the electronic document, 

the printing apparatus having: 
a receiving unit that receives the print information and 

the instruction information from the print instruction 
apparatus; 

a memory that stores the print information received by 
the receiving unit; and 

a restriction unit that imposes the restriction on the print 
ing on the basis of the print information until the print 
instruction on the basis of the print information stored 
in the memory is performed from the operation device 
of the printing apparatus. 

10. A print instruction method comprising: 
receiving a print request for printing an electronic docu 

ment from any one of a person who requests a printing 
apparatus to print the electronic document and an appli 
cation program that creates the electronic document; 

determining whether or not particular information is asso 
ciated with the electronic document; and 

instructing the printing apparatus to temporarily store print 
information about the electronic document and to 
impose restriction on printing on the basis of the print 
information until an operation device of the printing 
apparatus is operated, in the case where the particular 
information is determined to be associated with the elec 
tronic document. 

11. A computer readable medium storing a program caus 
ing a computer to execute a process for protecting confiden 
tiality of print data, the process comprising: 

acquiring instruction information, in the case where, prior 
to printing an electronic document, a creator of the elec 
tronic document inputs the instruction information that 
instructs, upon printing the electronic document, to tem 
porarily store print information about the electronic 
document in a printing apparatus and to impose restric 
tion on printing on the basis of the print information until 
an operation device of the printing apparatus is operated; 
and 

associating the acquired instruction information with the 
electronic document and storing the instruction infor 
mation. 

12. The computer readable medium according to claim 11, 
wherein the instruction information includes release informa 
tion for releasing the restriction. 

13. A computer readable medium storing a program caus 
ing a computer to execute a process for protecting confiden 
tiality of print data, the process comprising: 

receiving a print request for printing an electronic docu 
ment from a person who requests a printing apparatus to 
print the electronic document; 

determining whether or not particular information is asso 
ciated with the electronic document; and 
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instructing the printing apparatus to temporarily store print 
information about the electronic document and to 
impose restriction on printing on the basis of the print 
information until an operation device of the printing 
apparatus is operated, in the case where the particular 
information is determined to be associated with the elec 
tronic document. 

14. The computer readable medium according to claim 13, 
wherein 

the particular information includes release information for 
releasing the restriction, and 

the process of instructing instructs the printing apparatus to 
release the restriction in accordance with the release 
information inputted from the operation device. 

15. The computer readable medium according to claim 13, 
the process further comprising deciding to stop printing the 
electronic document, in the case where the printing apparatus 
does not impose the restriction on the printing on the basis of 
the temporarily-stored print information about the electronic 
document until the operation device of the printing apparatus 
is operated. 

16. The computer readable medium according to claim 13, 
wherein the process of instructing instructs the printing appa 
ratus to print the electronic document under the condition that 
predetermined information is inputted, in the case where the 
printing apparatus does not impose the restriction on the 
printing on the basis of the temporarily-stored print informa 
tion about the electronic document until the operation device 
of the printing apparatus is operated. 

17. A computer readable medium storing a program caus 
ing a computer to execute a process for protecting confiden 
tiality of print data, the process comprising: 
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receiving a print instruction of an electronic document 
from an application program that creates the electronic 
document; 

determining whether or not particular information is asso 
ciated with the electronic document; and 

instructing a printing apparatus to temporarily store print 
information about the electronic document and to 
impose restriction on printing on the basis of the print 
information until an operation device of the printing 
apparatus is operated, in the case where the particular 
information is determined to be associated with the elec 
tronic document. 

18. The computer readable medium according to claim 17, 
the process further comprising displaying a notice Screen that 
notifies that the print information about the electronic docu 
ment is temporarily stored in the printing apparatus and the 
restriction is imposed on the printing on the basis of the print 
information until the operation device of the printing appara 
tus is operated. 

19. The computer readable medium according to claim 18, 
wherein the notice screen is formed so as not to allow setting 
of the restriction to be changed, the setting of the restriction 
being to temporarily store the print information about the 
electronic document in the printing apparatus and to impose 
the restriction on the printing on the basis of the print infor 
mation until the operation device of the printing apparatus is 
operated. 

20. The computer readable medium according to claim 18, 
wherein the notice screen is formed so as to change informa 
tion that helps search for the print information about the 
electronic document in the operation device. 

c c c c c 


