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APPARATUS AND METHOD OF NULL DATA SKIP 
REMOTE COPY 

BACKGROUND OF THE INVENTION 

0001 Modern storage systems provide users with the 
capability of Storing and backing up enormous amounts of 
data quickly over networks among various local and remote 
locations. In Such Systems, an initial copy of disks at a 
primary Storage Site is made to disks at a Secondary Storage 
Site. The Storage System is typically configured to automati 
cally copy the entire disk, and configure the disks at the 
primary and remote Storage Sites as remote copy pairs. In 
performing these operations, typically an initial copy of the 
disk at the primary site is made to a corresponding disk at the 
Secondary site. AS operations at the primary Site change the 
data there, that changed data is "mirrored' at the Secondary 
Site by transmission from the primary site to the Secondary 
Site of the changed data. 
0002. It is well know, however, that most customers or 
users of data processing Systems do not use the entire Storage 
capability of the hard disk drives situated at their facility. 
Thus, each hard disk drive will include information which is 
desired to be backed up or transferred to the Secondary or 
remote Site, as well as large amounts of “null data. This null 
data represents the contents of all of the portions of the hard 
disk which are not being used by the customer at that time. 
For example, the null data may consist of formatted, but 
unused portions of the disk. 
0003. With the sizes of hard disks continuously increas 
ing, Substantial time and network resources are being 
employed to transfer and Store this null data at remote Sites 
when the entire hard disk at a primary site is copied in a 
remote copy operation to a hard disk at the Secondary site. 
This extensive copying of null data depletes System 
resources and network bandwidth, and is generally undesir 
able. 

0004. The effect has been alleviated to some extent by 
data compression techniques. Such data compression tech 
niques can reduce network traffic by compressing the data to 
be transmitted over the network So that it consumes leSS 
bandwidth. Examples of Such compression technology in 
storage systems include the UltraNet Edge Storage RouterTM 
sold by CNT of Minneapolis, Minn., or the 9801SNS 
Storage Network SystemTM sold by Inrange Technologies 
Corp. of Lumberton, N.J. Although those products reduce 
the load on the network in the sense the fewer bits are 
transferred, they increase the load on the transmitting and 
receiving units which must compress and decompress the 
data, and the decompressed data Still includes the null data 
which is written to the target Storage Subsystem. 
0005 What is needed is a method and apparatus which 
can avoid transmitting and copying null data, thereby reduc 
ing the load on the network, the transmitting System and the 
receiving System. 

BRIEF SUMMARY OF THE INVENTION 

0006. This invention provides a method and apparatus 
which eliminates the need to copy null data acroSS a Storage 
network. The invention reduces the load on controllers for 
the remote copy operation, and reduces the load on the 
network by eliminating the need to transmit the null data. 
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The invention has a variety of implementations. In one 
implementation, at the primary Storage Subsystem, the disk 
controller detects the null data as it moves data from a disk 
to a cache memory for transmission. It reports the null data 
to the channel controller So that the null data is not sent 
acroSS the network. In another implementation, the disk 
controller detects the null data as it moves data from the host 
channel to the cache memory and reports the presence of the 
null data to the channel controller, thereby again precluding 
its being transmitted. 

0007 Once the null data is detected, there are a variety of 
approaches for handling the remote copy command. In one 
approach, Satisfactory for the initial remote copy operation, 
the null data is simply not transmitted to the receiving 
Storage System. In this implementation, before the remote 
copy operation is begun, the disks at the Secondary Storage 
Subsystem which are to be configured as remote copy pairs, 
are formatted. Then, the “good' information is transmitted 
over the network to the mirroring disk in the Secondary 
Subsystem. Because the disks in the Secondary System have 
been formatted, everywhere that the non-null information is 
stored will be useful, and all other portions of the disk will 
contain null data. The null data will be stored on the remote 
disk in whatever format that disk is formatted, e.g., all Zeros, 
all ones, or Some other desired pattern. 

0008 Another approach to handling the null data is that 
during the initial remote copy operation the addresses of the 
all the good data are maintained in order. AS the good data 
is written to the Secondary Storage unit, the Storage unit itself 
writes null data to any skipped areas between the good areas. 

0009. A third approach, useful for both the host write and 
the initial copy, has the detector of the null data generating 
a "skip message.” Whenever the primary Storage detects null 
data, it creates a Skip message which includes the skipped 
address, the size and the pattern of the null data. When this 
is received by the targeted Storage, writing of the data into 
the Selected region is blocked, or the desired size and pattern 
are written. Typically the data will be blocked if the disk has 
already been formatted, or a desired null data pattern will be 
written wherever the Skip message directs. 

0010. In a preferred embodiment, a method for copying 
information from a primary Storage System to a Secondary 
Storage System, includes the Steps of at the primary Storage 
System, analyzing the information to be copied to determine 
if it constitutes data desired to be copied or null data which 
does not need to be copied; transmitting to the Secondary 
Storage System the data desired to be copied and not trans 
mitting the null data; and at the Secondary Storage System, 
Writing to a Storage unit in the Secondary Storage System the 
information to be copied. In Some embodiments the Second 
ary Storage unit is formatted before the data is copied to the 
before the Step of copying is performed. In other embodi 
ments when null data is detected at the primary Storage unit, 
a skip message is Sent to the Secondary Storage unit which 
indicates that a block of null data is present on the primary 
Storage System and will not be transmitted to the Secondary 
Storage System. In other embodiments where the Secondary 
Storage System has not been formatted, only the information 
to be copied will be transmitted, but the Storage controller at 
the secondary system will write null data in all other 
locations on the media. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0.011 FIG. 1 is a diagram illustrating a storage system 
which includes a primary Storage Subsystem and a Secondary 
Storage Subsystem which communicate with each other via 
a network; 
0012 FIG. 2 is a diagram which illustrates the configu 
ration of a channel controller as shown in block form in FIG. 
1; 
0013 FIG. 3 is a diagram illustrating the configuration of 
a disk controller, also shown in block form in FIG. 1; 
0.014 FIG. 4 is a diagram of the primary storage system 
illustrating its operations in an initial copy process, 
0.015 FIG. 5 is a diagram further illustrating this process; 
0016 FIG. 6 is a diagram illustrating actions at the 
Secondary Storage Subsystem in response to commands from 
the primary Storage Subsystem; 
0017 FIG. 7 is a flowchart illustrating steps in an initial 
copy operation at the primary Storage System; 
0.018 FIG. 8 is a flowchart illustrating the process of an 
initial copy of a Secondary Storage Subsystem; 
0.019 FIG. 9a illustrates the conventional prior art opera 
tion in which null data is copied without being skipped; 
0020 FIG.9b illustrates the operation of a remote copy 
where null data is skipped; 
0021 FIG. 9c illustrates the operation of a remote copy 
where null data is skipped by employing a message to skip 
it; 
0022 FIG. 9d illustrates skipping transmission and copy 
ing of null data; 
0023 FIGS. 10a and 10b illustrate the relationship of 
operations at the primary Storage System and the Secondary 
Storage System for one embodiment of the invention; 
0024 FIG. 11 shows an example of an “skip message” 
using a vendor-specific command; 
0.025 FIG. 12 is another example of a skip message, but 
one which illustrates a data pattern; 
0.026 FIG. 13 is a flow chart illustrating operations of the 
primary Storage System and operation of the direct memory 
access unit to locate null data; and 
0.027 FIG. 14 is a diagram illustrating various modes of 
operation of the Storage System. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0028 FIG. 1 is a diagram illustrating a typical prior art 
Storage System in which a primary Storage Subsystem 102 is 
coupled to a Secondary Storage Subsystem 103 through a 
network 105. Typically, network 105 will be a conventional 
network, for example, a network using ATM, Sonet, dark 
fibre, or internet protocol communications. Furthermore, 
while FIG. 1 depicts a single primary Storage Subsystem and 
a single Secondary Storage Subsystem, as many or as few 
Storage Systems as desired may be employed, remotely 
Situated from one another in desired locations. Conventional 
uses for Such storage Systems are to facilitate sharing of data 

May 6, 2004 

in a large enterprise, to provide increased reliability by 
providing backup copies of data, or the like. 
0029. The primary storage system generally operates 
under control of a host 101 which is coupled to the storage 
Subsystem 102 by a channel 103. Channel 103 interfaces to 
the storage subsystem 102 via a channel controller 111. 
Typically, another channel controller 112 is used to interface 
the storage subsystem 102 with a channel 104 to network 
105. 

0030 The secondary storage system 103 is similarly 
configured with host 106 controlling the secondary system 
103 via channel 108 and channel controller 122. Another 
channel controller 121 provides an interface between the 
secondary storage subsystem 103 and the channel 109 
coupled to network 105. Typical implementations for chan 
nels 103, 104, 108, and 109 are fibre channel, ESCON, 
SCSI, or GE. Channels 104 and 109 couple to network 105, 
which itself can be public or private. 

0031 Storage system 102, in addition to the channel 
controllers already mentioned, includes a cache memory 110 
operating under control of a control table 117. An internal 
bus 114 allows cache memory 110 to communicate with the 
channel controllers 111 and 112 and with a disk controller 
113. Through another internal bus 115, for example a fibre 
channel, SCSI, or ATA bus, disk controller 113 communi 
cates with Storage Volumes 116. The Storage Subsystems are 
generally configured similarly. Thus, in general, the Struc 
ture of the primary storage subsystem 102 is matched by the 
structure of the secondary storage Subsystem 103. 
0032 Generally, data is shifted in and out of the primary 
Storage Subsystem via the channel controllers and the cache 
memory. AS data arrives to be written into the Storage 
Volumes, it is temporarily Stored in the cache memory and 
then retrieved by the disk controller to be written into the 
volumes. Similarly, as data is retrieved from the volumes 
116 to be transmitted out over the network, it will generally 
be stored in the cache memory before being Supplied to the 
channel controller in larger blocks. The Storage Subsystem 
translates physical disk addresses to logical disk addresses 
which are viewed by the host. 
0033 AS mentioned above, in a typical operation, it will 
be desired to “mirror” data from volumes 116 in the primary 
storage subsystem 102 onto volumes 126 in the secondary 
Storage Subsystem 103. AS also mentioned above, because of 
the Substantial Storage capability typically provided in Sys 
tems such as depicted in FIG. 1, there can be substantial 
amounts of “null data present on volumes 116. This null 
data can take the form of large portions of formatted, but 
unwritten, regions on the hard disk drives, or of files or 
portions of files for which directory entries are no longer 
valid (indicating erasure, etc.). To improve the performance 
of the Storage Subsystems, reduce the load on the channel 
controllers and network, it is advantageous not to transmit 
this large quantity of null data through the primary Storage 
Subsystem, across channel 104, through network 105, and 
into channel 109 where it is rewritten onto disk volumes 
126. Below we explain how this is achieved. 
0034 FIG. 2 is a block diagram of the channel controller, 
for example any of the channel controllers shown as blockS 
111, 112, 121 or 122 in FIG.1. The channel controller 201 
of FIG.2 includes within it a channel interface 204, a central 
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processing unit 206, memory 205, a direct memory acceSS 
circuit 207, and interface 208 to an internal bus 203. 
Interface 204 serves to interface the channel controller with 
higher level functionality, for example, a network or a host, 
while interface 208 provides an interface for channel con 
troller 201 to internal functionality of the storage subsystem, 
such as a cache memory or disk controller. CPU206 controls 
the components of the channel 201 by communications over 
bus 209. The channel interface 204 controls the channel 
protocol and controls the transfer of data to and from the 
channel, and with CPU 206 and DMA207, the transfer of 
data between memory 205 and channel interface 204. The 
internal interface 208 controls the protocol of transmissions 
on internal bus 203, and the control of data over that line in 
response to activities of the DMA controller 207 and 
memory 205. 
0.035 FIG. 3 is a schematic diagram illustrating the 
structure of the disk controller 301. Controller 301 can be 
used to implement disk controllers 113 or 123 in FIG.1. The 
disk controller has two types of interfaces. One interface, the 
internal interface 304, is an interface for the internal bus 302 
(or 203 in FIG.2). The other interface 308 is an interface for 
disk bus 303 to enable communications to the storage 
volumes coupled to the disk bus 303. The internal interface 
304 and the disk interface 308 are coupled via bus 309. The 
disk controller includes a CPU 306 and memory 305, as well 
as a DMA controller 307. These components regulate the 
flow of information between the internal bus 302 and the 
disk bus 303. The internal interface 304 controls the internal 
bus protocol and transferS data to and from the internal bus, 
and to and from memory 305, in conjunction with DMA 
controller 307. Similarly, the disk interface 308 controls the 
protocol on the disk bus 303 and transfers data under control 
of CPU 306, DMA controller 307 between the memory 305 
and the disk bus 303. AS mentioned above in Some embodi 
ments, disk controller 301 is capable of detecting null data 
in the storage volumes associated with the disk bus 303. 
DMA controller 307 employs known technology to "snoop' 
bus 309. When DMA controller 307 detects null data, it 
places appropriate signals on bus 309 to alert the other 
components coupled to the bus. This is discussed further 
below. 

0.036 FIGS. 4-6 illustrate an overview of an initial copy 
proceSS on each of the primary and Secondary Storage 
Subsystems. FIG. 4 is a diagram which illustrates the 
primary Storage Subsystem 102 as it operates to make an 
initial copy. The first operation which occurs is that disk 
controller 113 reads disk data from a disk 116b and provides 
it to cache memory 110. The channel controller 112 oper 
ating under control of its internal CPU (not shown) monitors 
the transactions, and when an appropriate amount of data is 
Stored into cache memory 110 along with asSociated entries 
of disk controller 113 into the control table 117, initiates a 
transfer. When this desired amount of data is stored into the 
cache memory 110, channel controller 112 issues a “write” 
command (or a vendor-specific command in the case of 
certain types of Systems as discussed below) begins to 
process the initial copy. The channel controller 112 Sends the 
initial copy data from cache memory 110 out over channel 
104 to network 105. Once on network 105 the data is 
transmitted to the Secondary storage system (not shown). 
0037 FIG. 5 illustrates the operations of the primary 
Storage Subsystem 102 during a remote copy process. The 
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process is initiated by host 101 issuing a write command to 
the system 102. When this occurs, the channel controller 111 
receives and analyzes the command. For this command, the 
channel controller 111 receives write data from host 101 
which it then stores in cache memory 110. Controller 111 
also Stores information about this remote copy into control 
table 117. If the data from the cache memory 110 is 
ultimately Stored on a disk as one of the pair of remote copy 
pairs, then channel controller 112 will issue a remote copy 
command to the Secondary storage Subsystem (not shown). 
0038 FIG. 6 is a diagram which illustrates the operation 
of the Secondary Storage Subsystem 103 when an initial copy 
or remote copy data arrive over the network via channel 109. 
In this case the channel controller 121 analyzes the incoming 
command and Stores the data into the cache memory 120 and 
makes an appropriate entry in the control table 127. The disk 
controller 123 periodically checks the control table 127. If 
the disk controller 123 finds procedures which are to be 
performed by the disk controller, then the disk controller 
reads data from cache memory 120 and writes it onto the 
target disk, in this case, disk 12.6b. 
0039) Note that in a preferred embodiment of this inven 
tion, any overhead associated with the Step designated (2) in 
FIG. 4, (2) in FIG. 5, or (3) in FIG. 6 is reduced when null 
data is to be transferred. In other words, the operations 
discussed with respect to FIGS. 4-6 will be carried out just 
as described when ordinary (non-null) data is being pro 
cessed. These procedures, however, will not be necessary 
when null data is being processed. 
0040 FIG. 7 is a flowchart illustrating a preferred 
embodiment of the method of this invention. The flowchart 
illustrates the initial copy procedure performed at the loca 
tion of the primary storage subsystem 102 (see FIG. 1). 
Before the initial copy procedure begins, however, the 
primary and Secondary Systems are Synchronized to estab 
lish the remote copy pair, i.e., the correspondence between 
the disks at the primary Storage Subsystem and those at the 
Secondary Storage Subsystem location. This activity is per 
formed by a System administrator. After completion of that 
well known procedure, the initial copy procedure of FIG. 7 
is performed. The first Step in carrying out this implemen 
tation of the initial copy procedure is cleaning of the file 
system 701. In this step, the unused portion of the primary 
disk, and all of the Secondary disk, are filled with null data. 
This operation is performed using commercially available 
Software, for example, BCWipe TM available from Jetico of 
Tampere, Finland. The combination of using the cleanup 
Software and skipping the copying of null data as described 
herein Substantially reduces the overhead of the remote copy 
procedure. The cleanup procedure, however, is not manda 
tory, as will be evident from the following explanation. 
0041. Once the cleanup is completed, the making of the 
initial copy begins with step 702 in which data is read from 
the target disk. In this operation, the disk controller 113 
reads data from the disk and provides it to the cache memory 
110. The reading and writing to the cache is usually per 
formed using large amounts of data for each transfer, for 
example, 1 megabyte. The transfer itself is carried out under 
control of DMA 3.08. 

0042. As shown by FIG. 7, as the data is read, it is 
checked to determine whether null data is present at Step 
703. This operation is performed by DMA 307 monitoring 
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buS traffic to determine the data pattern. Such an operation 
is usually termed “Snooping.” When DMA 307 detects that 
the data pattern consists of null data, that information is 
provided to CPU 306. The determination of whether data is 
null data or not will be based upon the particular Software 
used for the cleaning operation, or the particular Software 
used to format the hard disk before the initial copy is 
performed. Typically, the null data will consist of either all 
Zeros, all ones, or a repeating pattern of Zeros and ones, for 
example, 010101. When this pattern occurs, the CPU 306 
instructs the System to Skip copying that null data by using 
control table 117. On the other hand, when the data consists 
of random patterns of ones and Zeros, then the CPU 306 
places an entry in the control table 117 enabling normal 
operation. 

0043. As the data is transferred, the channel controller 
112 periodically checks the control table 117. When the 
channel controller, using table 117, determines that “nor 
mal’ data is to be copied-the initial copy-then the chan 
nel controller 112 does a data transfer. During this transfer, 
data will ultimately be copied from the primary Storage 
system 102 to the secondary storage system 103. The CPU 
206 then sends commands to DMA207 to transfer data from 
the cache memory 110 into the memory 205. After that, the 
CPU206 sends a command to the channel interface unit 112 
causing it to issue the initial copy (remote copy) command 
to the secondary storage system 103 over network 105. The 
issuance of the remote copy command is shown at Step 704. 
0044) When the request is to skip copying null data, CPU 
206 issues a skip message, and does not transfer data. The 
Skip message itself indicates that one or more quantities of 
data (the 1 megabyte size referred to above) are not to be 
copied. The disk controller continues to repeatsteps 702-705 
shown in FIG. 7 until all of the data on the disk has been 
transmitted to the Secondary Subsystem or designated to be 
null data. This is shown by the test at step 706. 
0.045. As shown by step 707, once all of the data on a disk 
has been transferred or determined to be null data, the disk 
controller then Selects the next disk or Volume and repeats 
the procedure. Eventually, as shown by step 708, all of the 
Volumes of Storage at the primary location will have been 
initially copied or remote copied to the Secondary Storage 
location. At this point, the initial copy proceSS is completed 
at the primary Storage location 102. 
0.046 FIG. 8 is a flowchart which illustrates the opera 
tion of the initial copy proceSS at the Secondary Storage 
system 103. As described above, the initial optional step is 
for the administrator to format the volumes of the secondary 
storage, as shown by step 801. When a command to perform 
the initial copy at the Secondary Storage location is received 
at Step 802, the procedure begins. At this time, the channel 
controller 121 receives the initial (remote) copy command 
over network 105. The CPU 206 analyzes the command 
which is received by the channel interface 204. If the 
command is to copy normal data, then the CPU 206 com 
mands that channel interface 204 to receive data from the 
primary storage system 102 via network 105. As the data 
arrives, the channel interface 204 stores the data into 
memory 205. 

0047 Next, under control the CPU 206, the DMA unit 
207 is instructed to move data from memory 205 to cache 
memory 120. This request from CPU206 is stored in control 
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table 127. The disk controller 123 periodically checks the 
control table 127. When the disk controller 123 detects a 
request, the CPU 306 commands the disk interface 308 to 
issue a write command and write the data into the disk. This 
is shown in the flowchart by steps 803, 804, and 806. This 
is the operation for normal (non-null) data. 
0048. On the other hand, if the command received by 
channel controller 121 is a skip message indicative of null 
data, then the CPU206 begins the skip procedure. Thus, null 
data has been detected at step 803, and the skip null data 
operation of step 805 is performed. In this situation, the 
Secondary Storage System 103 does not copy the data onto 
the disk, because the disk, by previously having been 
cleaned or formatted, has that null data already Stored in the 
addressed location. If the Skip message is to write data of 
Some pattern, and that pattern is not already in place in the 
Secondary Storage location because the disk was not cleaned 
or formatted, then the disk controller 123, when it detects the 
Skip request, will write the Specified pattern onto the disk. 
This is achieved by having CPU 306 generate the desired 
pattern in memory 305 and provide commands to the disk 
interface unit 308 to write the data into the disk. The 
procedure described above, as shown by step 807, is carried 
out repeatedly until the initial copy at the Secondary Storage 
location 103 is completed. 

0049. As described earlier, there are several methods for 
skipping null data during reading and writing in the Second 
ary storage location. FIGS. 9b and 9c illustrate two of these 
methods of skipping null data. FIG. 9a illustrates the 
procedure if null data is not skipped. FIG. 9a is discussed 
first. In FIG. 9a Data 0 and Data 3 are normal data, while 
Data 1 and Data 2 are null data. In the normal initial or 
remote copy operation as shown by FIG. 9a, the primary 
Storage Subsystem 102 will issue four copy commands, one 
for each of the sets of data, Data 0, Data 1, Data 2 and Data 
3. These commands cause the data to be transferred from the 
memory in the primary Storage System 102 to the memory in 
the Secondary Storage System 103. Once in the Secondary 
Storage System, four more commands are decoded and 
carried out, resulting in the writing of Data 0, Data 1, Data 
2 and Data 3 onto the disks of the Secondary Storage System. 
As evident from the discussion above, essentially all of the 
time and communication bandwidth used to transfer Data 1 
and Data 2 within the primary Storage System, acroSS the 
network and then to rewrite it into the Secondary Storage 
System are unnecessary and wasted. 
0050 FIGS. 9b and 9c illustrates two techniques for 
skipping null data. FIG. 9b illustrates the skipping of null 
data in the Situation in which the Secondary Storage Sub 
System Volumes have already been formatted in a manner to 
match the formatting of the null data in the primary Storage 
system. In the case of FIG. 9b, using the techniques 
described above in conjunction with FIGS. 7 and 8, the 
primary Storage System detects that Data 1 and Data 2 are 
null data, and that there is no need to transmit them to the 
Secondary Storage System. Knowing that the Secondary 
Storage System is already appropriately formatted, the pri 
mary Storage System does not need to transmit Data 1 or 
Data 2, or otherwise Send any indication of the existence of 
the Data 1 or Data 2. Once Data 0 and Data 3 are copied into 
the Secondary Storage Subsystem Volumes, the contents of 
those volumes will match (mirror) the contents of the 
corresponding Volumes in the primary Storage System 102. 
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0051. An alternative procedure may be implemented 
when the secondary storage subsystem 103 is not formatted. 
In this circumstance, if the primary Storage System issues the 
initial copy command Sequentially, the Secondary Storage 
system will be able to detect that the addresses for Data 1 
and Data 2 have been Skipped. In this circumstance, while 
null Data 1 and null Data 2 are not transmitted across the 
network, the Secondary Storage System writes the appropri 
ate form of null data onto its Storage Volumes because it is 
able to detect the skipped addresses of Data 1 and Data 2. 
0.052 FIG. 9c illustrates another implementation of a 
preferred embodiment of this invention. In the case of FIG. 
9c, the skipping of null data is indicated by the transmission 
of a message from the primary Storage Subsystem 102 to the 
Secondary Storage System 103 indicating that null data has 
been Skipped. In this circumstance the Volumes in the 
Secondary Storage Subsystem do not need to be formatted in 
advance. AS shown by the diagram, the existence of null data 
as consisting of Data 1 and Data2 is detected by the primary 
Storage Subsystem, for example by the DMA unit Snooping 
the bus on which the data is available. When Some of the 
data, for example Data 1 and Data 2, are determined to be 
null data, the primary subsystem 102 bundles them together 
into one message and Sends that information to the Second 
ary Storage Subsystem 103. The Secondary Storage Sub 
System, having analyzed the Skip message Sent to it from the 
primary Storage Subsystem 102, proceeds to write null data 
into the Storage Volumes in the location specified by the skip 
message for the locations of Data 1 and Data 2. The 
transmission of the skip message, although it does not 
eliminate the need to write the appropriate data into the 
Secondary Storage System, does lessen traffic on the network, 
and reduce overhead at the Secondary location, yielding 
additional bandwidth for the transfer of “real' data between 
the primary and Secondary Subsystems. 
0.053 FIG. 9d illustrates the operation of skipping null 
data from another perspective. In the upper portion of the 
figure, the data (null and non-null) is shown along with the 
normal commands that would write it onto the Secondary 
system. The command (Cmd) is to write the block of data of 
the designated size and address (Adr). For example, the first 
command is to write data of a size 0x0010 at address 
0x0030. The lower portion of the figure illustrates how only 
the non-null data is transmitted to the Secondary Subsystem. 
0.054 FIG. 10a is a diagram illustrating the skip mes 
sage. On the left-hand side of FIG. 10a, note the number of 
transferS of data between the primary and the Second Storage 
System for the purpose of transmitting null data from one to 
the other. On the right-hand side of FIG.10a, a skip message 
is used to indicate that the designated data "chunks' may be 
skipped. All of the steps of transmitting data (FCP DATA) 
are eliminated. 

0055 FIG. 10b is a diagram similar to FIG. 10a. As 
shown in the left-hand side of FIG. 10b, if the null data is 
transmitted, numerous chunks of null data are transferred 
from the primary to the Secondary Storage System. In con 
trast, on the right-hand side of FIG. 10b, implementation of 
the method of this invention has eliminated the need to 
transmit all of the null data between the two Storage Sub 
System. The null data transfer is shown by the same com 
mand as described in conjunction with FIG. 10a. 
0056 FIG. 11 is an example of a skip message. The 
message consists of nine bytes (shown in the rows) with the 
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state of each bit of the nine bytes shown in the columns. The 
operation code indicates to Skip copying, with the Starting 
logical block address shown in bytes 2-5 and the transfer 
length in bytes 7-8. 
0057 FIG. 12 is an example of a skip message, but which 
includes a desired data pattern to be written at the Secondary 
Storage Subsystem location. The Skip message is of the same 
format as FIG. 11, but the desired data pattern to be written 
on the Storage Volumes is provided as byte 6 of the message. 
Of course, the message format shown in FIGS. 11 and 12 
are exemplary. Vendor-specific messages may be employed 
in which various sizes of null data are to be skipped based 
on a particular message or command. For example, a spe 
cific message can be sent to Skip copying the next 10 bytes, 
the next 100 bytes, etc. 
0.058 FIG. 13 is a flowchart illustrating the procedure 
followed when host writes are performed using a channel 
controller to the primary Storage Subsystem. In this circum 
stance, the initial Storage of data in the primary System can 
be expedited when the write operations detect null data. In 
this case, the CPU 206 of the channel controller 111 handles 
host input/output operations, that is, steps 1301 and 1303. 
The CPU 206 of channel controller 112 handles the remote 
copy procedure, that is, steps 1303, 1304 and 1305. 
0059. When the host 101 issues a “write” command, the 
channel interface 204 receives it and reports it to the CPU 
206, sometimes using memory 205 to store it. CPU 206 
analyzes the command, and if it is valid begins to execute it. 
If the command is invalid, CPU 206 issues a “no good” 
status via the channel interface 204 back to host 101. Such 
an operation is, for example, in accordance with the SCSI 
Specification. 

0060 Assuming the command is valid, CPU 206 
instructs the interface unit 204 to begin transferring data 
from host 101. Interface unit 204 transferS data from the 
channel 103 to the memory 205. The CPU206 waits until a 
specified amount of data is transferred into memory 205, and 
then issues a command to DMA207. DMA207 is instructed 
to transfer data from memory 205 to cache memory 110 
using the internal interface 208 and the internal bus 203. The 
CPU 206 controls the interface 208 So that it does not 
overtake the channel interface 204. When all of the data is 
transferred into the cache memory 110, the CPU 206 sends 
a “good” status report back to host 101 via channel interface 
204 and channel 103. As these procedures are carried out, 
the CPU 206 will periodically update the control table 117. 
All of these operations are SubSumed within the right 
command step 1301 of FIG. 13. 
0061 As the transfer is occurring in the manner described 
above, the DMA 207 will Snoop on the data pattern. If the 
data is null data, the DMA 207 will cause the CPU 206 to 
put a skip message into control table 117. The CPU 306 of 
the disk controller 113, as it writes data, periodically checks 
the control table 117. When that CPU 306 detects a skip 
message, which will be processed by the disk controller 113, 
CPU 306 begins the procedure to write the data. All of the 
information needed for the procedure is now included within 
control table 117. CPU 306 commands the DMA 307 to 
transfer data from the cache memory 110 to the memory 305 
at a pace which does not overtake channel controller 111 
checking with control table 117. During this data transfer, 
the DMA 307 can also detect null data. CPU 306 waits until 
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a specified amount of data are transferred into memory 305. 
If the data is null data, the CPU 306 puts a skip message into 
the control table 117. CPU 306 then begins the data transfer 
from memory 305 to disk 115 via the disk interface unit 308 
and the disk bus 303. CPU 306 controls the disk interface 
308 to assure that it does not overtake the internal interface 
304. Once all of the data is written onto disk 115, the CPU 
306 issues a remote copy information into control table 117, 
again as shown by step 1302. 
0.062 Channel controller 112 periodically checks control 
table 117. When the channel controller 112 detects a remote 
copy request, it starts the remote copy procedure. If there are 
two successive remote copy procedures, the CPU 206 may 
combine them into one remote copy command, either 
generic or vendor Specific. Before issuing the remote copy 
command, the CPU 206 checks the control table 117. If it 
finds a skip message, then the CPU 206 will issue that skip 
message as shown by steps 1305. If CPU 206 does not find 
a skip message, then it issues the remote copy command and 
transfers data to the secondary storage subsystem 103. The 
remote copy operation at the Secondary Storage Subsystem 
103 is the same as described in conjunction with steps 
802-806 of FIG 8. 

0.063 FIG. 14 is a diagram which Summarizes different 
operations of the methods and apparatus described above. In 
FIG. 14 the first column indicates the particular application, 
in other words whether null data is detected during the 
making of an initial copy at the Secondary location, or even 
earlier during the write to the primary Storage location. The 
next column of FIG. 14 identifies what component detects 
the null data at the primary Storage location. In the case of 
the initial copy from the primary Storage Subsystem to the 
Secondary Storage Subsystem, the null data is detected using 
the disk controller. In contrast, in the case of the data first 
being written into the primary Storage System from the host, 
the channel controller detects the null data. 

0064. The next column of the chart summarizes what 
occurs in response to the detection of null data. In the case 
of the detection occurring at the disk controller, i.e., based 
upon the initial copy operation, either a skip message can be 
generated, or the data can be ignored. These two conditions 
were described in conjunction with FIGS. 9b and 9c respec 
tively. If the channel controller detects the null data as it 
arrives from the host, a skip message is employed to convey 
to the downstream disks that writing of that data is to be 
skipped. This condition was explained in conjunction with 
FIG 9c. 

0065. The right-hand column of FIG. 14 illustrates what 
happens at the target Subsystem. In the case of the initial 
copy application, all of the actions at the target Subsystem 
occur at the Secondary System. In the case of the skip 
message, if the disk has already been appropriately format 
ted, no action is necessary at the Secondary Subsystem. If the 
disk has not been previously formatted, then as shown in the 
right-hand block, no data needs to be written. Similarly, for 
the Situation in which the initial copy is performed, and the 
null data is to be just skipped, if the disk has been previously 
formatted, no action is necessary at the Secondary Sub 
System. If the disk is not, has not been previously cleaned or 
formatted, null data must be written. The bottom row of the 
table in FIG. 14 illustrates the operation for the host write 
application. In this circumstance, a Skip message will result 
in the writing of null data at the primary Subsystem. 
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0066. The foregoing has been a description of the pre 
ferred embodiment of the invention. It will be appreciated 
that variations may be made to implement the invention 
without departing from the Scope of the following claims. 

What is claimed is: 
1. A method for copying information from a primary 

Storage System to a Secondary Storage System, the method 
comprising: 

at the primary Storage System, analyzing the information 
to be copied to determine if it constitutes data desired 
to be copied or null data which does not need to be 
copied, 

transmitting to the Secondary Storage System the data 
desired to be copied and not transmitting the null data; 

at the Secondary Storage System, writing to a Storage unit 
in the Secondary Storage System the information to be 
copied. 

2. A method as in claim 1 wherein before the step of at the 
Secondary Storage System copying to a storage unit, a step is 
performed of formatting the Storage unit to contain null data. 

3. A method as in claim 1 further including the Step of 
transmitting to the Secondary Storage System a skip message 
which indicates that a block of null data is present on the 
primary Storage System and will not be transmitted to the 
Secondary Storage System. 

4. A method as in claim 3 wherein after receiving the skip 
message the Secondary Storage System writes null data onto 
the Storage unit. 

5. A method as in claim 1 wherein the Step of transmitting 
further comprises transmitting to the Secondary Storage 
System a pattern of null data to be written onto the Secondary 
Storage System at the location where null data would have 
been Stored had it been transmitted to the Secondary Storage 
System. 

6. A method as in claim 3 wherein the Skip message 
further comprises a pattern for data to be written onto the 
Secondary Storage System at the location where null data 
would have been stored had it been transmitted to the 
Secondary Storage System. 

7. A method as in claim 1 wherein the primary Storage 
System includes a disk controller and the disk controller 
performs the Step of analyzing the information to be copied 
to determine if it constitutes data desired to be copied or null 
data. 

8. A method as in claim 1 wherein: 

the data to be copied is transmitted from the primary 
Storage System to the Secondary Storage System in a 
Sequential order; and 

the Secondary Storage System writes null data onto the 
Storage unit when the Secondary Storage unit detects 
gaps in the Sequential order. 

9. A method as in claim 1 wherein the Step of analyzing 
the information is performed as the information is transmit 
ted on a buS in the primary Storage System. 

10. A method as in claim 9 wherein a DMA controller is 
used to Snoop the bus and analyze the information. 

11. In a System having a host and a storage System coupled 
to the host, the Storage System including a channel controller 
coupled to the host and apparatus for Storing data, a method 
for writing data into the apparatus comprising: 
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monitoring the data as it is transferred to the Storage 
System; 

when a block of data consists only of null data Sending a 
Skip message to the apparatus to cause the apparatus 
not to write that null data; and 

when a block of data consists of non-null data Sending that 
data to the apparatus and causing the apparatus to write 
that data. 

12. A method as in claim 11 wherein before the non-null 
data is written, a step is performed of formatting the appa 
ratus to contain null data. 

13. A method as in claim 11 wherein the Skip message 
indicates the address of the null data. 

14. A method as in claim 13 wherein the Skip message also 
indicates an amount of null data. 

15. A method as in claim 13 wherein after receiving the 
Skip message the apparatus writes null data at the address of 
the null data. 

16. A method as in claim 11 wherein the Skip message 
further comprises a pattern for the null data and the address 
of the null data. 

17. A method as in claim 16 wherein after receiving the 
Skip message the apparatus writes the pattern for the null 
data at the address of the null data. 

18. A method as in claim 11 wherein the storage Sub 
System includes a disk controller and the disk controller 
performs the Step of analyzing the information to be copied 
to determine if it constitutes null data. 

19. In a storage System operating under computer control 
and coupled to receive information to be stored as well as 
Specified addresses at which the information is to be Stored, 
the information including null data and non-null data, a 
method comprising: 

monitoring the Specified addresses to determine if there 
are any missing addresses in the addresses received; 
and 

Writing null data at the missing addresses. 
20. A method as in claim 19 further comprising writing 

the non-null data at the Specified addresses. 
21. At a primary Storage System, a method of Selecting 

Stored data to Send from the primary Storage System to a 
Secondary Storage System comprising: 

reading a Selected amount of the Stored data; 
determining if the Stored data is null data or non-null; 
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if the Stored data is non-null data then Sending it with a 
command to the Secondary Storage System to cause the 
Secondary Storage System to Store the data; 

if the Stored data is null data then not sending it to the 
Secondary Storage System; and 

repeating the preceding Steps until all of the Stored data 
has been either Sent to the Secondary System or has been 
determined to be null data. 

22. A method as in claim 21 wherein the step of if the 
Stored data is null data then not sending it to the Secondary 
Storage System further comprises Sending to the Secondary 
Storage System a message indicating that null data has not 
been sent. 

23. A method as in claim 22 wherein the message indi 
cates an address of the null data and a quantity of the null 
data. 

24. At a Secondary Storage System coupled to receive data 
transmitted from a primary Storage System, a method of 
Storing data transmitted from the primary System compris 
ing: 

receiving a command from the primary Storage System to 
store data that will be transmitted from the primary 
Storage System; 

receiving the transmitted data from the primary Storage 
System; 

receiving a Series of addresses, each for a Selected amount 
of the transmitted data; 

analyzing the Series of addresses to determine if addresses 
have been skipped in a Sequence of addresses, 

Storing the data at locations Specified by the addresses; 
Storing null data at addresses that have been Skipped in the 

Series of addresses; 
repeating the preceding StepS until all of the data trans 

mitted has been stored. 
25. A method as in claim 24 wherein the step of storing 

null data at addresses that have been skipped in the Series of 
addresses is performed by formatting the Secondary Storage 
System before the Step of Storing the data at locations 
Specified by the addresses. 

26. A method as in claim 24 wherein the Step of Storing 
null data at addresses that have been skipped in the Series of 
addresses is performed by writing a Selected data pattern at 
addresses that have been skipped in the Series of addresses. 
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