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schemas comprise one or more definitions of one or more data types to which the data items belong; forming one or more second
schemas associated with a second version of the API; and validating the second version of the API by comparing the second query
schemas with the first query schemas.
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API VERSION TESTING BASED ON QUERY SCHEMA

TECHNICAL FIELD

i This disclosure generally relates to information managemeunt, including

information storage, retrieval, and processing.

BACKGROUNR

{2 Data or information may be organized and stored according to specific
formats. Thereatter, specific pieces of stored data or information may be retrieved from
storage. The actual means for retrieving the siored data or information may depend on the
specific format used for organizing and storing the data or information. For example, if the
data is organized and stored according to tabular format {(e.g., in a table having columns,
rows, and cells), to retrieve specific pieces of data, it may be necessary to identify the specific

columns, rows, or cells where the desired picces of data are stored.

BRIBE DESCRIPTION OF THE DRAWINGS

i3 FIGURE 1 illustrates an example graph having a hierarchical structure,

14} FIGURE 7 illustrates an example method for retrieve specific data items from
hierarchical graphs.

{5} FIGURE 3 ilustrates an example method for validating a version of an
Application Programming fnterface based on schemas.

161 FIGURE 4 iilustrates an example method for retrieving data itemss from
hierarchical graphs based on introspection queries.

7] FIGURE 5 illustrates an example computer system.

SUMMARY

18] Particular embodiments, data ftems may be organived and stored in one or
more hierarchical graphs, where each graph may include any number of nodes arranged ina
hierarchy. Relationships may exist among specific nodes in a graph, which may reflect the
relationships  existing among data items represented by the corresponding nodes.

Consequently, the structure of a graph may reflect the relationships among the individual data
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items contained in that graph.

9 In particular embodiments, an Application Programnming loterface (APL) may
be provided for querving the graphs for the data stored therein and for retrieving specific data
items from the graphs, Fuorthermore, 2 guery for specific data ftems stored in the graphs may
be expressed in a language having o hierarchical structure. The retrieved data tlems are also
organized in a hierarchy structure.

(181  In particular embodiments, the AFI may have any number of versions. There
may be any number of query schemas associated with each version of the APL The guery
schemas may include various dala types available in the graphs and how different types of
data may be reirieved from the graph, The guery schemas may be used 1o test and validate
different versions of the APL

(111  In particular embodiments, data item stored in the graphs may have various
data types. An application may guery the APL about data types and data structures of data
items to be returned from the APL

DESCRIPTION OF EXAMPLE EMBODRIMENTS

1§21 o particular embodiments, data may be organized and stored in any number of
graphs, each having a hierarchical structure, Each graph may include any number of nodes
arranged in a hierarchy. That is, there may be any numnber of levels in g graph, and at each
level, there may be any number of nodes, Fach node may represent or may be used to store
some specific data Hems. Relationships may exist between specific nodes in a graph, which
may reflect relationships between specific daia items represented by these corresponding
nodes.  Conseguently, the structore of a graph may reflect the relationships smong the
individual data items contained in that graph. o particular embeodiments, the data items may
have various types.

{131 In particuler embodiments, an Application Programming Interface (APl may
be provided for querving the graphs for the deta stored therein and for retrieving specific data
items from the graphs. In particular ermbodiments, a query for specific data items stored in
the graphs may be expressed in a language having a hicrarchical strocture. Thus, the query
iself has a hievarchical structure. In particular embodiments, if the desired data Htems, as

specified by the query, are found in the graphs, the data Htems, or more specifically, the nodes
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representing or conlaining these data items, are retrieved from the graphs in response to the
guery. The retrisved data ftems are also organived in a higrarchy siructure,

1141  In particular embodiments, the AP may have any number of versions, As an
exaniple, from time to time, the AP may be updated fromw an older version to a noewer
version.  As another example, there may be different versions of the AP developed for
differerst platforms {e.g.. mobile, deskiop, web-based). In particular embodiments, there may
be any number of guery schemas associated with each version of the APL  The query
schemas may include various data types available in the graphs and how ditferent types of
data may be retrieved from the graph.

1181  In particular embodiments, given a fiest version of the API that 15 known fo
function correctly, a second version of the AFl may be tested using the guery schemas
associated with the first and second versions, respectively, to ensure that the second version
also functions correctly. The guery schemas associated with the second version of the APY
may be compared against the query schemas associated with the first version to ensure that,
for example, all the data types existing in the query schemas associated with the first version
also exist in the guery schemas associated with the second version, and querving and
retrieving various types of data from the graphs using the query schemas associated with the
second version vields the same vesult as using the query schemas associated with the first
VErston,

[16]  In particular erobodiments, data item stored in the graphs may have various
data types. An application may gquery the API about data types and data structures of data
items to be returned from the APL  In particular embodiments, an apphication may generate
an infrospection query for a specific data type (i, & request 1o examine content or data
structure of the speeific data type). The application may submit the introspective query o the
API and retrieve from the graphs a data structure of the specific data type. The application
may construct a data query requesting daia items with the specific data type from the graphs
based on the data structure refrieved by the introspective query.

137] FIGURE 1 illustraies an example graph 100 having s hierarchical structure,
Graph 100 may include any number of nodes arranged in g bierarchy of any number of levels,
At cach level of the hierarchy, there way be one or more of the nodes. Varilous types of

relationships may exist between specific nodes, which may be reflected in the structure of the
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hierarchy. For example, a parent-child relaticnship may exist between two specific nodes. In
FIGURE 1, node 110A may be the parent of nodes 110B, 1100, and 110D, conversely, nodes
F108, 1100, and 110D may each be a child of node 118A. Note that in general, a node may
have any number of children or parenis. As another example, a sibling relationship may exist
between two specific nodes, In FIGURE 1, nodes 1108, 110, and 110D may be siblings as
they share a common parent node 110A. As a third example, a cornection may exist between
two specific nodes. Tn FIGURE 1, a connection exists between nodes 110A and TIOK.

[18] In particular embodiments, data ray be organized and stored in a hierarchical
graph, such as graph 100. Fach node in the praph may represent or contain some specific
data items. The structure of the graph reflects the relationships among the nodes and
consequently the relationships among the specific data items represented by or contained in
these nodes,

{191 In patticular embodiments, data or information associated with a social-
networking system may be stored in any number of hicrarchical graphs. There may be
various types of data associated with the social-networking system, and specific data items
may be represented by or contained in specific nodes. For example, some of the nodes may
represent individual users of the soclal-networking systems. Two of such nodes may be
connected if the two corresponding users are “friends” in the social-networking system.
Some of the nodes may represent activities {e.g., online or offline} performed by specific
users. A node representing a user and a node representing an activity performed by that user
may be connected. Furthermore, the node representing the user may be considered the parent
of the node represeniing the activity performed by that user, reflecting the relationship
between the user and the activity (e, the user performs the activity). Some of the nodes
may represent contenis (e.g., images, videos, posts, messages, feeds) associated with specific
users. A node and its child nodes may represent a photo album and specific photos belonging
to that photo album, respectively. In this case, a connection may exist between the node
representing the photo album and each node representing an image belonging to that photo
album. Another node and iis child nodes may represent a user and photo albums uploaded by
that user, veapectively.

128}  In particular embodiments, graphs containing data (¢.g., data associated with a

social-networking system) may be stored {e.g., in data stores or memory) so that specific data
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items may be retrieved from the graphs whenever desirable. In particular embodiments, an
API may be provided for guerying the graphs for the data stored therein and for relrieving
specific data ttems from the graphs,

1211  FIGURE 2 illusirates an example method for retrieving specific data items
from hierarchical graphs. Suppose thal, in particular embodiments, data ave stored in
iierarchical graphs, where each node in a graph comtains or represents one or more specific
data items. A user may use the AP to query specific data iterns stored in these hierarchical
graphs.

(22} In particular embodiments, the method illustrated m FIGURE 2 may start at
step 210, where a user may send a guery that identifies specific data items to be retrieved
from the hierarchical graphs. For example, the query may be sent from a user device (e.g.
mobile or non-mobile user device) to a computing system (e.g., server) managing the graphs
over appropriate computer or communicalion conuections (e.g. wireless or wireline
connections). In particular embodiments, an appropriate AP] call may be invoked by the user
device 10 send the query to the server,

1231 In particular embodiments, a query may be expressed in a language having 2
hierarchical structure. Furthermore, in particular embodiments, the language roay have a

predefined syntax. The following illustrates an example guoery.

me () {
id,
name,
my objects,first (10} {
nodes
actors {id, name, profile pic image},
mesgage |{text, ranges},
th {id, name, profile pic image},
application {id, name, profile pic_image},
explicit place {dd, nams, location {
longitudel},

attachments |
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image,

DWNEeY,
negsage,
created Lime,
modified time,
feadback {

like sentence, likers {count}, commanis {count}

associated with an object {e.g., a user or a daia item). This exarnple query requests the first
10 data items of a specific type “my _objecta”. As this example query illusirates, the
guery has a hierarchical structure. At the top level of the hierarchy is “me”. At the second
level nested in “me” are “1d”, “name”, and “my_objects”. At the third level nested in
“my obijscta”is “nodes”. Andsoon.

1241  In particular embodimenis, at step 220, data iterns specified in the query may
be retrieved from the groups. More specifically, the nodes that represent or contain the
specified data items may be identified from the groups and the data items may be retrieved
from these nodes. Specific data ilems may be identified in the query by their unigue
identificrs, their data types, or any other applicable means {e.g., dats tierus that satisfy one or
more criteria).

1251 In particular embodiments, a data Hem may have a specific data type. For
example, one type of data items may be “user”; another type of data items may be “message
post™; a third type of data Hemns may be “image”; and so on. This disclosure contemplates
any apphcable data types. In particular embodiments, new data types may be defined and
added as needed {c.g., by system managers or users or third-party developers). The
definitions of these data types may form a schema for the APY and the graphs. The definition

of a specific data type may specify how that tvpe of data items may be gueried and retrieved
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fromn the graphs. The following illusirates an example definition of a data type called

“node”. The definition describes the data type “node” and may be jncluded in the schema.
final class NodeInterface extends InterfaceDefinition !
public function getTypeName () |

return ‘nodet;

(o)

protected function fields(FieldDefiner $field def) {
return array
ridy =»> $fileld def-»string(},
furlt => $field def-»uril},

e

public function getDescription(}) {

return ‘An obiject which itself can be queried from the
gragph. ¥;
¥

h

protected function FieldDescriptions() |
return array(

'idf*  =» 'The unigue ID representing thie object. Supply
to the "node{)” root expression to retrieve this objesct
directly. ¥,

‘urlt = 'The unigue URL representing this cbject which
can he acceszed via a web browser. For example, the url for a
“user” would be hisg or her profile page.’,

P
}

3

¥

The
ficlds of the type include “1d” and *uxrl”. In addition, the descriptions of the data type iself
and each of its fields may also be included in the definition (.., as a part of the AP code),
1261 In particular embodiments, a user may invoke an appropriate API call to query
a specific data tvpe defined in the schema for information concerning that data type. For

example, 1o query for “node”, the user may submit g query such as:

L type (node) {name, description, fields {name, description}}

...........................................................

{
i

mode | ;




WO 2014/036055 PCT/US2013/056941

"name®: "node®,
“description”: "An objsct which itself can be gueried from
the gragh.”®,
"fields®: |
triame? . "id“ .
rdescripticon’: "The unigue ID representing this
chiject. Supply to the "node()” root expression Lo retrieve
this obiject directly.?
¥
framet . Yyurl® ,
"degoription®: *The unigue URL representing this
obiect which can be accegsed via a web browser. For example,
the url for a “user” would be his or hey profile page.®

)

'

v
4
}

3

The response includes the name and descripﬁbn of the type “node” and each of its fields
{ie., “id” and *“url™), as defined in the definition of “node” ilustrated sbove.

Furthermore, the response is arranged in a hierarchy structure as well, corresponding to the

hicrarchical structure of the query.

271 As this example lustrates, in particular embodiments, information describing
a specific data type may be included in the definition of that data type. The description of a
data type may be gueried using the AP, similar as querying a data item using the APL I
this sense, the AP! is self-documenting, That is, the documeniation of a data type is included
in the schema as part of its defimiion.

28]  in pasticular embodiments, there may be privacy protection associated with
some or all of the data items stored in the hierarchical graphs. A data item may only be
accessed by a specific Hst of users and not by other users. For example, when a user posts a
photograph (i.e., a data item), the user may specity that the photograph can only be viewed by
his social {rlends. In this case, other users who are not friends with this user are not
authorized to access this specific photograph.

29} In particular embediments, when retricving data tterns in response to a query,
the privacy protection associated with specific data items are taken into consideration. As an

example, suppose that a first user, through a query, requests 10 messages most recently
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posted by a second user (.., a friend of the first user), Wheun retrieving these messages for
the first user in response to the guery, each message posted by the second user may be
analyzed to determine whether the first user is authorized to access that message. Suppose
that among the 10 messages most recently posted by the second user, 3 of them can only be
viewed by a third user while 7 of them can be viewsd by sl users including the first user
{¢.g., as specified by the second user). In this case, only the 7 messages are relrieved in
response to the first user’s guery. The 3 messages that can only be viewed by the third user
are not retrieved for the first user, since the first user is nof authorized o view these specific
messages. Instead, to make up for the 10 messages as requested by the first user’s query, 3
slightly older messages posted by the second user {e.g., identified in reverse chropological
order), which the first user is authorized fo view, are reirieved and combined with the 7
messages. On the other hand, if it is the third user who requests the 10 rpessages most
recently posted by the second user, all 10 newest messages may be retrieved in response ©
the third user’s query since the third user is authorized to view all of these messages. As this
cxample illustrates, because of privacy protection associated with data items, when two users
submit the same query, they may receive different results in response,

138]  In particulsr embodiments, refrieving a large nursber of data items may be
performed in response to a series of gueries. This may be helpful in ferms of irproving
performance for certain tvpes of user devices, such as mobile devices. As an example,
suppose that a user wishes to retrieve and view 100 photos most recently posted by all of his
social friends. Instead of submitting a single query for 100 photos, the user may submit g
serics of 10 queries, where gach query reguesis 10 pbotos at a time.  This way. the user may
begin viewing some photos while other photos are being retrieved and sent 0 the user’s
device, In addition, the user may view some pholos al one time and other photos at another
time {e.g., as opposed to viewing all 100 photos logether),

3311 In particular embodiments, guerics submmitied by a user and their responses
mayv be recorded. In the above example, when the user submits the first query for the 10
photo most recently posted by his friends, 10 most recont photos accessible to the users may
be retrieved from the graphs and sent to the user. In addition, the 10 photos or the last one of
the 10 photos sent to the user may be recorded. Then, when the user submits the second

query for another 10 photos, the second 10 most recent photos, starting from after the
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previous 10 photos in reverse chronological order, accessible to the users may be retrieved
from the graphs and sent to the user. Again, the last one of the 10 photos now sent to the user
may be recorded. When the user submite the third query for vet another 10 photos, the third
10 most recent photos, starting from afier the previows 10 photos in reverse chronological
order, accessible to the users may be retrieved from the graphs and sent to the user. And so
on. This way, the data retrigval process antomatically handles pagination for the user,

1321 Ar step 230, the retrieved dsta items may be organized according 1o 8
hierarchical format and sent to the user submitiing the guery. Sometimes, the nodes
represeniing or coutaining the requested data items may belong to different graphs. In this
case, the data items may be reirieved from appropriate nodes in appropriste graphs and
arvanged in a single hierarchical structure,

1331 In particular embodiments, the hierarchical structure of the outputied data
items may correspond to the hierarchical structure of the query, As illustrated in the above
example where a query requests the name and description of type “node” itself ollowed by
the name and description of the fields of type “node”, the cutputted data ttems are arranged
in a hisrarchical structure. At one level is the type “node”. At the next level nested within
“mode” gre the name, description, and fields of the type “node”. Al the further next level
nested within “fielda” are the name and description of each of the fields in type “node™
The arrangement of the outputied data ilems corresponds o the arrangement of the guery.

i34} In particular embodiments, the definitions of individual data types may form
one or more schemas., These definitions may be included in the AP so that data items may
be queried and retrieved based on thelr definitions. Often, there may be different versions of
the APL For exaraple, from time o time, the AP may be updated from an older version to g
newer version, Different versions of the APY may be implemented for different platforms
(.., mobile vs, non-mobile, different operating systems) so that cach version includes code
especially suitable to a corresponding platform.

1331 In particular embodiments, the schemas may be used to test and validate a
particular version of the APL FIGURE 3 illusirates an example method for validating a
version of the AP using schemas. Suppose that there is a first version of the API that is
known to function correcily, One or more schemas may be associated with the first version

of the APL, and these schemas may include the definttions of all the data types avatiable {e.g.,
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the data types to which the dais Uems stored in the hierarchical graphs belong). Further
suppose that a sccond version of the APE becomes available.

[36] At step 310, the schemas associated with the first version of the AP may be
recorded. Then, the second version of the API may be used fo retrieve data ttems from the
groups {e.g., for testing and validation), In particolar embodiments, at step 320, the schemas
associated with the second version of the APl may be compared against the schemas
associated with the first version to ensure that, for example, all the definitions of data types in
the schemas associated with the first version are also found in the schemas associated with
the second version (1.e., no data type is missing from the second version), or the definition of
a specific data type found in the schemas associated with the second version is the same as
that found in the schemas associated with the first version, or using the second version of the
AP to retrieve data ttems in response o a specific query produces the same result as using
the first version {i.e., using a guery expressed according 1o the schemas associated with the
first version and a guery expressed according to the schemas associated with the second
version for the same data items produce the same result).

371 If the second version of the APE functions correctly based on the schemas,
then the second version may be released. Otherwise, the errors in the secound version {e.g.,
missing dala type definitions or incorrect data type definitions} need fo be corrected first
before it can be released.

(381  As described earlier, data item siored in the higrarchical graphs may have
various data types. Ordinarily, an application {or a programmer wriling the application’s
codes) may need definition of a particular data type prior lo querying and retrieving from a
database {¢.g., a Werarchical graph) data items of the particular type {or validating a retyieved
data iten’s data type). Particular embodimente may retrieve data ttems from hierarchical
graphs based on introspection queries. Particular embodiments may submil an introspection
query to the API of the graphs to refrieve g data structure of a specific data type. Particular
embodiments may then submit to the AP a data query for data items of the specific data type
based on the data structure retrieved by the infrospection guery, Particular embodiments may
also validate a response (o the daia query by comparing the response’s data structure to the
retrieved data structure,

139]  FIGURE 4 illustrates an example method for retrieving data items from
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hierarchical graphs based on introspection queries. In particular embodinents, the method
illustrated in FIGURE 4 way start at step 410, where an application may send a frst query
{an introspection guery) that requests a data structure of a specific data type. In particular
embodiments, at step 420, the application may retrieve the data strocture of the specific data
type from the graphs. For example, the introspection query may be sent by an application
hosted by a user’s client device to one or more computing systems {e.g.. servers) managing
the graphs over appropriate computer or communication connections {e.g., wireless or
wireline conncctions). In particular embodiments, an appropriate API call may be mvoked
by the application to send the introspection query to the server and retrieve the results from
the server. In particular embodiments, a query requesting a data structure of & specific data
type may be expressed in a langnage having a hierarchical structure. Furthermore, in
particular embodiments, the language may have a predefined syntax.  The following

ifhustrates an example introspection guery:

“my_obiects” The query also requests the names and fields of one or more child data
structures, if any, of the fields of the data type “my_objects”. The retrieved data structure
(i.c., response to the introspection guery) may be expressed in JavaScript Object Notation

(JSON) format, Por example, the query may result in the following response:

-

1
“my objscte”: |

*rame” ;. ‘my objects”,

=

Sfields”: |
“nameﬂ: “id”,

*name” : “comment count”

-

factors® s {
“name’: “agtors”?,
“Field”: |
{

~

“rmama’ o “ia”,
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“name” ;¢ “friends”

4
i

its fields (i.e., *1@”, “comment_ccount”, and “actors”). The response also includes the
vames of each of the fields of the field “actors” {ie, “1id” and “friends™). That iz, the
data type “my obiecte” has a hicrarchical data structure comprising “name”, “id",
“comment count”, and “actore” at the top level, while *id” and “friende” are
nested in “actors” at the second level,

[48]  In particular embodiments, at step 430, the application may generate a4 second
guery {a data guery) that requests one or more specific data items having the specific data
type. In particular embodiments, the data query may be expressed in a format corresponding
to the retrieved data siracture of the specified data type. The following illustrates an example

data guery:

me ) {
id,
my objects.first{s) |
id,
commant _count,

actors{id, friends}

[Spnr}

3
5

with a unigue identifier “1d”, The query above requests the first 3 data Hems of the specific
data type “my cbijects”. The guery is expressed in a hierarchical format corresponding to
J Y QK] &

the retrigved data structure of the specified data type “my_objects™ the query reguests
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results in “id”, “comment count”, and “actors” at the top level, and results in "id”
and “Friends” nested in “actors” at the second level,
(411 In some embodiments, the application may generate a second query {a data

guery} with some bui not all the fields in the retrieved data structure of the specified data type

my obijects. first{3)
id,

actors{id, friendsa}

J

“friends” nested in “actors” at the second level, The fleld “comment _count” at the
top level of the retrieved data structure of the specified data type “my_objects” is omiited
in the query. In particulsr embodiments, at step 440, the application may retrieve the specific
data items from the graph, The retrieved data tems may be expressed in JSON format. For

example, the query may result in the following response:

i
3
wig% . B01237,
“actors”:
{

wid? s v012345%7,

“friende®: “John, Mary, Bob”

“icﬂi“; \\2345:.‘;
TACLOYE” :

{
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LU e, VWAL ANSGH
gy *25408697,

sprofile pie img?: “https://www.example.com/9876.jpg”

“idv: 26T7Rg",
ractors”
wid? . “R(328387,

*friends”: “Susan, Charlie, Liza, Katie, Brandon”

}

The response inclndes 3 results with “id” b;,mgl 237, “23457, and “s7887
respectively.

(421  As the data guery completely describes the data structure of a respouse,
particular embodiments way validate a response against the dala guery’s dafa structure
{which is based on the retrieved data structure of the specific duta type). In particular
embodiments, the application may validate the retrieved data items based on the retricved
data structure of the specific data type. The application may compare the retrieved data items
against the retrieved data struciore of the specific data type by inspecting the retrieved data
items with a recursive parsing algorithm, For example, the application may defermine that
the results above with “1d” of “0123" and “6789” have a data siracture consistent with the
retrieved data structure: “14” and “actors” being at the top lovel, while *1d” and
“friends” being nested in “actors” at the sccond level. The application may determine

bl

that the resuit above with “14” of “2345” does not have a dala structure consistent with the
retrieved data structure,  The result with “1d” of 2345 has “14” and “actors” ai the top
level of its data structure, however, it has “id” and “profile pic img” nested in
“actors” al the second level of s daia structure.  Since the result with “id” of “2345%7
may be an erroneous resull as having an unexpecied data structure, the application may

discard the result with “1d” of “2345”. The application may also submit ancther data query
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to the API to retrieve from the graphs one or more data tems of the specific data type.

143] Particular embodiments may repeat the steps of the method of FIGURE 4,
where appropiate. Moreover, although this disclosure describes and illusirates particular
steps of the method of FIGURE 4 as occurring in a particular order, this disclosure
conternplates any suitable steps of the method of FIGURE 4 occurring in any suitable order,
Furthermore, although this disclosure describes and illastraies particular components,
devices, or systems carrying out particular steps of the method of FIGURE 4, this disclosure
contemplates any suitable combination of any snitable components, devices, or systems
carrying out any suitable steps of the method of FIGURE 4.

1441  Particular embodiments may be implemented on one or more computer
systerns, FIGURE 3 iflustrates an example computer system 500, In particular embodiments,
one or more computer systems 500 perform ope or more steps of one or more methods
described or illusirated herein. In particular embodiments, one or more computer sysients
500 provide functionality described or Hlustrated herein. o particular embodiments, software
running on one or more corputer systems 300 performs one or more steps of one or more
methods deseribed or iHustrated herein or provides functionality described or tlustrated
herein,  Particular embodimenis include one or more portions of one of more compuier
sysigrmns SO0,

1431  This disciosure contemplates any suitable number of computer systems 504,
This disclosure contemplates computer system 500 taking any suitable physical form. As
example and not by way of limitation, computer system 500 may be an embedded computer
system, g sysiem-on-chip (80C), a single-board computer system (SBC) {(such as, for
example, a computer-on-module (COM) or system-on-module (80MY), a desktop computer
systern, @ laptop or notebook computer system, an interactive kiosk, a mainframe, a mesh of
computer systems, a mobile telephone, a personal digital assistant (PDA), a server, or a
combination of two or more of these. Where appropriate, compuier system 500 may include
one or more computer systems 500; be unitary or disiributed; span multiple locations; span
multiple machines; or reside in a cloud, which may include one or more cloud components in
oue or more networks, Where appropriate, one or more computer systerms 300 may perform
without substantial spatial or temporal Hmitation one or more steps of one or more methods

described or illustrated herein.  As an example and not by way of limitation, one or more
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computer systers 500 may perform in real time or in batch mode ope or more steps of one or
more methods deseribed or Hlustrated herein.  One or more computer systems 300 may
perform at different times or at different locations one or more steps of one or more methods
described or iHustrated herein, where appropriate,

(46} In particular embodiments, computer system 500 includes a processor 302,
memory 504, storage 506, an mputoutput (VO) interface S08, a communication interface
510, and a bus 512, Although this disclosure describes and Hlustrates a particular compuier
system having a particular nurnber of particular components in a particular arrangerment, this
disclosure contemplates anv suitable computer system having any suitable vumber of any
suitable components in any suitable arrangement.

1477 In particular embodiments, processor 502 includes hardware for executing
instructions, such as those making up a compuier program. As an example and not by way of
limitation, to execute instructions, processor 502 may reirieve (or feich) the instructions from
an internal register, an internal cache, memory 304, or storage 506; decode and execute therm;
and then write one or more resulis to an internal register, an internal cache, memory 304, or
storage 506, In particular embodiments, processor 502 way include one or more internal
caches for dats, instructions, or addresses.  This disclosure contemplates processor 582
inchuding any suitable number of any suitable internal caches, where appropriate. As ap
example and not by way of limitation, processor 502 may include one or more instruction
caches, one or more data caches, and one or more iranslation lookaside buffers (TLBs)
lnstructions in the instruction caches may be copies of instructions in memory 504 or storage
506, and the instruction caches may speed up retrieval of those instructions by processor 502
Diata in the data caches may be copies of data in meroory 504 or storage 506 for instructions
execuling at processor 502 to operate on; the results of previous instructions executed at
processor $07 for access by subsequent instructions executing at processor 502 or for writing
to memory 504 or storage 506; or other suitable data. The data caches may speed up read or
write operations by processor 502, The TLBs may speed up virtual-address translation for
processer 502, In particuler ernbodiments, processor 502 may include one or more infernal
regisiers for data, insiructions, or addresses. This disclosure contemplates processor 5472
including any suitable munber of any suitable internal registers, where appropriate,  Where

appropriate, processor S02 may include one or more arithmetic logic units (ALUs) be a
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mulii-core processor; or include one or more processors 302 Although this disclosure
describes and illustrates a particular processor, this disclosure contemplates any suitable
ProCessor.

48] In particular embodiments, memory 504 includes main memory for storing
instructions for processor 502 {o execnie or data for processor 502 to operale on. As an
example and not by way of limitation, computer systemn 500 may load instructions from
storage 506 or another source {such as, for example, another computer system 500}
memory 504, Processor 5302 way then load the instructions from memory 504 to an internal
register or internal cache. To execute the instructions, processor 302 may retrieve the
instructions from the internal register or internal cache and decode them. During or afler
execution of the instructions, processor 502 may write one or more resuits {which may be
intermediate or final resulis) to the iniernal register or internal cache. Processor 502 may
then wrile one or more of those results to memory 504, In panticular embodiments, processor
507 executes only instructions in one or more internal vegisters or internal caches or in
merory 504 (as opposed to siorage 506 or elsewhere) and operates only on data in one or
more infernal registers or internal caches or in memory 504 {as opposed to storage 506 or
elsewhere). One or more memory buses {which may each include an address bus and a data
bus) may couple processor 502 to momory 504, Bus 512 may include one or more memory
buses, as described below., In particular embodiments, one or more memory management
units (MMUs) reside between processor 502 and memory 304 and facilitate accesses io
memory 504 requested by processor 502, In particular embodiments, memory 504 includes
random access memory (RAM). This RAM may be velatile memory, where appropriate.
Where appropriate, this RAM may be dynamic RAM (DRAM) or static RAM (SRAM),
Moreover, where appropriate, this RAM may be single-poried or wmulti-poried RAM. This
disclosure contemplates any suitable RAM. Memory 504 may include one or more memories
504, where appropriate. Although this disclosure describes and illusirates particular memory,
this disclosure contemplates any suitable memory,

1491 In partticular embodiments, storage 506 includes mass storage for data or
instructions. As an example and not by way of limitation, storage 506 may include an HDD,
a floppy disk drive, flash memory, an optical dise, a magneto-optical disc, magnetic tape, or a

Universal Serial Bus (USB) drive or a combination of two or more of these. Storage 506 may
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include removable or non-removable {or fixed) media, where appropriate. Storage 506 may
be internal or external to computer system 500, where appropriate. In particular
embodiments, storage 306 is non-volatile, solid-state memory.  In particular embodiments,
storage 506 inclades read-only memory (ROM). Where appropriate, this ROM may be
mask-programmed  ROM, programmable ROM (PROM), crasable PROM (EPROM),
clectrically erasable PROM (EEPROM), elecirically alterable ROM (EAROM), or flash
memory or a combination of two or more of these. This disclosure contemplates mass
storage 506 taking any suitable physical form. Storage 506 may include one or more storage
control units facilitating communication between processor 502 and storage 506, where
appropriate.  Where appropriate, storage 306 may include one or mwore storages 306
Although this disclosure describes and ilusirates particular storage, this disclosure
contemplates any suitable storage.

1581 o particular embodiments, /O interface 508 includes hardware, software, or
both providing one or more inferfaces for communication between computer system 500 and
ong or more ( devices. Computer system 500 may include one or more of these /O
devices, where appropriate. One or more of these /0 devices may enable communication
between a person and computer system 500, As an example and not by way of himitation, an
VO device may include a keyboard, keypad, microphone, monitor, mouse, prinier, scanner,
speaker, stilf camera, stylus, iablet, touch screen, trackball, video camera, another suitable VO
device or a combination of two or more of these, An VO device may include one or more
sensors.  This disclosure contemplates any suitable YO devices and any suiisble VO
interfaces 508 for them. Where appropriate, /O interface 308 may include one or more
device or software drivers enabling processor 302 to drive one or more of these VO devices.
VO interface 508 may include one or more /O interfaces 508, where appropriate.  Although
this disclosure describes and illustrates g particular VO interface, this disclosure contemplates
any suitable O interface,

{81]  In particular embodiments, commumication interface 510 includes hardware,
software, or both providing one or more interfaces for communication {such as, for example,
packet-based communication) between computer system 500 and one or more other computer
systems 500 or one or more networks.  As an example and not by way of limitation,

covarmunication interface 510 may include a network interface controller (NIC) or network
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adapter for communicating with an Ethernet or other wire-based network or a wireless NiC
(WNIC) or wireless adapter for communicating with a wireless networl, such as a WI-FI
network. This disclosure contemplates any suitable network and any suitable communication
interface 510 for i, As an example and not by way of Hmitation, computer systern 330 may
communicate with an ad hoc network, a personal area network (PAN), a local area network
{LAMN), a wide area network {WAN), a metropolitan area network (MAN), or one or more
portions of the Internet or a combination of two or more of these. One or roove portions of
one or more of these networks may be wired or wireless, As ap example, computer sysiem
500 may communicale with a wireless PAN (WPAN) (such as, for example, s BLUETOOTH
WPAN), a WI-FI network, a WI-MAX network, a cellular telephone network (such as, for
example, a Global System for Mobile Communications (GSM) network), or other suitable
wireless network or a combination of two or more of these. Computer system 300 may
include any suitable communication interface S10 for any of these networks, where
appropriste.  Comrmunication interface 510 may include one or more communication
interfaces 510, where appropriate.  Although this disclosure describes and illustrales a
particular communication interface, this disclosure contemplates any suitable communication
interface.

[52] In pariicular embodiments, bus 512 includes hardware, software, or both
coupling components of computer system 300 to each other, As an example and not by way
of limitation, bus 512 may include an Accelerated Graphics Port (AGP) or other graphics bus,
an Enhanced Industry Standard Architecture (EISA)Y bus, a front-side bus (FSB), 2
HYPERTRANSPORT (HT) interconnect, an Industry Standard Architecture (ISA) bus, an
INFINIBANDY interconnect, a low-pin-count {LPC) bus, a memory bus, a Micro Channel
Architecture {MCA) bus, a Peripheral Component Interconnect (PCI) bus, g PCl-Express
(PCle) bus, a serial advanced technology attachment (SATA) bus, a Video Electronics
Standards Association local (VLB) bus, or another suitable bus or a combination of two or
more of these. Bus 512 may include one or more buses 512, where appropriate.  Although
this disclosure describes and illusirates a particular bus, this disclosure contemplates any
sutiable bus or inferconnect.

337  Herein, reference to a computer-readable non-transitory storage medium may

include a semiconductor-based or other integrated civenit (EC) (such, as for example, a field-
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programimable gate array (FPGA) or an application-specific 1C (ASICY), a hard disk drive

(“HDE™, a hybrid hard drive (HHD), an optical dise, an optical disc drive {ODR), a

magneto-optical dise, a magneto-optical drive, a floppy disk, a floppy disk drive (FDD),
magnetic tape, a holographic siorage medium, a solid-state drive (S8D), a RAM-drive, a
SECURE DIGITAL card, a SECURE DIGITAL drive, or another suitable computer-readable
non-iransitory siorage medium or a suitable combination of these, where appropriate This
disclosure contemplates one or more computer-readable storage media implementing any
suitable storage. In particular embodiments, 8 computer-readable storage medium
implements one or more portions of processor 302 {such as, for example, one or more
internal registers or caches), one or more portions of memory 504, one or more portions of
storage 506, or a combination of these, where appropriate.  In particular embodiments, a
computer-readable storage medium implemenis RAM or ROM. In particular embodiments, a
computer-readable siorage mediumn implements volatile or persistent memory. In particular
embodiments, one or more computer-readable storage media ewmbody software,  Hereln,
reference to software may encompass one or more applications, bytecode, one or more
compuier programs, one of more execuiables, one or more instructions, logic, machine code,
one or more scripts, or source code, and vice versa, where apmopriste.  In particolar
embodiments, software includes one or more application programuning interfaces (APls).
This disclosure contemplates any suitable software written or otherwise expressed in any
suitable progranuming language or combination of programming languages. In particular
embodiments, soffware is expressed as source code or object code. In particular
embodiments, software is expressed in a higher-level programming language, such as, for
exarnple, C, Perl, or a suitable extension thercof. In particular embodiments, software is
expressed in a lower-level programming language, such as assembly language {or machine
code), In particular embodiments, software is expressed in JAVA, ©, or O+, 1o particular
ambodiments, software is expressed in Hyper Text Markup Language (HTML}, Extensibie
Markup Language (XML}, or other suitable markup language,

{54} Herein, a compuier-readable non-transitory storage medium or media may
include one or more semiconductor-based or other integrated circuits (JUs} (such, as for
example, fleld-programimable gate arrays (FPGAS) or application-specitic ICs (ASICs)), hard

disk drives (HDDs), hybrid hard drives (HHDs), optieal discs, optical disc drives (ODDs),
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magneto-optical dises, magneto-optical drives, floppy diskettes, floppy disk drives (FBDs),
magnetic tapes, solid-state drives (SSDs), RAM-drives, SECURE DIGITAL cards or drives,
any other suitable computer-readable non-transtiory storage media, or any suitable
combination of two or more of these, where appropriate, A computer-readable non-transitory
storage medium may be volatile, nop-volatile, or a combination of volatile and non-volaiile,
where appropriate.

(857 Herein, “or” is inclusive and not exclusive, unless expressly indicated
otherwise or indicated otherwise by context. Therefore, herein, “A or B” means “A, B, or
both,” unless expressly indicated otherwise or indicated otherwise by context. Moreover,
“and” is both joint and several, unless expressly indicated otherwise or indicated otherwise by
context. Therefore, herein, “A and B” means “A and B, jointly or severally,” unless
expressly indicated otherwise or indicated otherwise by context.

561 This disclosure encompasses all chaunges, substitutions, variations, alterations,
and modifications to the example embodiments herein that a person having ordinary skill in
the art would comprehend. Moreover, although this disclosure describes and illustrates
respective embodiments herein as including particular components, elements, functions,
operations, or steps, any of these embodiments may include any combination or permutation
of any of the components, elements, functions, operations, or steps described or Hustrated
anywhere herein that a person having ordinary skill in the art would comprehend.
Furthermore, reference in the appended claivas to an apparatus or system of a component of
an apparatus or system being adapted to, arranged to, capable of, configured to, cnabled to,
operable to, or operative to perform a particular function encompasses thal apparatus, system,
component, whether or not it or that particular function is activated, turned on, or unlocked,
as long as that apparatus, system, or component is 8o adapted, arranged, capable, configured,

enabled, operable, or operative.
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WHAT IS CLAIMED IS:

I. A computer-implemented method comprising:

storing one or more first schemas associated with a first version of an Application
Programuming Interface (AP}, the API being used for retrieving data items stored in one or
more hierarchical graphs, the first schemas comprise one or more definutions of one or more
data types to which the data tterns belong;

forming one or more second schemas associated with a second version of the APE
and

validating the second version of the API by comparing the second guery schemas with
the firgt query schemas,

2. The computer-implemented method of Claim 1, wherein comparning the
second query schemas with the first guery schemas comprises

determining whether all definitions of data types available in the first schemas are

also available in the second schemas.

3. The computer-implementied method of Claim 1, wherein comparing the
second query schemas with the first query schemas comprises

for each data type available in the first scheroas, determining whether the definition of
the data type in the second schemas is the same as the definition of the data type in the first

schemas,

4. The computer-implemented method of Claim 1, wherein for cach of one or
more first data types in the first schemas, the definition of the first data type comprises an

identifier and a description of the first data type.

5. The compuier-implemented method of Claim 4, further comprising:
receiving a query for a specific first data type; and
outputting the identifier and the description of the specific first data type according to

the definition of the specific first data type in the first schemas in response to the query,
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&, One or more compiier-readable non-transitory siorage media embodying
software that is eperable when executed to:

store one or more {irst scheroas associated with a first version of an Application
Programming Interface (AP, the AP being used for retrieving data items stored in one or
more hierarchical graphs, the first schemas coraprise one or wore definitions of one or more
data types to which the data items belong;

form one or more second schemas asseeiated with a second version of the AP and

valtdaie the second version of the AP by comparing the second guery schomas with
the first guery schemas.

7. The media of Claim &, wherein compare the second guery schemas with the
first query schemas comprises

determine whether all definttions of data types available in the first schernas are also

available in the second schemas.

8. The media of Claim &, wherein compare the second query schemas with the
first gquery schomas comprises

for each data type available in the first schemas, determuine whether the definition of
the data type in the second schemas is the sarse as the definition of the data type in the first

schemas,

9, The media of Claim 6, wherein for each of one or more {irst data types in the
first achemas, the definition of the first data type comprises an identifier and a description of

the first data type.

ig. The media of Clatm 9, wherein the software is further operable when executed
10!

recetve a query for g specific first data type; and

output the identifier and the description of the specific first data type according to the

definition of the specific first data type in the first schemas in response to the query.



WO 2014/036055 PCT/US2013/056941
25

i1, A SYStem comprising:

one of More processors; and

a memory coupled to the processors comprising instructions executable by the
processors, the procesaors operable when executing the instructions to

store one or more first schemas associated with a first version of an Application
Programming Interface {APT), the AP] being used for retrieving data items siored in one or
more hierarchical graphs, the first schemas comprise one or more definitions of one or more
data types to which the data items helong;

form one or more second schemas associated with a second version of the APL and

validate the second version of the API by comparing the second guery schemas with

the first guery schemas,

12, The system of Claim 11, wherein compare the second query schemas with the
first guery schemas coruprises
determine whether all definitions of data types available in the first schemas are also

available in the second schemas,

13, The system of Claim 11, wherein compare the second query schemas with the
first query schemas comprises

for each data ivpe available in the first schernas, determine whether the definition of
the data type in the second schemas is the same as the definition of the data type in the first

schemas,

14 The system of Claim 11, wherein for each of one or more first data types in
the first schemas, the definition of the first data type comprises an identifier and a description

of the first data type.

15, The system of Claim 14, wherein the processors are further operable when
executing the instructions to;
receive g query for a specific first data type; and

putput the tdentifier and the description of the specific first data type according to the

definition of the specific first data type in the first schomas in response to the guery.
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