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ENABLING LOW LATENCY TRAFFIC HANDLING WITHIN IPV6 MAPT-T
ENVIRONMENT USING NAT

Field

[0001] The present disclosure relates generally to network address translation
(NAT) port remapping using a DOCSIS cable modem configuration file or DSX
exchange so as to operate within a mapping of address and port using translation
(MAP-T) environment where a plurality of network devices share the same

Internet protocol version 4 (IPv4) addresses.

Background

[0002] Cable service providers, which are also referred to as Multiple System
Operators (MSO), typically transmit analog and digital video broadcast television
signals, as well as broadband data services, to their customers. These
broadband data services typically include Internet access using the Data Over
Cable Service Interface Specification (DOCSIS) protocol. To provide television
and data Services, a MSO typically uses a Cable Modem Termination System
(CMTS) for the data services and a quadrature amplitude modulation (QAM)
multiplexer for downstream broadcast television, narrow cast and video on
demand (VoD) traffic signals. These devices may be located at one or more
hubs, which are typically connected to the head end via a network according to a
networking protocol, such as, for example, Ethernet or SONET, as known in the

art. These devices typically have multiple outputs for downstream signals, as well
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as multiple inputs for upstream signals, that are sent to or received at consumer
households, bars, and other commercial establishments.

[0003] Currently NAT is used to cope with IPv4 address exhaustion as well as
minimizing the number of exposed IP (Internet Protocol) addresses that may be
present within a network. In the case of Internet Service Providers (SPs),
broadband gateways assign local |IP addresses from a pre-configured IP subnet
for local devices. The assigned IP addresses are different to the external Wide
Area Network (WAN) IP address the ISP uses for the broadband gateway itself,
which is typically provided using the ISP Dynamic Host Configuration Protocol
(DHCP) system. Traffic from local devices going to the internet are transformed
using Network Address Port Translation (NAPT or NAT for short), whereby their
assigned IP addresses are replaced by the gateway WAN |P address, and the
source Transmission Control Protocol (TCP) or User Datagram Protocol (UDP)
port numbers are replaced with available allocations from the NAT function. For a
Source (SRC), the NAT function retains this SRC_IP+SRC_port to
WAN_IP+NEW_SRC_port mapping, and when the broadband gateway receives
traffic sent to WAN_IP+NEW_SRC_port, it is able to replace it with the recorded
NAT mapping, and relays the traffic to the local device.

[0004] The use of NAT typically means that the IP address of local devices are
“‘obfuscated,” and are extremely difficult to resolve without the NAT mapping
information. As a result, when Broadband Network Gateways (BNG) or DOCSIS
cable modem termination system (CMTS) devices that connect broadband

gateways to the Internet, all they see are the so-called WAN IP addresses of the
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gateways — effectively only being able to provide quality of service (QoS) to the
gateway itself, and not the individual devices behind it. In one or more aspects of
the present disclosure, a method for enabling a plurality of devices and the
services running on these devices to receive QoS through a combination of the
NAT/MAP-T processing and the identification of these services through packet
identification within a client-side network, for example, a home environment.
[0005] Operators, such as MSOs, are increasingly seeking to migrate core
networks to operate with Internet protocol version 6 (IPv6) but must take into
consideration that IPv4 is still the dominant Intern and home networking
technology in use. Thus, there is a need to enable IPv6 transport through the
MSO network while allowing the multiplexing of multiple gateways to use the

same IPv4 address.

Summary

[0006] As described herein is a system and a method for transmitting packets
between one or more client devices of a IPv4 client-side network and an IPv4
Internet-side network.

[0007] An aspect of the present disclosure provides a method for transforming by
a mapping of address and port using translation (MAP-T) system one or more
Internet Protocol version 4 (IPv4) packets for transmission on a low latency
service flow. The method comprises receiving, at an access point device (APD)
of the MAP-T system, the one or more IPv4 packets from at least one client

device of one or more client devices, wherein the APD is connected to the one or
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more client devices, and wherein the APD is assigned an IPv4 address that is
shared by a plurality of MAP-T systems, transforming, by the APD, the one or
more |IPv4 packets to one or more Internet Protocol version 6 (IPv6) packets
based on a MAP-T configuration, wherein transforming the one or more IPv4
packets to one or more IPv6 packets comprises mapping the one or more IPv4
packets to a port within a range of ports of a transport slice assigned to the APD,
sending, by the APD by using the NAT stage of MAP-T, the one or more IPv6
packets to a cable modem (CM) of the MAP-T system, classifying, by the CM, the
one or more IPv6 packets to a low latency service flow based on a classifier, and
transmitting, by the CM, the one or more IPv6 packets on the low latency service
flow to a border router for remapping of the one or more IPv6 packets back to the
one or more IPv4 packets for sending to an IPv4 Internet-side network.

[0008] In an aspect of the present disclosure, the method further comprises
receiving, at the APD, the MAP-T configuration, wherein the MAP-T configuration
comprises one or more DHCPv6 configuration options.

[0009] In an aspect of the present disclosure, the method is such that the one or
more DHCPV6 configuration options comprises a prefix and an active IP address
associated with the border router.

[0010] In an aspect of the present disclosure, the method further comprises
configuring the CM using a Data Over Cable Service Interface Specification
(DOCSIS) CM configuration file, wherein the DOCSIS CM configuration file
comprises an one or more classifiers, wherein the classifier is one of the one or

more classifiers.
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[0011] In an aspect of the present disclosure, the method further comprises
creating, by the APD, a destination address for the one or more IPv4 packets,
wherein the destination address is copied into the last 32-bits of the IPv6 address
of the one or more IPv6 packets.

[0012] In an aspect of the present disclosure, the method is such that the
DOCSIS classifier comprises a start transport port identifier and an end transport
port identifier that define the range of ports related to low latency traffic.

[0013] In an aspect of the present disclosure, the method further comprises
configuring the CM using a Data Over Cable Service Interface Specification
(DOCSIS) dynamic service (DSX) transaction , wherein the DOCSIS DSX
transaction comprises one or more classifiers.

[0014] An aspect of the present disclosure comprises a MAP-T system for
transforming one or more IPv4 packets for transmission on a low latency service
flow. The MAP-T system comprises a memory storing one or more computer-
readable instructions and a process connected to the memory. The processor is
configured to execute the one or more computer-readable instructions to perform
any one or more of the steps discussed herein.

[0015] An aspect of the present disclosures provides a non-transitory computer-
readable medium of a MAP-T system storing one or more instructions for
transforming one or more Internet Protocol version 4 (IPv4) packets for
transmission on a low latency service flow. The one or more instructions when

executed by a processor of the MAP-T system, cause the MAP-T system to
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perform one or more operations including the steps of the methods described
herein.

Brief Description of the Drawings

[0016] FIG. 1 is an illustration of a normal NAT process for translating the
network addresses of a plurality of home network devices A, B, C, D, E, and F
having Local_IP addresses, and also illustrated is a WAN_IP address and its
associated port numbers;

[0017] FIG. 2 is an illustration of an improved NAT process for translating the
network addresses of a plurality of home network devices A, B, C, D, E, and F
having Local_IP addresses, and also illustrated is a WAN_IP address and its
associated port numbers;

[0018] FIG. 3 is an illustration of mapping of an address and port with MAP-T,
according to one or more aspects of the present disclosure;

[0019]FIG. 4 is a block diagram of a MAP-T configuration, according to one or
more aspects of the present disclosure;

[0020] FIG. 5 is a diagram of a MAP-T configuration for four different customers,
according to one or more aspects of the present disclosure;

[0021]FIG. 6 is a diagram of a MAP-T configuration for a plurality of customers,
according to one or more aspects of the present disclosure;

[0022]FIG. 7 is a diagram of a MAP-T configuration that includes a MAP-T
system connected to a plurality of client devices that are associated with a

customer 501, according to one or more aspects of the present disclosure;
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[0023]FIG. 8 is an example IPv6 destination address translation from an IPv4
address, according to one or more aspects of the present disclosure;

[0024]FIG. 9 illustrates a source port remap for low latency DOCSIS (LLD) using
NAT, according to one or more aspects of the present disclosure;

[0025] FIG. 10A illustrates an example cable modem configuration for NAT/IPv4,
according to one or more aspects of the present disclosure;

[0026]FIG. 10B illustrates an example MAP-T system for MAP-T NAT LLD,
according to one or more aspects of the present disclosure;

[0027] FIG. 11 illustrates a plurality of MAP-T systems associated with a
DOCSIS cable modem configuration file, according to one or more aspects of the
present disclosure;

[0028]FIG. 12 illustrates a MAP-T system that utilizes a DOCSIS dynamic
service transaction (DSX) configuration file, according to one or more aspects of
the present disclosure;

[0029]FIG. 13 illustrates a method for transforming by a MAP-T system one or
more |IPv4 packet for transmission on a low latency service flow, according to one
or more aspect of the present disclosure; and

[0030]FIG. 14 illustrates a representative computer system in which
embodiments of the present disclosure, or portions thereof, may be implemented

as one or more computer-readable instructions.
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Detailed Description
[0031]NAT source port remapping can be used in conjunction with static
DOCSIS cable modem configuration classifier rules or dynamically signaled (from
the cable modem) classifier rules to support control over traffic that needs low
latency handling. Remapping the source ports of selected traffic to a range of
ports for US traffic classification allows the same range of ports to be used for DS
traffic classification, as they will appear as destination ports in the DS. For NAT
source port remapping, the gateway (a gateway and an access point device are
used interchangeably herein) includes an Internet address for enabling the
gateway to be addressed by the server and the LAN. A plurality of ports on the
gateway enables the gateway to receive and transmit data to and from the server
and the LAN. A processor divides the ports on the gateway into at least a first
range of port numbers and a second range of port numbers. NAT source port
remapping works in the native IPv4 environment with a range, R, of source
transport ports being reserved from the entire available set of transport ports (O-
65535). Traffic identified as suitable for a higher level of QoS, for example, traffic
identified as requiring low latency, is assigned to the first range of port numbers
(the low latency traffic is NAT'd to the R range of ports), and classified traffic
identified as suitable for a lower level of QoS is assigned to the second range of
port numbers (the non-low latency traffic is kept out of the R range of ports). The
gateway is responsible (via the NAT process) for assigning ports to one or more
selected services running on devices on the LAN with a level of QoS depending

upon the port numbers assigned to one or more associated services. The ports
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on the gateway may be divided into a third range of port numbers to provide an
additional level of QoS. It should be noted that the number N of ranges of port
numbers is not limited to two or three, but can be nearly any number N which is
substantially greater than two (e.g., dozens or even hundreds).

[0032] All US traffic is sent by the gateway or access point device to the DOCSIS
media access control (MAC), where the classification rules (that have been setup
either by a DOCSIS cable modem configuration file or by using DOCSIS DSX)
are applied to this traffic such that classified traffic is appropriately steered to the
DOCSIS service flow associated with the configured classifiers, in this example a
low-latency service flow. All other non-matching traffic (non-low latency traffic) is
steered to use the DOCSIS classical service flow. The range R of ports are
treated as source ports for upstream (US) traffic and destination ports for
downstream (DS) traffic. This approach enables both the cable modem (CM)
and CMTS to steer low latency traffic without, for example, necessarily having to
rely on the use of differentiated services code point (DSCP) classification which
may be used in addition to the TCP/UDP port range to classify traffic. By relying
on source and destination ports in this way, traffic can be sent out to and back
from the Internet without losing any low latency meaning (as the value of the
source and destination ports are always retained within the TCP/UDP header),
unlike DSCP classification which may be bleached on return from the Internet.
[0033] It is understood that native IPv4 operates by assigning a unique WAN IP
address to each gateway and relying on each gateway to perform NAT for all of

the connected LAN hosts. The NAT process can operate over the entire range of
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transports ports (ports 0-65535). For MAP-T, operators or MSOs want to migrate
the core network to operate with IPv6 but understand that IPv4 is still the
dominant Internet and home networking technology in use. One reason to move
to IPv6 is the scarcity of IPv4 addresses. The MAP-T approached discussed
herein addresses the issues associated with IPv4 by enabling a native IPv6
transport through the operator or MSO network while allowing the multiplexing of
a plurality of gateways to use the same IPv4 address.

[0034] The MAP-T approach discussed herein relies on using a single IPv4
address between a group of N gateways (where N represents any number of
gateways), and then slicing up the available transport port range (0-65535)
between the N gateways. For example, in a system that comprises four gateways
each of the gateways could be provided with a slice/range, S, of 16384 unique,
non-overlapping transport port numbers to use, for example, as discussed with
reference to Fig. 5. In an IPv4 network, multiple devices are not allowed to have
the same IP address as this would lead to IP address duplication and routing
issues. MAP-T address this issue by wrapping up the IPv4 address within a
unique IPv6 address that is assigned to each of the group of N gateways. Any
traffic sent by a MAP-T gateway is seen as IPv6 traffic to the network (avoiding
the duplicate IPv4 situation). This traffic is received by a Border Router (BR),
that extracts the IPv4 details from IPv6 and sends the traffic out to the Internet.
From the Internet/IPv4 perspective, the BR looks like it hosts all the IPv4
addresses (for example, as a single host), and as each gateway is assigned a

non-overlapping unique set of transport ports, there are no IPv4+transport port

10
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collisions in traffic leaving the BR. An aspect of this MAP-T approach relates to
how the source-port NAT process is applied within the constraints of the
configured MAP-T port range assigned to an individual gateway, by using a
subset of this port range for special classification/latency purposes. Traffic
selected for low latency (that have been identified using an identification system)
has source-port NAT processing (using the port subset) applied to it. The
resultant traffic can then be classified by the DOCSIS US MAC in the CM to a low
latency SF, and similarly can be classified by the DOCSIS DS MAC in the CMTS
to a low latency SF. Additional details in this disclosure describe how to
configure this port subset for MAP-T gateways to use via DHCPv6 options (that
are derived from the static MAP-T Border Router configuration) and the DOCSIS
CM configuration file where a single file set of classifiers associated with US and
DS can be supplied to the entire population of CMs. Other details describe an
alternative system that requires the MAP-T gateway or access point device to
choose an appropriate subset of port values from the assigned port range to be
used for low latency traffic, with these port subsets used in the dynamic
configuration of US and DS classifiers configured between the CM and the CMTS
thus removing the need for special static classifiers in the DOCSIS CM
configuration file.

[0035] In MAP-T, NAT is also used to NAT all the LAN side host traffic to the
MAP-T assigned WAN |IP address. NAT in this case must ensure that each
gateway remaps all LAN source transport ports to the assigned slice/range S of

ports provided by MAP-T. The improved NAT method for the treatment of LLD

"



WO 2022/225604 PCT/US2022/017637

traffic requires the transport slicing to be taken into account. In native IPv4, the
range R of ports is taken from the 0-65535 ranges of ports. In MAP-T, for each
slice/range S of ports, a subset of ports (Rs) (equivalent to the R range in IPv4)
or Rs must be defined for the improved LLD NAT processing. For example, in a
system that comprises eight gateways there would be eight separate slices and
each slice would require a sub-range Rs of ports from the assigned slice/range S
ports to be used for the low latency DOCSIS treatment. That is, the NAT function
must remap traffic identified as low latency to use the sub-range Rs for their
outbound source transport port. MAP-T uses DHCP version 6 (v6) to signal the
specific IPv4 address and details of the range of transport port S to use a
gateway or access point device.

[0036] In some applications that utilize NAT, the DHCPv6 provisioning is
extended to identify the sub-range Rs within the slice/range S within the DHCPv6
messaging. A new field can be created to signal the subnet range and this field
can be included in the DHCPV6 signaling. The DOCSIS CM configuration file is
relied on to communicate the required low latency traffic classifiers to the CM
and/or CMTS. The same classifier rules can be used for every CM which
simplifies the configuration overhead of low latency, requiring no dynamic
signaling between DOCSIS elements. To achieve the same simplicity for MAP-T,
the CM configuration file can be prepared with US source port and DS
destination port classifiers configured to match each of the sub-range Rs that can
be associated with a single IP address. There is no need to include IP address

information. Depending on the number of N gateways using a single MAP-T IP

12
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address, there will be at least 2N classifier entries for US low latency service flow
and 2N classifier entries for DS low latency service flow. Generally, CMs can
support multiple classifiers per service flow. However, there is a limit of how
many classifiers can be defined. A DSX transaction approach can be utilized to
overcome this limitations on classifiers as discussed with reference to Fig. 12.
[0037] The MAP-T approach discussed herein can apply to a single device
system (for example, a system that comprises a combined DOCSIS CM
combined with a gateway and/or an access point), a two device system (for
example, a system that comprises a separate DOCSIS CM connected to a
standalone gateway and/or access point), or both. The DOCSIS CM will receive
and use the DOCSIS classifiers on any traffic received (either from an integrated
gateway or an external gateway function). The DOCSIS CM classifies the
received IPv6 traffic using Layer 4 (transport) classifiers. The gateway function
performing MAP-T NAT will be configured with the IPv4 WAN IP address and the
S range of transport ports and with the Rs range of ports to be used for low
latency traffic. After the CM is registered (with the associated CM configuration
file) and the MAP-T NAT function is enabled with the S range and Rs range of
ports then any low latency identified traffic will be automatically remapped by the
gateway or access point device and classified to the low latency service by the
connected DOCSIS layer 2 (L2) cable modem.

[0038] Providing a MAP-T LLD approach that relies on an IPv4 NAT and pre-
configured DOCSIS CM configuration file classifiers requires tight coordination

between the transport port slicing required by MAP-T (cable modem and border
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router) and the setting up of the cable modem configuration file (as discussed
with reference to Fig. 11). For example, the classification range must fall within
the available transport slices. The NAT element must be updated to provide
SrcPort remap for LLD traffic in addition to SrcPort remap for existing MAP-T
handling. In this way, the MAP-T configuration discussed herein works with little
to no coordination between L2 cable modem and L3 gateway (two-box solution)
once the system has been configured/setup, as NAT occurs in layer 3 (L3)
gateways or access point devices and the DOCSIS L2 cable modem performs
classification based on the cable modem configuration file.

[0039] Referring now to FIG. 1, the figure illustrates a normal NAT process 100
for a plurality of devices A, B, C, D, E, and F having Local_IP addresses and a
WAN_IP address and its associated port numbers 101. The WAN_IP address is
typically associated with port numbers that range from O through 65535. The
plurality of local devices A, B, C, D, E, and F are each assigned a local_ IP
address. The WAN_IP address and port numbers 101, as well as the Local_IP
addresses for the devices A, B, C, D, E, and F are preferably configured to
comply with TCP. Basically, within a home network, NAT works on the basis of
mapping all TCP and UDP traffic from local devices, suchas A, B, C,D, E, and F
to allocated TCP and UDP port numbers attached to the WAN_IP address 101.
The allocation of such ports is arbitrary.

[0040] Referring now to FIG. 2, the figure illustrates an improved NAT process
200 that includes a plurality of devices A, B, C, D, E, and F having Local_IP

addresses and a WAN_IP address and its associated port numbers 201. The

14



WO 2022/225604 PCT/US2022/017637

improved NAT process 200 changes the arbitrary allocation of the normal NAT
process 100 so that defined ranges of TCP and UDP ports associated with the
WAN_IP address 201 can be used for local high priority purposes, and these
defined ranges notified to a BNG/CMTS. From a BNG/CMTS perspective the
TCP/UDP port space is partitioned into ranges that can in turn be mapped to
explicit QoS allocations. In Fig. 2, the port space is preferably partitioned into at
least a first range of 0 to 16,384 and a second range of 16,385 to 65,535. If
desired, the second range can be further partitioned.

[0041] Referring now to FIG. 3, the figure illustrates mapping of an address and
port with MAP-T, according to one or more aspects of the present invention. An
IPv4 packet 300 generated or created for communication via IPv4 client-side
network 330, for example, by a client device within the home network as home
network traffic, for transmission to IPv4 Internet-side network 350 via an IPv6
network 340 (for example, an IPv6 core network). The IPv4 packet 300
comprises an IPv4 packet header 302, a TCP/UDP identifier 304, and a payload
(for example, data) 306. The IPv4 packet header 302 comprises one or more
fields, for example, an IPv4 source port (SrcPort) and an IPv4 destination port
(DstPort) that are transformed or mapped to IPv6 addresses based on MAP-T
rules. The TCP/UDP identifier 304 identifies the protocol associated with the
payload 306. The TCP/UDP identifier 304 can be a field within the IPv4 packet
header 302.

[0042] The IPv4 packet 300 is transformed or mapped to an IPv6 packet 310 for

transmission via the IPv6 network 340. The IPv6 packet 310 comprises an IPv6
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packet header 308, the TCP/UDP identifier 304, and the payload 306. The IPv4
SrcPort and IPv4 DstPort of the IPv4 packet header 302 can be transformed or
mapped to an IPv6 SrcPort and an IPv6 DstPort of IPv6 packet header 308 for
IPv6 packet 310 via MAP-T rules. For example, an IPv4 destination address is
mapped to a 128-bit IPv6 destination address using a prefix that has been
supplied to the access point device associated with a cable modem (for example,
a MAP-T system 440 as discussed with reference to Fig. 4 using DHCPv6). The
access point device has the first 96-bits of the 128-bit IPv6 destination address
based on the DHCPv6 server information and can copy the 32-bits from the IPv4
destination address into the full 128-bits of the IPv6 destination address. The
IPv4 source address is remapped using MAP-T values, that is, the DHCP details
provide the required information to identify the IPv4 prefix and the port set the
MAP-T gateway or access point device needs to use. The information supplied
by the DHCPV6 server to the access point device allows the access point device
to create the new IPv4 source address. With the IP header (the IPv6 source
address and the IPv6 destination address)) of the IPv6 packet 310 is complete.
The TCP/UDP fields 304 are remapped using the Map-T rules from the port set
identification information/EA bits that the HDCPv6 server sends to the MAP-T
gateway or access point device. The information supplied by the DHCPV6 server
to the access point device identifies to the access point device the range of
transport ports that are allowed to be utilized when traffic is sent by the access

point device and/or cable modem through MAP-T.
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[0043] IPv6 packet 310 is directed to a border router which converts the IPv6
packet 310 back into an IPv4 packet. The border router takes the IPv6
destination address and recovers the 32-bit IPv4 destination address and uses
that as the IPv4 destination address and similarly takes the IPv4 source address
from the IPv6 source address. The TCP/UDP fields 304 are not altered by the
border router. Once the border router maps the IPv6 header 308 back to the
IPv4 header 302 to form the remapped IPv4 packet 320, the border router sends
the remapped IPv4 packet 320 to the IPv4 Internet-side network 350.

[0044] A similar reverse process occurs when received traffic from the IPv4
Internet-side network 350 for transmission to the IPv4 client-side network 330.
For example, an IPv4 packet arrives from the IPv4 Internet-side network 350 at
the border router. The border router reinstates the IPv6 headers and sends the
newly created IPv6 packet over the IPv6 network 340 to the access point device.
The access point device transforms or maps the IPv6 source and destination
addresses back to the original IPv4 addresses and then performs the NAT
process that recovers the original client device and layer-4 port numbers to direct
the packet to the appropriate client device within the IPv4 client-side network
330.

[0045] To transmit the IPv6 packet from the IPv6 network 340 to the IPv4
Internet-side network 350, the IPv6 packet 310 is transformed or mapped back to
an IPv4 packet 320. At the border router, the IPv4 packet header 302 is
recovered from the IPv6 packet header 308 while the TCP/UDP 304 and the

payload 306 remain the same. In this way, the IPv4 packet 300 can be
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communicated from the IPv4 client-side network 330 to the IPv4 Internet-side
network 350 using an IPv6 network 340.

[0046]Fig. 4 illustrates a block diagram of a MAP-T environment 400, according
to one or more aspects of the present disclosure. The MAP-T environment 400
comprises an IPv4 Internet-side network 350, an IPv6 network 340, and an IPv4
client-side network 330. MAP-T provides a service to connect the IPv4 client-
side network 330 via the IPv6 network 340 to the IPv4 Internet-side network 350
and MAP-T rules are used to translate the IPv4 traffic on either side of the IPv6
network 350.

[0047] The IPv4 Internet-side network 350 comprises a border router MAP-T 404
for transforming or mapping an IPv6 source address 410 to recreate the original
IPv4 packet before sending the packet to the IPv4 Internet-side network 330
based on MAP-T rules. The border router 404 exists in the IPv6 network 340 and
is provisioned with a Rule IPv6 prefix 411 and an active IP address. When
setting up MAP-T, one or more DHCPV6 configuration options, such as the prefix
and active IP address, of the border router 404 are used in the DHCPv6 MAP-T
configuration that is sent to the MAP-T system 440. The border router 404 can
be connected to an IPv4 Internet-side network 350 and to a DHCPv6 network
480. The DHCPvV6 network 480 connects the border router 404 with the DHCPVv6
server 470 connects to the CMTS 406.

[0048] The IPv6 source address 410 comprises an end-user IPv6 profile 412 that
comprises rule IPv6 prefix 411 (an IPv6 prefix assigned by a service provider for

a mapping rule) and an embedded address (EA) bits 413 in the IPv6 address
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(identify any whole or part of an IPv4/prefix and/or address or any whole or part
of a shared IPv4 address and a port-set identifier), a MAP subnet identification
(ID) 415, and an IPv6 interface ID 414 comprising 64 bits (16 bits 417 that are
zero filled, an IPv4 address of 32 bits 419, and a port-set ID (PSID) 421 of 16
bits).

[0049] The border router (MAP-T) 404 is connected to a CMTS 406. The CMTS
406 is connected to a DOCSIS Internet resource 460. The DOCSIS Internet
resource 460 connects to a MAP-T system 440 (such as a customer premises
equipment). The MAP-T system 440 can comprise a cable modem 441, such as
a DOCSIS layer 2 (L2) cable modem 441, and an access point device 442. The
DOCSIS L2 cable modem 441 of the MAP-T system 440 can rely on a DOCSIS
cable modem configuration (CFG) file (as discussed with reference to Fig. 10B)
that provides IPv4 address and port set information. The DOCSIS cable modem
configuration file can provide a classifier that includes the port range information
for use with mapping traffic IPv4 traffic and in particular LLD IPv4 traffic received
from a client device 470. The IPv4 address and port set information is supplied
to the access point device 2 of the MAP-T system 440 via DHCPv6 information.
The DOCSIS L2 cable modem 441 and the access point device 442 can be
separate devices or included within a single device. The access point device 442
can be, for example, an access point and/or a hardware electronic device that
may be a combination modem and gateway that combines the functions of a

modem, an access point (AP), and/or a router for providing content received from
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the Internet to one or more client devices 470 within the network, for example, an
IPv4 client-side network 330.

[0050] The MAP-T system 440 connects via the DOCSIS layer 2 cable modem
441 to the CMTS 406. The DOCSIS L2 cable modem 441 connects to or is part
of the access point device 442 which provides mapping or transformation of one
or more IPv4 packets received from a client device 470 to one or more IPv6
packets. The IPv6 MAP-T router 452 can be a dual-band router that connects to
the Internet through the DOCSIS layer 2 cable modem 441. A client device 402,
such as a laptop, associated with a customer (such as a customer of an Internet
Service provider, a user, a network, etc.) is connected to the MAP-T system 440
using an IPv4 addressing. For example, the client 402 can be connected via a
connection 420 (for example, a wired and/or wireless connection that is a direct
and/or indirect connection, collectively referred to as Hop #1) to the MAP-T
system via a connection 420, for example, a Wi-Fi connection and/or an Ethernet
connection. The MAP-T system 440 shares a single IPv4 IP address across
multiple customers such that the MAP-T system 440 assigns a single IPv4
address to multiple customers while offering each customer a unique range of
transport ports (ITCP/UDP) associated with the assigned IPv4 address. The
MAP-T system 440 encodes the IPv4 prefix and transport bits selection into the
end-user IPv6 prefix 411 to create a unique IPv6 address per customer.
[0051]Fig. 5 illustrates a diagram of a MAP-T environment 500 for four different
customers 501A, 501B, 501C and 501D (collectively referred to as customer(s)

501). While Fig. 5 illustrates four different customers 501, the present disclosure
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contemplates any number of different customers 501. Fig. 5 illustrates four MAP-
T systems 440(0), 440(1), 440(2), and 440(3) associated with four different
customers 501A, 501B, 501C, and 501D, respectively, sharing a single IPv4
address 502 (for example, 192.0.2.1). Each customer 501 can have connected
to the corresponding MAP-T system 440 one or more client devices 470 that
send and/or receive one or more packets or traffic associated with IPv6 network
340, IPv4 client-side network 330 or both. Each MAP-T system 440 is located at
a location of the customer 501, for example, a home, a building, an office, any
other location, or a combination thereof. A transport space associated with the
single IPv4 address 502 is separated into ranges or slices of ports based on the
number of customers 501. For example, the transport space 505 (for example, O
through 65535) is split into four separate transport ranges or slices 503(0),
503(1), 503(2), and 503(3) (collectively referred to as transport slice(s) 503) that
correspond to customers 501(0), 501(1), 501(2), and 501(3), respectively. Each
slice 503 comprises a range (R) 506 of ports, for example, slice O or slice 503(0)
includes ports 0 through 16383. While four transport slices 503 are shown, the
present disclosure contemplates any number of transport slices 503 and any
number of ports associated with a transport slice 503 based, for example, on the
number of client devices 470, the number of MAP-T systems 440 or both..
[0052] The EA bits 413 comprises an IPv4 prefix (based on a mapping rule) and
a slice identifier (for example, 0, 1, 2, or 3 corresponding to an associated
transport slice 503(0), 503(1), 503(2), or 503(3), respectively). Each of the client

devices 440, for example, client devices 440(0)-440(3), is assigned the same
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IPv4 source address (such as 192.0.2.1). Each of the client devices 440 is also
assigned a subnet range (RS) 508 of ports, for example, MAP-T system 440(0) is
assigned subnet range 0-16383 as indicated by transport slice 503(0), MAP-T
system 440(1) is assigned subnet range 16383-32767 as indicated by transport
slice 503(1), MAP-T system 440(2) is assigned subnet range 32768-49151 as
indicated by transport slice 503(2) and MAP-T system 440(3) is assigned subnet
range 49152-65535 as indicated by transport slice 503(3). In this way, a plurality
of MAP-T systems can utilize the same |IPv4 source address within an IPv6
network.

[0053] Each MAP-T system 440 associated with each customer 501 is connected
to an IPv6 enabled Internet service provider (ISP) 515. The ISP 515 routes via
router 517 IPv6 traffic to an IPv6 network 340. The ISP 515 routes IPv6 traffic
that requires mapping back to IPv4 to a border router 404 to transform or map
the IPv6 traffic back to IPv4 for routing to IPv4 client-side network 330.

[0054] Fig. 6 illustrates a diagram of a MAP-T system 600 for a plurality of
customers 501, according to one or more aspects of the present disclosure.

Each of the customers 501 is associated with a MAP-T system 440. A plurality of
IPv4 addresses 502 can be associated with a plurality of MAP-T systems 440.
For example, an IPv4 address 502A (such as 192.0.2.0) can be associated with a
MAP-T system 440A(0) to 440A(31) (0-31 representing 32 distinct MAP-T
systems 440) with MAP-T systems 440A(0), 440A(1), 440A(2), and 440A(31(
associated with transport slices 503(0) (transport ports 0-2047), 503(1) (transport

ports 2047-4095), 503(2) (transport ports 4096-6143), and 503(31) (transport
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ports 63448-65535), respectively, , an IPv4 address 502B (such as 192.0.2.1)
can be associated with a MAP-T systems 440B(0) to 440B(31) with MAP-T
systems 440B(0), 440B(1), 440B(2), and 440B(31) associated with transport
slices 503(0), 503(1), 503(2), and 503(31), respectively, an IPv4 address 502C
(such as 192.0.2.2) can be associated with a MAP-T system 440C(0) to
440C(31) with MAP-T systems 440C(0), 440C(1), 440C(2), and 440C(31)
associated with transport slices 503(0), 503(1), 503(2), and 503(31), respectively,
and all the way to an IPv4 address 502M (such as 192.0.2.255) (where N
represents 256) can be associated with MAP-T systems 440N(0) to 440N(31)
with MAP-T systems 440N(0), 440N(1), 440N(2), and 440N(31) associated with
transport slices 503(0), 503(1), 503(2), and 503(31), respectively. For the
example of Fig. 6, 256 unique IPv4 addresses (502A through 502N) can be
utilized with each unique IPv4 address 502 multiplexed across 32 MAP-T
systems 440 (illustrated as 440X(0) to 440X(31), where X represents rows A-
N).Each of the MAP-T systems 440 are connected to an ISP 515.

[0055] As illustrated in Fig. 6, each of the MAP-T systems 440 are associated
with 2048 transport ports (subnet range) of a transport slice 503 which applies to
both TCP and UDP. The MAP-T environment 600 enables the 255 IP addresses
to be shared across approximately 8,160 customers 501. The EA bits 413 in the
IPv6 source address 410 identify a unique IPv6 address per MAP-T system 440.
The border router 404 converts any one or more packets received between |IPv6

and IPv4 as required.
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[0056] Fig. 7 is a diagram of a MAP-T environment 700 that includes MAP-T
system 440 connected to a plurality of client devices 470A and 470B (collectively
referred to as client device(s) 470) associated with a customer 501, according to
one or more aspects of the present disclosure. The client devices 470 are
connected to the MAP-T system 440 via a wireless connection, such as via an
IPv4 router with an IPv4 address, such as 192.168.0.1. Each client device 470
can be assigned an IPv4 address, for example, client device 470A can have the
IP address of 192.168.0.10 and client device 470B can have the |IP address of
192168.0.11. While only two client devices 470 are illustrated in Fig. 7, the
present disclosure contemplates that any number of client devices 470 can be
connected to the MAP-T system 440.

[0057] A MAP-T-system 440 can comprise a MAP-T element 702, a NAT
element 704, and a DHCP server 706. As illustrated elements 702, 704 and 706
form a bidirectional pipeline for processing packets from the IPv4 Internet-side
network to the IPv4 client-side network and vice versa.

[0058] The IPv4 client-side network is defined by the DHCP server 706. The
MAP-T system 440 receives MAP-T details via DHCP (such as a DHCPv4, a
DHCPvV6, etc.), for example. For example, the DHCP server 706 provides
information such as any of the IPv6 port set ID, the size of the IPv4 prefix to be
used, any other information, or a combination thereof. The DHCP server 706
assigns IPv4 source IP addresses to each connecting client device 470, for
example, the IPv4 source IP address of 192.168.0.10 to client device 470A and

the IPv4 source IP address of 192, 168.0.11 to client device 470B. Client
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devices 470 communicate with t e access point device 442 associated with IPv4
source IP addresses, for example, IP address 192.158.0.1, which is provided to
the client devices 470 by the DHCP server 706. Each client device 470 can now
send to the access point device 442 one or more packets or data for
communication to the IPv4 Internet-side network 330.

[0059] The access point device 442 has a NAT element 704. The NAT element
704 remaps the IPv4 source address associated with the packet from the client
device 470 to use the IPv4 source address assigned by the MAP-T element 702
and remaps the one or more source ports coming from the client device 470 into
the restricted range that the MAP-T element 702 has communicated. The NAT
element 704 transforms or maps the IPv4 source address(es) and the source
port*s) associated with a packet from a client device 470 before sending the
packet(s) to the MAP-T element 702.

[0060] The MAP-T element 702 receives the IPv6 source address based on the
assigned IPv4 source address and also creates the destination IPv6 address
based on the slash 95 prefix rule, such as by copying the destination IPv4 into
the 32-bit IPv6 address. The MAP-T element 702 can send the packet(s) (or
traffic) to the IPv4 Internet-side network 330 via the connection to the DOCSIS L2
cable modem 441 that is connected to the CMTS 406. One or more packets can
also be received from the IPv4 Internet-side network 330 with the above
processing occurring in reverse. For example, a packet is received at the IPv6
MAP-T address. The MAP-T element 702 transforms the source IP and

destination IP addresses (on the DS, from the IPv6 address to the IPv4
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address)Pv4 packets received from the client device 470 to IPv6 packets and
passes the information back through the NAT element 704 which recovers the
original ports used. The access point device 442 sends the transformed packet
to the client device 470 (for example, the device that requested the information or
data).

[0061] The DHCPV6 service running on DHCP sever 706 is distinct from the
DHCPv4 service running in the IPv4 client-side network 330 and is applicable to
the MAP-T or IPv6 network 340. The MAP-T system 440 operates a DHCP
server 706 (a local IPv4 subnet, for example 192,168.0.0/24) that is compatible
with IPv4 in a local network. The MAP-T system 440 assigns NATs 704 to a
MAP-T 702 assigned IPv4 source address. The MAP-T system 440 translates
the IPv4 destination address using the assigned border router IPv6 address and
embeds the 32 bit IPv4 address into a 96 bit IPv6 prefix.

[0062] Fig. 8 is an example IPv6 destination address translation from an IPv4
destination address 806 with MAP-T, according to one or more aspects of the
present invention. The source IPv6 address comprises 128-bits at a prefix length
(Prefix Len or PL) 802 of 96. The PL 802 at 96 is expressed as an integer
between 1 through 128 or 1-bit to 128-bits, Table 800 defines the IPv6
destination address translation from an IPv6 address through the combination of
a supplied 96-bit prefix for the MAP-T border router 404 (making up the first 96-
bits of the 128-bit IPv6 address) and the 32-bit IPv4 address (making up the last

32-bits of the 128-bit IPv5 address).
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[0063] The source IPv6 address includes a border router IPv6 address prefix
(prefix) 804 (96 bits) followed by a destination IPv4 address with MAP-T 806 (a
copy of the IPv4 destination address of 32 bits). The prefix 804 is supplied by a
DHCPv6 server 706 or as an option a DHCP server. For DHCPv4, it is similar to
a DNS address or a default gateway. Options are encoded into the DHCP traffic
to the MAP-T system. Similarly for MAP-T DHCPV6 has a plurality of options for
configuring the access point device 442 to work for the border router 404 as well
as all of the port set IDs and the prefix as provided in the MAP-T configuration.
The border router 404 information is supplied in the DHCPv6 configuration
options. The access point device 442 can then create the destination address.
The IPv4 destination address associated with the IPv4 client-side network 330 is
copied into the last 32-bits of the IPv6 address.

[0064] When sending traffic from the IPv4 client-side network 330 to IPv4
Internet-side network 350, the prefix 804 is important as the prefix 804 points to
the border router 404 which does the MAP-T processing. Encoding within the
IPv6 destination address the destination IPv4 destination address does not cause
any issues as the IPv6 address ignores positions from bit 64 to bit 128, for
example, the border router 404 knows that bits 64-128 are embedded with the
IPv4 destination address 806.

[0065] Fig. 9 illustrates a source port (SrcPort) remap for LLD using NAT,
according to one or more aspects of the present invention. As an example, four
MAP-T systems 440 are connected to an ISP 515 with all mapped to the same

IPv4 address (such as 192.0.2.1). Each MAP-T system 440 is associated with a
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specific transport slice 503 (for example, transport slices 503(0), 503(1), 503(2)
and 503(2) that correspond to the port set 910) that includes a defined subnet
range of ports (for example, transport ports of start of slice 901 through end of
slice 905). The DOCSIS CM CFG file 1020, as discussed with reference to Fig.
10B, can include predefined classifier rules for the range of reserved ports for
LLD traffic.

[0066] The start LLD reservation (Resv) 902 and the end LLD Resv 904 define
LLD transport ports from the subnet ranges 503 that are defined for each MAP-T
system 440 for use for mapping LLD traffic or packets. For example, MAP-T
system 440(0) is mapped to a transport slice 503(0) that has a start transport port
identifier of O (start of slice) and an end transport port identifier of 16383 (end of
slice) with ports 3000 (start LLD reserved (RESV)) to 4000 (end LLD RESV)
reserved for LLD traffic, MAP-T system 440(1) is mapped to a transport slice
503(1) that has a start transport por of 16384 and an end transport port of 32767
with ports 19384 to 20384 reserved for LLD traffic, MAP-T system 440(2) is
mapped to a transport slice 503(2) that has a start transport por of 35768 and an
end transport port of 49151 with ports 35768 to 36768 reserved for LLD traffic,
and MAP-T system 440(3) is mapped to a transport slice 503(3) that has a start
transport port of 52152 and an end transport port of 65535 with ports 52152 to
53152 reserved for LLD traffic. The example illustrated in Fig. 9 provides 1000
unique ports for NAT to use for LLD traffic while all other traffic can be mapped
into the remaining ranges. LLD traffic identified by the NAT as requiring low

latency is remapped to a reserved port. While certain ports are illustrated as
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reserved for LLD traffic, the present disclosure contemplates that any portion or
all of a subnet port range within a range of ports assigned to a MAP-T system
440 can be reserved for LLD traffic.

[0067] As an example, the MAP-T (from the DHCPV6 server 470 provides the
transport slice 503, such as at row O, with the start of slice 901 of port O to the
end of slice 905 of port 16383. For LLD purposes, a subnet range or portion of
the transport slice 503 is selected only for use for LLD traffic and is mapped into
the DOCSIS classifier that is used.

[0068] The MAP-T rules are EA bits. In the PSID bits 421 there are 5 available
bits. The PSID bits 421 identify which of the port sets 910 (for example, port set
0, port set 1, port set 2, and port set 3) that are going to be used in a particular
access point device 440.

[0069] Fig. 10A illustrates an example cable modem configuration for NAT/IPv4,
according to one or more embodiments of the present invention. A 1 x IP
address (a single IP address) per customer associated with a customer premises
equipment or a customer equipment is assigned such that the entire range of
transport ports (0-65535) is available for use as shown in the configuration file
1010 with transport ports 3000-4000 reserved for US and 3000-4000 reserved for
DS classification. All of the cable modem configurations receive the same
configuration file 1010.

[0070]Fig. 10B illustrates an example MAP-T system 440 for MAP-T NAT LLD,
according to one or more aspects of the present disclosure. A single DOCSIS

CM configuration (CFG) file 1020 is used to configure each of the DOCSIS L2
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cable modems 441. As different MAP-T transport port ranges may be assigned
to each of the DOCSIS L2 cable modems 441, the single DOCSIS CM CFG file
1020 must accommodate classifiers for all possible ranges. In the example, each
of the four rows of the table (rows 0-3) is translated into one or more US
classifiers 1022 associated with a US LLD SF#1 1021 and one or more DS
classifiers 1024associated with a DS LLD SF#2 1023 in the DOCSIS CM CFG
file 1020. Each DOCSIS L2 cable modem 441 is assigned service flows (SF#1
for US and SF#2 for DS). The US classifier for transport ports relies on a “start
port” and an “end port.” To classify traffic to a service flow, a classifier is needed,
for example, each of the four rows of the table are mapped into classifiers. For
example, if have 32 MAP-T systems 440 sharing a single IPV4 address, 64
classifier rules would be required in the DOCSIS CM CFG file 1020.

[0071]Fig. 11 illustrates a plurality of MAP-T systems 440 associated with a
DOCSIS cable modem configuration file 1110. In this example, a single
configuration file is sent to each of the MAP-T systems 440. One rule is required
for each MAP-T system 440. Each of the MAP-T systems 440 receives the same
cable modem configuration (CFG) file 1110. The MAP-T constrains each MAP-T
system 440 to just one transport slice 503 associated with the such that each
cable modem 440 uses ports only associated with the IPv4 address 502 such
that the MAP-T system 440 does not use transports ports outside of the
associated transport slice 503. As a result, only a single range of classifiers from
the DOCSIS cable modem CFG file 1110 will match and be used for LLD traffic.

For example, each of the MAP-T systems 440 only use the two classifiers (one
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associated with US and one associated with DS) associated with the subnet
range. MAP-T system 440(1) is associated with US Classifier.SrcPortStart =
3000 and US Classifier.SrcPortEnd =4000 with the MAP-T systems 440(1),
440(2) and 440(3) are similarly associated as indicated with specific subnet
ranges.

[0072]Fig. 12 illustrates a MAP-T system 440 that utilizes a DOCSIS DSX
configuration file 1220, according to one or more aspects of the present
disclosure. A MAP-T system 440 can rely on a MAP-T configuration 1230
instead of a DOCSIS cable modem configuration file 1020 as discussed with
reference to Fig. 10B. The information in the DOCSIS cable modem
configuration file 1020 remains fixed while the MAP-T system 440 is active. If the
MAP-T system 440 reboots, it is quite possible that the exact IPv4 address and
port set information previously communicated to the MAPT-T system 440 may
change. As long as the new IPv4 address and port set information supplied after
the reboot adheres to the existing “scheme” (for example, where the same
slice/range approach is retained) then the information identified in the DOCSIS
cable modem configuration file 1020 will match.

[0073] Fig. 12 illustrates an approach that does not require hardcoding the
classifier details within the DOCSIS cable modem configuration file 1020. A
DOCSIS DSX facility is used for any MAP-T system 440 discussed herein. The
access point device 442 receives the MAP-T configuration information from the
CMTS 406, and is configured to identify an appropriate sub-range (Rs) out of the

allocated MAP-T transport slice/range R. The access point device 442
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communicates with the DOCSIS L2 cable modem 441 via a defined interface
1212 which is an internal interface (when the DOCSIS L2 cable modem 441 and
the access point device 442 are a single device) or an external interface (when
the DOCSIS L2 cable modem 441 and the access point device 442 are separate
devices).

[0074] The sub-range Rs is used by the NAT element 704 of the access point
device 442 for traffic that is identified as requiring low-latency treatment. In the
case of a single-box setup, the access point device 442 can then communicate
the sub-range Rs to the embedded DOCSIS L2 cable modem 441 through an
defined interface 1212. For a MAP-T system 440 where the DOCSIS L2 cable
modem 441 and the access point device 442 are separate devices, the access
point device 442 can communicate to the external DOCSIS L2 cable modem 441
through a defined interface 1212. Once the DOCS L2 cable modem 441
receives the required Rs range from the CMTS 406, a once-off DOCSIS DSX
transaction is triggered to the connected CMTS 406.

[0075] The DSX transaction installs a US classifier, matching the Rs range on
Layer-4 source ports, and installs a DS classifier, matching the Rs range on
Layer-4 downstream ports. This DSX transaction enables the correct classifiers
to be installed so that both US and DS traffic will be mapped to the low-latency
service flows as a result of the normal classification processing of the DOCSIS
L2 cable modem 441 and the CMTS 406. The benefit of this approach is that if
MAP-T is configured to enable large numbers (M) of MAP-T systems 440 per

single IPv4 source address which requires that the DOCSIS cable modem CFG
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file 1020 will require 2 x M classifiers as each classifier is associated with an US
and an DS for each MAP-T system 440, while the DOCSIS DSX CFG file 1220
does not require low-latency related classifiers completely but rather requires a
defined interface 1212 between the DOCSIS L2 cable modem 441 and the
access point device 442. Another benefit is that there is no requirement for tight
coordination between the MAP-T service configuration and the configuration of
the DOCSIS L2 cable modem 441, making for an easier to enable/provision
service. This coordination is based on the configuration of the border router 404,
the configuration of the DHCPV6 server 470, and the DOCSIS L2 cable modem
441 configuration file (for example, the DOCSIS DSX configuration file 1220).
The border router 404 is manually configured and that manual configuration
feeds into the DHCpv6 configuration options that are sent to the MAP-T systems
440 systems connected to the border router 404, such as via a CMTS 406. For
example, if there is a split of eight MAP-T systems 440 per IPv4 source address,
then the border router 404 must be informed of this split and the configuration of
the DHCPV6 server needs to be updated along with the DOCSIS cable modem
configuration file. In the case of DSX, the DHCPv6 configuration and border
router 303 can be kept integrated together while the DHCPvV6 configuration
received by the access point device 442 can then be used by the access point
device 442 to determine what the sub-net range is and have that signaled to the
DSX agent so that there is no need to have the configuration of the access point

device 442 tied or dependent on the MAP-T backend.
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[0076] The DOCSIS DSX CFG file 1220 is used by the DOCSIS L2 cable modem
441 to identify the required sub-range Rs of the overall assigned port range R,
and configure this into the DOCSIS L2 cable modem 441 for the subsequent
DSX transaction. Once the classifiers are installed (in both the US and DS) there
is no further DSX interactions between the DOCSIS L2 cable modem 441 and
the CMTS 406. The defined interface 1212 between the access point device 442
and the DOCSIS L2 CM 441 (that is used to provision Rs) can be used by the
access point device 442 to query the state of the DOCSIS settings within the
DOCSIS L2 cable modem 441 (if so required).

[0077] A dynamic service add classifier request 1202 can be sent from the
DOCSIS L2 cable modem 441 to the CMTS 406. A dynamic service add
classifier response 1204 is sent from the CMTS 406 to the DOCSIS L2 cable
modem 441 based on the dynamic service add classifier request 1202. A
dynamic service classifier ask is sent from the DOCSIS L2 CM 446 to the CMTS
406 based on the dynamic service add classifier request 1202. The
communications 1202, 1204 and 1206 are elements of a 3-way handshake that
the DOCSIS L2 CM 441 uses to inform the CMTS 406 to add the US and DS
classifiers to the specific service flow. The specific classifiers are dynamically
created based on the access point device 442 determining what subnet range of
ports to use (from the MAP-T) allocation (the same subnet range of ports are
then used for the traffic NAT'ing).

[0078] The configuration 1210 is a configuration present on the CMTS 406 (and

the DOCSIS L2 cable modem 441) after the DSX has occurred (the
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communications 1202, 1204, and 1206). The configuration 1210 shows the layer
4 (TCP/UDP) port range that has been added to the DS LLD SF#2 (destination)
and US LLD SF#2 (source). The base configuration 1230 is based on the
configuration that the DOCSIS cable modem configuration file configures on the
DOCSIS L2 cable modem 441 and the CMTS 406 (before the DSX has
occurred).

[0079]Fig. 13 illustrates a method for transforming by a MAP-T system one or
more |IPv4 packets for transmission on a low latency service flow, according to
one or more aspects of the present invention. A MAP-T system, such as MAP-T
system 440, may be programmed with one or more computer-readable
instructions such as a software or program that when executed by a controller
cause performance of one or more steps of a method. In Fig. 13, it is assumed
that any one or more elements, systems or components include their respective
controllers and their respective software stored in their respective memories,
which when executed by their respective controllers perform the functions and
operations in accordance with the example embodiments of the present
disclosure. While the steps 1302-1314 are presented in a certain order, the
present disclosure contemplates that any one or more steps can be performed
simultaneously, substantially simultaneously, repeatedly, in any order or not at all
(omitted).

[0080] At step 1302, an access point device (APD) of a MAP-T system for
transforming one or more IPv4 packet for transmission on a low latency service,

such as a LLD SF#1 and/or LLD SF#2 discussed herein, receives a MAP-T
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configuration. The MAP-T configuration can be a DHCPv6 MAP-T configuration
such that the MAP-T configuration comprises one or more DHCPv6 configuration
options. The one or more DHCPv6 configuration options can comprise a prefix
and an active |IP address associated with the border router. During configuration
of the APD using the MAP-T configuration, the APD is assigned an IPv4 address
that is shared by a plurality of MAP-T systems. For example, one or more MAP-
T system associated with a boarder router can be assigned to share a single
IPv4 address.

[0081] At step 1304, a cable modem of the MAP-T system is configured using a
DOCSIS cable modem configuration file or a DOCSIS DSX configuration file with
each comprising an upstream (US) service flow associated with one or more US
classifiers and a downstream (DS) service flow associated with one or more DS
classifiers.

[0082] At step 1306, the APD receives one or more IPv4 packets from at least
one client device of one or more client devices within an IPv4 client-side network
with each of the one or more client devices connected to the APD. In one or
more embodiments, a service or application associated with the at one client
device is identified as requiring low latency such that traffic associated with the
service or application is directed by the MAP-T system to a LLD service flow.
[0083] At step 1308, the APD transforms the one or more IPv4 packets to one or
more IPv6 packets. The transformation is based on a MAP-T configuration used

to configure the APD. The one or more IPv4 packets can be transformed by
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mapping the one or more IPv4 packets to a port within a range of ports of a
transport slice assigned to the APD.

[0084] At step 1310, the APD sends the one or more IPv6 packets to a cable
modem, for example, a DOCSIS L2 cable modem, of the MAP-T system.
[0085] At step 1312, the cable modem classifies the one or more IPv6 packets to
a low latency service flow based on a classifier.

[0086] At step 1314, the cable modem transmits the one or more IPv6 packets on
the low latency service flow to a border router for remapping of the one or more
IPv6 packets back to the one or more IPv4 packets for sending to an lpv4
Internet-side network.

[0087]Fig. 14 illustrates a representative computer system 1400 in which
embodiments of the present disclosure, or portions thereof, may be implemented
as one or more computer-readable instructions, according to one or more
aspects of the present disclosure. For example, the MAP-T system 440 including
the access point device 442 and/or the cable modem 441 and the CMTS 406 of
Fig. 4 may be implemented in whole or in part by a computer system 1400 using
hardware, software, firmware, non-transitory computer readable media having
instructions stored thereon, or a combination thereof and may be implemented in
one or more computer systems or other processing systems. Hardware,
software, or any combination thereof may embody modules and components
used to implement the methods and steps of the present disclosure.

[0088] If programmable logic is used, such logic may execute on a commercially

available processing platform configured by executable software code to become
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a specific purpose computer or a special purpose device (e.g., programmable
logic array, application-specific integrated circuit, etc.). A person having ordinary
skill in the art may appreciate that embodiments of the disclosed subject matter
can be practiced with various computer system configurations, including multi-
core multiprocessor systems, minicomputers, mainframe computers, computers
linked or clustered with distributed functions, as well as pervasive or miniature
computers that may be embedded into virtually any device. For instance, at least
one processor device and a memory may be used to implement the above
described embodiments.

[0089] A processor unit or device as discussed herein may be a single processor,
a plurality of processors, or combinations thereof. Processor devices may have

” o

one or more processor “cores.” The terms “computer program medium,” “non-
transitory computer readable medium,” and “computer usable medium” as
discussed herein are used to generally refer to tangible media such as a
removable storage unit 1418, a removable storage unit 1422, and a hard disk
installed in hard disk drive 1412.

[0090] Various embodiments of the present disclosure are described in terms of
this representative computer system 1400. After reading this description, it will
become apparent to a person skilled in the relevant art how to implement the
present disclosure using other computer systems and/or computer architectures.
Although operations may be described as a sequential process, some of the

operations may Iin fact be performed in parallel, concurrently, and/or in a

distributed environment, and with program code stored locally or remotely for
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access by single or multi-processor machines. In addition, in some embodiments
the order of operations may be rearranged without departing from the spirit of the
disclosed subject matter.

[0091] Processor device 1404 may be a special purpose or a general purpose
processor device specifically configured to perform the functions discussed
herein. The processor device 1404 may be connected to a communications
infrastructure 1406, such as a bus, message queue, network, multi-core
message-passing scheme, etc. The network may be any network suitable for
performing the functions as disclosed herein and may include a local area
network (“LAN”), a wide area network (“WAN"), a wireless network (e.g., “Wi-Fi”),
a mobile communication network, a satellite network, the Internet, fiber optic,
coaxial cable, infrared, radio frequency (“RF”), or any combination thereof. Other
suitable network types and configurations will be apparent to persons having skill
in the relevant art. The computer system 1400 may also include a main memory
1408 (e.g., random access memory, read-only memory, etc.), and may also
include a secondary memory 1410. The secondary memory 1410 may include
the hard disk drive 1412 and a removable storage drive 1414, such as a floppy
disk drive, a magnetic tape drive, an optical disk drive, a flash memory, etc.
[0092] The removable storage drive 1414 may read from and/or write to the
removable storage unit 1418 in a well-known manner. The removable storage
unit 1418 may include a removable storage media that may be read by and
written to by the removable storage drive 1414. For example, if the removable

storage drive 1414 is a floppy disk drive or universal serial bus port, the
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removable storage unit 1418 may be a floppy disk or portable flash drive,
respectively. In one embodiment, the removable storage unit 1418 may be non-
transitory computer readable recording media.

[0093] In some embodiments, the secondary memory 1410 may include
alternative means for allowing computer programs or other instructions to be
loaded into the computer system 1400, for example, the removable storage unit
1422 and an interface1420. Examples of such means may include a program
cartridge and cartridge interface (e.g., as found in video game systems), a
removable memory chip (e.g., EEPROM, PROM, etc.) and associated socket,
and other removable storage units 1422 and interfaces 1420 as will be apparent
to persons having skill in the relevant art.

[0094] Data stored in the computer system 1400 (e.g., in the main memory 608
and/or the secondary memory 1410) may be stored on any type of suitable
computer readable media, such as optical storage (e.g., a compact disc, digital
versatile disc, Blu-ray disc, etc.) or magnetic tape storage (e.g., a hard disk
drive). The data may be configured in any type of suitable database
configuration, such as a relational database, a structured query language (SQL)
database, a distributed database, an object database, etc. Suitable
configurations and storage types will be apparent to persons having skill in the
relevant art.

[0095] The computer system 1400 may also include a communications interface
1424. The communications interface 1424 may be configured to allow software

and data to be transferred between the computer system 1400 and external
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devices. Exemplary communications interfaces 1424 may include a modem, a
network interface (e.g., an Ethernet card), a communications port, a PCMCIA slot
and card, etc. Software and data transferred via the communications interface
1424 may be in the form of signals, which may be electronic, electromagnetic,
optical, or other signals as will be apparent to persons having skill in the relevant
art. The signals may travel via a communications path 1426, which may be
configured to carry the signals and may be implemented using wire, cable, fiber
optics, a phone line, a cellular phone link, a radio frequency link, etc.

[0096] The computer system 1400 may further include a display interface 1402.
The display interface 1402 may be configured to allow data to be transferred
between the computer system 1400 and external display 1430. Exemplary
display interfaces 1402 may include high-definition multimedia interface (HDMI),
digital visual interface (DVI), video graphics array (VGA), etc. The display 1430
may be any suitable type of display for displaying data transmitted via the display
interface 1402 of the computer system 1400, including a cathode ray tube (CRT)
display, liquid crystal display (LCD), light-emitting diode (LED) display, capacitive
touch display, thin-film transistor (TFT) display, etc.

[0097] Computer program medium and computer usable medium may refer to
memories, such as the main memory 1408 and secondary memory 1410, which
may be memory semiconductors (e.g., DRAMs, etc.). These computer program
products may be means for providing software to the computer system 1400.
Computer programs (e.g., computer control logic) may be stored in the main

memory 1408 and/or the secondary memory 1410. Computer programs may

41



WO 2022/225604 PCT/US2022/017637

also be received via the communications interface 1424. Such computer
programs, when executed, may enable computer system 1400 to implement the
present methods as discussed herein. In particular, the computer programs,
when executed, may enable processor device 1404 to implement the methods
illustrated by FIGS. 1-13, as discussed herein. Accordingly, such computer
programs may represent controllers of the computer system 1400. Where the
present disclosure is implemented using software, the software may be stored in
a computer program product and loaded into the computer system 1400 using
the removable storage drive 1414, interface 1420, and hard disk drive 1412, or
communications interface 1424.

[0098] The processor device 1204 may comprise one or more modules or
engines configured to perform the functions of the computer system 1200. Each
of the modules or engines may be implemented using hardware and, in some
instances, may also utilize software, such as corresponding to program code
and/or programs stored in the main memory 1208 or secondary memory 1210.
In such instances, program code may be compiled by the processor device 1204
(e.g., by a compiling module or engine) prior to execution by the hardware of the
computer system 1200. For example, the program code may be source code
written in a programming language that is translated into a lower level language,
such as assembly language or machine code, for execution by the processor
device 1204 and/or any additional hardware components of the computer system
1200. The process of compiling may include the use of lexical analysis,

preprocessing, parsing, semantic analysis, syntax-directed translation, code
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generation, code optimization, and any other techniques that may be suitable for
translation of program code into a lower level language suitable for controlling the
computer system 1200 to perform the functions disclosed herein. It will be
apparent to persons having skill in the relevant art that such processes result in
the computer system 1200 being a specially configured computer system 1200
uniquely programmed to perform the functions discussed above.

[0099] While various exemplary embodiments of the disclosed system and
method have been described above it should be understood that they have been
presented for purposes of example only, not limitations. It is not exhaustive and
does not limit the disclosure to the precise form disclosed. Modifications and
variations are possible in light of the above teachings or may be acquired from

practicing of the disclosure, without departing from the breadth or scope.
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WHAT IS CLAIMED IS:

1. A method for transforming by a mapping of address and port using
translation (MAP-T) system one or more Internet Protocol version 4 (IPv4)
packets for transmission on a low latency service flow, comprising.
receiving, at an access point device (APD) of the MAP-T system,
the one or more IPv4 packets from at least one client device of one or
more client devices, wherein the APD is connected to the one or more
client devices, and wherein the APD is assigned an IPv4 address that is
shared by a plurality of MAP-T systems;
transforming, by the APD, the one or more IPv4 packets to one or
more Internet Protocol version 6 (IPv6) packets based on a MAP-T
configuration, wherein transforming the one or more IPv4 packets to one
or more IPv6 packets comprises mapping the one or more IPv4 packets to
a port within a range of ports of a transport slice assigned to the APD;
sending, by the APD, the one or more IPv6 packets to a cable
modem (CM) of the MAP-T system;
classifying, by the CM, the one or more IPv6 packets to a low
latency service flow based on a classifier; and
transmitting, by the CM, the one or more IPv6 packets on the low
latency service flow to a border router for remapping of the one or more
IPv6 packets back to the one or more IPv4 packets for sending to an IPv4

Internet-side network.
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2.

3.

The method of claim 1, further comprising:
receiving, at the APD, the MAP-T configuration, wherein the MAP-T
configuration comprises one or more DHCPv6 configuration options.

The method of claim 2, wherein the one or more DHCPV6 configuration

options comprises a prefix and an active |IP address associated with the border

router.

4.

6.

The method of claim 1, further comprising:

configuring the CM using a Data Over Cable Service Interface
Specification (DOCSIS) CM configuration file, wherein the DOCSIS CM
configuration file comprises one or more classifiers, wherein the classifier
is one of the one or more classifiers.
The method of claim 1, further comprising:

creating, by the APD, a destination address for the one or more
IPv6 packets, wherein the destination address is copied into the last 32-
bits of the IPv6 address of the one or more IPv6 packets.

The method of claim 1, wherein the classifier comprises a start transport

port identifier and an end transport port identifier that define the range of ports

related to low latency traffic.

7.

The method of claim 1, further comprising:

configuring the CM using a Data Over Cable Service Interface
Specification (DOCSIS) dynamic service (DSX) transaction , wherein the
DOCSIS DSX transaction comprises one or more classifiers, wherein the

classifier is one of the one or more classifiers.
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8. A mapping of address and port using translation (MAP-T) system for
transforming one or more Internet Protocol version 4 (IPv4) packets for
transmission on a low latency service flow comprising:
a memory storing one or more computer-readable instructions; and
a processor connected to the memory, the processor configured to
execute the one or more computer-readable instructions to:
receive, at an access point device (APD) of the MAP-T
system, the one or more IPv4 packets from at least one client
device of one or more client devices, wherein the APD is connected
to the one or more client devices, and wherein the APD is assigned
an IPv4 address that is shared by a plurality of MAP-T systems;
transform, by the APD, the one or more IPv4 packets to one
or more Internet Protocol version 6 (IPv6) packets based on a
MAP-T configuration, wherein transforming the one or more IPv4
packets to one or more IPv6 packets comprises mapping the one or
more |IPv4 packets to a port within a range of ports of a transport
slice assigned to the APD,;
send, by the APD, the one or more IPv6 packets to a cable
modem (CM) of the MAP-T system;
classify, by the CM, the one or more IPv6 packets to a low
latency service flow based on a classifier; and
transmitting, by the CM, the one or more IPv6 packets on the

low latency service flow to a border router for remapping of the one
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or more IPv6 packets back to the one or more IPv4 packets for
sending to an IPv4 Internet-side network.
9. The MAP-T system of claim 8, wherein the processor is further configured
to execute the one or more instructions to:
receive at the APD, the MAP-T configuration, wherein the MAP-T
configuration comprises one or more DHCPv6 configuration options.
10.  The MAP-T system of claim 9, wherein the one or more DHCPv6
configuration options comprises a prefix and an active |IP address associated with
the border router.
11.  The MAP-T system of claim 1, wherein the processor is further configured
to execute the one or more instructions to:
configuring the CM using a Data Over Cable Service Interface
Specification (DOCSIS) CM configuration file, wherein the DOCSIS CM
configuration file comprises one or more classifiers, wherein the classifier
is one of the one or more classifiers.
12. The MAP-T system of claim 8, wherein the processor is further configured
to execute the one or more instructions to:
create, by the APD, a destination address for the one or more IPv6
packets, wherein the destination address is copied into the last 32-bits of
the IPv6 address of the one or more IPv6 packets.
13.  The MAP-T system of claim 8, wherein the classifier comprises a start
transport port identifier and an end transport port identifier that define the range

of ports related to low latency traffic.
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14.

The MAP-T system of claim 8, wherein the processor is further configured

to execute the one or more instructions to:

15.

configuring the CM using a Data Over Cable Service Interface
Specification (DOCSIS) dynamic service (DSX) transaction , wherein the
DOCSIS DSX transaction comprises one or more classifiers, wherein the
classifier is one of the one or more classifiers..

A non-transitory computer-readable medium of a MAP-T system storing

one or more instructions for transforming one or more Internet Protocol version 4

(IPv4) packets for transmission on a low latency service flow, which when

executed by a processor of the MAP-T system, cause the MAP-T system to

perform one or more operations comprising:

receiving, at an access point device (APD) of the MAP-T system,
the one or more IPv4 packets from at least one client device of one or
more client devices, wherein the APD is connected to the one or more
client devices, and wherein the APD is assigned an IPv4 address that is
shared by a plurality of MAP-T systems;

transforming, by the APD, the one or more IPv4 packets to one or
more Internet Protocol version 6 (IPv6) packets based on a MAP-T
configuration, wherein transforming the one or more IPv4 packets to one
or more IPv6 packets comprises mapping the one or more IPv4 packets to
a port within a range of ports of a transport slice assigned to the APD;

sending, by the APD, the one or more IPv6 packets to a cable

modem (CM) of the MAP-T system;
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classifying, by the CM, the one or more IPv6 packets to a low
latency service flow based on a classifier; and
transmitting, by the CM, the one or more IPv6 packets on the low
latency service flow to a border router for remapping of the one or more
IPv6 packets back to the one or more IPv4 packets for sending to an IPv4
Internet-side network.
16.  The computer-readable medium of claim 15, wherein the one or more
computer-readable instructions when executed by the processor further cause
the MAP-T system to perform one or more operations comprising:
receiving, at the APD, the MAP-T configuration, wherein the MAP-T
configuration comprises one or more DHCPv6 configuration options.
17.  The computer-readable medium of claim 16, wherein the one or more
DHCPv6 configuration options comprises a prefix and an active IP address
associated with the border router.
18.  The computer-readable medium of claim 15, wherein the one or more
computer-readable instructions when executed by the processor further cause
the MAP-T system to perform one or more operations comprising:
configuring the CM using a Data Over Cable Service Interface
Specification (DOCSIS) CM configuration file or configuring the CM using
a Data Over Cable Service Interface Specification (DOCSIS) dynamic

service (DSX) transaction; and
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wherein the DOCSIS CM configuration file and the DOCSIS DSX
transaction comprise one or more classifiers, wherein the classifier is one
of the one or more classifiers.
19.  The computer-readable medium of claim 15, wherein the one or more
computer-readable instructions when executed by the processor further cause
the MAP-T system to perform one or more operations comprising:
creating, by the APD, a destination address for the one or more
IPv6 packets, wherein the destination address is copied into the last 32-
bits of the IPv6 address of the one or more IPv6 packets.
20.  The computer-readable medium of claim 15, wherein the classifier
comprises a start transport port identifier and an end transport port identifier that

define the range of ports related to low latency traffic.
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Receiving a MAP-T configuration for
an APD of a MAP-T system

l

Receiving a DOCSIS cable modem
configuration file or a DOCSIS DSX
configuration file for a CM of the
MAP-T systems

Receiving, at the APD, one or more

IPv4 packets from at least one client

device of one or more client devices
within an IPv4 client-side network

Transforming, by the APD, the one or
more |IPv4 packets to one or more
IPv6 packets

.

Sending, by the APD, the one or
more IPv6 packets to a DOCSIS L2
CM

Classifying, by the DOCSIS L2 CM,
the one or more IPv6 packets to a low
latency service flow based on a
classifier

Transmitting, by the DOCSIS L2 CM,

the one or more IPv6 packets on the

low latency service flow to a border
router

FIG. 13
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