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ACCESS CONTROL TO A PORTION OF A FILE SYSTEM OBJECT

Background

[001] File systems typically include methods to assign permissions or access
rights to a specific user or group of users. These mechanisms control the
ability of the users to perform an action related to the contents of the file
system. In other words, they may convey to an operating system what can
be done with a file and by whom. Some examples of such actions may

include a read, write, execute, delete file, and directory access operation.

Brief Description of the Drawings

[002] For a better understanding of the solution, embodiments will now be
described, purely by way of example, with reference to the accompanying

drawings, in which:

[003] FIG. 1 is a block diagram of an example computing device for controlling

access to a portion of a file system object;

[004] FIG. 2 is a flowchart of an example method of controlling access to a

portion of a file system object; and

[005] FIG. 3 is a block diagram of an example computer system for controlling

access to a portion of a file system object.

Detailed Description

[006] File system permissions may range from a simple arrangement with one
or two basic permissions (such as read and write) to a more detailed
classification that describes access rights to a file system object. There may

be scenarios where access to an entire file system object may not be
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required. Rather, permissions to access or modify a portion of a file system
object may be more desirable. To provide an example, a cloud-based
content service provider may prefer to provide access to only those portions
or segments of a file’s content (for example, a video or sound recording) that
are paid for by a subscriber (for example, a media house), as against access
to an entire file. Likewise, a subscriber may also be reluctant to pay for an
entire file’s contents. Thus, there may be situations where it may be possible
for a single file to hold data that may not be required by all users, or hold
data whose parts may be required by different users at the same time. The
existing file system permission mechanisms may not authorize a request to

access a portion(s) of a file system object.

[007] To address this issue, the present disclosure describes various examples
for controlling access to a portion of a file system object. In an example, a
request may be received to access a portion of a file system object. Upon
receipt of the request, a determination may be made from an Access Control
List (ACL) associated with the file system object whether the request is
authorized to access the portion of the file system object. If the request is
authorized to access the portion of the file system object, the request may

be allowed to access the portion of the file system object.

[008] FIG. 1 is a block diagram of an example computing device 100 for
controlling access to a portion of a file system object. Computing device 100
may include a file system 102, a receipt module 104, a determination
module 106, and an authorization module 108. The term “module” may refer
to a software component (machine readable instructions), a hardware
component or a combination thereof. A module may include, by way of
example, components, such as software components, processes, tasks, co-
routines, functions, attributes, procedures, drivers, firmware, data,
databases, data structures, Application Specific Integrated Circuits (ASIC)

and other computing devices. A module may reside on a volatile or non-
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volatile storage medium and configured to interact with a processor of

computing device 100.

[009] Computing device 100 generally represents any type of computing
system capable of reading machine-executable instructions. Examples of
computing device 100 may include, without limitation, a server, a desktop
computer, a notebook computer, a tablet computer, a thin client, a mobile

device, a personal digital assistant (PDA), a phablet, and the like.

[0010] File system 102 may include one or more file system objects. Some non-
limiting examples of a file system object may include a file, a directory, a
sub-directory, and the like. In an example, file system 102 may be a local file
system. In another example, file system may a scale-out file system such as
a shared file system or network file system. Examples of a shared file
system may include a Network Attached Storage (NAS) file system or cluster
file system. Examples of a network file system may include a distributed file

system or distributed parallel file system.

[0011]An access control list (ACL) may be associated with a file system object
of the file system 102, wherein the ACL may specify an access right (or
permission) related to accessing of a portion of the file system object. The
access control list (ACL) may be used to manage file system permissions
related to various portions of the file system object. For instance, the access
control list may define a list of permissions attached to a portion of a file
system object. The ACL may include a set of data (for example, a table) that
informs a computer's operating system which permissions, or access rights,
that each user or group has to a specific portion of a file system object. The
permissions determine specific access rights, such as whether a user can
read from, or write to a portion of a file system object. In an instance, such
ACL may be termed as a “custom ACL”, which may be in addition to or

alternative to a default ACL that may be associated with the file system
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object. In an example, the custom ACL may be a part of extended file

attributes of the associated file system object.

[0012]In an example, the ACL may specify whether a request is authorized to
access a portion of an associated file system object. The ACL may also
define what operations a request may be allowed to perform on a portion of
a file system object. In another example, if the request originates from a
computer application or computer process, the ACL may specify which
computer application or computer process may be allowed to access a
segment of an associated file system object. This may help, for instance, to
distinguish between a trusted application and an application that may be
suspicious. In the former case, the ACL may allow the request to access the
requested part of a file system object. However, in the latter case, the ACL
may disallow the request. In this context, the ACL may also define, in
addition, whether a user making such a request via the aforementioned
computer application or process is allowed to access the requested segment
of the file system object.

[0013]In a yet another example, the ACL may specify a computing device(s)
that may be allowed to access a portion of an associated file system object.
In other words, the ACL may allow a request to access a portion of a file
system object only if the request is received from a specified computing
device. This may help, for instance, to distinguish between a trusted
computing device and a device that may be untrustworthy. In the former
case, the ACL may allow the computing device to access the requested part
of a file system object. However, in the latter case, the ACL may deny

access.

[0014] In a further example, the ACL may specify a computer network(s) that
may be allowed to access a portion of an associated file system object. In
other words, the ACL may allow a request to access a portion of a file

system object only if the request is received from a specified computer
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network. This may help, for instance, to distinguish between a trusted
computer network and a network that may be untrustworthy. In the former
case, the ACL may allow the computer network to access the requested part
of a file system object. However, in the latter case, the ACL may not grant

access.

[0015] In a still further example, the ACL may specify a geographical location(s)
that may be allowed to access a portion of an associated file system object.
In other words, the ACL may allow a request to access a portion of a file
system object only if the request is received from a specified location. This
may help, for instance, to distinguish between a permitted location and a
location that may be barred. In the former case, the ACL may allow the
location to access the requested part of a file system object. However, in the

latter case, the ACL may deny access.

[0016] In a still further example, the ACL may specify a time period during which
an access right may remain valid for a portion of a file system object. In
other words, the ACL may specify how long a request may be allowed to
access a portion of a file system object. In another instance, the ACL may
specify a time period for allowing a request to access a portion of a file
system object from a particular computer application or process. In another
example, the ACL may specify a time period for allowing a request to access
a portion of a file system object from a particular computing device or
computer network. In a further example, the ACL may specify a time period
for allowing a request to access a portion of a file system object from a

particular location.

[0017]Receipt module 104 may receive a request to access a portion (or
specific part) of a file system object of a file system (for example, 102). In an
example, the request may be received from a user. In another example, the
request may be received from a computer application or computer process.

In a yet another example, the request may be received from another
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computing device that may be communicatively coupled to the computing
device 100, for example, via a computer network. Such a computer network
may be a wireless or wired network. The computer network may include, for
example, a Local Area Network (LAN), a Wireless Local Area Network
(WAN), a Metropolitan Area Network (MAN), a Storage Area Network (SAN),
a Campus Area Network (CAN), or the like. Further, the computer network
may be a public network (for example, the Internet) or a private network (for

example, an intranet).

[0018]In an example, the “portion” of a file system object, for which a request
may be received by the receipt module 104, may be defined using file
offsets. For instance, a request may define a portion of a file system object
that it requires access to by specifying a “start offset” value and an “end
offset” value. In such case, the “portion” may be considered as that segment
of the file system object, which may be present between these two offsets

(including both start offset and end offset values).

[0019]In an example, a request to access a portion of a file system object of the
file system may include a request to perform an operation related to the
portion of the file system object. Some non-limiting examples of such

operation may include a read, write, and an execute operation.

[0020] Determination module 106 may determine, from an Access Control List
(ACL) associated with a file system object, whether a request to access a
portion of a file system object is authorized to access the portion of the file
system object. In other words, the determination module 106 may refer to
the Access Control List (ACL) associated with the file system object to
determine whether the request may be allowed to access the requested
portion of the file system object. In another example, the determination
module 106 may determine, from the Access Control List (ACL) associated
with the file system object, if the request is received from a computer

application or computer process that is permitted to access the requested



WO 2016/118177 PCT/US2015/022071

7

portion of the file system object in the ACL. In a further example, the
determination module 106 may determine, from the Access Control List
(ACL) associated with the file system object, if the request is received from a
computing device that is permitted to access the requested portion of the file
system object in the ACL. In a yet another example, the determination
module 106 may determine, from the Access Control List (ACL) associated
with the file system object, if the request is received from a computer
network that is permitted to access the requested portion of the file system
object in the ACL. In a still another example, the determination module 106
may determine, from the Access Control List (ACL) associated with the file
system object, if the request is received from a geographical location that is
permitted to access the requested portion of the file system object in the
ACL.

[0021] Authorization module 108 may authorize a request to access a portion of
a file system object if the determination module determines that the request
is authorized to access the portion of the file system object. In other words,
the authorization module 108 may allow the request to manipulate the
portion of file system object. The aforementioned manipulation may include,
by way of non-limiting examples, a read operation, a write operation, and a
delete operation with respect to the requested portion. In an example, the
authorization module 108 may authorize a request to access a portion of a
file system object if it is determined that the request is received from a
computing device that is permitted to access the requested portion of the file
system object in the ACL. In a yet another example, the authorization
module 108 may authorize a request to access a portion of a file system
object if it is determined that the request is received from a computer
network that is permitted to access the requested portion of the file system
object in the ACL. In a still another example, the authorization module 108
may authorize a request to access a portion of a file system object if it is

determined that request is received from a geographical location that is
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permitted to access the requested portion of the file system object in the
ACL.

[0022]FIG. 2 is a flowchart of an example method of controlling access to a
portion of a file system object. The method 200, which is described below,
may at least partially be executed on a computing device 100 of FIG. 1.
However, other computing devices may be used as well. At block 202, a
request may be received (for example, by receipt module 104) for accessing
a portion of a file system object of a file system (for example, 102). At block
204, a determination may be made (for example, by determination module
106), from an Access Control List (ACL) associated with the file system
object, whether the request is permitted to access the portion of the file
system object. In an example, the ACL may specify all access right(s)
related to the portion of the file system object. At block 206, if it is
determined (for example, by authorization module 108) that the request is
permitted to access the portion of the file system object, the request may be
permitted to access the portion of the file system object. In an instance, the
request may be permitted to access the portion of the file system object only
for a time period specified in the ACL. In another instance, the permission to
access a portion of the file system object may include a permission to
perform an operation related to the portion of the file system object. Some
non-limiting examples of such operation may include a read, write, and an

execute operation.

[0023]FIG. 3 is a block diagram of an example computer system 300 for
controlling access to a portion of a file system object. System 300 includes a
processor 302 and a machine-readable storage medium 304
communicatively coupled through a system bus. In an example, system 300
may be analogous to computing device 100 of FIG. 1. Processor 302 may
be any type of Central Processing Unit (CPU), microprocessor, or
processing logic that interprets and executes machine-readable instructions

stored in machine-readable storage medium 304. Machine-readable storage



WO 2016/118177 PCT/US2015/022071

9

medium 304 may be a random access memory (RAM) or another type of
dynamic storage device that may store information and machine-readable
instructions that may be executed by processor 302. For example, machine-
readable storage medium 304 may be Synchronous DRAM (SDRAM),
Double Data Rate (DDR), Rambus DRAM (RDRAM), Rambus RAM, etc. or
a storage memory media such as a floppy disk, a hard disk, a CD-ROM, a
DVD, a pen drive, and the like. In an example, machine-readable storage
medium 304 may be a non-transitory machine-readable medium. Machine-
readable storage medium 304 may store instructions 306, 308, and 310. In
an example, instructions 306 may be executed by processor 302 to receive
a request to access a portion of a file system object of a file system (for
example, 102). Instructions 308 may be executed by processor 302 to
determine, from an Access Control List (ACL) associated with the file system
object, whether the request is authorized to access the portion of the file
system object. In an instance, the ACL may enumerate an authorization
related to the portion of the file system object. Instructions 310 may be
executed by processor 302 to authorize the request to access the portion of
the file system object if the request is authorized to access the portion of the
file system object.

[0024] For the purpose of simplicity of explanation, the example method of FIG.
2 is shown as executing serially, however it is to be understood and
appreciated that the present and other examples are not limited by the
illustrated order. The example systems of FIGS. 1 and 3, and method of FIG.
3 may be implemented in the form of a computer program product including
computer-executable instructions, such as program code, which may be run
on any suitable computing device in conjunction with a suitable operating
system (for example, Microsoft Windows, Linux, UNIX, and the like).
Embodiments within the scope of the present solution may also include
program products comprising non-transitory computer-readable media for
carrying or having computer-executable instructions or data structures

stored thereon. Such computer-readable media can be any available media
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that can be accessed by a general purpose or special purpose computer. By
way of example, such computer-readable media can comprise RAM, ROM,
EPROM, EEPROM, CD-ROM, magnetic disk storage or other storage
devices, or any other medium which can be used to carry or store desired
program code in the form of computer-executable instructions and which can
be accessed by a general purpose or special purpose computer. The
computer readable instructions can also be accessed from memory and

executed by a processor.

[0025] It should be noted that the above-described examples of the present
solution is for the purpose of illustration only. Although the solution has been
described in conjunction with a specific embodiment thereof, numerous
modifications may be possible without materially departing from the
teachings and advantages of the subject matter described herein. Other
substitutions, modifications and changes may be made without departing
from the spirit of the present solution. All of the features disclosed in this
specification (including any accompanying claims, abstract and drawings),
and/or all of the steps of any method or process so disclosed, may be
combined in any combination, except combinations where at least some of

such features and/or steps are mutually exclusive.
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Claims:

1. A method of controlling access to a portion of a file system object,
comprising:

receiving a request for accessing a portion of a file system object;

determining, from an Access Control List (ACL) associated with the file
system object, whether the request is permitted to access the portion of the file
system object, wherein the ACL specifies an access right related to the portion
of the file system object; and

if the request is permitted to access the portion of the file system object,

allowing the request to access the portion of the file system object.

2. The method of claim 1, further comprising allowing the request to access the

portion of the file system object only for a time period specified in the ACL.

3. The method of claim 1, wherein the determining comprises determining

whether the request is received from a specific application.

4. The method of claim 3, wherein the specific application includes a trusted

application.

5. The method of claim 1, further comprising allowing the request to manipulate

the portion of the file system object.

6. A system to control access to a portion of a file system object, comprising:

a receipt module to receive a request to access a portion of a file system
object;

a determination module to determine, from a custom Access Control List
(ACL) associated with the file system object, whether the request is authorized
to access the portion of the file system object, wherein the custom ACL

specifies an access right related to the portion of the file system object; and
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an authorization module to authorize the request to access the portion of
the file system object if the determination module determines that the request is

authorized to access the portion of the file system object.

7. The system of claim 6, wherein to determine whether the request is
authorized to access the portion of the file system object comprises to

determine whether the request is received from a specific device.

8. The system of claim 6, wherein the determination whether the request is
authorized to access the portion of the file system object comprises to

determine whether the request is received from a specific network.

9. The system of claim 6, wherein the determination whether the request is
authorized to access the portion of the file system object comprises to

determine whether the request is received from a particular location.

10. The system of claim 6, wherein the custom ACL is a part of extended file

attributes of the file system object.

11. A non-transitory machine-readable storage medium comprising instructions
to control access to a portion of a file system object, the instructions executable
by a processor to:

receive a request to access a portion of a file system object;

determine, from an Access Control List (ACL) associated with the file
system object, whether the request is authorized to access the portion of the file
system object, wherein the ACL enumerates an authorization related to the
portion of the file system object; and

authorize the request to access the portion of the file system object if the

request is authorized to access the portion of the file system object.

12. The storage medium of claim 11, wherein the request is received from a

user.
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13. The storage medium of claim 11, wherein the request is received from a

computer application or computer process.

14. The storage medium of claim 11, wherein the request to access includes a

request to perform an operation related to the portion of the file system object.

15. The storage medium of claim 11, wherein file offsets are used to define the

portion of the file system object.
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