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METHODS AND SYSTEMS FOR REMOTE SOFTWARE UPDATE

FIELD OF THE INVENTION

[0001] The present invention pertains to the field of software update and relates to

systems and methods for generating updates and for performing remote software updates.

BACKGROUND

[0002] In a modern software system, software updates on embedded systems can be

performed remotely by transmitting new source code to apparatuses and devices. However,

embedded systems, especially those connected via cellular networks, often have restrictions

on the bandwidth and payload transferred. Because of these restrictions, it is important to

reduce the size of the transmitting file (e.g. target update file) when performing a remote

upgrade of software (e.g. software update over the air).

[0003] One way of reducing the size of a transmitting file that has to be transferred over

the air is differential patching. Performing differential patching of binary files can be

performed by many programs such as bsdiff, diff, patch, imgdiff and applypatch and the like.

These methods work on binary images and work well with normal data files that may differ

by a small amount.

[0004] In many cases, update software is delivered as file system images. Then, the

delivered file system images would be written into non-volatile memory. These file system

images are normally structured, block based and can be also compressed. This means that

upon rebuilding a file system image that only has a small change, for example a small

change in one file within the file system image, it will still likely result in a very large change

in the overall structure of the binary file that represents the file system image. When

classical differential patch programs are presented with these file system images, those

classical patch programs produce very large delta patches. Sometimes, the classical

programs may save only as little as 5% in image size.

[0005] Therefore there is a need for methods and apparatuses for efficient remote

software update that are not subject to one or more limitations of the prior art.

[0006] This background information is provided to reveal information believed by the

applicant to be of possible relevance to the present invention. No admission is necessarily



intended, nor should be construed, that any of the preceding information constitutes prior art

against the present invention.

SUMMARY

[0007] An object of the present invention is to provide a method and system for efficient

and effective remote software update by reducing the size of the target update software

image. In accordance with an aspect of the present invention, there is provided a method for

remote software update on an embedded system. The method includes creating, by a host

system, a delta patch containing one or more differentials between a source image and a

target image, wherein the creating is performed in a piece-wise manner. The creating

including determining the one or more differentials between the source image and the target

image, adding meta-data defining a relationship between the source image and the one or

more differentials into a header of the delta path and adding the one or more differentials to

the delta patch. The method further includes transmitting, by the host system, the delta

patch to the embedded system.

[0008] In accordance with an aspect of the present invention, there is provided a method

for remote software update on an embedded system. The method includes receiving, by a

target system, a delta patch containing one or more differentials between a source image

and a target image and updating, by the target system, the embedded system using the

delta patch.

[0009] In accordance with another aspect of the present invention, there is provided a host

system for remote software update on an embedded system. The host system including a

computer processor, a memory and a network interface, wherein the memory includes

machine executable instructions. The machine executable instructions, which when

executed by the processor configure the host system to create in a piece-wise manner a

delta patch containing one or more differentials between a source image and a target image.

The creating includes determining the one or more differentials between the source image

and the target image, adding meta-data defining a relationship between the source image

and the one or more differentials into a header of the delta path adding the one or more

differentials to the delta patch. The machine executable instructions, which when executed

by the processor further configure the host system to transmit the delta patch to the

embedded system.

[0010] In accordance with another aspect of the present invention, there is provided a



target system for remote software update on an embedded system. The target system

including a computer processor, a memory and a network interface, wherein the memory

includes machine executable instructions. The machine executable instructions, which when

executed by the processor configure the target system to receive a delta patch containing

one or more differentials between a source image and a target image and update the

embedded system using the delta patch.

[0011] Embodiments have been described above in conjunctions with aspects of the

present invention upon which they can be implemented. Those skilled in the art will

appreciate that embodiments may be implemented in conjunction with the aspect with which

they are described, but may also be implemented with other embodiments of that aspect.

When embodiments are mutually exclusive, or are otherwise incompatible with each other, it

will be apparent to those skilled in the art. Some embodiments may be described in relation

to one aspect, but may also be applicable to other aspects, as will be apparent to those of

skill in the art.

BRIEF DESCRIPTION OF THE FIGURES

[0012] Further features and advantages of the present invention will become apparent

from the following detailed description, taken in combination with the appended drawings, in

which:

[0013] FIG. 1 is a flow diagram illustrating a method performed by a host system for

remotely updating software on an embedded system in accordance with embodiments of the

present invention.

[0014] FIG. 2 is a flow diagram illustrating a method performed by a target system for

updating software on an embedded system in accordance with embodiments of the present

invention.

[0015] FIG. 3A and 3B is a flow diagram, separated onto two pages, that illustrates an

overall flow of remotely updating software on an embedded system in accordance with

embodiments of the present invention.

[0016] FIG. 4 is a flow diagram illustrating a method performed by a host system for

creating a delta patch in accordance with embodiments of the present invention.

[0017] FIG. 5 is a flow diagram illustrating a software update method performed by a

target system in accordance with embodiments of the present invention.



[001 8] FIG. 6 is a schematic diagram of a hardware device in accordance with

embodiments of the present invention.

[001 9] It will be noted that throughout the appended drawings, like features are identified

by like reference numerals.

DETAILED DESCRIPTION OF THE INVENTION

Definitions

[0020] The terms “delta” and “delta patch” refer to a set of changes on a computer

software program or data that changes, updates or improves the computer software

program . The delta or delta patch may be formed in a binary image file format, an

executable file format or other applicable computer file format.

[0021] Unless defined otherwise, all technical and scientific terms used herein have the

same meaning as commonly understood by one of ordinary skill in the art to which this

invention belongs.

[0022] The present invention provides a method and system for remote software update

on an embedded system. The present invention enhances ways of remotely updating

software on an em bedded system by reducing the size of the target update software image.

[0023] FIG. 1 is a flow diagram illustrating a method performed by a host system for

remotely updating software on an embedded system in accordance with embodiments of the

present invention. The method includes creating 10 , by a host system, a delta patch

containing one or more differentials between a source image and a target image. The

creating of the delta patch can be performed in a piece-wise manner. The creating includes

determining 12 the one or more differentials between the source image and the target

image, adding 14 meta-data defining a relationship between the source image and the one

or more differentials into a header of the delta path and adding 16 the one or more

differentials to the delta patch. The method further includes transmitting 18 , by the host

system , the delta patch to the embedded system. In some embodiments, a cryptographic

hash is appended 19 to the delta patch.

[0024] FIG. 2 is a flow diagram illustrating a method performed by a target system for

method performed by a target system for updating software on an embedded system in

accordance with embodiments of the present invention. The method includes receiving 20,

by a target system, a delta patch containing one or more differentials between a source



image and a target image and updating 22, by the target system, the embedded system

using the delta patch.

[0025] FIG. 3A and 3B illustrate graphically a more detailed overall flow for remote

software update in accordance with embodiments of the present invention. The flow or

method shown in FIG. 3A and 3B is based on a Linux™ system. It should be noted that the

flow or method shown in FIG. 3A and 3B is not necessarily limited to be implemented and/or

executed on a Linux™ system. In other embodiments of the present invention, the method

may be appropriately implemented and executed on other different operating systems such

as Unix™ or Windows™ with comparable functions.

[0026] According to embodiments of the present invention, the overall method includes

two main portions, the first portion relating to steps performed by a host system for the

generation of a delta path and the second portion relates to steps performed by a target

system for applying the delta patch to the embedded system.

[0027] According to embodiments, the host system may be a powerful computing system

with a large amount of memory. In some embodiments, the host system may comprise one

or more Linux™ based systems, such as Linux™ PC. In some embodiments, the host

system may comprise one or more computing systems with other operating systems such as

Unix™ or Windows™.

[0028] According to embodiments, the target system may be a computing system that is

more restricted than the host system in one or more aspects. For instance, the target

system may have more restrained memory unlike the host system. According to

embodiments, the target system, like the host system, can be operated on various operating

systems such as Linux™, Unix™ or Windows™. In some embodiments, the host system

and the target system may operate using the same operating system. In some

embodiments, the host system and the target system may operate using different operating

systems.

[0029] According to embodiments, the delta or delta patch may be transferred to the target

system over a constrained network. As the data indicative of the delta or delta patch is

transferred from the host system to the target system, the data transfer may be processed in

a streaming fashion. In other words, the entire delta or delta patch does not have to be

transferred before the target image can be recreated.



[0030] Referring to FIG. 3A and 3B, the host system (i.e. host side system) 100a may

retrieve the system or software package (SPKG) bundle 110 of the source, e.g. source

SPKG bundle, and the SPKG bundle 110a of the target, e.g. target SPKG bundle. The

source SPKG bundle 110 and the target SPKG bundle 110a may be transmitted to

respective SPKG splitter/parser tools 120, 120a. In some embodiments, the source SPKG

bundle 110 and the target SPKG bundle 110a may be transmitted to the same SPKG

splitter/parser tool. In some other embodiments, there may be a SPKG splitter/parser tool

130 that is designated for the source SPKG bundle and another SPKG splitter/parser tool

103a that is designated for the target SPKG bundle.

[0031] Once the parsing or splitting process is completed, the split/parsed source images

may be generated from the source SPKG bundle 110 and the target SPKG bundle 110a.

The images thereof may be legato.squashfs, rootfs, modem. squashfs, or other configuration

as would be readily understood by a worker skilled in the art. Using these split source

images, the host system 100a may create a delta patch for each image (e.g. legato, rootfs,

etc.) and merge them. According to embodiments, the creating may be performed in a

piece-wise manner. In some embodiments, the creating of the delta or delta patch may be

performed by one or more functions such as the mkPatch 140, which is a Linux function, or

other similar function as would be readily understood by a worker skilled in the art.

[0032] According to embodiments, once the delta patch for each image is created, the

created delta patch may be transferred to the target system (i.e. target side system) 100b

through network 190. According to embodiments, the data may be transmitted from the host

system to the target system in a streaming fashion. In the target system 100b, the created

delta patches may be obtained by the AvcService 150 and then transferred to the FwUpdate

Daemon 160. In some embodiments, the AvcService 150 may be a service that

communicates with the host system 100a for a software update and the FwUpdate Daemon

160 which can be a daemon (i.e. a program that may run continuously and can exists for the

purpose of handing periodic service requests that a computer system expects to receive)

that enable update of devices firmware.

[0033] According to embodiments, in the case of a dual system, the target system 100b

may read 171 a partition block. The target system 100b may also read 172 a delta patch for

that partition. When a partition block and the delta patch for that partition are read, the target

system 100b may apply 173 the delta patch and reconstruct the block on random access

memory (RAM). Then, the target system 100b may write 174 the constructed block to

update the partition. When all tasks are completed, the target system 100b may repeat 175



the above steps (steps 171 to 174) for all blocks in this particular partition. After

reconstructing the partition, the target system 100b may check a cryptographic hash (e.g.

SHA-256 or other suitable hash as would be readily understood by a worker skilled in the

art) of that partition. When all steps for the partition (i.e. the partition block read in step 171)

is done, the target system 100b may repeat 176 the above steps (i.e. steps 171 to 175) for

other partitions.

[0034] According to embodiments, in the case of a single system, the target system 100b

may read 181 a partition block. The target system 100b may also read 182 a delta patch for

that partition. When a partition block and the delta patch for that partition are read, the target

system 100b may apply 183 the delta patch and reconstruct the block on random access

memory (RAM). Then, the target system 100b may append 184 the constructed block to

SWIFOTA partition. The target system 100b may also generate an unsorted block image

(UBI) container if necessary. If it is the beginning of the image, the target system 100b may

prepend SPKG/CWE header (CWE - common weakness enumeration). According to

embodiments, there is no need to build a full image and write-back header as a serial

bootloader (SBL) will check. When all tasks are completed, the target system 100b may

repeat 185 the above steps (steps 181 to 184) for all blocks in this particular partition. After

reconstructing the partition, the target system 100b may check cryptographic hash (e.g.

SHA-256 or other hash configuration as would be readily understood) of that partition. If the

check cryptographic hash matches, the target system 100b may continue to next step.

According to embodiments, the next step can include the target system 100b checking 186

the CWE header for this particular partition. If the CWE header cyclic redundancy check

(CRC)/length matches with the reconstructed image CRC/length, the target system 100b

may continue to the next step.

[0035] When all steps for the partition (i.e. the partition block read in step 181) are

completed, the target system 100b may repeat 187 the above steps (i.e. steps 181 to 186)

for other partitions.

[0036] When the above steps for other partitions are completed, the target system 100b

may check 188 the SPKG header for the whole image. If the SPKG header CRC/length

matches with the reconstructed image CRC/length, the target system 100b may mark

SWIFOTA valid and trigger a reboot for firmware upgrade.

[0037] FIG. 4 illustrates a method performed by a host system (i.e. host side system) for

creating a delta patch in accordance with embodiments of the present invention. The host



system shown in FIG. 4 is based on a Linux™ system. It should be noted that the host

system shown in FIG. 4 is not necessarily limited to be implemented and/or executed on a

Linux™ system. In other embodiments of the present invention, the host system may

implement and execute using other operating systems such as Unix™ or Windows™ with

comparable functions.

[0038] According to embodiments, the delta patch creation at the host system may take a

source filesystem image and a target filesystem image. The source file may be the image

file that should already exist on the target system (i.e. the target side system) and would be

updated through a software update process. In the end, the updated source image file

should match with the target image.

[0039] According to some embodiments, squashfs may be used in this process.

Squashfs utilizes compression, and stores information in individual chunks. To create the

delta or delta patch, the structure of squashfs may be decomposed and each individual

chunk from the source file system and target file system may be compared. Then, the

matching of source chunks to target chunks that results in the minimal delta size may be

selected. Once the source chunk and the target chunk that would result in the minimal delta

size are selected, metadata describing the relationship between the source file system and

delta may be written into a header, and then the delta data itself may be added into the delta

patch. This process is repeated until all chunks have been processed. According to

embodiments, the output is the delta patch image that will be streamed to the target system.

[0040] Referring to FIG. 4 , the host system (i.e. host side system) may retrieve 210 the

source SPKG bundle and the target SPKG bundle. The source SPKG bundle and the target

SPKG bundle may be transmitted 215 to the SPKG splitter/parser tool. In some

embodiments, the source SPKG bundle and the target SPKG bundle may be transmitted to

the same SPKG splitter/parser tool. In some other embodiments, there may be a SPKG

splitter/parser tool that is designated for the source SPKG bundle and another SPKG

splitter/parser tool that is designated for the target SPKG bundle.

[0041] Once the source SPKG bundle and the target SPKG bundle are transmitted 215 to

the SPKG splitter/parser tool, the SPKG splitter/parser tool may parse 220 SPKG and then

extract the image and SPKG/CWE header from SPKG. If necessary, the SPKG

splitter/parser tool may deubinize any image, for example legato.squashfs. ubi image or

modem.squashfs. ubi image.



[0042] According to embodiments, when the parsing or splitting process is completed, the

split/parsed images may be generated from each of the source SPKG bundle and the target

SPKG bundle. From the split source images, the host system may select 230 images or files

that are sufficiently big (e.g. approximately bigger than 1MB). The images may be

legato.squashfs, rootfs, etc. According to embodiments, the delta patch may not be created

for small images or files such as boot files, etc.

[0043] Then, the host system may create 240 a delta patch for each image. According to

embodiments, the creation of the delta patch may be performed in a piece-wise manner as

illustrated below.

[0044] According to embodiments, if 241 the selected image is a squashfs image, the host

system may extract source squashfs chunks then find the target chunk with minimal

differences with the source squashfs chunks. The host system then may perform a function

such as bsdiff to generate a patch (i.e. a set of changes) between the source squashfs and

the target squashfs extracted chunk. The host system may add meta-data of the target

image chunk and add the differential between a source file image chunk and the selected

target file image chunk into the delta patch. According to embodiments, the host system

may repeat the above steps until all image chunks have been processed. Once the process

is completed, the host system may merge all differentials into the delta patch and append

super-metadata to the header of the delta patch. According to embodiments, the patch may

contain a cryptographic hash (e.g. SHA-256 or other hash configuration as would be readily

understood) of whole squashfs image. In some embodiments, the host system may append

other hashes, such as dm-verity, if necessary. The host system may add host-generated

CWE header (e.g. CWE header generated by the host system) into the delta patch.

[0045] According to embodiments, if 242 the selected image is not a squashfs image (e.g.

kernel, intrafms) and the image is bigger than 1 megabyte, the host system may reuse/utilize

existing mkPatch implementation with SHA-256 hash. The host system may perform a

function such as bsdiff to generate a patch (i.e. a set of changes) between the source and

target image based on flash block size. The host system may add meta-data of the target

block. According to embodiments, the host system may repeat the above steps until all flash

blocks have been processed. Once the process is completed, the host system may merge

all differentials into the delta patch and append super-metadata to the header of the delta

patch. According to embodiments, the patch may contain a cryptographic hash (e.g. SHA-

256 or other has configuration as would be readily understood) of the whole image. In some

embodiments, the host system may append other hashes, such as dm-verity, if necessary.



The host system may add a host-generated CWE header (e.g. CWE header generated by

the host system) into the delta patch.

[0046] According to embodiments, if 243 the selected image, the selected image at step

230, is not squashfs image and the images are smaller than 1 megabyte; the host system

may just keep the images as they are. In this case, no delta will be generated.

[0047] According to embodiments, once 244 all steps illustrated above are finished, the

host system may generate a CWE (by marking it as delta package) file by merging all files

generated in previous steps.

[0048] Below is an example format of delta patch metadata in accordance with

embodiments of the present invention. The format below may be used for metadata and/or

super-metadata mentioned herein.

Format of met a- data for squashfs diffs

{
" IMGDI FF1" ( 8 ) [magic numbe r and ve rsion ]

Sou rce Imglen (4)

Sou rce Img SHA256 (64)

Target Imglen (4)

Target Img SHA256 (64)

chunk cou nt (4)

for each chun k :

chunk type ( ) [ CFIUNK_{ NORMAL , DEFLATE, RAW}]

i f c hunk type == CHUNK_NORMAL :

sou rce sta r t (4)
sou rce len (4)
Patch len (4)
Patch Data ( Patch len )

i f c hunk type == CHUNK_DE FLATE :

sou rce sta r t (4)
sou rce len (4)
sou rce expanded len (4) [ size of uncompre s sed sou rce ]

t arget expected len (4) [ size of uncompre s sed t arget ]

gzip level (2)
method (2)
windowBits (2)
memLevel (2)
st rategy (2)

Patch len (4)
Patch Data ( Patch len )

i f chun k type == RAW : [ addition of new data ]



patch len (4)
patch data (patch len )

}

[0049] FIG. 5 illustrates a software update process by a target system (i.e. target side

system) in accordance with embodiments of the present invention. The process shown in

FIG. 5 illustrates a delta update of a squashfs block. It should be noted that the process

shown in FIG. 5 is not necessarily limited to a delta update of a squashfs block but just an

example of a software update process on a target system side.

[0050] According to embodiments, the delta patch may be streamed to the target system.

The incoming metadata describing the source chunks and target chunks may be read and

then used to read the original source filesystem and apply the patch. Then, the result may

be written into the update non-volatile memory (e.g. update partition of non-volatile memory).

[0051] According to embodiments, entire data may not need to be transmitted at once. If

the streamed data is interrupted, the streaming can be resumed from the last previously

written chunk of the data saved in the update area/partition (e.g. update partition of non¬

volatile memory).

[0052] Referring to FIG. 5 , once the delta patch is streamed to the target system, the

target system (i.e. target side system) may read 310 a squashfs block. The size of this

squashfs block may be dynamic and not related to physical erase blocks (PEB). Then, the

target system may extract 320 squashfs block using a data compression library such as zlib

library, or other library used for data compression as would be readily understood. The

target system may also read 321 a delta patch for that squashfs block. When a squashfs

block is extracted and the delta patch for that partition is read, the target system may apply

330 the delta patch to the target system and reconstruct the block on random access

memory (RAM). Then, the target system may compress (e.g. zip or other data compression

technique) 340 the patched block using the data compression library (e.g. zlib library).

Parameters and flags for the data compression library should match for decompress and

compress.

[0053] Once the above steps are completed, the target system may append 350 or

prepend unsorted block images (UBI) related elements into the system. Then, the target

system may write 360 the constructed block to SWIFOTA/UPDATE partition.

[0054] FIG. 6 is a schematic diagram of an electronic device 400 that may perform any or



all of steps of the above methods and features described herein, according to different

embodiments of the present invention. For example one or more of a host system and a

target system can be configured as an electronic device.

[0055] As shown, the device includes a processor 410, memory 420, non-transitory mass

storage 430, I/O interface 440, network interface 450, and a transceiver 460, all of which are

communicatively coupled via bi-directional bus 470. According to certain embodiments, any

or all of the depicted elements may be utilized, or only a subset of the elements. Further, the

device 400 may contain multiple instances of certain elements, such as multiple processors,

memories, or transceivers. Also, elements of the hardware device may be directly coupled

to other elements without the bi-directional bus.

[0056] The memory 420 may include any type of non-transitory memory such as static

random access memory (SRAM), dynamic random access memory (DRAM), synchronous

DRAM (SDRAM), read-only memory (ROM), any combination of such, or the like. The mass

storage element 430 may include any type of non-transitory storage device, such as a solid

state drive, hard disk drive, a magnetic disk drive, an optical disk drive, USB drive, or any

computer program product configured to store data and machine executable program code.

According to certain embodiments, the memory 420 or mass storage 430 may have

recorded thereon statements and instructions executable by the processor 410 for

performing any of the aforementioned method steps described above.

[0057] It will be appreciated that, although specific embodiments of the technology have

been described herein for purposes of illustration, various modifications may be made

without departing from the scope of the technology. The specification and drawings are,

accordingly, to be regarded simply as an illustration of the invention as defined by the

appended claims, and are contemplated to cover any and all modifications, variations,

combinations or equivalents that fall within the scope of the present invention. In particular,

it is within the scope of the technology to provide a computer program product or program

element, or a program storage or memory device such as a magnetic or optical wire, tape or

disc, or the like, for storing signals readable by a machine, for controlling the operation of a

computer according to the method of the technology and/or to structure some or all of its

components in accordance with the system of the technology.

[0058] Acts associated with the method described herein can be implemented as coded

instructions in a computer program product. In other words, the computer program product

is a computer-readable medium upon which software code is recorded to execute the



method when the computer program product is loaded into memory and executed on the

microprocessor of the wireless communication device.

[0059] Acts associated with the method described herein can be implemented as coded

instructions in plural computer program products. For example, a first portion of the method

may be performed using one computing device, and a second portion of the method may be

performed using another computing device, server, or the like. In this case, each computer

program product is a computer-readable medium upon which software code is recorded to

execute appropriate portions of the method when a computer program product is loaded into

memory and executed on the microprocessor of a computing device.

[0060] Further, each step of the method may be executed on any computing device, such

as a personal computer, server, PDA, or the like and pursuant to one or more, or a part of

one or more, program elements, modules or objects generated from any programming

language, such as C++, Java, or the like. In addition, each step, or a file or object or the like

implementing each said step, may be executed by special purpose hardware or a circuit

module designed for that purpose.

[0061] It is obvious that the foregoing embodiments of the invention are examples and can

be varied in many ways. Such present or future variations are not to be regarded as a

departure from the spirit and scope of the invention, and all such modifications as would be

obvious to one skilled in the art are intended to be included within the scope of the following

claims.



WE CLAIM:

1. A method for remote software update on an embedded system, the method

comprising:

creating, by a host system, a delta patch containing one or more differentials

between a source image and a target image, wherein the creating is performed in a piece-

wise manner, the creating including:

determining the one or more differentials between the source image and the

target image;

adding meta-data defining a relationship between the source image and the

one or more differentials into a header of the delta patch; and

adding the one or more differentials to the delta patch; and

transmitting, by the host system, the delta patch to the embedded system.

2 . The method according to claim 1, wherein the creating the delta patch further

comprises appending one or more cryptographic hashes into the delta patch.

3 . The method according to claim 1, wherein the creating the software patch further

comprises adding a header generated by the host system into the delta patch.

4 . The method according to claim 1, wherein the source image and the target image are

squashfs images.

5 . The method according to claim 1, wherein the source image and the target image are

not squashfs images and size of each file is greater than 1 megabyte.

6 . The method according to claim 1, wherein the sending and receiving of the software

patch are processed in a streaming fashion.

7 . A method for remote software update on an embedded system, the method

comprising:

receiving, by a target system, a delta patch containing one or more differentials

between a source image and a target image; and

updating, by the target system, the embedded system using the delta patch.



8 . A host system for remote software update on an embedded system comprising: a

computer processor, a memory and a network interface, the memory including machine

executable instructions which when executed by the processor cause the host system to be

configured to:

create in a piece-wise manner a delta patch containing one or more differentials

between a source image and a target image, wherein to create the delta patch the host

system is configured to:

determine the one or more differentials between the source image and the

target image;

add meta-data defining a relationship between the source image and the one

or more differentials into a header of the delta path; and

add the one or more differentials to the delta patch; and

transmit the delta patch to the embedded system.

9 . The host system according to claim 8 , wherein the machine executable instructions

which when executed by the processor cause the host system to be further configured to

append one or more cryptographic hashes into the delta patch when creating the delta

patch.

10. The host system according to claim 8 , wherein the machine executable instructions

which when executed by the processor cause the host system to be further configured to

add a header generated by the host system into the delta patch when creating the delta

patch.

11. The host system according to claim 8 , wherein the source image and the target

image are squashfs images.

12. The host system according to claim 8 , wherein the source image and the target

image are not squashfs images and each of a source image file and a target image file have

a size greater than 1 megabyte.

13. The host system according to claim 8 , wherein sending and receiving the delta patch

are processed in a streaming fashion.

14. A target system for remote software update on an embedded system comprising: a

computer processor, a memory and a network interface, the memory including machine



executable instructions which when executed by the processor cause the target system to

be configured to:

receive a delta patch containing one or more differentials between a source image

and a target image; and

update the embedded system using the delta patch.
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