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SYSTEMS AND METHODS FOR PROVIDING PRIVACY SETTINGS FOR
APPLICATIONS ASSOCIATED WITH A USER PROFILE

By: Nico Vera, James Wang and Chris Kelly.

CROSS-REFERENCE TO RELATED APPLICATIONS

[001] The present application claims the benefit and priority of U.S.
Provisional Patent Application Serial No. 60/931,851 filed on May 24, 2007, titled
“Systems and Methods for Providing Privacy Settings for Applications

Associated with a User Profile,” which is hereby incorporated by reference.

BACKGROUND

Field of the Invention

[002] The present invention relates generally to social networks, and
more particularly to systems and methods for providing privacy settings for

applications associated with a user profile.
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Description of Related Art

[003] Conventionally, web-based social networks provide privacy
settings to allow a member of the social network to control what other people
(i.e. other members, non-members and/or computer users) may access and/or
view about that member. For example, a social network member may only want
people that attend school with the member to view information about that
member. Typically, the privacy settings are provided in association with a
member profile on the social network. The member profile may include detailed
information about the member of the social network. A problem with
conventional privacy settings, however, is that the privacy settings do not control
data generated by various computing applications in response to member input.
Additionally, conventional privacy settings fail to address the needs required by
each member based on the type of computing application utilized by the
member. Consequently, there is a need for systems and methods for providing

privacy settings for applications associated with a user profile.
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SUMMARY

[004] Systems and methods for providing privacy settings for applications associated with a
user profile are provided. '

A first aspect of the present disclosure provides a method, comprising: maintaining a
user profile for a user of a social networking system, the user profile including profile
information about the user and information about one or more connections of the user in
the social networking system; maintaining privacy settings for controlling access by a third
party application to the information about the user and the information about connections of
the user, wherein the third party application is maintained by an entity distinct from the social
networking system and wherein the third party application is configured to personalize
content for the user based on the information about connection of the user; receiving from
the third party application a request for information about the user and information about
connections of the user, wherein the request is responsive to user of the third party
application by a second user who is connected to the user in the social networking system;
and providing the requested information about the user and the requested information
about connections of the user from a computer of the social networking system to a third
party application subject to the privacy settings.

[004a] A further aspect of the present disclosure provides a system, comprising: a profile
module configured to maintain a user profile for a user of a social networking system, the
user profile including profile information about the user and information about one or
more connection of the user in the social networking system; a privacy settings module
configured for controlling access by a third party application to the information about the user
and the information about connections of the user, wherein the third party application is
maintained by an entity distinct from the social networking system; a communication
interface configured to receive from the third party application a request for information
about the user and information about connections of the user, wherein the request is
responsive to use of the third party application by a second user who is connected to
the user in the social networking system, and wherein the third party application is
configured to personalize content for the user based on the information about the user
and information about the connections of the user; and the communication interface
further configured to provide the requested information about the user and the request
information

AH26(6753602_1):SXY
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about connections of the user from a computer of the social networking system to the third
party application subject to the privacy settings.
[004b] A further aspect of the present disclosure provides a non-transitory computer
readable medium storing one or more programs the one or more programs comprising
instructions which when executed by a processor, cause the processor to perform a
method comprising: maintaining a user profile for a user of a social networking system,
the user profile including profile information about the user and information about
connections of the user in the social networking; maintaining privacy settings for
controlling access by a third party application to information about the user and the
information about connections of the user, wherein the third party application is
maintained by an entity distinct from the social networking system; receiving from the
third party application a request for information about the user and the information
about connections of the user, wherein the request is responsive to use of the third
part application by a second user who is connected to the user in the social
networking system, and wherein the third party application is configured to personalize
content for the user based on the information about the user and the information
about connections of the user; and providing the requested information about the user
and the requested information about connections of the user from a computer of the
social networking system to the third party application subject to the privacy settings.
[004c] A further aspect of the present disclosure provides a method comprising:
maintaining a user profile of a user of a social networking system, the user profile
including information about the user and information about one or more connections of the
user; maintaining privacy settings or controlling access by a third party application to the
information about the user, wherein the third party application is maintained by an entity
distinct from the social networking system receiving from the third part application a request
for information about the user and information about connections of the user, wherein the
third party application is configured to share the requested information about the user with
one or more other users who are connected to the user in the social networking system;
and providing the requested information about the user and the requested information
about connections of the user from a computer of the social networking system to the third

party application subject to the privacy settings.

AH26(6753602_1):SXY
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[004d] A further aspect of the present disclosure provides a method comprising:
maintaining a user profile for a user of a social networking system, the user profile
including information about the user and the information about one or more connections of
the user; maintaining privacy settings for cont.rolling sharing of the information about the
user and the information about connections of the user by a third party application, wherein
the third party application is maintained by an entity distinct from the social networking
system; receiving from the third party application a request for information about the user
and information about connections of the user; providing the requested information about
the user and the requested information about connections of the user from a computer of
the social networking system to the third party application subject to the privacy settings;
and wherein the third party application is configured to apply the privacy settings to
determine whether to share the requested information about the user and the requested
information about connections of the user with a second user who is connected to the user
in the social networking system.
[004e] Exemplary methods may include receiving a request from a member of a web-based
social network to install an application in association with a member profile, installing the
requested application, providing privacy settings selections to control access to data
associated with the installed application, receiving a privacy settings selection from the
member, and displaying data associated with the application based on the privacy settings
selection.
[005] Exemplary systems may include a communications interface configured to receive a
request from a member of a web-based social network to install an application in association
with a member profile, a profile module configured for installation of the requested
application, a privacy settings module configured to provide a privacy settings selection to
the member to control access to data associated with the installed application and to receive
a privacy setting selection from the member, and the communications interface further
configured to send data associated with the application for display based on the privacy
settings selection.

AH26(6753602_1):SXY
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BRIEF DESCRIPTION OF THE DRAWINGS

[006] FIG. 1 is a block diagram of an exemplary web-based social
network architecture;

[007] FIG. 2 is a block diagram of an exemplary applications engine
associated with a social network environment;

[008] FIG. 3 is a screenshot of exemplary privacy settings selections
associated with a profile application;

[009] FIG. 4 is a screenshot of exemplary permissions associated with
external applications;

[0010]  FIG. 5 is a screenshot of exemplary privacy settings selections
for other applications;

[0011] FIG. 6 is a screenshot of an exemplary privacy overview; and

[0012]  FIG. 7 is a flow chart of an exemplary process for providing

privacy settings selections for applications associated with a member profile.
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DETAILED DESCRIPTION

[0013]  Systems and methods for providing privacy settings for
applications associated with a web-based social network member profile are
provided. When a member of a web-based social network installs a computing
application (or otherwise allows access to a computing application) that interacts
with or integrates data associated with the social network, privacy settings
selections are provided for the member to control access and/or viewing by other
members of the social network. The computing applications may be made
available via a product directory. The product directory may provide computing
applications for installation internally through a member’s profile. The product
directory may also provide computing applications for installation externally, or
through sites associated with the computing applications, separate from the
social network. Privacy setting selections for the applications installed internally
may be made by a member or privacy settings selections for external applications
may be made under the terms of service to which the member assents in order to
install the external applications. The data associated with the applications may
be displayed to one or more second members based on the privacy settings

selections.

[0014] FIG. 1is a block diagram of an exemplary web-based social
network architecture. The exemplary architecture 100 comprises users or
member 105A through member 105N of a web-based social network, (generically
referred to as member 105N or members 105N), a network 110, a social network
engine 115, and an applications engine 120. The social network engine 115
and/or the applications engine 120 may be comprised of instructions that may be
stored on a computer-readable storage medium. The instructions may be

retrieved and executed by a processor. Some examples of instructions are
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software, program code, and firmware. Some examples of storage medium are

memory devices, tape, disks, integrated circuits, and servers.

[0015] According to one exemplary embodiment, one or more
members 105N communicate via the network 110 to the social network engine
115. The network 110 may comprise any electronic wired, wireless and/or
mobile network, including the Internet. The members 105N are typically
members of a social networking website and the social networking website may
be associated with the social network engine 115 and/or the applications engine
120. Each of the members 105N may have a profile, profile page, or the like in a
profile database that may be stored on a server in communication with the social
network engine 115 and/or the applications engine 120. The profile may include
information about the respective member 105N, such as name, address, interests,
political and religious views, affiliations (e.g. school, geographic community, - |
and/or employer), pictures, friends, and so forth. The members 105N may access
or interact with the social network via a computing device, such as a laptop or
desktop computer, a cellular telephone, a personal digital assistant (PDA), a set
top box, and so forth. The members 105N may view and/or access data about
other social network members (in addition to themselves) or interact with the
other social network members via the social network engine 115, by entering
data about themselves (e.g. into their respective personal profiles) or by joining

social network groups, and so forth.

[0016]  The applications engine 120, according to various exemplary
embodiments, may provide one or more computing applications for installation
on, in association with, and/or accessing from a member’s profile. An
application may be accessed via a link pasted to the member profile, or via an

application installed within the member profile. Applications installed from
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within the member profile may comprise profile applications or platform
applications. The applications may be developed by third party entities outside
of the social network (“third-party applications”), by the social network, and/or
by members of the social network. |

[0017]  According to one exemplary embodiment, a member 105N
might install a movie related application on their profile. The movie related
application might be provided by an online company that ships movie rentals to
its customers. The application may be made available to the member for '
installation via an application programming interface (“API”). For example, the
member may access the application from the social network via the API by
pasting or clicking a link to the application within their profile, or by using a
similar mechanism that allows a shortcut to the application. Following
installation of the movie related application, data about the movie related
application might be displayed on or near the member’s profile. Data about the
movie related application might be displayed elsewhere, such as on the
member’s computer desktop. The movie related application may be able to
access and incorporate data from the member’s profile page (e.g. the member’s
interests, education, hobbies, etc) in order to make movie rental
recommendations for the member. Such information may be displayed to the
member and to whoever else the member may allow to access and view the
information via the privacy settings selections described herein.

[0018]  The applications engine 120, in accordance with the social
network engine 115, according to various embodiments, may provide privacy
settings selections related to the display of data about a chosen application, such
as the movie related application on the member profile as described herein.
Thus, via the applications engine 120, the member might select other members

that may view data about the movie related application on the member’s profile.
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For example, the member may determine those other members that may view
the member’s most recent movie rentals.

[0019]  Referring now to FIG. 2, a block diagram of an exemplary
applications engine associated with a social network environment is illustrated.
The exemplary applications engine 120 comprises a communications interface
205, a privacy summary module 210, a privacy settings module 215, and a profile
module 220.

[0020]  According to one exemplary embodiment, the communications
interface 205 may be provided for communicating data between the social
network engine 115 (FIG. 1) and applications installed on a profile of a member
of a social network. For example, a member’s selection of a recommended movie
displayed by a movie related application on the member’s profile may comprise
data exchanged between the social network engine 115 and the application via
- the communications interface 205.

[0021]  The privacy settings module 215, in various exemplary
embodiments, may be configured for allowing a member to select various
privacy settings selections related to an application. For example, the member |
may limit the display of the application on the member’s profile to those
members of the social network that the member has designated as the friends of
the member. The privacy settings module 215 may provide most any type of
selections for privacy settings associated with the display of data associated with
an application.

[0022]  In one exemplary embodiment, the privacy summary module
210 may generate a privacy summary, such as an explanatory paragraph, of the
privacy settings selections made by a member with respect to applications

installed and/or accessed by the member.
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[0023]  The profile module 220, according to one embodiment, may be
configured to direct storage of a member’s privacy settings selections. For
example, the privacy summary module 210 may utilize data from the profile
module 220 to generate the privacy summary discussed herein. Most any type of
data may be generated and/or stored by the profile module 220. Further, most
any type of data about a member may be accessed via the profile module 220.
The profile module 220 may control access to data about the member in
accordance with the privacy settings module 215. In other words, the profile
module 220 may display data about applications installed on a member’s profile
to only those members selected by the member as indicated by the privacy
settings module 215.

[0024] Although FIG. 2 shows various modules in association with the
applications engine 120, fewer or more modules may be provided and still fall
within the scope of various embodiments.

[0025]  FIG. 3 is a screenshot of exemplary privacy settings selections
associated with a profile application. As shown by the exemplary privacy
settings selections in screenshot 300, for each profile application, a member may
select various privacy settings selections. According to one exemplary
embodiment, each of the privacy settings selections for a profile application may
allow a particular member to determine which of the other members and/or
groups of members (e.g. networks) may view and/or access data about the
profile application via a profile associated with the particular member. For
example, as shown in screenshot 300, the member has selected “Microsoft” and
“Silicon Valley, CA” networks as the networks that may view and/or access the
“Chumby” application installed on the member’s profile. Thus, the “Microsoft”
and “Silicon Valley, CA” networks and “all my friends” may see data associated

with the “Chumby” application. Likewise, the exemplary privacy settings
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selections in screenshot 300 show for a book review application installed by a
member, the member has determined that “all my networks and all my friends”
may access and/or view data displayed about the book review application.

[0026]  According to various exemplary embodiments, when “some of
my” is selected from a drop down menu for a particular application, a further list
may allow a member to select further privacy settings selections for which
networks, friends, and so forth may view data related to the particular
application. Additionally, screenshot 300 shows that the member has selected
“only my friends” view data about the “U.S. Politics” application. Thus, if the
“U.S. Politics” application indicates the member’s party affiliation, only the
member’s “friends” grouping may view the member’s party affiliation and any
other data indicated by the application on the member’s profile.

[0027]  Screenshot 300 also shows a list of external applications. In one
embodiment, a “logged in” status indicates to a member which applications the
member is presently logged into. An option to remove each of the external
applications is also provided. The external applications may represent
applications installed outside of a member’s profile wherein with the member
may have assented to the terms of service associated with the external
applications, such as the sharing or use of the member’s data from within the
social network. In order to revoke permissions to access the member’s data, the
member may need to remove the particular external application. It may also be
possible to install the same external application as a profile application, where
the member may control the data other members may see about the application
on the member’s profile.

[0028]  According to a further embodiment, a scaled representation of
privacy settings selections for an application may be displayed. As shown in

screenshot 300, a “U.S. Politics” application is accompanied by a relatively short

10
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line representation (shown to the right of the text descriptions of the privacy
settings selections in screenshot 300) when compared to the line representationl
for the “My Space” application because fewer members are selected to access
data related to the “U.S. Politics” application in the member’s profile. Although
line representations are shown in screenshot 300, any: scaled representation may
be provided according to some embodiments, such as a shaded bubble.

[0029]  FIG. 4 is a screenshot of exemplary permissions associated with
external applications. The exemplary permissions shown in screenshot 400 are
also shown on the bottom half of screenshot 300 (FIG. 3) showing exemplary
privacy settings selections. According to various embodiments, access to data
about members associated with a social network may be granted via terms of
service with a third party (external) application that a member may install from
outside of the social network. The external application may utilize some or all of
the member’s data. Further, the external application may be located on or
associated with a website located out of the social network. The member may
discontinue a session with the external application by logging out, as indicated
by the “click here to log out” selection as shown in screenshot 400.

[0030] FIG. 5is a screenshot of exemplary privacy settings selections
for other applications. In various embodiments, the exemplary privacy settings
selections for other applications as shown in screenshot 500 may determine what
data other applications may access about a member when those applications are
installed and/or operated by the member’s “friends”. In other words, if a second
member belongs to the “friends” grouping of a first member, applications
installed by the second member may access data, such as profile data, about the
first member unless the first member makes privacy settings selections indicating
that no data should be shared with the applications installed by the second

member. Such privacy settings selections may be made by the first member

11
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unchecking all of the items shown in screenshot 500 or by any other method.
The first member may specify which data associated with their profile may be
shared by checking specific boxes. Although various boxes representing profile
data are shown in screenshot 500, such as “groups you belong to”, fewer or more
boxes may be provided to represent more or less profile data associated with
each member and still fall within the scope of the various embodiments
contemplated herein.

[0031] As shown in screenshot 500, according to one embodiment, the
member may “check all” of the boxes, “uncheck all” of the boxes, or “restore
defaults” by making a selection at the bottom of screenshot 500 and then
selecting “save” or “cancel” to confirm or deny the selections. By checking one
or more of the boxes representing profile data associated with the member, the
member consents to sharing the member’s names, networks, and list of friends
with the profile applications discussed herein.

[0032]  Further, as shown in FIGS. 3 through 5, the privacy settings
selections for profile or platform applications, the external applications, and/or
the other applications may be accessed by selecting one or more tabs associated
with each of the application categories.

[0033]  FIG. 6 is a screenshot of an exemplary privacy overview. In
various exemplary embodiments, the exemplary privacy overview shown in
screenshot 600 provides a summary of settings that may be edited for various
categories associated with each member, such as “Profile”, “Search”, “Photos”,
and “Facebook Platform.” For example, the “Facebook Platform” category may
be accessed to select the privacy settings selections for the applications discussed
herein, such as to determine what information other members may access and/or

view about applications installed on a particular member’s profile.

12
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[0034]  Asshown in screenshot 600, options to block certain other
members and/or to limit access to a member’s profile may be accessed via the
privacy overview screen, in some embodiments. An “edit settings” option is
provided on the privacy overview screen for accessing the category with which
privacy settings may be edited, such as the “Facebook Platform” from which
applications may be installed.

[0035]  FIG. 7 is a flow chart of an exemplary process 700 for providing

privacy settings selections for applications associated with a member profile.

[0036]  Atstep 710, a request from a member to install an application in
association with a member profile is received. According to one exemplary
embodiment, a social network engine such as the exemplary social network
engine 115 (FIG. 1) may receive a request from a member such as member 105A
(FIG. 1) to install an application (or to access to an application). The request may

represent a request for a profile application or a platform application.

[0037] At step 720, an application or access to an application may be
installed in response to the received request. As discussed herein, installing a
profile application generates a box or other display on the requesting member’s
profile. For example, installing a stock market application may generate a stock
market display box on the member’s profile page. Alternatively, if the member
installs the stock market application directly from the stock market application
provider, rather than via the social network engine 115, a display box with the
stock market application data may not be displayed on the member’s profile. For
example, the member may access an external application by installing the
external application on a computing device associated with the member and
assenting to terms of service from the social network so that the social network

may share certain member data with the external application.

13
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[0038] At step 730, a privacy settings selection to control access to data
associated with the installed application may be provided. For example, the
privacy settings selections for the stock market application may be provided to
the member who installed the application in order for the member to determine
which of the member’s networks may access and/or view related data from the
member’s profile page, such as suggested stock purchases provided to the

member by the stock market application.

[0039] At step 740, one or more privacy settings selections are received
from a member. In one exemplary embodiment, a member submits a privacy
settings selection for a particular application. Screenshot 300 (FIG. 3) shows the
various exemplary privacy settings selections that may be received for various -
applications, such as the “Chumby” and “University Ave. Restaurants”
applications. Any number of privacy settings selections for any number of

applications may be received from a member.

[0040] At step 750, data associated with the installed application may
be displayed based on the received privacy settings selection. For example, the
data related to the stock market application may be displayed to all of a
member’s friends based on the member making the privacy settings selection of

“all my friends” for the stock market application.

[0041]  While various embodiments have been described above, it
should be understood that they have been presented by way of example only,
and not limitation. For example, any of the elements associated with the
applications engine 120 (FIG. 1) may employ any of the desired functionality set
forth herein. Thus, the breadth and scope of a preferred embodiment should not
be limited by any of the above-described exemplary embodiments. Further, as

these embodiments are described with reference to illustrations, various

14
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modifications or adaptations of the methods and/or specific structures described
may become apparent to those skilled in the art. The herein-described
components and functions can be comprised of instructions that are stored on a
computer-readable storage medium. The instructions can be retrieved and
executed by a processor. Some examples of instructions are software, program
code, and firmware. Some examples of storage medium are memory devices,
tape, disks, integrated circuits, and servers. The instructions are operational
when executed by the processor to direct the processor to operate in accord with
the invention. Those skilled in the art are familiar with instructions, processor(s),

and storage medium.
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Claims
1. A method comprising:

maintaining a user profile for a user of a social networking system, the user profile
including profile information about the user and information about one or more connections
of the user in the social networking system;

maintaining privacy settings for controlling access by a third party application to the
information about the user and the information about connections of the user, wherein the
third party application is maintained by an entity distinct from the social networking system
and wherein the third party application is configured to personalize content for the user
based on the information about connection of the user,

receiving from the third party application a request for information about the user and
information about connections of the user, wherein the request is responsive to user of the
third party application by a second user who is connected to the user in the social networking
system; and

providing the requested information about the user and the requested information
about connections of the user from a computer of the social networking system to a third
party application subject to the privacy settings.

2. The method of claim 1, wherein the third party application is available via a product
directory.
3. The method of claim 1, wherein the information about the user is displayed by the

third party application to the second user based on the privacy settings.

4. The method of claim 1, the method further comprising providing for display a
summary of privacy settings.

5. A system comprising:

a profile module configured to maintain a user profile for a user of a social
networking system, the user profile including profile information about the user and
information about one or more connection of the user in the social networking system;

a privacy settings module configured for controlling access by a third party

application to the information about the user and the information about connections of the
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user, wherein the third party application is maintained by an entity distinct from the social
networking system;

a communications interface configured to receive from the third party application
a request for information about the user and information about connections of the user,
wherein the request is responsive to use of the third party application by a second user
who is connected to the user in the social networking system, and wherein the third
party application is configured to personalize content for the user based on the
information about the user and information about the connections of the user; and

the communications interface further configured to provide the requested information
about the user and the request information about connections of the user from a computer of
the social networking system to the third party application subject to the privacy settings.

6. The system of claim 5, wherein the third party application is available via a product
directory.
7. The system of claim 5, wherein the information about the user is displayed by the third

party application to the second user based on the privacy settings.

8. The system of claim 5, the system further comprising a privacy summary module

configured to provide for display a summary of privacy settings.

9. A non-transitory computer readable medium storing one or more programs the
one or more programs, comprising instructions which when executed by a processor,
cause the processor to perform a method comprising:

maintaining a user profile for a user of a social networking system. the user
profile including profile information about the user and information about connections of
the user in the social networking;

maintaining privacy settings for controlling access by a third party application to
information about the user and the information about connections of the user, wherein
the third party application is maintained by an entity distinct from the social networking
system,;

receiving from the third party application a request for information about the

user and the information about connections of the user, wherein the request is
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responsive to use of the third part application by a second user who is connected to
the user in the social networking system, and wherein the third party application is
configured to personalize content for the user based on the information about the user
and the information about connections of the user;
and

providing the requested information about the user and the requested
information about connections of the user from a computer of the social networking

system to the third party application subject to the privacy settings.

10. The computer readable medium of claim 9, wherein the third party application is
available via a product directory.

11. The computer readable medium of claim 9, wherein the information about the user is

displayed by the third party application to the second user based on the privacy settings.

12. The computer readable medium of claim 9, the method further comprising
providing for display a summary of privacy settings.

13.  The computer readable medium of claim 9, wherein the privacy settings allow
information about the user associated with the third party application to be accessed by a

school network of the user.

14. The computer readable medium of claim S, wherein the privacy settings allow
information about the user associated with the third party application to be accessed by a
workplace network of the user.

15. The computer readable medium of claim 9 wherein the privacy settings allows
information about the user associated with the third party application to be accessed by a

geographic network of the user.

16. A method comprising:
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maintaining a user profile of a user of a social networking system, the user profile
including information about the user and information about one or more connections of the
user;

maintaining privacy settings or controlling access by a third party application to the
information about the user, wherein the third party application is maintained by an entity
distinct from the social networking system;

receiving from the third part application a request for information about the user and
information about connections of the user, wherein the third party application is configured
to share the requested information about the user with one or more other users who are
connected to the user in the social networking system; and

providing the requested information about the user and the requested information
about connections of the user from a computer of the social networking system to the third
party application subject to the privacy settings.

17. A method comprising:
maintaining a user profile of a user of a social networking system, the user

profile including information about the user and information about one or more connections
of the user,;

maintaining~ privacy settings for controlling sharing of the information about the
user and the information about connections of the user by a third party application, wherein
the third party application is maintained by an entity distinct from the social networking
system;

receiving from the third party application a request for information about the user
and information about connections of the user;

providing the requested information about the user and the requested information
about connections of the user from a computer of the social networking system to the third
party application subject to the privacy settings; and

wherein the third party application is configured to apply the privacy settings to
determine whether to share the requested information about the user and the requested
information about connections of the user with a second user who is connected to the user

in the social networking system.
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18. The method of claim 1, wherein the information about the friends of the user
includes a list of friends connected to the user.

19. A method being substantially as hereinbefore described with reference to any one
of the embodiments as that embodiment is shown in the accompanying drawings.

20. A system being substantially as hereinbefore described with reference to any one of
the embodiments as that embodiment is shown in the accompanying drawings.

Dated 9 October 2012
Facebook, Inc.
Patent Attorneys for the Applicant/Nominated Person
SPRUSON & FERGUSON
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@ Photos

{0 Notes

8 Croups

3] Events

&) Posted ftems

Clad you joined?
Tell your friends.

USGf—tO-USBl’ p”vacy Chumby: " Some of my networks and all my mends :]

applications

]

!

Profile edit

——— T
o s, ITSE a0

Friends:v Networks:v Inbox home account privacy logout

Privacy Settings for My Applications

This page contains privacy controls for Facebook Platform applications that you have used. You can control the
visibility of Facebook Platform applications installed to your profile. You can remove applications that you no
longer use from your External Applications list.

Back to Privacy Overview without saving changes.

My Profile Applications

You have installed the following Facebook Platform applications to your profile. Only people vwho can sce your
profile can see these applications. You can further restrict them below by making them visible to only your
friends or only you. You can also use the Applications Management Console to uninstall any of these
applications.

Broadcasts: .rSome of my networks and all my friends _in —

F Facebook

~ Harvard

F Microsoft

2 Silicon Valley. CA

Rhythm: ; All my networks and all my friends

Big Picture: 'l All my networks and all my friends

Slappy: | All my networks and all my friends

i

options for installed I faceboos
. (3 Harvard
F Microsoft

External app
(not installed

!ications US Politics: | C

F Silicon Valley, CA

Score: | All my networks and all my friends

My Space: ! All my networks and all my friend:

L.

University Ave Restaurants: f All my networks and afl my friends

]

Book Reviews: | Al my networks and all my friends

My External Applications

You have used the following applications and have granted them access to all your information that is available
from the Facebook Platform according to the restricted Terms of Service. If you want to revoke permissions to
any of these applications, simply click ‘remove’ next to their names.

Facebook Toolbar for Firefox remove 8 togged in. Qici here w log out.

MoochSpot remove

Map Your fFriends remove
lickuacious remove

Poke Wall remove

Facebook Coogle Cadget remove 8 Logged in. Clici. here to log out.
athousand words (beta) remove
One Llama semove

Education and Work remove

Courses remove

FIG. 3
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Profile edit Friends v Networks:v Inbox home account privaty logout

Privacy Overview

Facebook wants you to share your information with exactly the people you want to see it. On this page,
you'll find all the controls you need to set who can see your profile and the stuff in it, who can find and

@) Photos contact you on Facebook. and more. :
i
] Notes 4 }
48 Croups Profile
You are in four netwerks and you can coriral viho can see your fdit Settings  ————¢
@ Events profie, contact informatien, groups, wall, chotos, posted items,
@ Posted ltems aaling states, and staius vpdates.
T Search !
Clad you “_"““7 You can control who can ing you 1 searches and whatappears i EdiLSeUtings s
Teil your friends. your sear¢h listing.
Photos |
YOU €an Control o can see your plctos in each ot your seven Edit Settings = !
athums, '
(l, mycokerevends &xon News Feed and Mini-Feed

You ¢an control what actians show up inyour Kini-Feed and ycA fdit Seuings g
ccess pdint to

{riends’ News Feeds. eSS p
Poke, Message. and Friend Request ' /. Yg}l atfg.{m. an_agy_‘

You can select which parts of your profile sre visibie 1o g nings
Uf cap contazt through a poke, message, of friend requast.
Notes

|S The Key You €an cortrol wie a0 see your acias.
To Your Facebook Platform

Tfeasure You an corirol what information is available to applicanzns buit Edit Settingg ——
ising the Fscebeak Patferm,

Edit Sentings s

Block People Limited Profile

If you block someone, they will not be able to If you want to hide some of the information in
search for you, see your profile, or contact you your profile from specific people, add them to
on Facebook. Any ties you currently have with 3 your limited profile list below.

person you block will be broken (friendship Edit Settings

connections, relationships, etc).

T e e~ EA

Person::
i
Block List Limited Profile List |
i
You have noi blocked sryone. Darren Yin (remove) :
Freddy Chang (remove) !
Kingsley Z. Crabb (remove)
Larry Tam (remove)
! Mikhail Kazantsev (rzmove)
! Seanan Fong (remove)
GET FREE REWARDS
1 .
070010y :
Facebook D 2007 about developers jobs advertisers terms privacy help

$00 MyColiRpatrds com
for Datals

FIG. 6
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START

Y

RECEIVE A REQUEST TO INSTALL AN
APPLICATION

—~_ 710

Y

INSTALL AN APPLICATION OR ACCESS TO AN
APPLICATION BASED ON THE RECEIVED REQUEST

TN\~ 720

\

PROVIDE A PRIVACY SETTINGS SELECTION

~_ 730

Y

RECEIVE A PRIVACY SETTINGS SELECTION

Y

DISPLAY DATA ASSOCIATED WITH THE
INSTALLED APPLICATION BASED ON THE
RECEIVED PRIVACY SETTINGS SELECTION

~_ 750

END
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