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ABSTRACT OF THE: DISCLOSURE

Generally the more effective is the copy protection provided on an
optical disc, such as a DVD, the greater is the likelihood that the copy
protection will adversely interfere with legitimate uses of the optical disc. It is
therefore proposed to include at least one region of subversive data within the
content in the data area of an optical disc, and then to prevent access to each
such region of subversive data during normal playback of the disc. For a DVD,
the subversive data may be incorporated within video objects and/or may be in
gaps between files in the DVD Video zone. It is arranged that there are no
navigable paths to the regions of subversive data.
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IMPROVEMENTS IN OR RELATING TO
THE COPY PROTECTION OF OPTICAL DISCS

The present invention relates to a method of copy protecting an optical
disc carrying content and control data and to such a copy protected optical
disc. The invention also relates to a volume of content for application to a data
carrying disc.

There are many techniques for copy protecting optical discs. For
example, WO 00/74053 proposes copy protecting audio data on a digital audio
compact disc (CD-DA) by rendering control data encoded onto the disc
iIncorrect and/or inaccurate. The incorrect data encoded onto the CD is either
Inaccessible to, or not generally used by, a CD-DA player. Therefore a
legitimate audio CD can be played normally on a compact disc music player,
but the incorrect data renders the protected audio data on the CD unplayable
by a CD-ROM drive.

As this earlier copy protection method prevents the user from using a
CD-ROM drive legitimately simply to play the music or other audio on a CD-DA,
alternative methods of copy protection have been proposed which, whilst
preventing the production of usable copy discs, do not prevent or degrade the
playing of legitimate optical discs on all players having the functionality to play

such optical discs. Examples of such copy protection methods are described in
WO 01/61695 and in WO 01/61696.

These further methods remove, corrupt, or otherwise render inaccurate
control data associated with the informaticn on the disc.

It has been found that there are many ways to deliberately subvert the
content and/or the control data carried on an optical disc such that the disc
cannot be reliably read or copied. However, there is a risk that the more
effective the copy protection, the greater is the likelihood that the copy
protection will adversely interfere with legitimate uses of the copy protected
optical disc.

The present invention seeks to provide a copy protection method in
which this risk of interference with a legitimate use is reduced.
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According to a first aspect of the present invention there is provided a
copy protected optical disc carrying content and control data in a data area, the
content being arranged in one or more content files, and the control data
providing access to the content, wherein at least one region which contains
unreadable or subversive data is provided within the data area, and wherein
access to the or each region of unreadable or subversive data Is prevented
during normal playback of the content on the disc.

With embodiments of a copy protected optical disc of the present
invention, the unreadable or subversive data which is provided on the disc does
not interfere with any legitimate usage of the disc because during normal
playback the unreadable or subversive dafa is not accessed. This means,
therefore, that unreadable or subversive data which is particularly effective can
be incorporated onto the disc to provide maximum copy protection.

When the data on an optical disc is to be copied, the data is generally
accessed on a sector by sector or file by file basis. It will be appreciated that
the unreadable or subversive data will then either prevent or significantly slow
the copying process, or will invoke error correction or data recovery techniques
which will render the subsequent copy disc unplayable.

It will be appreciated that the content files may comprise any structures
in the data area containing content. Similarly, the control data comprises any
data providing a control function.

The unreadable or subversive data may be within the content and/or the
control data on the optical disc and may be any type of data which will
generally be unreadable or otherwise subvert playing or reading of the optical
disc.

In an embodiment, at least one region of unreadable or subversive data
is formed within the content files, that is, either within an individual content file
or between content files.

For example, at least one region of unreadable or subversive data is
formed as a gap between content files.

v
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In an embodiment, particularly app! cable to DVD-video, the content files
are video object files and are composed of video objects (VOBs) which are
divided into cells, and the cells can be accassed by respective pointers in a
program chain.

At least one region of unreadable or subversive data may be formed as
an additional cell within a video object, as an unstructured region within a video
object, or between video objects, or in an existing cell within a video object. At
least one region of unreadable or subversive data may be formed in a video
object which is interleaved with existing content.

In one embodiment, there are no pointers accessing the at least one
region of unreadable or subversive data. Thus, if a movie on a DVD is played,
that region of unreadable or subversive data is not accessed because there are
no pointers to the region. Thus, the unreadable or subversive data cannot
interfere with the playing of the movie.

In an alternative embodiment, there are pointers accessing the at least
one region of unreadable or subversive data but program chains defined by
said control data are altered such that the unreadable or subversive data is not
accessed during normal playback of the content on the disc. Although there
are, in this case, pointers to said at least one region, the unreadable or
subversive data still does not interfere with the playing of a movie as it is not
accessed.

In a preferred embodiment, as indicated above, video objects containing
cells are interleaved to form an interleaved block. The or each region of
unreadable or subversive data is formed within an unplayed interleaved unit.
This embodiment makes use of a familiar interleaving technique which provides
distinct navigable paths on a DVD.

It will be appreciated that selected embodiments as defined above may
be used alone to provide a copy protected disc or a combination of
embodiments may be utilised on a single copy protected disc.

By way of example, where one or more regions of unreadable or
subversive data are formed in existing cells within video objects, it may be
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convenient to alter control data to ensure that the unreadable or subversive
data Is not accessed during playback even though pointers accessing said
existing cells do exist. In addition, one or more further regions of unreadable or
subversive data may be formed within video objects, in one or more
unstructured regions and/or within one or more additional cells. It may be
convenient to arrange that there are no pointers accessing any of these further
regions of unreadable or subversive data.

Additionally and or alternatively, at least one region of unreadable or
subversive data is formed as a gap betwe=n content files. In this embodiment,
the control data does not provide navigable paths to the or each gap between
content files.

The gap or gaps between content files may be existing gaps, for
example, provided between files within a DVD-Video zone. Additionally and/or
alternatively, gaps may be created between contiguous files for the receipt of
unreadable or subversive data.

Preferably, the or each region of urreadable or subversive data contains
both buffering data and subversive data. This is to ensure that a device will not
encounter the subversive data during norrmal play of the optical disc.

For example, the or each region may contain buffering data followed by
subversive data, and/or the or each regiori may contain buffering data following
the subversive data.

In an embodiment, the buffering data comprises non-subversive data
such as sectors of zeros.

For example, the unreadable or subversive data may include or
comprise data patterns chosen to cause DSV problems. Examples of DSV
patterns, and their uses, are described, for example, in earlier application No.
WO 02/11136.

In an embodiment, the data patterns are chosen to ensure that the DSV
has a significant absolute value.

'
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Additionally and/or alternatively, the data patterns are chosen to produce
a DSV which has a rapid rate of change.

Additionally and/or alternatively, the unreadable or subversive data has
incorrect control data associated therewith. For example, the incorrect control
data associated with the unreadable or subversive data may comprise incorrect
error correcting codes.

Additionally and/or alternatively, the unreadable or subversive data
includes or has mistimed waveform transitions.

In an embodiment, the unreadable or subversive data may additionally
and/or alternatively include or comprise bits or sectors which have been
mechanically or physically damaged.

The unreadable or subversive data may additionally and/or alternatively
include or comprise information bits or sectors of information bits whose
information content has been rendered incorrect.

The present invention also extends to a method of copy protecting an
optical disc carrying content and control data in a data area, wherein the
content is arranged in one or more content files, and the control data provides
access to the content, the method comprising the steps of:

providing at least one region within the data area containing unreadable
or other subversive data, and

arranging that the or each region of unreadable or subversive data is not
accessed during normal playback of the content on the disc.

In an embodiment, at least one region of unreadable or subversive data
is formed within an individual content file. Additionally and/or alternatively, at
least one such region is formed between content files, for example, is formed
as a gap between two adjacent content files.

In an embodiment, particularly applicable to DVD-video, the content files
are video object files which are composed of video objects (VOBs) which are
divided into cells, and wherein the cells can be accessed by respective pointers
in a program chain.
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In an embodiment, the method further comprises forming at ieast one
region of unreadable or subversive data as an additional cell within a video

object.

5 Additionally and/or alternatively, the method further comprises forming at
least one region of unreadable or subversive data as an unstructured region

within a video object or between video objects.

Additionally and or alternatively, the method further comprises forming at
10 least one region of unreadable or subversive data in an existing cell within a

video object.

In another embodiment, the method further comprises forming each
region of unreadable or subversive data within a video object which Is

15 Interleaved with existing content.

The method may further comprise arranging that there are no pointers
accessing at least one region of unreadable or subversive data.

20 Additionally and/or alternatively, where there are pointers accessing at
least one region of unreadable or subversive data, the method may comprise
altering program chains defined by said control data such that the unreadable
or subversive data is not accessed during normal playback of the content on

the disc.

25
In an embodiment, which may be used alone or combined with the

embodiments defined above, the method further comprises forming at least one

region of unreadable or subversive data as a gap between content files. For

example, the method may further comprise arranging that the control data does
30 not provide navigable paths to the or each gap between content files.

The gaps between the content files may be existing or may be created to
receive the unreadable or subversive data.

35 Preferably, both buffering data and the subversive data are provided
within the or each said region.

o
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In an embodiment, the method further comprises forming the subversive
data in the or each said region so that it is surrounded by buffering data.

The method or methods of providing the unreadable or subversive data
may be chosen as required. For example, the method may comprise including
data patterns, which are chosen to cause DSV problems, into a region of the
content files.

For example, the data patterns may be chosen to ensure that the DSV
has a significant absolute value and/or to produce a DSV which has a rapid
rate of change.

Additionally and/or alternatively, the method may comprise rendering
control data in a region of a content file incorrect to provide the unreadable or
subversive data.

For example, the incorrect data resulting in the unreadable or subversive
data may comprise incorrect error correcting codes.

A method of the invention may additionally and/or aiternatively comprise
including mistimed waveform transitions into data in a region of a content file to
render that data unreadable or subversive.

Additionally and/or alternatively, the method may further comprise

mechanically or physically damaging bits or sectors within a region of a content
file.

Additionally and/or alternatively, the method may further comprise
including information bits or sectors of information bits, whose information
content has been rendered incorrect, in a region of a content file.

According to a further aspect of the present invention there is provided a
volume of content for application to a data carrying disc, the content being
arranged within one or more content files, and the content being accessible by
control data defining navigable paths, wherein the content files have been
altered to include at least one region containing unreadable or subversive data,

- and control data defining the navigable paths has been adjusted such that
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access to the or each region of unreadable or subversive data will be prevented
during normal playback of a disc.

A volume content of an embodiment of the invention may be encoded
and applied, for example, to a DVD to provide copy protection for the content.

In an embodiment, the or each said region contains both buffering data
and subversive data. The buffering data rnay be used to ensure that a player
does not inadveriently encounter the subversive data when navigating an
optical disc on which the volume of content has been encoded.

In an embodiment, the or each said region contains buffering data
followed by subversive data and/or buffering data following the subversive data.

Preferably, the buffering data comprises sectors of zeros.

In embodiments, at least one region of unreadable or subversive data is
formed within an individual content file, between content files, and/or as a gap
between two adjacent content files.

In an embodiment, at least one reg:on of unreadable or subversive data
Is formed as an unstructured region within a video object or between video
objects.

In another embodiment, at least on= region of unreadable or subversive
data is formed as an additional cell within a video object.

Additionally and/or alternatively, at least one region of unreadable or
subversive data is formed in an existing cell within a video object.

At least one region of unreadable or subversive data may be formed in a
video object which is interleaved with existing content.

Preferably, the program chains do not include pointers accessing at
least one region of unreadable or subversive data.

Where the program chains do include pointers accessing at least one
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region of unreadable or subversive data, the control data defining the program
chains is altered such that the unreadable or subversive data is not accessed
during normal playback of the content on the disc.

Additionally and/or alternatively, at least one region of unreadable or
subversive data is formed as a gap between content files. In this case, the
control data does not provide navigable paths to the or each gap between
content files.

The or each gap between content files may be pre-existing or may have
been created to receive the unreadable or subversive data.

In an embodiment, the unreadable or subversive data includes or
comprises data patterns chosen to cause DSV problems. For example, the
data patterns may have been chosen to ensure that the DSV has a significant
absolute value. Additionally and/or alternatively, the data patterns may have
been chosen to produce a DSV which has rapid rate of change.

In an additional and/or alternative embodiment, the unreadable or
subversive data may have incorrect contrcl data associated therewith.

For example, the incorrect control data associated with the unreadable
or subversive data may comprise incorrect error correcting codes.

Additionally and/or alternatively, the unreadable or subversive data may
Include mistimed waveform transitions.

In an alternative and/or additional embodiment, the unreadable or
subversive data includes or comprises bits or sectors which have been
mechanically or physically damaged.

Additionally and/or alternatively, the unreadable or subversive data
includes or comprises information bits or sectors of information bits whose
information content has been rendered incorrect.

Embodiments of the present invention will hereinafter be described, by
way of example, with reference to the accompanying drawings, in which:
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Figure 1 shows schematically the writing of data to a DVD disc;

Figure 2 shows a physical sector formed during formatting of the data to
be written to a DVD disc;

Figure 3 shows an enlarged part of the surface of a DVD;

Figure 4 shows the structure of data on a DVD;

Figure 5 shows the structure of a video title set (VTS) in a DVD;

Figure 6 shows a view similar to that of Figure 5 but illustrating copy
protection by the provision of an unstructured region in a video object;

Figure 6a is a view similar to that of Figure 6 except that the addition to
the video object is an additional cell;

Figure 6b is a view similar to that of Figure 6 but shows the provision of
gaps between files in a DVD-Video zone;

Figure 7 shows the tables within a video manager information file
(VMGH);

Figure 8 shows the tables within a video title set information file (VTSI);

Figures 9a and 9b illustrate the provision of two different playback paths
using interleaving of video objects;

Figure 10 shows the structure of a video title set (VTS) where
Interleaving is used in a technique as illustrated in Figures 9a and 9b;

Figure 11 shows a video title set for content arranged along a single
sequential navigable path:;

Figure 12 shows the provision of subversive data to a structure as
shown in Figure 11;

Figure 13 illustrates the creation of an interleaved block; and

Figure 14 shows the provision of interleaved subversive data in a

pre-existing interleaved block.

The present invention is applicable to optical discs in general, but is
described herein with reference to DVD formats.

The process for formatting the user data to be applied to a DVD is in
accordance with agreed conventions and is well understood. However, for
clarity, the manner in which the data is formatted according to the DVD
standards will now be briefly described. This process is applicable to all
formats of DVD.
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Figure 1 shows the steps which are taken in formatting user data to be
applied to a DVD. This user data is the information which Is to be written to,
and accessed from the disc and may comprise text, graphics, video, audio,
programs and other content, and control data. As is indicated in Figure 1, the
user data is organised into biocks 10 which each contain 2,048 bytes. The first
step in the formatting is to incorporate each block 10 of user data into a
corresponding data frame 12 which has 2,064 bytes. The additional bytes
iIncorporate identification and error correction codes.

As Is further shown in Figure 1, the data frame 12 is then scrambled to
form a scrambled frame 22. This scrambling is to remove repeated sequences
of data. The scrambling may be performed by XORing sixteen consecutive
data frames with a first table and then XORing the next sixteen consecutive
data frames with a second table and so on. The scrambled frame 22,
therefore, includes 16 x 16 data frames 12.

Next an ECC block 24 is formed by error correction encoding in which
sixteen consecutive scrambled frames 22 are arranged into an array having
192 rows each containing 172 bytes. To each of the 172 columns, sixteen
bytes of “outer parity” are added and to each of the resuiting 208 rows ten
bytes of “inner parity” are added. These parity bytes are error correction codes
related to the data in the rows and columns by known and understood error
correction techniques.

The ECC block 24 is then input to interleaving means to create sixteen
recording frames 26. These recording frares 26 are created by interleaving
rows from the ECC block 24. Thus, the 37,856 bytes contained in the ECC
block 24 are rearranged into sixteen recording frames Rg, R4, ..Ryseach of
which has 2,336 bytes. Since each recording frame R has 182 columns there
are sixteen recording frames each consisting of 13 rows.

The recording frames 26 are then subjected to EFM Plus encoding
whereby a sequence of bits, that is, a series of 0s and 1s, Is produced.
Thereafter the data is arranged into sixteen physical sectors 28. One physical
sector 28 is shown in Figure 2. As can be seen, the EFM Plus encoded data
from each recording frame is split down the middle and four byte sync codes
So, and S are inserted in front of each half row. Thereafter, the resulting
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sequence of bits 30 is applied to a disc 32.

EFM Plus encoding processes the data with 8 to 16 modulation, that is
each eight bit byte is translated into a sixteen bit byte. This is done by
selecting each sixteen bit code from a set of four tables. The encoding is
arranged to maintain a low level of DSV (Digital Sum Value).

The bit stream 30 is written to the disc 32 by an appropriate mastering
means to form pits and lands. In this respect, in a DVD writer the mastering
means will generally be a laser beam recorder. Laser beam recorders are also
used in mastering houses, but alternative mastering techniques are available

and may be utilised.

Figure 3 shows an enlarged part of a DVD showing the pits 6 thereon.

As is well known, these pits extend along a spiral track on the surface of the
disc 32 and are separated by lands.

The data on the DVD is arranged aiong the spiral track. As shown In
Figure 4, this data is structured to have a l.ead-in 40, a data area 42 and a
Lead-out 44,

The structure of the data on the DVD is the subject of standards, and Is

well known to those skilled in the art. Accordingly, only parts of the data

structure of a DVD-Video which are relevant to the present invention are
described and illustrated herein. As is further indicated in Figure 4, the data
area 42 includes a volume descriptor 46 which identifies the structure and
contents of the data in the data area 42. This volume descriptor 46 is followed
by a DVD-Video zone 43 and possibly by other DVD zones 45. The
DVD-Video zone 43 comprises structures such as a Video Manager (VMG) and
a number of video title sets (VTSs). Information files (IFO) 48 are provided in
the Video Manager (VMG) and in each of the video title sets (VTSs) and
provide the syntax by which navigation to video objects (VOBs) 50 is achieved.

As is well known, each video object 50 contains MPEG streams, such as video,

audio, and other content streams. The otrer content streams may comprise

text and graphics, for example. A video object 50 also includes control data for
controlling the presentation of its content together with control data enabling the
data within the video object to be searched. The video objects 50 compose a
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set of video objects for the titles (VTSTT_VOBS) in video title set VTS#1. The

VISTT _VOBS is divided into video object files 51 whose size does not exceed
1GB.

Figure 5 shows the structure of a video title set (VTS) and illustrates
how, in a DVD, a movie, for example, stored in a single video object 50, can be
accessed and navigated and thereby played.

In Figure 3, not all of the connections and pointers between files in the
DVD-Video structure have been illustrated. Instead, Figure 5 illustrates how a
single video object 50 is addressed.

In the structure illustrated in Figure 5 there is a video title set (VTS) 52
containing a collection of titles 54. Each title 54 includes one or more program
chains 56. In Figure 5, the title 54 “TITLE yy” addresses the chosen video
object 50 and does so by way of program chain x. Each program chain 56
includes a number of individual programs as 58 which are typically arranged to
be played in sequence. Each of the programs 58 has one or more pointers as
60, and each pointer 60 addresses a particular part of the corresponding video
object.

As is illustrated in Figure 5, each video object 50 is divided into a
number of individual cells 70. Typically, each of the programs 58 points, by
way of its pointer 60, to an individual one of the cells 70 of the video object 50.
However it i1s possible as also indicated in Figure 5 for a single program 58, as
program 1, to have more pointers 60, for example, two pointers which address
two cells 70, as cells 1/1 and 1/2. The arrangement is generally that, as the
programs 58 are played in sequence by way of the relevant program chain 56,
the cells 70 within the video object 50 are similarly accessed in order.

Figure 6 shows an arrangement similar to that of Figure 5 except that
the DVD illustrated in Figure 6 has been copy protected by an embodiment of
the present invention. It will be seen, by a comparison of Figures 5 and 6, that
an unstructured region 72 has been interposed between two cells 70 of the
video object 50. As is also shown in Figure 6, subversive data indicated at 74
has been incorporated within the unstructured region 72. There is a buffer area
76 on either side of the subversive data 74 within the unstructured region.
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The subversive data 74 in the unst-uctured region 72 of the video object
50 may be any data which will stop or suktvert a drive reading or playing the
content of the region 72 on an optical disc, and/or will stop or significantly slow
down the copying of data from the optical disc and/or will prevent usable copies
of data on the disc being made. Examples of subversive data which meet
these requirements include data with incorrect error correcting codes, and
information which has been deliberately altered. The data might be, or include,
data patterns chosen to cause DSV problems, for example, chosen to ensure
that the DSV has a significant absolute value and/or that the DSV has a rapid
rate of change. A description of DSV data patterns and the problems they
cause is given, for example, in WO 02/11136. It is additionally and/or
alternatively possible to provide data which has mistimed waveform transitions.

In the main, it is expected that values of the data, which may be content
and/or control data, will be changed during encoding of the data onto the
optical disc whereby the subversive data is produced. However, it is
additionally and/or alternatively possible to provide subversive data on the
optical disc by mechanically or physically damaging bits or sectors of bits on
the disc.

Examples of data which has been altered, and which can therefore
provide subversive data for use in embodiments of the invention are described,

for example, in WO 00/74053, WO 01/61€95 and WO 01/61696. Any or all of
such subversive data may be used in the oresent invention.

Of course, when provided on an original disc, subversive data could
cause problems for a device seeking to play or otherwise use the optical disc
for legitimate purposes. Accordingly, and as shown in Figure 6, steps may be
taken to ensure that during normal use of the optical disc 10, for example,
during play by a device, the subversive data 74 is never accessed. |n this
respect, and as illustrated in Figure 6, there are no pointers 60 in the main
program chain 56 pointing to the unstructured region 72. It will also be
appreciated from a consideration of Figure 6, that if the program chain 56, for
example, is executed, the device will not navigate to the unstructured region
72. In this way, the subversive data can ke provided on the disc without any
risk that it will subvert normal playing of the disc.



10

15

20

25

30

35

CA 02496137 2005-02-08

_15_

As set out above, there is a buffer area 76 on either side of the
subversive data 74 within the unstructured region 72. In this respect, some
devices do read ahead when playing a disc. Thus, it may be that a device
which has been caused to access the first cell and then the second cell of the
video object file 50 may look ahead to the next cell and, in the arrangement of
Figure 6, would encounter the unstructured region 72. To ensure that there is
no risk that any such look ahead techniques would encounter the subversive
data 74, the areas of buffer data are provided. Generally, the data within the
buffering zones 76 has non-subversive properties and, for example comprises
pluralities of zeros.

Thus, it will be understood from the above that a DVD can be provided
with subversive data as 74 without risk that that subversive data will adversely
affect normal playing of the disc.

When an attempt is made to read data from a copy protected disc as
illustrated in Figure 6, rather than playing the video and audio content on the
disc, many commercially available devices arranged to copy DVDs seek to
extract all of the data on the disc. Copying is generally undertaken on a sector
by sector or on a file by file basis. For example, the device accesses each
sector on the disc in turn to extract the data in that sector. Thus, during a
copying operation, the device will access the unstructured region 72. It is
possible that the subversive data 74 in the unstructured region 72 will cause
the read operation of the disc to fail or to be slowed significantly. Alternatively,
the subversive data may result in the generation of error flags which will mean
that any copy that the device is able to make will generally be unplayable.

Not only is it arranged that there is no navigation to the unstructured
region 72, but no information about the existence or location of the region is
explicitly included in the information file 48.

Alternatively, some information about the unstructured region might be
included in the Video Title Set Information (VTSI) Table 90 which is illustrated
in Figure 8. For example, an extra entry for the region 72 may be incorporated
within the VTS_VOBU_ADMAP table.

As illustrated in Figure 6, subversive data 74 may be included in the
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video object 50 by inserting therein an unstructured region 72 also containing
buffering zones 76. In a development of the invention, and as described below
with reference to Figure 6a, the subversive data may alternatively be contained
In a structured cell which is never accessed. That is, a region of subversive
data may be inserted into existing or additional, but unplayed, cells. Itis
generally preferred that buffering zones are provided around the subversive
data.

Where subversive data is inserted into existing or additional cells, this
will increase the size of the VISTT _VOBS. If the resulting size of the video
object files 51 into which VTSTT_VOBS is divided exceeds the maximum size
allowed, (1GB), the boundaries of the video object files 51 are moved and/or
new video object files 51 may be created.

Figures 7 and 8 show the tables in the Video Manager Information File
(VMGI) 48 and in the Video Title Set Information File (VTSI) 48. These tables
may be aitered to incorporate a region of subversive data as described above.

Figure 7 shows the Video Manager Information (VMGI) table 80 which is
found in the VMG information file 48 of a DVD. This table 80 will be familiar to
anyone skilled in the art and is not further described herein.

In the example to be illustrated by reference to Figures 6, 7 and 8, it is
assumed that an unstructured region 72 of total size x sectors, containing
subversive data 74 and buffer areas 76, is to be inserted in VTS n. Then,
within the Title Search Pointer Table (TT _SRPT), which is within the video
manager |[FO (VIDEO_TS.IFO), the value for the VTS starting sector for all
titles contained in VTS n+1 onwards is increased by x.

Figure 8 shows the Video Title Set Information (VTSI) table 80, which is
contained within a VTS information file 48 The alterations to be made to the
table 90 are set out below.

Within the Video Title Set Information Management Table (VTSI MAT)
provided In the IFO file for VTS n (VTS n 0.IFO) the value for the last sector of
VTS Is increased by x.



10

15

20

2D

30

35

CA 02496137 2005-02-08

-17-

Assuming that the x sectors of subversive and buffer data 74, 76 are to
be inserted immediately before cell a+1 in the VOB 50, and that either cell a, or
cell a+1, or both cells, are not in an interleaved block, then, for each pointer
pointing to cell a+1 onwards, the values for the cell start sector, the cell last
sector and the start sector of last VOBU are increased by x in the Cell Playback
Information Table (C PBIT) within the Video Title Set Program Chain
Information Table (VTS _PGCIT). If any of the cells a+1, a+2 are in an
interleaved block, the value for the end sector of the first interleaved unit (ILVU)
in the VIS PGCIT should also be increasad by x. Interleaving is described
below.

In the Video Title Set Cell Address Table (VTS C ADT), the values for
the cell start sector and the cell end sector for each cell starting from cell a+1
are increased by X.

In addition, in the VTS TMAPT and in the VIS _VOBU_ADMAP tables,
all the sector values that are greater than or equal to the value for the start
sector of cell a+1 are increased by x.

Furthermore, in the Presentation Control Information (PCI) and in the
Data Search Information (DSI) in the Navigation Pack of all the VOBUs in the
VTSTT _VOBS after the insertion, the valuz of the sector numbers are
iIncreased by X.

It will be appreciated that these suggestions for altering the tables 80
and 90 represent a single example as to how an unstructured region of
subversive data 74 might be inserted within a video object file 51 of a DVD.

If, instead of arranging the subversive data within the video object 50 as
an unstructured region inserted between two cells, an additional cell 72 as
llustrated in Figure 6a is inserted, for exarnple, between cell a (cell 1/2 in
Figure 6a) and cell a+1 (cell 1/3 in Figure 6a), further adjustments will need to
be made, as follows.

The additional cell, shown as 72 in ~igure 6a, will be assigned a VOB
and a cell ID, shown as cell 1/3. Thus, the cell IDs for cells a+1 and following
will need to be adjusted and the VOB IDs for cells a+1 onwards may also need
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to be altered. All the tables containing information for the VOB and the cell ID
will require modification. These tables include the Cell Position Table
(C_POSIT) within the VTS _PGCIT table in the VTSI Table 90, and the VTS
Cell Piece Information (VTS_CPI) entries within the VTS C ADT table in the
VTSI Table 90. In addition, modifications may be made to the DS| General
Information (DSI_GI) in the DSI contained in the Navigation Pack of each
VOBU in the VISTT _VOBS. Furthermore;, an extra entry for the additional cell
may be added in the VIS _C_ADT and extra entries for the VOBUs the
additional cell is composed of may be included in VTS VOBU ADMAP.

In the embodiments described above, subversive data is provided in an
unstructured region and/or in an additional cell inserted into a video object 50.
Additionally and/or alternatively, subversive data may be incorporated into one
or more existing cells. Where an existing cell already contains data, the
subversive data may be inserted into the existing cell by overwriting the existing
data with subversive data. As previously, it will have to be ensured that there is
no navigation to the existing cell which incorporates the subversive data during
playback of the content on the disc. Of course, it will also have to be ensured

that any data which has been overwritten is not required during playback of the
content on the disc.

In the embodiments illustrated in Figures 6 and 6a the subversive data is
inserted In the video object 50. It is additionally and/or alternatively possible to
Include the subversive data in other regions of the content files to which there is
normally navigation during playback of the content on the disc. As described
above, and as illustrated in Figure 6b, the DVD-Video zone 43 comprises a
Video Manager (VMG) and a number of video title sets (VTSs) which are

composed of various files. There is navigation to these files, for example, by
way of the information files (IFO) 48 provided.

It is additionally and/or alternatively possible to include the subversive
data in other regions of the data area to which there is no navigation during
playback of the content of the disc. In some syntaxes, gaps 49 are provided

between files and subversive data may be inserted into such gaps 49. It will be
appreciated that no navigation is provided to such gaps 49.

Additionally and/or alternatively gaps 49, as shown in Figure 6b, may be
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inserted between files in the DVD-Video zone 43 and then subversive data may
be Iinserted into the gaps created. Figure 6b illustrates locations at which gaps
49 may be inserted.

Space for the gaps 49 can be allocated by adjusting the values for the
start sector addresses in the VMGI and/or in the relevant VTSI, in the
VIDEO _TS folder prior to the image building process, as such values determine
the location of the files within the DVD-VIDEO zone 43. For example, in order
to create a gap 49 of size x between the VIDEO TS.IFO and VIDEO TS.VOB
files, the value for the start address of the VMGM VOBS in the VMG
management table VMGI_MAT within the VMGI (VIDEO TS.IFO) is increased
by x. In addition, within the Title Search Fointer Table (TT _SRPT) which is
within the VMGI, the value for the VTS starting sector for all titles is increased
by x. Alternatively, gaps may be provided after the image building process.

Figures 9a and 9b illustrate a known technique for allowing two or more
versions of a movie, for example, to be carried by a single DVD in an efficient
manner. The movie is stored in video objects 50 and the material which is
common to both versions of the movie is only present once on the disc to
preserve space. Where the two versions diverge, their content is interleaved
so that the size of the jumps required by the device playing the disc during disc
playback are sufficiently small that seamless playback of the content can occur.

Thus, Figures 9a and 9b illustrate a portion of the playback of two
versions of a single movie where Figure 9a shows playback of a first version,
for example, the theatrical release version, whilst Figure 9b shows playback of
an extended version, for example, the director’'s cut. It will be seen, therefore,
that the cells 1/1, 1/2, 1/3 of a first video object 50 (VOB 1) are common to both
versions but that, in Figure 9a, the theatrical version then plays the cell 2/1
which constitutes a second video object (VOB 2) and then moves to the first
cell 4/1 of a fourth video object (VOB 4). By contrast, and as shown in Figure
9b, the extended version omits the second video object (VOB 2), and thus the
cell 2/1, and plays instead the cells 3/1 and 3/2 in a third video object (VOB 3).

Figure 10 shows the structure of the video title set (VTS) for the
technique illustrated in Figures 9a and 9b and shows an arrangement of the
cells 2/1 and 3/1 and 372 of Figures 9a and 9b on the disc. As is illustrated in
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Figure 10, the second and third video objects, VOB 2 and VOB 3 have each
been sliced into three parts and have been interleaved as indicated at 150 to

form three interleaved units (ILVUS). The effect is to interleave the cell 2/1 with
cell 3/1 and with cell 3/2.

As 1s shown in Figure 10, a prograrn chain block 100 containing two
program chains 56 is provided. The first program chain PGC 1 will play the
theatrical version of the movie as illustrated in Figure 9a, whilst the second
program chain PGC 2 will play the directo~’s cut version illustrated in Figure 9b.

It will be appreciated from a consideration of Figure 10 that when the
program chain PGC 1 is executed, cells 1/1, 1/2, 1/3, 2/1 and 4/1 will be
played. Thus, the pointer, cell 4, of the fourth program PG 4 of the first
program chain PGC 1 accesses the three units (ILVUs) composing cell 2/1 and
effectively jumps over the unwanted interleaved cells 3/1 and 3/2. Similarly,
when the second program chain PGC 2 is executed, cells 1/1, 1/2, 1/3, 3/1, 3/2
and 4/1 are played whereby the director’s cut as shown in Figure 9b is played.

This Interleaving technique can be utilised to provide an alternative
embodiment of the copy protection technique as described above, as is
llustrated in Figures 11 and 12. Thus, and as shown in Figure 11, the cells
with the content which is to be played are provided along a single, sequential,
navigable path. However, an additional cell 3/1 is provided which contains
subversive data, as is illustrated in Figure 12. Specifically, an additional video
object, VOB 3, split into one or more ILVUs 154 is provided, where one or more
ILVUs 154 contain subversive data and are interleaved with existing content
data.

The arrangement of the subversive data on the disc is shown in Figure
12 which Illustrates an interieaved block 156 composed of two video objects,
VOB 2 and VOB 3, which have been interleaved. This interleaved block 156 is
interposed between the first and fourth video objects 50. It will be appreciated
from Figure 11 that cell 1/2 contains playable information. This cell 1/2 has
been assigned a new VOB ID and effectively sliced and interleaved with the
ILVUs 154 of subversive data. As indicated, pointers navigate the drive over
the regions of subversive data. In addition, buffer zones and other techniques
may be used within the subversive data regions to ensure that they do not
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interfere with normal play of the disc.

The subversive data may be any data which will stop a drive reading or

playing an optical disc and may be in accordance with any of the examples
described above.

Figures 11, 12 and 13 illustrate how an interleaved block 156 can be
created, and how su<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>