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SYSTEMS AND METHODS FOR SHARING DEVICES
IN A VIRTUALIZATION ENVIRONMENT

FIELD OF THE INVENTION
[0001] The present invention relates generally to virtualized networks, and more

specifically, to systems and methods for input/output (I/0O) virtualization.

BACKGROUND

[0002] Data centers are generally centralized facilities that provide Internet and intranet
services supporting businesses and organizations. A typical data center can house various
types of electronic equipment, such as computers, domain name system (DNS) servers,
network switches, routers, data storage devices, and so on. A given data center can have
hundreds or thousands of interconnected server nodes communicating with each other and
external devices via a switching architecture comprising the switches and routers.
Conventional data centers can be configured for virtualization, permitting the server nodes to

share network interface cards (NICs), hard disk drives, or other hardware.

BRIEF SUMMARY OF EMBODIMENTS

[0003] In accordance with embodiments of the inventive concepts, provided is an
apparatus and method that includes an aggregation device that makes available to a server
node an unbounded number of virtual devices of different types, e.g., vNICs, vHBAs, and so
on, which are generated independently of, and unconstrained by, a particular physical device,
e.g., NIC, HBA, and so on. For virtualized nodes, the aggregation device can create virtual
devices for each VM and allow the VMs to use the network, for example, through what
appears to the node to be one or more dedicated NICs. To provision a new device for a node,

the aggregation device can monitor the communication channels between the aggregation
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device and any or all interconnected electronic devices, and determine when the node
generates a request on its PCle space, for example, a configuration space or a data space. The
aggregation device provides a response, permitting the node to “discover” the requested
virtual devices when it accesses its configuration space. The server node can process the
virtual devices as though the virtual devices are physical devices for use by the node.

[0004] In one aspect, provided is a method for communication between a plurality of
electronic devices and an aggregation device. At the aggregation device, instructions are
provided that relate to a configuration of an electronic device in communication with the
aggregation device. One or more virtual devices generate in response to processing the
instructions. The electronic device enumerates a configuration space to determine devices for
use by the electronic device. The aggregation device detects an access of the configuration
space by the electronic device. The aggregation device presents to the electronic device, the
one or more virtual devices in accordance with the instructions.

[0005] In another aspect, provided is a method for sharing physical devices in a
virtualization environment. An electronic communication is established between an
electronic device and an aggregation server. The aggregation server has a physical device;
receiving a request at the aggregation server to provide the electronic device with access to a
new device. A new range of addresses is detected at the electronic device. A virtual device
is dynamically constructed at the aggregation server in response to the new range of
addresses and arranging for the virtual device to at least one of transmit and receive data. An
interrupt is sent to a processor at the electronic device. The processor discovers at the
electronic device the virtual device as the new device.

[0006] In another aspect, provided is an apparatus. A virtual device generator generates
one or more virtual devices for presentation to an electronic device of a plurality of electronic

devices in communication with a configuration management system of the apparatus. A bus
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interface module monitors a communication channel between the electronic device and the
apparatus for addresses intended for transmitting or receiving data between the electronic
device and the configuration management system. A data processor establishes a
communication with the generated one or more virtual devices for processing the data
between the electronic device and the configuration management system.

[0007] In another aspect, provided is a computer program product comprising a computer
readable storage medium having computer readable program code embodied therewith. The
computer readable program code comprises computer readable program code configured to
process, at an aggregation device, instructions related to a configuration of an electronic
device in communication with the aggregation device; computer readable program code
configured to generate one or more virtual devices in response to processing the instructions;
computer readable program code configured to enumerate, by the electronic device, a
configuration space to determine devices for use by the electronic device; computer readable
program code configured to detect, by the aggregation device, an access of the configuration
space by the electronic device; and computer readable program code configured to present,
from the aggregation device to the electronic device, the one or more virtual devices in

accordance with the instructions.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0008] The above and further advantages of this invention may be better understood by
referring to the following description in conjunction with the accompanying drawings, in
which like numerals indicate like structural elements and features in various figures. The
drawings are not necessarily to scale, emphasis instead being placed upon illustrating the
principles of the invention.

[0009] FIG. 1 is a diagram of a computing infrastructure, in which embodiments of the
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present inventive concepts can be practiced;

[0010] FIG. 2 is a block diagram of the configuration management system of FIG. 1, in
accordance with an embodiment;

[0011] FIG. 3 is a flow diagram illustrating a method for generating an unbounded
number of virtual devices for a set of interconnected server nodes, in accordance with an
embodiment;

[0012] FIG. 4 is a flow diagram illustrating a method for performing a data transfer
operation, in accordance with an embodiment;

[0013] FIG. 5 is an illustration of data flow paths between various elements of a
computing infrastructure during a data transfer operation, in accordance with another
embodiment;

[0014] FIG. 6 is a method for dynamically generating a virtual device for a server node,
in accordance with an embodiment; and

[0015] FIG. 7 is a method for modifying a number of virtual devices available to a server

node in an operation, in accordance with an embodiment.

DETAILED DESCRIPTION OF EMBODIMENTS

[0016] In the following description, specific details are set forth although it should be
appreciated by one of ordinary skill that the systems and methods can be practiced without at
least some of the details. In some instances, known features or processes are not described in
detail so as not to obscure the present invention.

[0017] Conventional I/O virtualization solutions can provide a finite number of
virtualized devices, for example, virtual network interface cards (vINICs), virtual host bus
adapters (VHBAs), or virtual basic input/output systems (vBIOSs). For example, a single-

root input/output virtualization (SR-IOV) device or a multi-root input/output virtualization
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(MR-IOV) device allows a physical device such as a NIC to appear as multiple NICs to a
host machine. Accordingly, multiple guests at a host machine can share a single PCI
Express® (PCle) device. This can be achieved by the host hypervisor mapping one or more
virtual functions to a guest, where each virtual function can appear as a single port NIC to the
host operating system. However, SR-IOV and MR-IOV are hardware-dependent, in that the
number of virtualized instances, e.g., virtual functions, of a given hardware type, e.g., NIC,
HBA, BIOS, is hardware-dependent, and therefore constrained by the implementation of
corresponding hardware. For example, a NIC is limited by hardware constraints with respect
to the number of virtual functions that it can support, for example, limited to 64 virtual
functions per device.

[0018] The present inventive concepts provide an I/O aggregation device coupled to a
plurality of host machines, for example, server nodes or related processor devices such as
PCle processor nodes, and makes available to each node an unbounded number of virtual
devices of different types, e.g., vNICs, vHBAs, and so on, which are generated independently
of, and unconstrained by, a particular physical device, e.g., NIC, HBA, and so on. The
virtual devices can be created at boot time. Alternatively, the number and type of virtual
devices accessible by the node can be dynamically provided at run-time to accommodate
node resource or processing requirements. For example, a number of virtual NICs can be
increased to address bottlenecks at a node. New virtual devices can be provisioned for a node
under the direction of a management system connected to the aggregation device, or by a
request from the node’s CPU, hypervisor, or other program involved with processing data
requiring peripheral devices and the like, such as NICs, BIOS, drivers, storage devices,
terminals, or other PCle-compliant devices.

[0019] To provision a new device for a node, the aggregation device can monitor the

communication channels between the aggregation device and any or all interconnected
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electronic devices, and determine when the node generates a request on its PCle space, for
example, a configuration space or a data space. The aggregation device provides a response,
permitting the node to “discover” the requested virtual devices when it accesses its
configuration space. The node’s CPU can generate data structures related to the virtual
devices, and process the virtual devices as though the node interprets that the virtual devices
are physical devices for use by the node. Due to the soft nature of the methods embodying
certain aspects of the present inventive concepts, an unbounded number of virtual devices can
be created at the aggregation device for any of the nodes connected to the aggregation device,
preferably via PCle communication channels.

[0020] In another embodiment, for virtualized processor nodes, i.e., nodes that are
constructed and arranged to include a plurality of virtual machines (VM) having multiple
guest operating systems, the aggregation device can create virtual devices for each VM and
allow the VMs to use the network, for example, through what appears to the node to be one
or more dedicated NICs. A hypervisor at the node is not required to intercept the guests’ use
of the virtualized devices, and the devices need not coordinate resources themselves, since
the coordination is the responsibility of the virtual device software in the aggregation device.
[0021] During a data transfer operation, a node can process data using the virtual devices
discovered during enumeration. The aggregation device can listen at a range of addresses
spanning any or all server nodes having PCle links with the aggregation device. After
detecting a reference on a PCle link to an address intended for the transmission of data, the
aggregation device can emulate the physical device, for example, a network interface,
intended to receive the data, and perform functions that the physical device would otherwise
perform. For example, when a server node uses a virtual device to perform a data transfer or
other 1/0 operation, the aggregation device can coordinate the handoff of the data from the

server node to a physical device that can output the data to a network via a physical NIC or



WO 2014/031430 PCT/US2013/055086

other device. To achieve this, read and write operations can be performed by the aggregation
device to and from the node’s local memory.

[0022] FIG. 1 is a diagram of a computing infrastructure 10, in which embodiments of the
present inventive concepts can be practiced. In the computing infrastructure 10, a virtualized
server node 112B and a non-virtualized server node 112A (generally, 112) are in
communication with an aggregation system 100. The aggregation system 100 can
communicate with the server nodes 112 via a plurality of ports. Fach port can be an 1/0 port
and can provide access to a node-centric PCle configuration space.

[0023] The server nodes 112 can be microservers, single socket servers, PCle processor
nodes, or other low-power electronic devices. The server nodes 112 can be constructed and
arranged as a processor cluster or other well-known arrangement.

[0024] The virtualized server node 112B includes a processor 102, which can include one
or more microprocessors, central processing units (CPUSs), graphics processing units (GPUs),
digital signal processors (DSPs), application-specific integrated circuits (ASICs), memory
controllers, multi-core processors, or other types of data processing devices, or portions and
combinations of these and other devices.

[0025] The virtualized server node 112B also includes a memory 104 and an /O logic
106. The memory 104 can be a non-volatile or volatile memory, for example, DRAM or
static RAM (SRAM). Stored at the memory 104 can include an operating system, one or
more applications, and/or other program code. The /O logic 106 can be configured to include
a southbridge or related I/O controller for managing data transfers between the server node
112 and the aggregation system 100, and for performing other computer I/O functions. The
I/O logic 106 can include an Ethernet PCle port or related network connector and software,
for example, Ethernet device drivers, for establishing a communication channel 116 with the

aggregation system 100. A communication channel 116 can include at least one PCle link.
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Each PCle link can comprise a plurality of PCle lanes that form a channel with a server node
112.

[0026] In an embodiment, the memory 104 of the virtualized server node 112B includes
one or more virtual machines 108, which share the one or more processors 102.  Also stored
in the memory 104 can include program code of an operating system, one or more
applications, or other software programs executed by a processor 102.

[0027] The virtualized server node 112B can include a hypervisor 110. The hypervisor
110 can be configured to allow PCle device functions and the like to be assigned to different
VMs 108. In an embodiment, multiple virtualized server nodes 112B can share hardware,
such as a NIC 142, or BIOS, HBA, or other hardware device via the aggregation system 100,
and can therefore be constructed and arranged to include inexpensive, low-power
components, achieved at least in part by eliminating expensive chips associated with NICs,
BIOS, and the like.

[0028] The non-virtualized server node 112A includes a processor 142, a memory 144,
and an I/0O logic 148 that can be the same as or similar to counterpart elements of the
virtualized server node 112B. Stored at the memory 144 can include an operating system
145, one or more applications 146, or other program code related to the performance of
operations described herein.

[0029] The aggregation system 100 can include a switch fabric 124, an input/output (I/O)
processor 126, and a configuration management system 128.

[0030] The switch fabric 124 provides a data plane interconnection between the server
nodes 112, and includes a plurality of I/O ports (not shown) for exchanging data between the
server nodes 112 and/or one or more remote electronic devices in communication with the
aggregation system 100 via one or more NICs 142. The switch fabric 124 can include a

switching configuration, for example, a crossbar, for moving data between the I/O ports. In
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another embodiment, the switch fabric 124 can include memory switch, for example,
described at U.S. Patent Application No. 13/526,973 filed June 19, 2012 entitled “Devices
and Methods for Interconnecting Server Nodes” and U.S. Patent Application No. 13/529,452
filed June 21, 2012 entitled “Memory Switch for Interconnecting Server Nodes,” the contents
of each of which is incorporated by reference herein in its entirety. The data can be provided
in variable or fixed length data packets, cells, and the like, for exchanging between the input
and output ports, and for facilitating communication between the server nodes 112 and/or
shared physical devices such as a NIC 142, and/or external electronic devices in
communication with the system 100 via the NIC 142.

[0031] The switch fabric 124 and the I/O processor 126 can be interconnected via an I/0O
communication channel 127, which provides bandwidth for exchanging data between output
ports at the switch fabric 124 and the 1I/O processor 126. The I/O processor 126 processes
data transferred between the aggregation system 100 and the server nodes 112 and/or remote
computing devices. The I/O processor 126 can examine incoming data packets and the like
directed to a server node 112, and/or external computing devices via the NICs 142, and can
route the data packets and the like to their destination, or output data packets to a remote
device, for example, via the NIC 142, based on destination address information or other
identification fields. The I/O processor 126 can include a packet processor that examines
data packets to determine whether they should be filtered or forwarded.

[0032] The configuration management system 128 can receive and process instructions
related to a configuration of one or more server nodes 112, for example, instructions on a
type and number of virtual devices a server node can receive for enumeration, and generate
the virtual devices in accordance with the instructions. Virtual devices generated at the
configuration management system 128 can be used by the server nodes 112 for performing

data transfer operations or related operations.
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[0033] FIG. 2 is a block diagram of the configuration management system 128 of I'IG. 1,
in accordance with an embodiment.

[0034] The configuration management system 128 can include a management controller
202, a PCle bus interface module 204, a virtual device generator 206, a data processor 212,
and a node interrupt module 218.

[0035] The management controller 202 can receive instructions related to a node
configuration from a source such as a network management system, a human operator, a data
repository, or related computer having instruction data. A physical console or other
configuration data source (not shown) can be coupled to the configuration management
system 128 via an Ethernet connection (not shown) and the like for providing configuration
information to the management controller 202. For example, a management console can be
used to indicate how many NICs or other devices to provision for one or more electronic
devices. In another embodiment, the management controller 202 includes one or more
default configurations, whereby instructions and/or other configuration information are
provided that define aspects of the configurations. Default or remotely provided
configuration data can establish a maximum, minimum, and/or predetermined number of
virtual devices for enumeration and processing by a server node 112. For example, the
management controller 202 can receive an instruction from a controller or from the server
node 112 that a predetermined number of NIC devices, for example, two NICs, are required
for a given server node processor or virtual machine. In this example, the management
controller 202 can process data including a requirement establishing that a server node
processor, in accessing its configuration space related to an enumeration operation, can
discover the two requested NICs, which in fact are two virtual devices provided by the
configuration management system 128 that can emulate the desired NICs. Alternatively,

instructions and/or configuration information can be provided to the management controller

10
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202 via a virtual machine 108, more specifically, output by a hypervisor 110 communication
with the management controller 202 via a PCle connection. The management controller 202
can communicate with the virtual device generator 206, the data processor 212, and/or other
elements of the aggregation system 100 to process received instructions.

[0036] The PCle bus interface module 204 listens for PCle configuration space accesses
made by the server nodes 112 related to an enumeration operation. Accordingly, the PCle
bus interface module 204 can detect a reference to an address corresponding to the device
intended for a transmission or receipt of data. Since the aggregation system 100 can be
coupled to numerous server nodes 112 via PCle connections, the PCle bus interface module
204 can monitor all communication channels 116 for a reference to accesses related to
particular addresses among a vast range of PCle addresses, to identify server nodes 112
performing PCle accesses to a configuration space. The configuration management system
128 can include a PCI bus interface module 204 for each PCle port, or for multiple PCle
ports.

[0037] The virtual device generator 206 can generate a plurality of virtual devices that
can be processed by the non-virtualized server node 112A and/or the non-virtualized server
node 112B during an enumeration operation. The virtual device information presented for
enumeration can be provided accordance with instructions processed by the management
controller 202 or a default configuration, for example, an instruction that provides a
maximum number of “devices” provided to a server node 112 for enumeration.

[0038] The virtual device generator 206 includes a lookup table 208 that can be
configured to include a plurality of entries corresponding to the generated virtual devices.
Each entry can include a bus address, for example, a PCle address, and data for mapping the
address and a generated virtual device that the server node 112 can discover during

enumeration, and dynamically allocate resources to. For example, each PCle address or

11
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range of addresses can correspond to a virtual NIC that can be used by the server node 112
after the server node 112 performs a runtime search of its PCle configuration space and
generates the appropriate data structures after detecting the virtual NICs, subject to
constraints provided by the management controller 202 and/or the server node 112.  The
number of virtual devices generated for one or more server nodes 112 is not dependent on the
physical device emulated by the virtual devices, since the “devices” presented to the server
node 112 for enumeration are entries at the lookup table 208.

[0039] The configuration management system 128 can populate the table 208 with entries
in accordance with received instructions. Alternatively, the table 208 can include entries that
include default configuration information. Each entry can provide data describing a
requested “device” to be emulated. These data can be presented to the processor or virtual
entity when it enumerates devices. Thus, when the processor or virtual entity accesses its
configuration space, it will see during enumeration the number of requested devices
according to the table entries.

[0040] The data processor 212 processes data provided by a server node 112 via the
virtual devices provided to the server nodes 112. When a server node 112 outputs data using
an assigned virtual device, the data processor 212 can access the table 208 to determine a
destination for the data, for example, a physical device, e.g., NIC 142. This can be achieved
by the data processor 212 mapping a PCle address corresponding to an outbound virtual
device used by the sending server node 112 for outputting the data. When data is received by
the aggregation system 100 for a destination server node 112, the data processor 212 can
determine from the table 208 the inbound virtual device at the destination server node 112 for
receiving the data. The data processor 212 can determine from the PCle bus interface
module 204 that the data is being written to or read from a PCle address corresponding to a

generated virtual device that is identified as an entry at the table 208.

12
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[0041] The node interrupt module 218 can interrupt a server node 112 to inform the
server node 112 of a new “device”, which in fact is a virtual device in the table 208. The
server node 112 can “discover” the new device during an enumeration operation performed at
the server node’s PCle configuration space.

[0042] FIG. 3 is a flow diagram illustrating a method 300 for generating a plurality of
virtual devices for availability to a connected system of nodes, in accordance with an
embodiment. In describing the method 300, reference is made to FIGs. 1 and 2. Some or all
of the method 300 can be performed at the configuration management system 128, one or
more server nodes 112, or a combination thereof.

[0043] At block 302, node configuration instructions are provided to the configuration
management system 128. A network or other user can enter the instructions to a computer
connected to the management controller 202. Alternatively, the instructions can be provided
by the server node 112, for example, a hypervisor 110 at the server node 112. Accordingly,
the configuration management system 128 can receive instructions regarding a number and/or
type of virtual devices for the server node 112 to process during an enumeration operation.
The generated virtual devices can appear as PCle devices to a server node 112, for example, a
physical NIC. Alternatively, the generated virtual devices can appear as vNICs and the like
to a server node 112 configured to include virtual machines 108, a hypervisor 110, a virtual
switch (not shown), and the like. Here, virtual devices can be generated by the configuration
management system 128 for each virtual machine 108. A guest OS running on a virtual machine

108 in executing an enumeration operation can be intercepted by the hypervisor 110, which provides a
plausible fiction of what is available for devices, i.e., virtual devices by the configuration management
system 128 for the guest OS to use.

[0044] At block 304, the configuration management system 128 can create a set of virtual

devices in response to the node configuration instructions, or according to preconfigured
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rules provided by the rules engine 210, or based on other configuration instructions. The
table 208 at the virtual device generator 206 can be populated with data related to the virtual
devices, for example, the type of virtual device. The table 208 can include PCle addresses
for mapping to the virtual devices.

[0045] At block 306, the server node 112 executes an enumeration operation, for
example, to enumerate existing devices. The enumeration operation can include a runtime
search through the configuration space to discover the devices to be processed by the server
node 112.

[0046] At block 308, the PCle bus interface module 204 listens to all PCle accesses made
by server nodes 112 coupled to the aggregation system 100. Accordingly, the PCle bus
interface module 204 can detect a request from the server node 112 during an enumeration
operation, when accessing its configuration space.

[0047] At block 310, the data processor 212 can provide a response to the enumeration
operation by presenting information related to the created virtual devices to the server node
112. The information can be provided in accordance with the instructions and/or default
configuration information, for example, establishing that when the requesting server node
112 looks at its configuration space, it will “discover” a predetermined number and type of
devices. The information can be presented to the requesting server node 112 in a manner that
appears as physical devices and/or virtual devices, depending on the requirements and
capabilities of the server node 112. The information can include addresses where the control
and/or status registers related to the created virtual devices can be accessed, permitting the
server node 112 to communicate with the virtual devices using these addresses on the PCle
bus 116 as though they are “real” devices.

[0048] At block 312, the operating system of the server node 112 can be configured to

communicate with the virtual devices, for example, by creating data structures using the
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information provided at block 310. Accordingly, at block 314, data is exchanged between the
server node 112 and the aggregation system 100, which the server node 112 is configured to
believe is a PCle device, when in fact the aggregation system 100 is emulating a PCle device.
The data can include control-related information, and or response data. The data can include
payload data. The virtualized server node 112B can run a hypervisor that provides the virtual
devices to one or more guests. A non-virtualized server node 112A can use the virtual
devices as though they are physical devices, for example, Ethernet ports.

[0049] FIG. 4 is a flow diagram illustrating a method 400 for performing a data transfer
operation, in accordance with an embodiment. In describing the method 400, reference is
made to FIGs. 1-3. The server node 112 can be constructed and arranged to exchange data
with the virtual devices presented to a server node 112 in accordance with the method 400.
[0050] At block 402, a request is made at the server node 112 over a bus 116, for
example, a PCle bus, for the virtual device to process the data. For example, a CPU, virtual
machine, or other processing element of the server node 112 can send a request, for example,
an Ethernet request, on the PCle bus 116 using control and status registers provided during
the enumeration operation. Control information and/or other data related to a PCle address of
a range of addresses corresponding to the virtual device can be output on the PCle bus 116 to
the aggregation system 200.

[0051] The PCle bus interface module 204 can monitor the PCle bus 116 for a range of
addresses corresponding to the control and status registers of the virtual devices assigned to
the server node 112. At block 404, the PCle bus interface module 204 can detect reference to
an address of the PCle address range corresponding to the device that the server node 112
intends to send data, or receive data.

[0052] At block 406, the data processor 212 can access the lookup table 208 to determine,

for example, at the data processor 212, that the data is being written to a PCle address
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corresponding to a virtual device assigned to the requesting server node 112. The data
processor 212 can access the lookup table 208 to determine the manner in which to process
the data received from the server node 112. s described above, the actual responder to the
request is not a physical device, but is instead a software module designated by the entry at
the lookup table 208 representing the “device” presented to the server node 112 during
enumeration.

[0053] At block 408, the data processor 212 can copy data from the server node 112 to a
buffer (not shown) at the aggregation system 100. This can be achieved by outputting
descriptors, interrupts, or other related data during the data transfer. The aggregation system
100 can subsequently process the data via the virtual device, which can perform the functions
of an actual NIC, such as exchanging descriptors with buffers at the server node 112, or
performing routing-related functions such as extracting header information from the data,
transmitting the data over the switch fabric 124 to another server node 112, or an external
device via the I/O processor 126, and so on.

[0054] FIG. 5 is an illustration of data flow paths between various elements of a
computing infrastructure 20 during a data transfer operation, in accordance with another
embodiment. Prior to the data transfer operation, the method 300 described at FIG. 3 can be
executed. In performing an enumeration step of method 300, a virtualized server node 112B
can perform a data transfer operation at one or more virtual devices 302-1, 302-2, 302-3
(generally, 302) at an aggregation system 500. In FIG. 5, the server node 112B after
performing an enumeration operation can output data via one or more of the three virtual
devices 302 presented by the aggregation system 500. In other embodiments, any number of
virtual devices can be generated. In other embodiments, a non-virtualized server node can be
connected to the aggregation system 500 and can process virtual devices presented by the

aggregation system 500 during enumeration. In other embodiments, data can be exchanged
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between the server node 112B and remote devices in the communication with the aggregation
system 500 via a NIC 142. In other embodiments, the NIC 142 is not required for
communications between server node 112B and other devices in direct or indirect
communication with the aggregation system 500, for example, another server node 112.
[0055] The server node 112B generates a request 502 that is output to the aggregation
system 500 for the designated virtual device 302-1 to process data designated for a
destination device, for example, another server node connected to the aggregation system
500, or a remote device via a NIC 142 connected to the aggregation system 500. The CPU
102 of the server node 112B can build control and/or data information, then output a request
out on the PCle bus 116. In an embodiment, the request is an Ethernet request.

[0056] The PCle bus interface module 204 detects a communication 504 at a range of
PCle addresses assigned to the server node 112B, more specifically, a PCle address among
the range of PCle addresses that corresponds to the designated virtual device 302-1 generated
at the virtual device generator 206, and intended for transmitting the server node data to a
destination.

[0057] The data processor 212 can access 506 the lookup table 208 for mapping
information related to the detected PCle address and an outbound virtual device that the
server node 112B believes is outputting the data sent from the server node 112B to the
aggregation system 300. For example, a first entry in the table 208 can include data D1
related to a virtual device 302-1 and a corresponding PCle address Al. A second entry can
include data D2 related to a virtual device 302-2 and a corresponding PCle address A2. A
third entry can include data D3 related to a virtual device 302-2 and a corresponding PCle
address A3. A comparison can be made between the PCle address and a corresponding entry
at the lookup table 208 to determine if the virtual device for which the data received from the

server node 112B is processed.
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[0058] A request is sent to the aggregation system 500, which then proceeds to directly
access the memory on the server node 112B to transfer the data. The request can contain the
type of transfer, remote node address, and address/size of the data within the server node
112B virtual memory. The CPU 102 of the server node 112B can communicate with the
assigned virtual device, for example, virtual device 302-1, which is believed by the server
node 112B to be a PCle device. The virtual device 302-1 can exchange descriptors with the
server node 112B or perform related operations related to the exchange of data. The data
processor 212 can directly access 508 the data for transmission from the server node 112B.
The data is accessed after the descriptors are exchanged. Accordingly, the virtual device 302-
1, which is generated from the data A1, D1 at the lookup table, receives 510 the data from the
server node 112B, and outputs 512 the data to its destination, in this example, a device via a
NIC 142. In another example, the data can be output to a destination server node (not shown)
coupled to the aggregation system 500. Here, the virtual device 302-1 can transfer the data to
the receiving server node, send an interrupt, and so on.

[0059] FIG. 6 is a method 600 for generating an unbounded number of virtualized
devices for a server node, in accordance with an embodiment. In describing the method 600,
reference is made to FIGs. 1-5.

[0060] At block 602, a new virtual machine guest is created at a virtualized server node
112B. The new guest can be created according to virtualization techniques known to those of
ordinary skill in the art.

[0061] At block 604, the server node 112B generates a request for a new device. For
example, the hypervisor 110 may send a request to the aggregation system 100 that a virtual
NIC is to be provided for the new guest.

[0062] At block 606, the configuration management system 128 can dynamically

configure a virtual device for the new guest. An entry can be created at the lookup table 208
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that identifies the new virtual device.

[0063] At block 608, the configuration management system 128 can assign a PCle
address range at the PCle space of the server node 132. The configuration management
system 128 can also provide mapping information between a PCIE address and the virtual
device, a pointer to a physical device, or/or information related to the generated virtual
device.

[0064] At block 610, the guest is informed to access the node configuration space for the
requested virtual device. Accordingly, the method 600 permits virtual devices to be created
for each virtual machine at one or more server nodes, and to allow the virtual machines to use
a network, for example, through a plurality of virtual devices that appear to the virtual
machines as one or more dedicated NICs or other hardware devices. The hypervisor 110 is
not required to receive the virtual devices, and need not intercept the guests’ use of their
virtual devices. Instead, the aggregation system 100 coordinates the various resources
required to process data to and from the virtual devices.

[0065] FIG. 7 is a method 700 for modifying a number of virtual devices available to a
server node in an operation, in accordance with an embodiment. In describing the method
700, reference can be made to elements of FIGs. 1-6.

[0066] In accordance with an embodiment, the configuration management system 128
can dynamically modify a pool of available resources for a server node 112 according to
changing requirements of the server node 112. For example, an operator such as a network
manager and/or a network management system can determine that a server node 112 is
experiencing congestion at its I/O ports, and that additional physical or virtual devices are
required to alleviate the congestion. A determination can be made that that the congestion
can be reduced or eliminated by adding a device that is recognized by the server node 112 as

a NIC or other device, but is actually a virtual device generated at the aggregation system
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100.

[0067] At block 702, the management controller 202 can generate a request for a new
NIC for the server node 112, more specifically, a virtual device that emulates a NIC, or other
device such as a DMA device, terminals, storage device, or other PCle device. The
management controller 202 can generate the request in response to a request or instructions
provided by the server node 112, or by the network management system.

[0068] At block 704, the virtual device generator 206 creates the structures for
responding to the subrange of PCle addresses corresponding to the server node 112. In doing
s0, an entry is generated for the lookup table 208 to include data for mapping the PCle
address to the new virtual device.

[0069] At block 706, the node interrupt module 718 can generate an interrupt that is
output to the server node 112 to inform the server node 112 of the new virtual device
according to the table entry contents. At block 708, the server node 112 can discover the new
device during an enumeration operation performed at the server node’s PCle configuration
space.

[0070] As will be appreciated by one skilled in the art, aspects of the present invention
may be embodied as a system, method or computer program product. Accordingly, aspects of
the present invention may take the form of an entirely hardware embodiment, an entirely
software embodiment (including firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that may all generally be referred to

LYY

herein as a “circuit,” “module” or “system.” Furthermore, aspects of the present invention
may take the form of a computer program product embodied in one or more computer
readable medium(s) having computer readable program code embodied thereon.

[0071] Any combination of one or more computer readable medium(s) may be utilized.

The computer readable medium may be a computer readable signal medium or a computer
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readable storage medium. A computer readable storage medium may be, for example, but not
limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of the foregoing. More specific
examples (a non-exhaustive list) of the computer readable storage medium would include the
following: an electrical connection having one or more wires, a portable computer diskette, a
hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash memory), an optical fiber, a portable
compact disc read-only memory (CD-ROM), an optical storage device, a magnetic storage
device, or any suitable combination of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible medium that can contain, or store a
program for use by or in connection with an instruction execution system, apparatus, or
device.

[0072] A computer readable signal medium may include a propagated data signal with
computer readable program code embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a variety of forms, including, but not
limited to, electro-magnetic, optical, or any suitable combination thereof. A computer
readable signal medium may be any computer readable medium that is not a computer
readable storage medium and that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system, apparatus, or device. Program
code embodied on a computer readable medium may be transmitted using any appropriate
medium, including but not limited to wireless, wireline, optical fiber cable, RF, etc., or any
suitable combination of the foregoing.

[0073] Computer program code for carrying out operations for aspects of the present
invention may be written in any combination of one or more programming languages,

including an object oriented programming language such as Java, Smalltalk, C++ or the like
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and conventional procedural programming languages, such as the "C" programming language
or similar programming languages. The program code may execute entirely on the user's
computer, partly on the user's computer, as a stand-alone software package, partly on the
user's computer and partly on a remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be connected to the user's computer
through any type of network, including a local area network (LAN) or a wide area network
(WAN), or the connection may be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0074] Aspects of the present invention are described herein with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems) and computer program
products according to embodiments of the invention. It will be understood that each block of
the flowchart illustrations and/or block diagrams, and combinations of blocks in the flowchart
illustrations and/or block diagrams, can be implemented by computer program instructions.
These computer program instructions may be provided to a processor of a general purpose
computer, special purpose computer, or other programmable data processing apparatus to
produce a machine, such that the instructions, which execute via the processor of the
computer or other programmable data processing apparatus, create means for implementing
the functions/acts specified in the flowchart and/or block diagram block or blocks.

[0075] These computer program instructions may also be stored in a computer readable
medium that can direct a computer, other programmable data processing apparatus, or other
devices to function in a particular manner, such that the instructions stored in the computer
readable medium produce an article of manufacture including instructions which implement
the function/act specified in the flowchart and/or block diagram block or blocks. The
computer program instructions may also be loaded onto a computer, other programmable data

processing apparatus, or other devices to cause a series of operational steps to be performed
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on the computer, other programmable apparatus or other devices to produce a computer
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide processes for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks.

[0076] The flowchart and block diagrams in the figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and computer
program products according to various embodiments of the present invention. In this regard,
each block in the flowchart or block diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions for implementing the specified
logical function(s). It should also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted in the figures. For example, two
blocks shown in succession may, in fact, be executed substantially concurrently, or the blocks
may sometimes be executed in the reverse order, depending upon the functionality involved.
It will also be noted that each block of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems that perform the specified functions
or acts, or combinations of special purpose hardware and computer instructions.

[0077] While the invention has been shown and described with reference to specific
embodiments, it should be understood by those skilled in the art that various changes in form

and detail may be made therein without departing from the spirit and scope of the invention.
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What is claimed is:

1. A method for communication between a plurality of electronic devices and an
aggregation device, the method comprising:

processing, at the aggregation device, instructions related to a configuration of
an electronic device in communication with the aggregation device;

generating one or more virtual devices in response to processing the
instructions;

enumerating, by the electronic device, a configuration space to determine
devices for use by the electronic device;

detecting, by the aggregation device, an access of the configuration space by
the electronic device; and

presenting, from the aggregation device to the electronic device, the one or

more virtual devices in accordance with the instructions.

2. The method of claim 1, further comprising:
performing a data transfer operation between the electronic device and the one

or more virtual devices at the aggregation device.

3. The method of claim 2, wherein the data transfer operation includes the exchange
of command and response information between the electronic device and the

aggregation device.

4. The method of claim 2, wherein performing the data transfer operation includes:
detecting, by the aggregation device, a reference to an address, the address
corresponding to a generated virtual device of the one or more virtual devices;
determining that the data in the data transfer operation is a command intended
related to a transmission of data or a response related to a receipt of data by the virtual
device;
determining, in response to detecting the reference to the address, that the data

is written to or read from the address; and
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processing an operation related to the data written to or read from the address

at the virtual device.

5. The method of claim 1, further comprising:
generating, at the electronic device, a request for a virtual device of the one or
more virtual devices to provide data to a destination via the aggregation device;
intercepting the request at the aggregation device;
copying the data from the electronic device to the aggregation device; and

processing the data by the virtual device at the aggregation device.

6. The method of claim 1, wherein the one or more virtual devices include a virtual
network interface card (NIC), a virtual host bus adapter (VHBA), a virtual basic

input/output system (vBIOS), or a combination therof.

7. The method of claim 1, further comprising:
monitoring, by the aggregation device, all communication channels with the
plurality of electronic devices for a plurality of ranges of addresses assigned to the

plurality of electronic devices.

8. The method of claim 7, wherein the range of addresses includes a subset of

addresses corresponding to the electronic device of the plurality of electronic devices.

9. The method of claim 7, wherein performing the data transfer operation comprises:
detecting, by the aggregation device at a bus between the electronic device and

the aggregation device, a request at an address of the subset of addresses, the request

directed at a virtual device of the one or more virtual devices intended for transmitting

command data to the electronic device.
10. The method of claim 1, further comprising listening for PCle accesses to a
configuration space at the electronic device to determine whether a request is

generated for new devices.

11. The method of claim 1, wherein sending the request for available devices from the
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electronic device to the aggregation device comprises generating the request at a

hypervisor at the electronic device.

12. The method of claim 1, further comprising:
providing, by a configuration data source in communication with the

aggregation device, the instructions.

13. The method of claim 1, further comprising:
providing, by a communication from a management console to the aggregation
device, instructions on a number and type of virtual devices that are to be created for

use by the electronic device of the plurality of electronic devices.

14. The method of claim 1, further comprising:
providing, by a default configuration within the aggregation device,
instructions on a number and type of virtual devices that are to be created for use by

the electronic device of plurality of electronic devices.

15. A method for sharing physical devices in a virtualization environment,
comprising:
establishing an electronic communication between an electronic device and an
aggregation server, the aggregation server having a physical device;
receiving a request at the aggregation server to provide the electronic device
with
access to a new device;
detecting a new range of addresses at the electronic device;
dynamically constructing a virtual device at the aggregation server in response
to the new range of addresses and arranging for the virtual device to at least one of
transmit and receive data;
sending an interrupt to a processor at the electronic device; and
discovering, by the processor at the electronic device, the virtual device as the

new device.

16. The method of claim 15, wherein the data is transmitted or received between the
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electronic device and another electronic device in communication with the

aggregation device.

17. The method of claim 16, wherein the electronic device and

the other electronic device are server nodes.

18. The method of claim 15, wherein the electronic device is a

virtualized node or a non-virtualized node.

19. The method of claim 15, further comprising:
enumerating, by the electronic device, a configuration space to determine the

new device for use by the electronic device;

20. The method of claim 15, further comprising:

generating, at the electronic device, a request for the virtual device to provide
data to a destination via the aggregation device;

intercepting the request at the aggregation device;

copying the data from the electronic device to the aggregation device; and

processing the data by the virtual device at the aggregation device.

21. An apparatus, comprising:

a virtual device generator that generates one or more virtual devices for
presentation to an electronic device of a plurality of electronic devices in
communication with a configuration management system of the apparatus;

a bus interface module that monitors a communication channel between the
electronic device and the apparatus for addresses intended for transmitting or
receiving data between the electronic device and the configuration management
system; and

a data processor that establishes a communication with the generated one or
more virtual devices for processing the data between the electronic device and the

configuration management system.

22. The apparatus of claim 21, further comprising a rules engine that processes
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instructions that establish configuration parameters regarding the use of the virtual

devices by the electronic device.

23. The apparatus of claim 22, wherein the rules engine generates a rule from the
instructions that establishes that the electronic device identifies a virtual device during

an enumeration-related operation.

24. The apparatus of claim 22, further comprising a management controller that

provides the instructions to the rules engine.

25. The apparatus of claim 24, wherein the management controller receives the
instructions from a table or other source regarding a number of devices for

enumeration and/or other configuration information.

26. The apparatus of claim 24, wherein the management controller includes one or
more default configurations, whereby the instructions are provided from the default

configurations.
27. The apparatus of claim 24, further comprising a console in communication with
the management controller for providing the instructions to the management

controller.

28. The apparatus of claim 22, further comprising a configuration data source that

provides the instructions to the rules engine.
29. The apparatus of claim 21, wherein the bus interface module listens for PCle
accesses to a configuration space at the electronic device to determine whether a

request is generated for new devices.

30. The apparatus of claim 21, wherein the virtual device generator includes a lookup

table that includes a plurality of entries.

31. The apparatus of claim 30, wherein each entry includes a PCle address and data
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used by the electronic device to believe a real device is available to it during

enumeration.

32. The apparatus of claim 21, further comprising a management console that
provides instructions on a number and type of virtual devices that are to be created for

use by the electronic device.

33. The apparatus of claim 21, further comprising:
a default configuration that includes instructions on a number and type of

virtual devices that are to be created for use by the electronic device.

34. A computer program product, comprising:
a computer readable storage medium having computer readable program code
embodied therewith, the computer readable program code comprising:
computer readable program code configured to process, at an
aggregation device, instructions related to a configuration of an electronic
device in communication with the aggregation device;
computer readable program code configured to generate one or more
virtual devices in response to processing the instructions;
computer readable program code configured to enumerate, by the
electronic device, a configuration space to determine devices for use by the
electronic device;
computer readable program code configured to detect, by the
aggregation device, an access of the configuration space by the electronic
device; and
computer readable program code configured to present, from the
aggregation device to the electronic device, the one or more virtual devices in

accordance with the instructions.

29



PCT/US2013/055086

WO 2014/031430

117

<
AHOMLAN

0]

Ol

T "Old

[42%
SJIN

97T
wﬂ .mQQ< ﬂ
o/i
— TT >0
8CT
NJLSAS ) Ndd
INFWNIODOVNVIN S
NOILVHNDIdANOD vert
/71 OTT
_ / / 01T
9zT  / 9TT g
[ || %0t 2| ot
"J0Yd \ o/I z || wa
0o/l 4 o
\ v0T L=
vl
5T zor L2
001 aeTT




PCT/US2013/055086

WO 2014/031430

217

¢ 'Old

8T¢
F1NAON
1dNYY3LNI
3dON

[4%4
¥0SS3D0Yd
viva

80¢
Iavl
dMI00T

90¢

dO1VHINID
30IA3d
1VNLYIA

v0C
31NAOW
JOVAYILNI
SNg 310d

[{4
43110¥LNOD
LININIOVNYIN




PCT/US2013/055086

WO 2014/031430

37

()
o™

€ 'Ol

30IA3d TVNLYIA
HLIM NOILVH3dO 434SNVYL V1VA INHOdddd

T ¥T¢

1

30IA3d TVNLYIA HLIM
F1LVIINNININOD OL SO FAON FHNSOIINOD

~——CT¢

1

3AQON DNILSINDIY
Ol NOILVINHOANI 321A3A TVNLYIA LN3S3Hd

—0T¢

1

30VdS NOILVENOIINOD
O1 SS300V 12313d

—80¢

A

NOI1LVHd3IdO NOILVHINNNT 31ND23X3

~——90¢

A

3AON ¥04 S3JIA3A TVNLYIA 31VIHD

——7V0¢

]

INFLSAS INJNIDOVNVYIAN NOILVHNDIINOD Ol
SNOILINYLSNI NOILVHNDIINOI 3AON 3AIAOHd

~——C0¢




PCT/US2013/055086

WO 2014/031430

4/7

(0[0]7

¥ 'Ol

30IA3d L2INNODJYHILNI
Ol AHOINFW JdON INOYH4 Vivd AdOD

380t

A

30IA3d
1VNLYIA FHL OL SANOdSIHHOI SSIdaAav
NV OL N3L1IdM V1vad 1IVHL ANIWNY313d

~——90v

1

V1VAd 40 1dI3234 4O NOISSINSNYYL
404 d34AdN4LNI 32IA3A OL OSNIANOJSIHHOD
S$S3¥AAY 01 SN4 312d NO 3ON34343Y4 103130

—— V0t

1

SN 312d Y3AO0 V1vd SS300dd OL 3DIA3d
TVNLYIA 404 1SIN03Y I1LVHINID

4017




PCT/US2013/055086

WO 2014/031430

5/7

v0T

PR

A4OMLAN

oL

0¢

31NAON
ADVAYILNI [ !
sNg 310d !
b0s | 55l
1al v . [m
cay cov 80c :
Igvl :
€d | & HNYOOT !
EC0E “ m | E4LNIDINA |
. . i 1
A3Q "LYIA P~ 905 | 7205 b 5
“ m C4INIFDINA
o]l | —— P N L8 vy
“SOUS[[i| | | 7o cle 9t | [Fo-t--
o m “A3QCLYIA ] WMWM_ +-mﬂ-:-.o.\._: . " 50T
; “ T
—T 1708 oﬂ 805 | 80T -1 <oT
(1S =4 A3QLHIA 0TS INA Ndd
_ 507 acit
00S




PCT/US2013/055086

WO 2014/031430

6/7

009

9 'Old

32IA3A d31S3IND3Y ANI4 OL 30VdS
NOILVHNDIINOI SS32IV OL 1S3ND INHO4NI

——019

4

30VdS 310d 1V IDNVYH SS34AAV NDISSY

——809

4

43AY3S NOILVOIUDOOYV
1V 3D1A3A TIVNLYIA FHNDIINOID ATIVIINVYNAQ

~——909

4

321A3A M3N HO4 1S3IND3IY AN3S

~——109

A

3AON H3AYH3S 1V 1S3ND MAN 31v3HO

——¢09




PCT/US2013/055086

WO 2014/031430

"7

L "Sld

3AON d3AYH3S AD FDIA

30 M3IN ¥3A0OSId

4

A

——380L

3AON d3AYH3S OL LdNYd3ILNI AN3S

——90L

4

A

$3SS34Adayv 110d 40

3ONVH9NS M3IN

O1 ANOdS3d OL SFHNLONYLS 31V3HO

~——10L.

4

A

30IA3d M3IN d04

43T1I041LNOD

INIWNIOVNVIN 1V 1STINDIY F1VYINID

——C0L




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2013/055086

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L12/933
ADD.

According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

HOAL GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

26 April 2012 (2012-04-26)
abstract

figures 2A, 2B
paragraph [0061]; figure 8

10 March 2009 (2009-03-10)
abstract

column 8, Tine 30 - Tine 46

column 14, Tine 37 - Tline 43

X US 2012/102491 Al (MAHARANA PARAG R [US])

paragraph [0021] - paragraph [0035];

A US 7 502 884 Bl (SHAH SHREYAS [US] ET AL)

column 4, 1line 20 - column 5, Tine 33

column 13, 1ine 48 - column 14, line 22

1-34

1,15,21,
34

_/__

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"Q" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

13 December 2013

Date of mailing of the international search report

20/12/2013

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswik

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Von Der Straten, G

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2013/055086

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

abstract

paragraph [0013]; figure 1

paragraph [0018] - paragraph [0023];
figure 2

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 2012/042095 Al (KOTHA SAIKRISHNA [US] 1,15,21,
ET AL) 16 February 2012 (2012-02-16) 34

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

US 2013145072

Al

PCT/US2013/055086
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2012102491 Al 26-04-2012  NONE
US 7502884 Bl 10-03-2009  US 7502884 Bl 10-03-2009
us 7634650 Bl 15-12-2009
US 7937447 Bl 03-05-2011
us 8041875 Bl 18-10-2011
US 8180949 Bl 15-05-2012
us 8291148 Bl 16-10-2012

06-06-2013

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - wo-search-report
	Page 40 - wo-search-report
	Page 41 - wo-search-report

