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FAULT-TOLERANT DISTRIBUTED COMPUTING FOR VEHICULAR SYSTEMS

TECHNICAL FIELD

[0001] This disclosure relates to fault-tolerant distributed computing for vehicular systems.

DESCRIPTION OF RELATED ART

[0002] Fault tolerance is a known system requirement for certain types of computing systems.
In distributed networks, it is possible to have multiple instances running in parallel and to add
additional instances as needed, both to address failures and to address the need for additional
computing resources.

[0003] Systems within autonomous or semi-autonomous vehicles need to continue to operate,
at least to some degree, despite failures or situations where the vehicle suffers damage. The mobile
network which interconnects the various systems within the vehicle is one of these key systems.
Thus, there is a need to provide a substantial degree of fault-tolerance for the applications running

on the nodes in vehicular distributed computing systems.

SUMMARY

[0004] This section provides a general summary of the disclosure, and is not a comprehensive
disclosure of its full scope or all of its features.

[0005] Exemplary embodiments are disclosed of systems and methods of providing fault-
tolerant distributed computing for vehicular systems. In an exemplary embodiment, a system for
providing fault-tolerant distributed computing for a vehicular system includes a first processing
unit and a second processing unit communicatively coupled to the first processing unit. The first
processing unit is configured to support a first set of processes. The second processing unit is
configured to support a second set of processes, to monitor the state of the first set of processes,
and to support at least one additional process of the first set of processes when the monitored state
of the first set of processes indicates a failure in and/or loss of communication with the first
processing unit. The second processing unit is configured to support the additional process

substantially instantaneously.
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[0006] Further areas of applicability will become apparent from the description provided
herein. The description and specific examples in this summary are intended for purposes of

illustration only and are not intended to limit the scope of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS
[0007] The present application is illustrated by way of example and not limited in the
accompanying figures in which like reference numerals may indicate similar elements and in
which:
[0008] FIG. 1 illustrates an exemplary system including a central computer (gateway, switch,
power distribution), zonal controls (gateway, switch, power distribution), and an autonomous
computer for which may be implemented an exemplary embodiment of system/method for
providing fault-tolerant networking and/or enable failover operation in a vehicle.
[0009] FIG. 2 is a block diagram of a distributed computing system including four gateways
GWI1, GW2, GW3, and GW4 according to an exemplary embodiment of the present disclosure.
[0010] FIG. 3 is another block diagram of the distributed computing system shown in FIG. 2
after the fourth gateway GW4 has failed in its entirety as indicated by the X through the fourth
gateway GW4.
[0011] FIG. 4 is a block diagram of a distributed computing system including three gateways
that are connected to each other via high speed digital links and that include a redundant connection
to a controller area network (CAN) device according to an exemplary embodiment of the present
disclosure.
[0012] FIG. 5 is another block diagram of the distributed computing system shown in FIG. 4
after a task has failed on one of the gateways and another gateway has taken action in response to
the other gateway’s failed task according to exemplary embodiments of the present disclosure.
[0013] FIG. 6 is a table that includes example actions (e.g., Start/Stop a software task or HW
process, load or unload programmable logic, efc.) that may be taken by a Safety Supervisor
Manager of a gateway in the event of a failure of a process or an entire gateway according to
exemplary embodiments of the present disclosure.
[0014] FIG. 7 is a table that includes examples of descriptions of different states shown in FIG.
6.



WO 2023/007209 PCT/1IB2021/056772

3
[0015] FIG. 8 illustrates an example of low latency failover according to exemplary
embodiments of the present disclosure.
[0016] FIG. 9 is a flow chart illustrating an example operation of a fault-tolerant system

according to exemplary embodiments of the present disclosure.

[0017] FIG. 10 is a flow chart illustrating an example method of dynamically reconfiguring
Action tables according to exemplary embodiments of the present disclosure.

[0018] FIG. 11 is a block diagram of an exemplary distributed computing system including
two zonal gateway nodes (e.g., electronic control units (ECUs), efc.) connected to each other and
to a computer or data server node via network connections (e.g., high speed digital links, ezc.)
according to an exemplary embodiment of the present disclosure.

[0019] FIG. 12 is another block diagram of the distributed computing system shown in FIG.
11 after the data server node has failed and the software tasks ADAS 1 and ADAS 2 have been
moved from on the data server node to the two zonal gateway modes Gateway 1 and Gateway 2,
respectively.

[0020] FIG. 13 is a block diagram of an exemplary distributed computing system including a
computer or data server node connected via network connections (e.g., high speed digital links,
efc.) to two zonal gateway nodes (e.g., electronic control units (ECUs), efc.) and to an active remote
antenna {(e.g., 5G mmWave antenna, efc.) according to an exemplary embodiment of the present
disclosure.

[0021] FIG. 14 is another block diagram of the distributed computing system shown in FIG.
13 after the second zonal gateway node has failed and the remote antenna hardware has taken over
the function of the mmWave radar of the failed second zonal gateway node.

[0022] FIG. 15 is a block diagram of an exemplary distributed computing system including
two controllers or zonal gateway nodes that are connected to each other and to a computer or data
server node via network connections (e.g., high speed digital links, efc.) and that include redundant
connections (e.g., CAN links, efc.) to power steering according to an exemplary embodiment of
the present disclosure.

[0023] FIG. 16 is another block diagram of the distributed computing system shown in FIG.
15 after the steering control task on the first controller has failed and the control over the power

steering unit’s software control has been failed over to the second controller.
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[0024] FIG. 17 is a block diagram of a distributed computing system including a redundant

ADAS compute or data server node.

DETAILED DESCRIPTION
[0025] The detailed description that follows describes exemplary embodiments and the
features disclosed are not intended to be limited to the expressly disclosed combination(s).
Therefore, unless otherwise noted, features disclosed herein may be combined to form additional
combinations that were not otherwise shown for purposes of brevity.
[0026] Systems within autonomous or semi-autonomous vehicles need to continue to operate,
at least to some degree, despite failures or situations where the vehicle suffers damage. After
recognizing the need to provide a substantial degree of fault-tolerance for the applications running
on the nodes in vehicular distributed computing systems, exemplary embodiments of systems and
methods were developed and/or are disclosed herein that provide fault-tolerant distributed
computing and failover operation for vehicular systems, e.g., when a vehicular system component
or subcomponent fails, ezc.
[0027] In exemplary embodiments, a system for providing fault-tolerant distributed computing
for a vehicular system includes a plurality of distributed processing units (e.g., gateways, electronic
control units (ECUs), electronic control modules (ECMs), telematics control units (TCUSs), efc.)
that are configured to pass relevant information to each other, such as sharing their states with each
other. The processing units are configured such that actions of a failed processing unit may be
taken over by one or more of the other remaining processing units. For example, tasks, processes,
code, etc. may be distributed across multiple processing units such that when there is a failure in
and/or loss of communication with one of the processing units, the remaining processing unit(s)
are operable for assuming and/or taking over critical tasks of that failed processing unit.
[0028] FIG. 1 illustrates an exemplary system including a central computer (gateway, switch,
power distribution), zonal controls (gateway, switch, power distribution), and an autonomous
computer for which may be implemented an exemplary embodiment of a system/method for
providing fault-tolerant distributed computing and enable failover operation for a vehicular system.
Other components can also be considered but have been left out for clarify and simplification.
Nodes disclosed herein may be considered and/or include gateways, electronic control units

(ECUs), electronic control modules (ECMs), telematics control units (TCUs), etc.
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[0029] FIG. 2 illustrates an exemplary distributed computing system including four gateways
GWI1, GW2, GW3, and GW4 (e.g., electronic control units (ECUs), electronic control modules
(ECMs), telematics control units (TCUs), etc.). Sensors and actuators are connected with the
gateways. During normal operation in a none failed operational state as shown in FIG. 2, the field
programmable gate array (FPGA) function x in the first gateway GW1 is disabled. Accordingly,
the FPGA Function X in the first gateway GW1 is not used during normal operation, while all other
tasks in the system are running normally. Safety Supervisor passes relative task state information
between gateways.

[0030] As shown in FIG. 2, each Safety Supervisor is able to share status information with
each other Safety Supervisor as indicated by the arrows. Accordingly, FIG. 2 generally shows a
broadcast situation in which each node obtains the status information for each other node.

[0031] FIG. 3 illustrates the distributed computing system shown in FIG. 2 after the fourth
gateway GW4 has failed in its entirety as indicated by the X through the fourth gateway GW4. As
indicated by the arrows, the first, second, and third gateways GW1, GW2, and GW3 have taken
over the operations of the fourth gateway GW4 according to exemplary embodiments of the present
disclosure. In FIG. 3, non-functioning components are denoted by the Xs through the sensors, and
disabled tasks are denoted by Xs through the Infotasks in the first, second, and third gateways
GW1, GW2, and GW3 and the X through the FPGA Function y in the first gateway GW1.

[0032] As shown in FIG. 3, the FPGA Function y is moved from the fourth gateway GW4 to
the first gateway GW1 to the FPGA function x in the first gateway GW1, which was previously
disabled during normal operation when none of the gateways had failed as shown in FIG. 2. With
continued reference to FIG. 3, the ADAS (advanced driver-assistance system) Functions X are
moved from the fourth gateway GW4 to the second and third gateways GW2 and GW3. FPGA
Function y is disabled (as indicated by the X) in the first gateway GW1 to accommodate and/or
make room for FPGA Function x from the fourth gateway GW4. Infotainment tasks in the first,
second, and third gateways GW1, GW2, and GW3, are disabled (as indicated by the Xs) or shut
down due to resource loading. These actions can be done via a static configuration table and/or a
dynamic algorithm deciding what tasks to move based on current load.

[0033] Accordingly, the tasks that are critical have been redistributed from the failed fourth

gateway GW4. And, tasks that are not critical have been disabled or shutdown in the first, second,
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and third gateways GW1, GW2, and GW3 to provide, make available, or free up resources for
handling the critical tasks redistributed from the fourth gateway GW4.

[0034] In FIG. 3, the four boxes labeled Safety Supervisor represent supervisor tasks that
monitor in real time the heath and status of the run-time tasks in the other gateways. Each Safety
Supervisor is configured to be operable to determine whether or not the run-time tasks are
operating properly, whether or not the run-time tasks have malfunctioned, and/or whether or not a
malfunction has occurred with the central processing unit (CPU) on which the run-time tasks
should be or were running.

[0035] In exemplary embodiments, each critical task is treated independently. Each critical
task has a calculated or includes a target failover gateway for actions to be taken.

[0036] History/context of the tasks may or may not be required. For example, sensor data
parsing/calculations may not be needed going forward in time, but the state of an output may still
be shared through Safety Supervisor or other method (e.g., shared data model(s), efc.) with the
failover task.

[0037] FIG. 4 illustrates a distributed computing system in which three gateways (e.g.,
electronic control units (ECUs), electronic control modules (ECMs), telematics control units
(TCUs), etc.) are connected via 10G Ethernet links (broadly, high speed digital links) according to
an exemplary embodiment of the present disclosure. The three gateways include a redundant
connection to a controller area network (CAN) device. The CAN device is operable as an actuator
and/or a sensor. Each Safety Supervisor Manager is configured to transfer a Heartbeat (e.g., a
packet of data sent on a regular basis, etc.) plus information on the state of the current tasks. In
turn, the receiving gateway monitors this information to decide what actions to take in the event a
task(s) fails or a heartbeat fails indicating a loss of communication.

[0038] FIG. 5 illustrates the distributed computing system shown in FIG. 4 after a task has
failed on one of the gateways (as indicated by the X through the ADAS Function x) and another
gateway has taken action in response to the other gateway’s failed task according to exemplary
embodiments of the present disclosure. As shown in FIG. 5, a secondary function (ADAS Function
x) is started up (as indicated by the arrow) and another function (Info Task) is disabled (as indicated
by the X) to free up resources.

[0039] In the exemplary embodiment shown in FIGS. 4 and 5, the links between the gateways
are illustrated as 10G Ethernet links. The 10G Ethernet links are relatively high bandwidth digital
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links that allows for a low latency changeover (e.g., substantially instantaneously or within a
response time of a vehicle safety system, etc.) in the event a task(s) fails or a heartbeat fails
indicating a loss of communication. In other embodiments, the links between the gateways may
comprise other suitable high speed digital links that allow for low latency changeover in the event
a task(s) fails or a heartbeat fails indicating a loss of communication.

[0040] In exemplary embodiments, a Safety Supervisor Manager within each gateway is
operable for monitoring in real time and controlling the state of the gateways within the gateway
cluster. More specifically, each Safety Supervisor Manager independently monitors in real time
the state of its peers/other gateways in the cluster and takes action based on this information. Each
Safety Supervisor Manager in the cluster keeps track of all deemed relevant processes within its
own respective CPU or Hardware (HW) processing unit and reports this to the other Safety
Supervisor Managers within the cluster. Each Safety Supervisor Manager in the cluster also
monitors in real time the state of all deemed relevant processes within the CPUs or HW processing
units of its peers/other gateways in the cluster.

[0041] In the event of a failure of a process or a failure of an entire gateway, a Safety
Supervisor Manager may perform actions quickly (e.g., substantially instantaneously or within a
response time of a vehicle safety system, efc.) according to a predefined state or based on an
algorithm for optimizing resource usage. Examples of actions may include Start/Stop a software
task or HW process, load or unload programmable logic (e.g., FPGA logic, etc.), etc. Failovers
start and stop may be based on system time (e.g., microsecond resolution, millisecond resolution,
etc.). For example, system time accuracy / resolution may be based on 10 ns, with a period or cycle
time in millisecond resolution.

[0042] FIG. 6 is an Actions table that includes example actions (e.g., Start/Stop a software task
or HW process, load or unload programmable logic, etc.) that may be taken by a Safety Supervisor
Manager of a gateway in the event of a failure of a process or a failure of an entire gateway. The
actions may be performed according to a predefined state and/or based on an algorithm for
optimizing resource usage in accordance with exemplary embodiments of the present disclosure.
FIG. 6 is an example only as the table may be modified to accommodate system needs.

[0043] Every process in the table (e.g., KeyManager, Adaptive Cruise, ADAS Function 1,
ADAS Function 2, ADAS Function 2, Media Player) may be treated independently such that if a

process fails in a gateway then all processes in that gateway may be considered failed. Entry 5
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(ADAS Function 3) in the table may be considered a special case where the process fails but is
recoverable, and the system allows for recovery after performing self-checks and the secondary is
shut down.

[0044] FIG. 7 is a table that includes examples of descriptions of different states shown in FIG.
6. But the different state descriptions provided in FIG. 7 are example only, and the present
disclosure is not limited to these descriptions.

[0045] In exemplary embodiments, the communication scheme for the Safety Supervisor
Managers is independent of failover operations. Redundancy and safety requirements are taken
into account when selecting communications methods.

[0046] In exemplary embodiments, messages may be sent via several communication
protocols and topologies, such as Broadcast, LLDP (Link Layer Discover Protocol) Peer to Peer
(data passed on from node to node), Multicast (all Supervisors listen to each other’s multicast
traffic), Internet Protocol, Shared memory based Inter Process Communication schemes, etc. If
TSN Qbv is supported in an exemplary embodiment, then messages may utilize this mechanism
via control frame QOS tag.

[0047] In exemplary embodiments, message content may be the same for each type, e.g., a
protocol data unit (PDU) containing the local Gateway’s state. Each PDU may be encrypted (e.g.,
ECC HMAC (elliptical curve cryptography hash-based message authentication code), efc.), for
example, to provide assurance the data has not been tampered with and is correct according to 2
safety requirement, preventreplay attacks, check with integrated cirenit base wnit (IC BU) on safely
transterring data frarses schemes, efc. Each PDU may have a system Time Stamp with the data.
Packet format (sent via Multicast UDP message, on port X) may be:

{"PROCESS_STATE":

{"DEVICE_NAME": "GW_FR_LEFT", "Entity Name": "OBD_Server_x", "STATE":
"Running”, "ERROR", "0"},

{"DEVICE_NAME": "GW_FR_LEFT", "Entity Name": "Router_x", "STATE": "Failed",
"ERROR", "-10"},]}

[0048] Safety action should not take more than the time between Action start and prep info
next. If so, then the state should be clearly identified in the state table and an in-progress value

should be sent at the next cycle.
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[0049] In exemplary embodiments, each gateway (e.g., electronic control units (ECUs),
electronic control modules (ECMs), telematics control units (TCUSs), etc.) is configured with
accurate timing such that actions are taken in sync with each other. For example, Ethernet 802.1AS
and Time ware shapers may be used in exemplary embodiments. But alternative embodiments may
include another mechanism of synchronizing as the need for synchronization may depend on
system requirements. For example, other exemplary embodiments may include precision time
protocol (PTP) and time-sensitive networking (TSN) to help keep the time more aligned between
gateways. System cycle time is determined by the applications. Information from a process on a
given gateway is prepared before the end of the system cycle so that it can be transferred to each
other gateway during the control phase. Actions in the processes in the affected gateways start after
the control phase and either must finish before the next control phase or report pending in the
update. The system is synchronized to act on the status of the system at the same time.

[0050] As used herein, task may refer to and/or include a software component or process that
is running on a processor. Hardware (HW) process may be refer to and/or include an IP core within
a Field programmable device such that the hardware can be reconfigured at runtime. Gateway may
refer to and/or include a device capable of running a task or HW processes. By way of example
only, a gateway may comprise a domain controller, an automotive domain specific gateway (e.g.,
Body Control Module, electronic control unit (ECU), electronic control module (ECM), telematics
control unit (TCU), etc.), etc. Computer server may refer to and/or include a processing unit used
for running applications, such as path planning algorithms and multimedia applications, etc.
Telecommunication control unit (TCU) may refer to and/or include a device(s) used to
communicated via wireless technologies outside a vehicle. Data server may refer to and/or include
a processing unit dedicated to storing and retrieving data. Network may refer to and/or include a
form of communications to transfer data from one device to another, such as Ethernet, controller
area network (CAN), local interconnect network (LIN), etc. Safety critical task may refer to and/or
include a task or HW process that is deemed safe by the overall system by following the ISO26262,
TIEC61508 standards, or other related safety standards.

[0051] In exemplary embodiments, redundancy enables the failover to work as traffic needs to
flow between the Safety Supervisor processes. The type of redundancy may vary but the
redundancy should have a failover occur in less time than the cycle time (response time of the

system).
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[0052] In exemplary embodiments, a critical process is considered a process that implements
at least the following features. Interprocess communication (IPC) interface allows for the Safety
Supervisor to acquire its state, e.g., application programming interface (API) for current state
(running, recovered, pending, efc.), and watchdog counter and heartbeat. Non-critical tasks do not
need to include this API but may be beneficial for diagnostics. Safety Supervisor may compare the
stats from the operating system (OS) (central processing unit (CPU) utilization, memory usage,
etc.) against expected values.

[0053] In an exemplary embodiment, a system may include two gateways with at least one
controller area network (CAN) device attached to both gateways in a redundant fashion. If one
gateway fails or goes down, then the signal comes from the other gateway to actuate, for example,
a vehicle’s brakes, lane change steering, etc. In this exemplary embodiment, the key manager is
moved from one gateway to the next gateway. Fusion of data is still functioning but limited due to
the loss of sensors from the gateway failure.

[0054] In exemplary embodiments, tasks may be moved based on predefined information, e.g.,
gateway operational states, in a static table (e.g., FIG. 6, etc.). In alternative embodiments, tasks
may be moved dynamically whereby the current workload of all gateways are shared, and the
safety supervisors calculate and share the best location to transfer the task in a failed condition.
This calculation may be performed on each cycle so that all gateways in the cluster execute on the
same known state of the cluster.

[0055] FIG. 8 illustrates an example of low latency failover according to exemplary
embodiments of the present disclosure that may be configured for providing fault-tolerant
distributed computing for a vehicular system with low latency changeover (e.g., substantially
instantaneously or within a response time of a vehicle safety system, efc.). In FIG. 8, “Recv Status”
represents status coming from other nodes in the system. “Send Status” represents status
information sent from a local node to all other nodes in the system (e.g., via broadcast or similar
mechanism). “Prep Status” represents the preparation of local node status information before the
sync time period has expired. “Seq” represents the current sequence number of the frames being
sent, which is used to line up actions across all nodes. All nodes work on the same Sequence
number in the same time cycle. “Cycle” represents a cyclic time period.

[0056] In the example shown in FIG. 8, the required reaction/response time or synchronization

time period is about 7 milliseconds (ms) in order to be substantially instantaneously. This 7 ms
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response time corresponds with a vehicle crossing a lane (1 meter change in direction) at 250
kilometers per hour (km/hr) or 69.4 meters per second (m/s). In this example, the response time is
14 ms/2 for time to react. In other exemplary embodiments, the response time may be different or
as critical.

[0057] The time is synchronized between nodes (Node N, Node N+1, efc.) as each safety
supervisor (broadly, node) needs to be in sync to make sure the failover is synchronized. The
accuracy may not necessarily be critical for the safety supervisor if all status information is updated
within the same cycle for all nodes so as to ensure they are all working of the same data. In some
exemplary embodiments, some jitter in the failover system can be supported as long as all nodes
react within the cycle time window.

[0058] Exemplary embodiments disclosed herein may be configured for providing fault-
tolerant distributed computing for a vehicular system while reducing the need for CPU power and
duplication. Due to the possibility to start and stop application/task on failures, the overall system
requirements may be reduced by avoiding the need to have duplicate hardware to run critical tasks
in the event of a failure. By way of example, this may save between 30% to 50% of required CPU
support in a vehicular system, e.g., computer power for less critical applications (e.g., radio, user
video switching, etc.) may be repurposed for critical applications (e.g., safety) if there is a failure
somewhere. Exemplary embodiments may allow consolidation of a safety application into one
computer box if there was another ready to take over. Exemplary embodiments may allow for
monitoring at a much lower rate and running of noncritical task(s) with the freed resources.
[0059] See, for example, the distributed computer systems shown in FIG. 11 and FIG. 17,
respectively. As shown in FIG. 17, the distributed computing system includes a redundant ADAS
server node. In this example, the gateway nodes GW1 and GW2 each have an arbitrary compute
capacity of 150 compute units, and the Compute and Redundant Compute each have a capacity of
500 compute units, such that the system total is 1300 compute units. For the failover example
shown in FIGS. 11 and 12 in which there is no Redundant Compute (or its 500 compute units), the
system would have a total of 800 compute units, thus providing a 40% reduction in compute units.
The Failover scenario may have to scale back due to limited resources even with dropping
noncritical tasks in the gateway nodes GWs. But as this is for an Emergency situation, limiting the
performance can be expected, e.g., limited to 50% of rated speed because the reduced sensor input

processing isn’t fast enough, ezc.
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[0060] The reduction of CPU needs and redundancy allows for a reduction in wiring thereby
decreasing the weight and cost of the overall system. The reduced power consumption allows for
longer battery life, use of lower cost silicon as operating temperatures may be lower with less
power consumption, and/or use of less expensive/complex heat mitigation solutions.

[0061] In exemplary embodiments, each safety supervisor in the system is configured to act
independently (e.g., via static and/or dynamic algorithms, efc.) based on the state/status of its
peers/other gateways in the system. Each Safety supervisor broadcasts its status to all other safety
supervisors. Each subsystem or “information” may have its own update rate based on the criticality
of the application. For example, steering control may have a required response time of 14 ms for
lane departure. But loss of a sensor may not need to respond as fast, e.g., because of the availability
of data from the last scan and/or because the map of the environment will not change that fast.
[0062] Actions taken during the response time out requirements (e.g., 1 cycle, 100 cycles, or
1000 cycles as shown in the Action table illustrated in FIG. 6, etc.) may be based on static actions
tables (predefined steps in case of a failover event), which supports fast and predictable reaction
times. The Actions tables (e.g., FIG. 6, efc.) may be dynamically configured as a secondary task
and be updated in the status report phase. As show in FIG. 10, the dynamic reconfiguration of the
Action tables may be done via Artificial Intelligence or Machine learning, etc. All changes to the
Actions tables are coordinated with acknowledgment from the Safety supervisors and only put in
into action after the coordination with acknowledgement as shown in FIG. 10.

[0063] Status updates may include sending all status information from an Action table or only
sending the changes. A heartbeat of indication of activity from each node is sent so that the
corresponding action event does not time out in other nodes. If changes are sent, the Action table
is updated in each node with that node’s changes.

[0064] After each cycle, each node is synchronized with the same information such that each
node is therefore able to act on any failure events in a synchronized way. Time between cycles
does not have to be exact, but each node must have the same data within the x period. Each cycle
keeps track of its cycle number. Time synchronization in the system for data visualization may be
done with time stamps from each sensor which a sensor fusion mechanism uses. Actions do not
have to complete before the next cycle, but action status is updated indicating when an action is in

progress before the cycle in finished.
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[0065] The following examples of hardware failover (reconfiguration) are representative, and
not exhaustive, of possible use cases for exemplary embodiments disclosed herein. In a first
hardware failover example, an advanced driver-assistance system (ADAS) computer or data server
node fails or goes down. The hardware fatover includes moving object detection algorithm(s) to
a zonal gateway node, e.g., with limited functionality (e.g., reduced maximum speed, etc.). The
object detection may be handled by a software-defined radio (SDR) system instead of high network
throughput.

[0066] Continuing with this first hardware failover example, FIG. 11 illustrates an exemplary
distributed computing system including two zonal gateway nodes (e.g., electronic control units
(ECUs), etc.) connected to each other and to a computer or data server node via network
connections (e.g., high speed digital links, efc.). FIG. 11 also illustrates the data flow between
sensors 5 (e.g., cameras, Lidar, Radar, efc.), Gateway 1, Gateway 2, and the data server node (e.g.,
ADAS 1, ADAS 2) during normal operation in a none failed operational state.

[0067] As shown in FIG. 12, the data server node has failed. In response, the hardware failover
includes moving ADAS 1 and ADAS 2 from the data server node to Gateway 1 and Gateway 2,
respectively. FIG. 12 also illustrates the failover data flow between ADAS 1 on Gateway 1 and
ADAS 2 on Gateway 2.

[0068] In a second hardware failover example, a software-defined radio (SDR) may be
reconfigured from a 5G mmWave radio to radar. If a front left radar sensor (or gateway node
associated therewith) fails or goes down, then the front left SDR mmWave radio (5G remote
antenna) may be reconfigured to act as a radar.

[0069] Continuing with this second hardware failover example, FIG. 13 illustrates an
exemplary distributed computing system including a computer or data server node connected via
network connections (e.g., high speed digital links, efc.) to two zonal gateway nodes (e.g.,
electronic control units (ECUSs), efc.) and to an active remote antenna (e.g., 3G mmWave antenna,
etc.). The two zonal gateway nodes are also connected to each other via a network connection (e.g.,
high speed digital links, etc.). FIG. 13 also illustrates the data flow between sensors 5 (e.g.,
cameras, Lidar, Radar, SmmWave Radar, efc.), first gateway node Gateway 1, second gateway
node Gateway 2, the active remote antenna, and the data server node (e.g., ADAS 1, ADAS 2,

software-defined radio (SDR)) during normal operation in a none failed operational state.
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[0070] As shown in FIG. 14, the second gateway node (Gateway 2) has failed and is unable to
report data back to the ADAS applications on the data server node. In response, the hardware
failover includes the remote antenna hardware taking over the function of the mmWave radar of
the failed second gateway node from a hardware perspective, e.g., the SDR mmWave radio (5G
remote antenna) is reconfigured to act as a mmWave radar. A software task (mmWave radar
failover app) is started on the data server node. The software-defined radio (SDR) on the data
server node is disabled as denoted by the X through the SDR. The active antenna can therefore be
used to keep sensor coverage in a corner of the vehicle at which the second zonal gateway mode
went down by bringing down non-critical portion(s) of the vehicular communications system, e.g.,
until the vehicle is able to stop at a safe stop location.

[0071] In a third hardware failover example, power steering is controlled via a first controller
or zonal gateway node during normal operation in a none failed operational state. In response to a
failure of the steering control task of the first controller, the hardware failover includes switching
the power steering control from the first controller over to a second controller to handle this critical
input/out (I/O). The hardware failover may include switching the primary network connection to
the PS (Power Steering) module or other safety critical module (e.g., CAN). This third hardware
failover example may also be implemented with and used for vehicle brake controller hardware
failover.

[0072] Continuing with this third hardware failover example, FIG. 15 illustrates an exemplary
distributed computing system including two controllers or zonal gateway nodes (e.g., electronic
control units (ECUs), etc.) connected to each other and to a computer or data server node via
network connections (e.g., high speed digital links, efc.). The distributed computing system
includes a failover mechanism (e.g., redundant CAN links, efc.) so that control over the power
steering unit’s software control can be failed over to another controller. This can also be used for
brakes or other critical vehicular systems.

[0073] During normal operation in a none failed operational state, the CAN link from the first
controller (Gateway 1) is active, while the CAN link from the second controller (Gateway 2) is for
monitoring only. Accordingly, power steering is controllable via the steering control task on the
first controller during normal operation in a none failed operational state. FIG. 15 also illustrates
the data flow between the two controllers during normal operation in a none failed operational

state.
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[0074] FIG. 16 illustrates the distributed computing system shown in FIG. 15 after the steering
control task on the first controller has failed as denoted by the X. In response, control over the
power steering unit’s software control has been failed over to the second controller to handle this
critical input/out (I/0) associated with power steering. Non critical task(s) (e.g., air-conditioning
(AC) control) on the second controller has been disabled. The steering control task on the second
controller is active and no longer for monitoring only. The CAN link from the first controller is
inactive. The CAN link from the second controller is active.

[0075] Exemplary embodiments are disclosed of fault-tolerant systems and methods of for
providing fault-tolerant distributed computing for wvehicular systems. In an exemplary
embodiment, a system for providing fault-tolerant distributed computing for a vehicular system
includes a first processing unit and a second processing unit communicatively coupled to the first
processing unit. The first processing unit is configured to support a first set of processes. The
second processing unit is configured to support a second set of processes, to monitor the state of
the first set of processes, and to support at least one additional process of the first set of processes
when the monitored state of the first set of processes indicates a failure in and/or loss of
communication with the first processing unit. The second processing unit is configured to support
the additional process substantially instantaneously.

[0076] In an exemplary embodiment, the first set of processes comprises a vehicle device
control process configured to control a vehicle device. The at least one additional process assumes
control of the vehicle device when the vehicle device control process has failed. The vehicle device
control process may comprise one or more of vehicular steering, vehicular braking, advanced
driver-assistance system (ADAS) functioning, and/or object detection.

[0077] In an exemplary embodiment, the system is configured such that: during normal
operation in a none failed operational state, at least one of the second set of processes are disabled
in the second processing unit; and when the monitored state of the first set of processes indicates
a failure in and/or loss of communication with the first processing unit, the at least one additional
process of the first set of processes is supported by the previously disabled at least one of the
second set of processes and at least one other of the second set of processes is disabled to provide
resources in the second processing unit for supporting the at least one additional process of the

first set of processes redistributed from the first processing unit to the second processing unit.
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[0078] In an exemplary embodiment, the first processing unit is configured to monitor the state
of the second set of processes, and to support at least one additional process of the second set of
processes when the monitored state of the second set of processes indicates a failure in and/or loss
of communication with the second processing unit.

[0079] In an exemplary embodiment, the system is configured such that when the monitored
state of the first set of processes indicates a failure in and/or loss of communication with the first
processing unit, the system determines, according to predefined states, which one or more critical
processes are redistributed from the first processing unit to the second processing unit and which
one or more non-critical processes are disabled or shutdown in the second processing unit for
supporting the one or more critical processes.

[0080] In an exemplary embodiment, the system is configured such that when the monitored
state of the first set of processes indicates a failure in and/or loss of communication with the first
processing unit, the system dynamically determines, based on a current workload of the first and
second processing units, which one or more critical processes are redistributed from the first
processing unit to the second processing unit and which one or more non-critical processes are
disabled or shutdown in the second processing unit for supporting the one or more critical
processes.

[0081] In an exemplary embodiment, the system includes multiple electronic control units
configured to be operable for communicating information to each other including sharing the state
of their processes, such that in response to a failure in and/or loss of communication with an
electronic control unit, one or more processes of said electronic control unit are supported by at
least one of the remaining electronic control units. The system may be configured such that tasks,
processes, and/or code is distributed across the multiple electronic control units and such that in
response to the failure in and/or loss of communication with said electronic control unit, the at
least one of the remaining electronic control units are operable for supporting one or more critical
tasks of said electronic control unit. For example, the system may be configured such that the at
least one of the remaining electronic control units are operable for supporting said one or more
critical tasks of said electronic control unit including one or more of vehicular steering, vehicular
braking, advanced driver-assistance system (ADAS) functioning, and/or object detection. Or, for
example, the system may be configured such that a software-defined radio (SDR) of the at least

one of the remaining electronic control units is reconfigured from a SG mmWave radio to radar,
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and a remote antenna of the at least one of the remaining electronic control units takes over a
function of the mmWave radar of said electronic control unit.

[0082] In an exemplary embodiment, the system includes multiple electronic control units
including first and second processing units. The system is configured such that in the event of a
failure in and/or loss of communication with an electronic control unit: one or more critical
processes are redistributed from said electronic control unit to at least one of the remaining
electronic control units; and one or more non-critical processes are disabled or shutdown in said at
least one of the remaining electronic control units to provide resources for supporting the one or
more critical processes redistributed from said electronic control unit to said at least one of the
remaining electronic control units. The one or more critical processes may include or may be
related to one or more of vehicular steering, vehicular braking, advanced driver-assistance system
(ADAS) functioning, and/or object detection. During normal operation in a none failed operational
state, at least one process is disabled in said at least one of the remaining electronic control units.
In the event of the failure in and/or loss of communication with the said electronic control unit, the
one or more critical processes are redistributed from said electronic control unit to be supported
by the previously disabled at least one process of said at least one of the remaining electronic
control units.

[0083] In an exemplary embodiment, the first processing unit comprises a first electronic
control unit, and the second processing unit comprises a second electronic control unit. the system
is configured such that in the event of a failure in and/or loss of communication with the first or
second electronic control unit: one or more critical processes are redistributed from said first or
second electronic control unit to the other one of said first or second electronic control unit; and
one or more non-critical processes are disabled or shutdown in the other one of the first or second
electronic control unit to provide resources for supporting the one or more critical processes
redistributed from said first or second electronic control unit to the other one of said first or second
electronic control unit.

[0084] In an exemplary embodiment, the first processing unit comprises a first electronic
control unit, and the second processing unit comprises a second electronic control unit. The system
further comprises third and fourth electronic control units communicatively coupled to each other
and to the first and second electronic control units. The system is configured such that in the event

of a failure in and/or loss of communication with the fourth electronic control unit: one or more
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critical processes are redistributed from the fourth electronic control unit to at least one of the first,
second, and third electronic control units; and one or more non-critical processes are disabled or
shutdown in the at least one of the first, second, and third electronic control units to provide
resources for supporting the one or more critical processes redistributed from the fourth electronic
control unit.

[0085] In an exemplary embodiment, the system the system includes multiple electronic
control units including the first and second processing units. The system further comprises a
controller area network device. The multiple electronic control units include a redundant
connection to the controller area network device. The system is configured such that in the event
of a failure in and/or loss of communication with an electronic control unit, one or more signals to
actuate one or more vehicle control devices are sent by one or more of the remaining electronic
control units.

[0086] In an exemplary embodiment, an autonomous or semi-autonomous vehicle comprises
one or more vehicular systems within the vehicle configured to be operable for controlling
operation of the vehicle. The one or more vehicular systems are interconnected by a system as
disclosed, which provides fault-tolerant distributed computing for the one or more vehicular
systems with low latency changeover in the one or more vehicular systems.

[0087] Also disclosed are exemplary methods of for providing fault-tolerant distributed
computing for vehicular system.. In an exemplary embodiment, a computer-implemented method
of providing fault-tolerant distributed computing for a vehicular comprises monitoring the state of
a first set of processes of a first processing unit via a second processing unit, the second processing
unit configured to support a second set of processes. When the state of the first set of processes as
monitored by the second processing unit indicates a failure in and/or loss of communication with
the first processing unit, the method comprises substantially instantaneously: redistributing at least
one of the first set of processes from the first processing unit to the second processing unit; and
disabling at least one of the second set of processes to provide resources in the second processing
unit for supporting the at least one of the first set of processes redistributed from the first processing
unit to the second processing unit.

[0088] In an exemplary embodiment, the first set of processes comprises a vehicle device
control process configured to control a vehicle device. The method comprises the second

processing unit assuming control of the vehicle device when the vehicle device control process has
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failed. The vehicle device control process may comprise one or more of vehicular steering,
vehicular braking, advanced driver-assistance system (ADAS) functioning, and/or object
detection.

[0089] In an exemplary embodiment, the method includes disabling at least one of the second
set of processes in the second processing unit during normal operation in a none failed operational
state. When the state of the first set of processes as monitored by the second processing unit
indicates a failure in and/or loss of communication with the first processing unit, the method further
includes supporting the at least one process of the first set of processes by the previously disabled
at least one of the second set of processes.

[0090] In an exemplary embodiment, the method includes: monitoring the state of the second
set of processes of the second processing unit via the first processing unit. When the state of the
second set of processes as monitored by the first processing unit indicates a failure in and/or loss
of communication with the second processing unit, the method further includes: redistributing at
least one of the second set of processes from the second processing unit to first processing unit;
and disabling at least one of the first set of processes to provide resources in the first processing
unit for supporting the at least one of the second set of processes redistributed from the second
processing unit to the first processing unit.

[0091] In an exemplary embodiment, when the monitored state of the first set of processes
indicates a failure in and/or loss of communication with the first processing unit, the method
includes: determining, according to predefined states, which one or more critical processes are
redistributed from the first processing unit to the second processing unit and which one or more
non-critical processes are disabled or shutdown in the second processing unit for supporting the
one or more critical processes; and/or dynamically determining, based on a current workload of
the first and second processing units, which one or more critical processes are redistributed from
the first processing unit to the second processing unit and which one or more non-critical processes
are disabled or shutdown in the second processing unit for supporting the one or more critical
processes.

[0092] In an exemplary embodiment, the first and second processing units include a redundant
connection to a controller area network device. In the event of a failure in and/or loss of

communication with one of the first or second processing unit, the method includes sending one
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or more signals to actuate one or more vehicle control devices from the other one of said first or
second processing unit.

[0093] Exemplary embodiments of non-transitory computer-readable storage media including
executable instructions for providing fault-tolerant distributed computing for vehicular systems are
also disclosed. In an exemplary embodiment, a non-transitory computer-readable storage media
includes executable instructions for providing fault-tolerant distributed computing for a vehicular
system, such that when executed by at least one processor: the state of a first set of processes of a
first processing unit is monitored by a second processing unit, the second processing unit
configured to support a second set of processes; and when the state of the first set of processes as
monitored by the second processing unit indicates a failure in and/or loss of communication with
the first processing unit: at least one of the first set of processes is redistributed substantially
instantaneously from the first processing unit to the second processing unit; and at least one of the
second set of processes is disabled substantially instantaneously to provide resources in the second
processing unit for supporting the at least one of the first set of processes redistributed from the
first processing unit to the second processing unit.

[0094] In an exemplary embodiment, the first set of processes comprises a vehicle device
control process configured to control a vehicle device. The non-transitory computer-readable
storage media includes executable instructions that when executed by the at least one processor,
the second processing unit assumes control of the vehicle device when the vehicle device control
process has failed. The vehicle device control process may comprise one or more of vehicular
steering, vehicular braking, advanced driver-assistance system (ADAS) functioning, and/or object
detection.

[0095] In an exemplary embodiment, the non-transitory computer-readable storage media
includes executable instructions that when executed by the at least one processor: at least one of
the second set of processes is disabled in the second processing unit during normal operation in a
none failed operational state; and when the state of the first set of processes as monitored by the
second processing unit indicates a failure in and/or loss of communication with the first processing
unit, at least one process of the first set of processes is supported by the previously disabled at least
one of the second set of processes.

[0096] In an exemplary embodiment, the non-transitory computer-readable storage media

includes executable instructions that when executed by the at least one processor: the state of the
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second set of processes of the second processing unit is monitored by the first processing unit; and
when the state of the second set of processes as monitored by the first processing unit indicates a
failure in and/or loss of communication with the second processing unit: at least one of the second
set of processes is redistributed from the second processing unit to first processing unit; and at least
one of the first set of processes is disabled to provide resources in the first processing unit for
supporting the at least one of the second set of processes redistributed from the second processing
unit to the first processing unit.

[0097] In an exemplary embodiment, the non-transitory computer-readable storage media
includes executable instructions that when executed by the at least one processor and when the
monitored state of the first set of processes indicates a failure in and/or loss of communication with
the first processing unit: a determination is made according to predefined states as to which one or
more critical processes are redistributed from the first processing unit to the second processing unit
and which one or more non-critical processes are disabled or shutdown in the second processing
unit for supporting the one or more critical processes; and/or a determination is made dynamically
based on a current workload of the first and second processing units as to which one or more critical
processes are redistributed from the first processing unit to the second processing unit and which
one or more non-critical processes are disabled or shutdown in the second processing unit for
supporting the one or more critical processes.

[0098] In an exemplary embodiment, the first and second processing units include a redundant
connection to a controller area network device. The non-transitory computer-readable storage
media includes executable instructions that when executed by the at least one processor: in the
event of a failure in and/or loss of communication with one of the first or second processing unit,
one or more signals to actuate one or more vehicle control devices are sent from the other one of
said first or second processing unit.

[0099] Exemplary embodiments disclosed herein may provide one or more (but not necessarily
any or all) of the following features and/or advantages. For example, exemplary embodiments
disclosed herein may be configured for providing fault-tolerant distributed computing for a
vehicular system with low latency changeover (e.g., substantially instantaneously, within a
response time of a vehicle safety system, efc.) in the event of a failure in and/or loss of
communication with a processing unit (e.g., gateway, efc.). Exemplary embodiments disclosed

herein may be configured (e.g., include high speed digital links, efc.) that allow for substantially
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instantaneous changeover (e.g., within a response time of a vehicle safety system, efc.) in the event
of a failure in and/or loss of communication with a processing unit {e.g., gateway, etc.). Exemplary
embodiments disclosed herein may be configured for substantially instantaneous remapping and
repurposing programmable hardware (e.g., box to box, efc.) for new hardware operations, e.g., not
just changing the software. Exemplary embodiments disclosed herein may be configured for
providing fault-tolerant distributed computing for a vehicular system with a reduced or minimal
number of data links, with less required computational power, with less wiring, and with less data
paths.

[00100] As will be appreciated based on the foregoing specification, the above-described
embodiments of the disclosure may be implemented using computer programming or engineering
techniques including computer software, firmware, hardware, or any combination or subset
thereof. Exemplary embodiments may include one or more processors and memory coupled to
(and in communication with) the one or more processors. A processor may include one or more
processing units (e.g., in a multi-core configuration, etc.) such as, and without limitation, a central
processing unit (CPU), a microcontroller, a reduced instruction set computer (RISC) processor, an
application specific integrated circuit (ASIC), a programmable logic device (PLD), a gate array,
and/or any other circuit or processor capable of the functions described herein.

[00101] It should be appreciated that the functions described herein, in some embodiments, may
be described in computer executable instructions stored on a computer readable media, and
executable by at least one processor. The computer readable media is a non-transitory computer
readable storage medium. By way of example, and not limitation, such computer-readable media
can include dynamic random access memory (DRAM), static random access memory (SRAM),
read only memory (ROM), erasable programmable read only memory (EPROM), solid state
devices, flash drives, CD-ROMSs, thumb drives, floppy disks, tapes, hard disks, other optical disk
storage, magnetic disk storage or other magnetic storage devices, any other type of volatile or
nonvolatile physical or tangible computer-readable media, or other medium that can be used to
carry or store desired program code in the form of instructions or data structures and that can be
accessed by a computer. Combinations of the above should also be included within the scope of
computer-readable media.

[00102] Computer-executable instructions may be stored in the memory for execution by a

processor to particularly cause the processor to perform one or more of the functions described
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herein, such that the memory is a physical, tangible, and non-transitory computer readable storage
media. Such instructions often improve the efficiencies and/or performance of the processor that
is performing one or more of the various operations herein. It should be appreciated that the
memory may include a variety of different memories, each implemented in one or more of the
functions or processes described herein.

[00103] It should also be appreciated that one or more aspects of the present disclosure
transform a general-purpose computing device into a special-purpose computing device when
configured to perform the functions, methods, and/or processes described herein.

[00104]  The disclosure provided herein describes features in terms of preferred and exemplary
embodiments thereof. Numerous other embodiments, modifications and variations within the
scope and spirit of the appended claims will occur to persons of ordinary skill in the art from a

review of this disclosure.
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CLAIMS
We claim:
L. A system for providing fault-tolerant distributed computing for a vehicular system,

the system comprising;:

a first processing unit configured to support a first set of processes; and

a second processing unit communicatively coupled to the first processing unit, the second
processing unit configured to support a second set of processes, to monitor the state of the first set
of processes, and to support an additional process of the first set of processes when the monitored
state of the first set of processes indicates a failure in and/or loss of communication with the first
processing unit, wherein the second processing unit is configured to support the additional process

substantially instantaneously.

2. The system of claim 1, wherein:

the first set of processes comprises a vehicle device control process configured to control
a vehicle device; and

the at least one additional process assumes control of the vehicle device when the vehicle

device control process has failed.

3. The system of claim 2, wherein the vehicle device control process comprises one
or more of vehicular steering, vehicular braking, advanced driver-assistance system (ADAS)

functioning, and/or object detection.

4. The system of claim 1, wherein the system is configured such that;

during normal operation in a none failed operational state, at least one of the second set of
processes is disabled in the second processing unit; and

when the monitored state of the first set of processes indicates a failure in and/or loss of
communication with the first processing unit, the at least one additional process of the first set of
processes is supported by the previously disabled at least one of the second set of processes and at

least one other of the second set of processes is disabled to provide resources in the second
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processing unit for supporting the at least one additional process of the first set of processes

redistributed from the first processing unit to the second processing umnit.

5. The system of any one of claims 1 to 4, wherein the first processing unit is
configured to monitor the state of the second set of processes, and to support at least one additional
process of the second set of processes when the monitored state of the second set of processes

indicates a failure in and/or loss of communication with the second processing unit.

6. The system of any one of claims 1 to 4, wherein the system is configured such that
when the monitored state of the first set of processes indicates a failure in and/or loss of
communication with the first processing unit, the system determines, according to predefined
states, which one or more critical processes are redistributed from the first processing unit to the
second processing unit and which one or more non-critical processes are disabled or shutdown in

the second processing unit for supporting the one or more critical processes.

7. The system of any one of claims 1 to 4, wherein the system is configured such that
when the monitored state of the first set of processes indicates a failure in and/or loss of
communication with the first processing unit, the system dynamically determines, based on a
current workload of the first and second processing units, which one or more critical processes are
redistributed from the first processing unit to the second processing unit and which one or more
non-critical processes are disabled or shutdown in the second processing unit for supporting the

one or more critical processes.

8. The system of any one of claims 1 to 4, wherein the system includes multiple
electronic control units including the first and second processing units, the multiple electronic
control units configured to be operable for communicating information to each other including
sharing the state of their processes, such that in response to a failure in and/or loss of
communication with an electronic control unit, one or more processes of said electronic control

unit are supported by at least one of the remaining electronic control units.
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9. The system of claim &, wherein the system is configured such that tasks, processes,
and/or code is distributed across the multiple electronic control units and such that in response to
the failure in and/or loss of communication with said electronic control unit, the at least one of the
remaining electronic control units are operable for supporting one or more critical tasks of said

electronic control unit.

10. The system of claim 9, wherein the system is configured such that;

the at least one of the remaining electronic control units are operable for supporting said
one or more critical tasks of said electronic control unit including one or more of vehicular steering,
vehicular braking, advanced driver-assistance system (ADAS) functioning, and/or object
detection; and/or

a software-defined radio (SDR) of the at least one of the remaining electronic control units
is reconfigured from a 5G mmWave radio to radar, and a remote antenna of the at least one of the
remaining electronic control units takes over a function of the mmWave radar of said electronic

control unit.

11. The system of any one of claims 1 to 4, wherein:
the system includes multiple electronic control units including the first and second
processing units;
the system is configured such that in the event of a failure in and/or loss of communication
with an electronic control unit:
one or more critical processes are redistributed from said electronic control unit to
at least one of the remaining electronic control units, the one or more critical processes
including or related to one or more of vehicular steering, vehicular braking, advanced
driver-assistance system (ADAS) functioning, and/or object detection; and
one or more non-critical processes are disabled or shutdown in said at least one of
the remaining electronic control units to provide resources for supporting the one or more
critical processes redistributed from said electronic control unit to said at least one of the

remaining electronic control units.
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12. The system of claim 11, wherein:

during normal operation in a none failed operational state, at least one process is disabled
in said at least one of the remaining electronic control units; and

in the event of the failure in and/or loss of communication with the said electronic control
unit, the one or more critical processes are redistributed from said electronic control unit to be
supported by the previously disabled at least one process of said at least one of the remaining

electronic control units.

13. The system of any one of claims 1 to 4, wherein:
the first processing unit comprises a first electronic control unit;
the second processing unit comprises a second electronic control unit;
the system is configured such that in the event of a failure in and/or loss of communication
with the first or second electronic control unit;

one or more critical processes are redistributed from said first or second electronic
control unit to the other one of said first or second electronic control unit; and

one or more non-critical processes are disabled or shutdown in the other one of the
first or second electronic control unit to provide resources for supporting the one or more
critical processes redistributed from said first or second electronic control unit to the other

one of said first or second electronic control unit.

14. The system of any one of claims 1 to 4, wherein:

the first processing unit comprises a first electronic control unit;

the second processing unit comprises a second electronic control unit;

the system further comprises third and fourth electronic control units communicatively
coupled to each other and to the first and second electronic control units;

the system is configured such that in the event of a failure in and/or loss of communication
with the fourth electronic control unit;

one or more critical processes are redistributed from the fourth electronic control

unit to at least one of the first, second, and third electronic control units; and
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one or more non-critical processes are disabled or shutdown in the at least one of
the first, second, and third electronic control units to provide resources for supporting the

one or more critical processes redistributed from the fourth electronic control unit.

15. The system of any one of claims 1 to 4, wherein:

the system includes multiple electronic control units including the first and second
processing units;

the system further comprises a controller area network device;

the multiple electronic control units include a redundant connection to the controller area
network device; and

the system is configured such that in the event of a failure in and/or loss of communication
with an electronic control unit, one or more signals to actuate one or more vehicle control devices

are sent by one or more of the remaining electronic control units.

16.  An autonomous or semi-autonomous vehicle comprising one or more vehicular
systems within the vehicle configured to be operable for controlling operation of the vehicle, the
one or more vehicular systems interconnected by the system of any one of claims 1 to 4, thereby
providing fault-tolerant distributed computing for the one or more vehicular systems with low

latency changeover in the one or more vehicular systems.

17. A computer-implemented method of providing fault-tolerant distributed computing
for a vehicular system, the method comprising:

monitoring the state of a first set of processes of a first processing unit via a second
processing unit, the second processing unit configured to support a second set of processes; and

when the state of the first set of processes as monitored by the second processing unit
indicates a failure in and/or loss of communication with the first processing unit, the method
comprises substantially instantaneously:

redistributing at least one of the first set of processes from the first processing unit

to the second processing unit; and
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disabling at least one of the second set of processes to provide resources in the
second processing unit for supporting the at least one of the first set of processes

redistributed from the first processing unit to the second processing unit.

18. The method of claim 17, wherein:

the first set of processes comprises a vehicle device control process configured to control
a vehicle device; and

the method comprises the second processing unit assuming control of the vehicle device

when the vehicle device control process has failed.

19. The method of claim 18, wherein the vehicle device control process comprises one
or more of vehicular steering, vehicular braking, advanced driver-assistance system (ADAS)

functioning, and/or object detection.

20. The method of any one of claims 17 to 19, wherein the method includes:

disabling at least one of the second set of processes in the second processing unit during
normal operation in a none failed operational state; and

when the state of the first set of processes as monitored by the second processing unit
indicates a failure in and/or loss of communication with the first processing unit, supporting the at
least one process of the first set of processes by the previously disabled at least one of the second

set of processes.

21. The method of any one of claims 17 to 19, wherein the method includes:
monitoring the state of the second set of processes of the second processing unit via the
first processing unit; and
when the state of the second set of processes as monitored by the first processing unit
indicates a failure in and/or loss of communication with the second processing unit:
redistributing at least one of the second set of processes from the second processing

unit to first processing unit; and
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disabling at least one of the first set of processes to provide resources in the first
processing unit for supporting the at least one of the second set of processes redistributed

from the second processing unit to the first processing unit.

22. The method of any one of claims 17 to 19, wherein when the monitored state of the
first set of processes indicates a failure in and/or loss of communication with the first processing
unit, the method includes:

determining, according to predefined states, which one or more critical processes are
redistributed from the first processing unit to the second processing unit and which one or more
non-critical processes are disabled or shutdown in the second processing unit for supporting the
one or more critical processes; and/or

dynamically determining, based on a current workload of the first and second processing
units, which one or more critical processes are redistributed from the first processing unit to the
second processing unit and which one or more non-critical processes are disabled or shutdown in

the second processing unit for supporting the one or more critical processes.

23. The method of any one of claims 17 to 19, wherein:

the first and second processing units include a redundant connection to a controller area
network device; and

in the event of a failure in and/or loss of communication with one of the first or second
processing unit, the method includes sending one or more signals to actuate one or more vehicle

control devices from the other one of said first or second processing unit.

24. A non-transitory computer-readable storage media including executable
instructions for providing fault-tolerant distributed computing for a vehicular system, such that
when executed by at least one processor:

the state of a first set of processes of a first processing unit is monitored by a second
processing unit, the second processing unit configured to support a second set of processes; and

when the state of the first set of processes as monitored by the second processing unit

indicates a failure in and/or loss of communication with the first processing unit:
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at least one of the first set of processes is redistributed substantially instantaneously
from the first processing unit to the second processing unit; and

at least one of the second set of processes is disabled substantially instantaneously
to provide resources in the second processing unit for supporting the at least one of the first

set of processes redistributed from the first processing unit to the second processing unit.

25. The non-transitory computer-readable storage media of claim 24, wherein:

the first set of processes comprises a vehicle device control process configured to control
a vehicle device; and

the executable instructions include executable instructions that when executed by the at
least one processor, the second processing unit assumes control of the vehicle device when the

vehicle device control process has failed.

26. The non-transitory computer-readable storage media of claim 25, wherein the
vehicle device control process comprises one or more of vehicular steering, vehicular braking,

advanced driver-assistance system (ADAS) functioning, and/or object detection.

27. The non-transitory computer-readable storage media of any one of claims 24 to 26,
wherein the non-transitory computer-readable storage media includes executable instructions that
when executed by the at least one processor:

at least one of the second set of processes is disabled in the second processing unit during
normal operation in a none failed operational state; and

when the state of the first set of processes as monitored by the second processing unit
indicates a failure in and/or loss of communication with the first processing unit, at least one
process of the first set of processes is supported by the previously disabled at least one of the

second set of processes.

28. The non-transitory computer-readable storage media of any one of claims 24 to 26,
wherein the non-transitory computer-readable storage media includes executable instructions that

when executed by the at least one processor:
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the state of the second set of processes of the second processing unit is monitored by the
first processing unit; and
when the state of the second set of processes as monitored by the first processing unit
indicates a failure in and/or loss of communication with the second processing unit:
at least one of the second set of processes is redistributed from the second
processing unit to first processing unit; and
at least one of the first set of processes is disabled to provide resources in the first
processing unit for supporting the at least one of the second set of processes redistributed

from the second processing unit to the first processing unit.

29. The non-transitory computer-readable storage media of any one of claims 24 to 26,
wherein the non-transitory computer-readable storage media includes executable instructions that
when executed by the at least one processor and when the monitored state of the first set of
processes indicates a failure in and/or loss of communication with the first processing unit:

a determination is made according to predefined states as to which one or more critical
processes are redistributed from the first processing unit to the second processing unit and which
one or more non-critical processes are disabled or shutdown in the second processing unit for
supporting the one or more critical processes; and/or

a determination is made dynamically based on a current workload of the first and second
processing units as to which one or more critical processes are redistributed from the first
processing unit to the second processing unit and which one or more non-critical processes are
disabled or shutdown in the second processing unit for supporting the one or more critical

Processes.

30. The non-transitory computer-readable storage media of any one of claims 24 to 26,
wherein:

the first and second processing units include a redundant connection to a controller area
network device; and

the non-transitory computer-readable storage media includes executable instructions that

when executed by the at least one processor: in the event of a failure in and/or loss of
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communication with one of the first or second processing unit, one or more signals to actuate one

or more vehicle control devices are sent from the other one of said first or second processing unit.
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