70357 A2 I 0O 0 T 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization Vd”Ij

) IO O T O 0O

International Bureau

(43) International Publication Date
21 June 2007 (21.06.2007)

(10) International Publication Number

WO 2007/070357 A2

(51) International Patent Classification:
HO4L 29/06 (2006.01) HO4L 12/28 (2006.01)

(21) International Application Number:
PCT/US2006/046777

(22) International Filing Date:
6 December 2006 (06.12.2006)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

11/300,016 14 December 2005 (14.12.2005) US

(71) Applicant (for all designated States except US): INTEL
CORPORATION [US/US]; 2200 Mission College Boule-
vard, Santa Clara, CA 95052 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): ADILETTA,
Matthew [US/US]; 244 Sawyer Road, Bolton, MA 01740
(US). VINNAKOTA, Bapi [US/US]; 43164 Starr Street,
Fremont, CA 94539 (US).

(74) Agents: MALLIE, Michael, J. et al.; Blakely, Sokoloff,
Taylor & Zafman LLP, 12400 Wilshire Boulevard, 7th
Floor, Los Angeles, CA 90025 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IS,
JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS,
LT, LU, LV, LY, MA, MD, MG, MK, MN, MW, MX, MY,
MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RS,
RU, SC, SD, SE, SG, SK, SL, SM, SV, SY, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, S, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
without international search report and to be republished
upon receipt of that report

Fortwo-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gagzette.

(54) Title: SECURE WIRELESS NETWORK

& (57) Abstract: A method is used to authenticate a wireless device for secure operation on a wireless local area network, the wireless
local area network including a controller. The method to include broadcasting from the controller a configuration message based on
& the controller being physically switched to a configuration mode. The method to also include accepting at the controller a response
& from the wireless device, the response accepted based on receiving the response within a fixed time period following the broadcast-
ing of the configuration message, the accepted response including information encrypted using the controller’s public key. A user
message is obtained, the user message entered by the user at the controller and maintained at the controller. The wireless device
is authenticated based on whether the response including the encrypted information, when decrypted with a private key associated

with the controller’s public key, matches the user message.



WO 2007/070357 PCT/US2006/046777

Secure Wireless Network

BACKGROUND

{0001] Wireless local area networks (WL ANSs) are becoming a common way to
network or interconnect devices with wireless capabilities in a residential or business
setting. However, one disadvantage with using a WLAN is the possibility that
sensitive or private information may be accessed, modified, or intercepted by an
unauthorized party. These problems may be mitigated or reduced by setting up a
secure WLAN that uses a crypto gréphic system to encrypt information exchanged

‘I between devices interconnected in a WLAN. In this secure WLAN, only those
authorized have the abilitsr to decrypt encrypted information. Thus, even if the
encrypted information is intercepted by an unauthorized party, the encrypted
information is not intelligible without the ability to decrypt the information. In this
manner, an insecure WLAN may act functionally like a private and secure network.
[0002] One example, of a cryptographic system is a public key cryptographic system.
The basic components of a public key cfyptographic system include a cryptographic
algorithm and two numerical codes called keys, one of which is referred to as a public
key and the other a private key. For encryption,{ information encrypted with the
i)ublic key (or public encryption key) can only be decrypted with the private key (or
private decryption key). For example, if a message is encrypted with the public key,
only the holder of the associated private key can recover the original message. Even
the originator of the message, absent the private key associated with the public key,

cannot decrypt the message.
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[0003} Another example of a cryptographic system for a secure WLAN is a system
designed for WLAN networks. One such system is described in the Institute for
Electrical and Electronic Engineers (IEEE) 802.11i standard for medium access

control (MAC) security enhancements. See IEEE 802.11i-2004: IEEE Standard for

Information technology - Telecommunications and information exchange between
systems--Local and metropolitan area networks--Specific requirements Part 11:
WLAN MAC and Physical Layer (PHY) Specifications, Amendment 6: MAC
Security Enhancéments, published July 2004, and/or later versions of th;: standard (the
“802.11i standard”). In this cryptographic system, following the authentication of a
device, a controlling agent of a WLAN may exchange a pairwise master key (PMK)
with each authenticated device. The PMK, for example, is then used for secure

802.11i operations or communications on the WLAN.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is an illustration of elements of an example wireless local area network
(WLAN) including a controller and at least one wireless device;

Fig. 2 is an illustration of elements of the example WLAN including the
controller and multiple wireless devices;

Fig. 3 is a block diagram of an example configuration manager architecture;

Fig. 4 is a flow chart of an example method to authenticate a wireless device;

Fig. 5 is a flow chart of an example method to authenticate a controller.
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DETAILED DESCRIPTION

[0004] As mentioned in the background, a cryptographic system may be used to
establish a secure WLAN. However, to use a cryptographic system, the
interconnected devices in a WLAN must authorize or authenticate each other.
Otherwise, a rogue or unwanted device may become or mimic an authorized device
and compromise the security of the WLAN by obtaining information (e.g., public or
private keys) to decrypt encrypted information.

[0005) Typically, to avoid a rogue device compromising a secure WLAN, various
authentication methods are used. These methods may require that a user physically
enter key information provided by some central authority (e.g., the manufacturer, an
external authentication server, etc.) at each device. This physical entry may include
entering a long string of alpha numeﬁc characters via a keyboard or other input/output
mechanism (e.g., a universal serial bus (USB) flash drive, remote control, touch
screen, etc.-) for a device to securely connect to the WLAN. Once the key information
is correctly entered, the device is authenticated and treated as an authorized member of
the secure WLAN.

[0006] This. authentication process may be problematic should the key information be
lost or obtained by a rogue or unauthorized device. If lost, the device desiring to be an
authorized member may have no way to authenticate itself if thé device needs to
couple to another secure WLAN or is reset and needs to re;—authenticate itself. Ifthe
key information is obtained by a rogue device, that rogue device may obtain access to

the WLAN and compromise the security of the WLAN. The possibility that the key
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information may physically exist as a writing on paper or stored in a memory on a
device that could be accessed or hacked, increases the likelihood that a WLLAN may bé
compromised by a rogue device. Additional steps can be taken to protect the key from
a rogue device, but each additional step adds a level complexity to a process that is
already complex. This is problematic to a typical user configuring a residential
WLAN whose tolerance for added complexity is low.

{0007] - In one example, a method is used to authenticate a wireless device for secure
operation on a wireless local area network (WLAN) that includes a controller
physically switched into a coﬁﬁguration mode by a user. The method includes
broadcasting from the controller a configuration message, the configuration message
to include the controller’s public key. Based on receiving a response from the wireless
device within a fixed time period following the broadcasting of the configuration
message, the controller accepts the response from the wireless device. The accepted
response may include information encrypted using the controller’s public key. The
controller may obtain a user message entered by the user at the controller and
maintained at the controller. The wireless device is then authenticated based on
whether the response including the encrypted information, when decrypted with a
private key associated with the controller’s public key, includes the user message.
[0008] Fig. 1 is an illustration of elements of an example wireless local area network
(WLAN) 100 including controller 110 and wireless device 120. In one example,
controller 110 is a main, central, or controlling configuration agent for WLAN 100.

Controller 110 may be an access point (AP) connected to another network. This other
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network, may include, but is not limited to, a wired local area network, a wired wide
area network or a wireless wide area network.

[0009] Inone ﬁnplementation, controller 110 and wireless device 120 are coupled in
communication via a wireless communication link 155 through transceivers 118 and
128, respectively. In one example, wireless communication link 155 may be
established and/or maintained in accordance with one or more industry standards.
These standards may describe communication protocols and operating parameters to
interconnect devices with wireless networking capabilities (e.g., include an antenna
and a network interface). One such group of industry standards is known as the ITEEE
802.11 standards (e.g., 802.11a, 802.11b, 802.11g or 80211n, etc.). This disclosure is
not limited to only WLANS operating according to IEEE 802.11 standards.

{0010} In one example, controller 110 includes configuration switch 112 and wireless
device 120 includes configuration switch 122. As depicted in Fig. 1, configuration
switch 112 is in a position such that controller 110 is in a configuration mode 114.
Also as depicted in Fig. 1, configuration switch 122 is in a position to place wireless
device 120 in configuration mode 124. In one example, a user 105 may have
physically placed configuration switches 112, 122 into configuration modes 114, 124,
respectively.

[0011] In one implementation, while in configuration mode 114, 124, user 105 enters
a user message 103 into both controller 110 and wireless device 120. In one example,
user 105 may enter user message 103 via a keyboard or other input/output mechanism,

e.g., a universal serial bus (USB) flash drive, remote control, touch screen, etc. This
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user message 103 may be temporarily stored in memory 115 and 125 for controller
110 and wireless device 120, respectively. User message 103 may be any message
determined by user 105. However, in one example, complexity constraints are placed
on the contents of user message 103 to ensure it is not too easily discovered or
guessed.

[0012] As described in more detail below, once controller 110 is placed in
configuration mode 114, configuration manager 101 A in controller 110 broadcasts a
configuration message to indicate that WLAN 100 is being configured or established
for secure operation. For example, in an IEEE 802.11 implementation, the
configuration message includes a public access service set identifier (SSID) and
controller 110’s public key for a public cryptographic system as described above in the
background.

{0013] In this IEEE 802.11 implementation, wireless device 120 responds to the
configuration message broadcasted by controller 110 via wireless communication link
155. This response includes wireless device 120 associating with the SSID. The
response also includes configuration manager 101B in wireless device 120 using
controller 110’s public key. Configuration manager 101B uses the public key to
encrypt the user message 103 temporarily stored in memory 125. Configuration
manager 101B then places the encrypted user message 103 in a response message to
controller 110. The response message may also include other information such as

wireless device 120°s public key encrypted using controller 110’s public key. The
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response is then be transmitted through transceiver 128 via wireless communication
link 155 to controller 110: |

[0014] In one example, controller 110 only accepts response messages within a fixed
or predetermined time period. Thus, if wireless device 120’s response message to the
configuration message is not received Within. that fixed time period, the response
message is not accepted or is ignored. If the response message is received before the
expiration of the time period, configuration manager 101A decrypts the portion of the
response message that includes user message 103. That portion is decrypted using a
private kéy associated with controller 110’s public key. If the decrypted portion of the
message matches or includes user message 103, then wireless device 120 is
authenticated and is deemed an authorized member of WLAN 100.

[0015] In one implementation, configuration manager 101A in controller 110 then
transmits a controller authentication message to wireless device 120 through
transceiver 118 via wireless communication link 155. The controller authentication
message to include user message 103 encrypted using wireless device 120’s public
key.

[0016] In one example, wireless device 120 receives the controller authentication
message. Configuration manager 101B in wireless device 120 then decrypts the
controller authentication message portion that includes user message 103. The
message is decrypted using a private key associated with wireless device 120’s public

key. If the decrypted portion of the message matches or includes user message 103
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stored in memory 125, controller 110 is authenticated and is recognized by wireless
device 120 as a controlling agent for WLAN 100.

[0017] In one example, after controller 110 and wireless device 120 have
authenticated each other, configuration switches 112 and 122 are placed into operation
mode 116 and 126, respectively. In an alternative example, configuration switches
112, 122 may not have two modes but just a configuration switch that can be
physically switched on/off or simply just toggled from one position to another position
and back to the one position. Thus, in.this alternative example, switching on or
toggling configuration switch 112, 122 places controller 110 and wireless device 120
back in a configuration mode.

[0018] In one example, WLAN 100 operates in compliance with a cryptographic
system described in the 802.11i standard. Thus, following the authentication of
wireless device 120, information related to a pairwise master key (PMK) for secure
802.11i operations may also be included in the controller authentication message by
controller 110.

[0019] In one implementation, the public key cryptographic system is used only to
authenticate the wireless devices and the controller. After authentication, an 802.11i
cryptographic system is used for secure operations on WLAN 100. The limited
amount of time that controller 1 ld accepts responses to a configuration message
broadcast places a time constraint for using the public key cryptographic system on
WLAN 100. Thus, exposure of the WLAN to a rogue agent obtaining public/private

keys is possibly minimized.
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[0020] In one example, for an added level of security, a time limit may be placed on a
period of time that a wireless device is away from WLAN 100 and still maintains its
authorized status for secure operations on WLAN IGO. A notebook computer, for
example, is authenticated as described above. This notebook computer may be
removed from WLAN 100 and does not return for an extended period of time. If this
extended period of time exceeds the time limit, then the notebook computer will have
to be authenticated again as described above to regain its authorized status for secure
operations on WLAN 100.

[0021] Fig. 2 is an illustration of elements of WLAN 100 including controller 110 and
wireless devices 120 and 130. In Fig. 2, another wireless device 130 is portrayed as
coupling in communication to controller 110 via wireless communication link 255.
[0022] In one implementation, user 105 enters network informat?on 207 and user
message 103 into controller 110. In one example, user 105 may enter netvyork
information 207 and user message 103 via a keyboard or other input/output
mechanism, €.g., a universal serial bus (USB) flash drive, remote control, touch
screen, etc. Network information 207 and user message 103 may be temporarily
stored in memory 115. In t'his implementation, network information 207 is used to
provide an added level of security to establish a secure WLAN 100.

[0023] In one example, network information 207 includes information associated with
elements to be cou]jialed to WLAN 100. This information may include the number of
wireless devices user 105 expects to configure for secure operation on WLAN 100.

The information may also include the types of wireless devices that are to be
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configured. For example, wireless device 120 or wireless device 130 includes various
types of devices that have wireless capabilities. These devices include, but are not
limited to, laptop, notebbok or desktop cqmputers, printers, scanner, televisions,
television set-top boxes, digital video recorders, video cassette recorders, stereos,
receivers, appliances, personal digital assistant, etc. Network information 207 may
also include the function that each type of wireless device serves as part of WLAN
100. For example, a printer may be a network printer or may function as a dedicated
printer for one or more notebook or desktop computers.

[0024] In one example, wireless device 120 is a notebook computer and wireless
devise 130 is a printer. In this example, configuration manager 101B in wireless
device 120, when responding to a configuration message broadcast from controller
110, also includes information in a response message that includes type information
(notebook) or function (e.g., a network user node). Configuration manager 101C in
wireless device 130 also includes information in its response message that includes
type information (printer) or function (e.g., network or dedicated printer). As
controller 110 authenticates these devices, the type and/or function information in the
response message is compared to network information 207 by configuration manager
101A. If the information does not match, the wireless device(s) is not authenticated
and is not authorized for secure operations or possibly not allowed to communicate to
other element.s of WLAN 100.

[0025] In one example, in addition to a fixed time period to accept response messages,

controller 110 stops accepting response messages after a specified number is received.

10
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This specified number may be based on the number of wireless devices entered by
user 105 in network information 207. If user 105 expected to only configure wireless
devices 120 and 130 for WLAN 100, then the number entered would be 2. As a result,
controller 110 would ignore response messages after receiving 2 response messages
from 2 wireless devices. In another example, controller 110 aborts configuration
altogether if the type and/or number don’t match at any point during the configuration
process.
[0026] In one example, if the number and/or type entered by user 105 in network
information 207 do not match, user 105 receives a visual or audio indication. 'fhis
visual or audio indication may indicate to user 105 that a rogue or unauthorized device
is attempting to gain access to WLAN 100. For example, a monitor display for a
desktop computer flashes a certain color (e.g., red) or flashes a text warning on the
display. In another example, an audio alarm sounds.
10027] In one implementation, controller 110 can only broadcast one configuration
message to wireless devices each time configuration switch 112 is physically switched
to configuration mode 114. Thus, in one example, user 105 decides to add one or
more other wireless devices to WLAN 100. User 105 physically switches
configuration switch 112 into configuration mode 114 and enters a user message and
possibly network information to reflect the number of wireless devices to be added to
WLAN 100. Controller 110 then broadcasts a configuration message as described

- above and the one or more other wireless devices will be authenticated as described

above.

131
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{0028} In one implementation, user 105 monitors each wireless device that responds
to a configuration request. As a result, user 105 manually accepts or rejects each
monitored wireless device that sends a response message. In this implementation, user
105 stops the acceptance of response messages once the anticipated number of
response messages associated with wireless devices to be configured is received. User
105 also examines the type or function of the device to ensure it is what is expected.
If the type or function does not match, user 105 prohibits the wireless device from
joining WLAN 100. For example, not authenticate the device and/or manually accept
the response message associated with the device, e.g., select a reject option when
prompted via a display monitor coupled to controller 110.

[0029] Fig. 3 is a block diagram of an example configuration manager 101
architecture. In Fig. 3, configuration manager 101 includes central logic 360, station
logic 370, control logic 320, memory 330, input/output (I/O) interfaces 340, timer 380
and optionally one or more applications 350, each coupled as depicted. In one
example, configuration manager 101 uses central logic 360 when implemented within
a controller (e.g., controller 110) and uses station logic 370 when implemented within
a wireless device that is not the controller (e.g., wireless device 120 or 130).

[0030] In one example, the elements portrayed in Fig. 3’s block diagram are controller
or wireless device resources allocated to support or enable configuration manager 101
as described in this disclosure. For example, central logic 360, control logic 320 and
station logic 370 each or collectively represent any of a wide variety of logic device(s)

or executable content a controller or wireless device allocates to implement a

12
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configuration manager 101. These logic device(s) may include a microprocessof,
network processor, service processor, microcontroller, field programmable gate array
(FPGA), application specific integrated circuit (ASIC), or executable content to
implement such control features, or any combination thereof.

[0031] In Fig. 3, both central logic 360 and station logic 370 include communicate
feature 382, encrypt/decrypt feature 384 and authenticate feature 386. In one
implementation, central logic 360 and station logic 370 use these features to configure
a controller and/or wireless device for secure operations on a WLAN.

[0032) Control logic 320 may control the overall operation of configuration manager
101 and as mentioned above, may represent any of a wide variety of logic device(s) or
executable content to implement the coﬂtrol of configuration manager 101. In
alternate examples, the features and functionality of control logic 320 are implemented
within central logic 360 and/or station logic 370.

[0033] According to one example, memory 330 is used by central logic 360 or
secondary logic 370 to temporarily store information. For example, information
related to the'cornparing of user messages and/or network information by controllers
or wireless devices. Memory 330 may also store executable content. The executable
content may be used by control logic 320, central logic 360 or station logic 370 to
implement or activate features or elements of configuration manager 101.

[0034] In one implementation, memory 330 is a block of memory within and/or
accessible to a controller or wireless device (e.g., memory 115, 125, 135). In this

implementation, memory 330 temporarily stores configuration information entered by

13
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a user (e.g., user 105) attempting to configure devices to operate on a secure WLAN
(e. g WLAN 100). Thus, as described above, configuration manager 101 obtains this
temporarily stored configuration information and uses it to establish or configure the
devices to operate on the secure WLAN.

[0035] /O interfaces 340 may provide an interface via a communication medium or
link between configuration manager 101 and a user desiring to configure a controller
or wireless device to operate on a seccure WLAN. As a result, i/O interfaces 340 may
enable central logic 360, control logic 320 or station logic 370 to receive a series of
instructions initiated by a user wanting to configure a controller or wireless device.
The series of instructions may activate central logic 360, control logic 320 or station
logic 370 to implement one or more features of configuration manager 101.

[0036] In one example, configuration manager 101 includes one or more applications
350 to provide internal instructions to control logic 320. Such applications 350 may
be activated to generate a user interface, e.g., a graphical user interface (GUI), to
enable administrative features, and the like. For example, a GUI provides a user
access to memory 330 to modify or update information (e.g., configuration
information, public and private keys, user message) to configure a controller or
wireless device.

[0037] In one example, timer 380 includes a timing device responsive to central logic

360 and/or control logic 320. Timer 380 is used to establish a window or time period

via which response messages to a configuration message are accepted. In other

14
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examples, the features and functionality of timer 380 are implemented within control
logic 320 and/or central logic 360.

{0038] Fig. 4 is a flow chart of an example method to authenticate a wireless device
for secure operation on WLAN 100. In one example, WLAN 100 is to use the private
key cryptographic system to facilitate the authentication of wireless devices to then
securely operat.e in compliance with the 802.11i standard on WLAN 100.

[0039] In block 405, in one example, central logic 360 of configuration manager 101A
in controller 110 activates communicate feature 382. Communicate feature 382
determines whether configuration switch 112 has been placed into configuration mode
114 (e.g., by user 105). If configuration switch 112 is in configuration mode 114, the
configuration process moves to block 410. If configuration switch 112 is in operation
mode 114, the configuration process is aborted.

[0040] In block 410, in one example, communicate feature 382 broadcasts via
transceiver 118 a configuration message. In one example, the configuration message
includes the pﬁblic access SSID associated with controller 110 and WLAN 100. The
configuration message also includes controller 110°s public key.

{0041} In block 415, in one example, central logic 360 activates authenticate feature
386. Authenticate feature 386 initiates timer 380 to begin a time period to collect
responses to the configuration message broadcasted by communicate feature 382. The
time period may be based on a short period of time to minimize the time a rogue or

unauthorized wireless device can respond to the configuration message. In one

15
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example, this period of time is just long enough for a wireless device to receive,
process the configuration message and respond.

[0042] .In block 420, in one example, a response message to the configuration message
is received from those wireless devices associating with the public access SSID. The
response messages, for example, include information such as user méssage 103 and a
responding wireless device’s public key. User message 103 may have been physically
entered by user 105 at wireless device 120 and/or 130. User message 103 is encrypted
by the wireless device using controller 110°s public key and included in the respdnse
message.

[0043] If a wireless device’s response message is received prior to timer 380 expiring,
authenticate feature 386 accepts the response message and the process moves to block
430. If timer 380 expires before the wireless device’s response message, the response
message is rejected. In one example, if wireless device 120 is the only device to be
configured or no other wireless devices are to be configured, the configuration process
is aborted.

[0044] In block 425, in one example, authenticate feature 386 obtains user message
103 and network information 207 from a memory resident in or accessible to
controller 110. In one example, user message 103 and network information 207 were
entered by user 105 and at least temporarily stored in the resident memory, e.g.,
memory 115,

[0045] In block 430, in one example, authenticate feature 386 compares the obtained

network information 207 to the wireless device response message received and

16
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accepted. For example, network information 207 includes the number and types of
wireless devices expected to be configured. The response message, as described
above for Fig. 2, also includes information to indicate thé type of wireless device that
generated the response message. If network information 207 matches the number and
types of wireless devices expected, the process moves to block 430. If network -
information 207 does not match, the configuration process is aborted.

[0046] In block 435, in one example, central logic 360 activates decrypt/encrypt
feature 384. Decrypt/encrypt feature 384, uses a private key associated with controller
110’s public key to decrypt at least a portion of an accepted response message.

[0047] Inblock 440, in one example, authenticate feature 386 compares the decrypted
portion of the accepted response message to user message 103 obtained in block 425.
If the decrypted portion matches the user message 103, the wireless device associated
with that response message is authenticated. The public key included in the response
message is at least temporarily stored in a memory (e.g., memory 330 or memory
115). If the decrypted portion does not match, the wireless device associated with that
response is not authenticated and is not authorized for secure operation on WLAN
100. In this non-matching example, the response message for that wireless device is
discarded.

[0048] In block 445, in one example, authenticate feature 386. determines whether
there are any more accepted response messages received from wireless devices to be
authenticated. If there are no more, the process moves to block 450. If there are more,

the process returns to block 435.

17



WO 2007/070357 PCT/US2006/046777

[0049] In block 450, in one example, encrypt/decrypt feature 384 obtains the public
key stored by authenticate feature 386 for each authenticated wireless device. For
example, if wireless device 120 was authenticated, authenticate feature 386 uses
wireless device 120’s public key to encrypt information in an authentication message.
This authentication message includes user message 103 and also a pairwise master key
for 802.11i operation. This authentication message is transmitted to each
authenticated wireless device. |

[0050] In block 455, in one example, configuration switch 112, is physically switched
(efg., by user 105) to operation mode 116. As a result, from the perspective of
controller 110, configuration of wireless devices to be coupled to WLAN 100 for
secure 802.11i operations is complete. In one example, another configuration process
is initiated if configuration switch 112 is physically switched back into configuration
mode 114. This may occur, as mentioned above, if one or more other wireless devic_es
are to be added to WLAN 100, if WLAN 100 needs to be reconfigured, or if a
previously authenticated wireless device leaves WLAN 100 for an excessive time and
needs to be re-authenticated.

[0051] Fig. S is a flow chart of an example method to authenticate controller 110 to
further configure wireless devices for secure operation on WLAN 100. As mentioned
for the method portrayed in Fig. 4, WLAN 100 may operate in compliance with the
802.11i standard for secure WLAN operations. WLAN 100 may also use the private

key cryptographic system to facilitate the authentication of controller 110.
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(0052} In block 510, in one example, station logic 370 of configuration manager 101B
in wireless device 120 activates communicate feature 382. Communicate feature 382
determines whether configuration switch 122 has been placed into éonﬁguration mode
124. If configuration switch 122 is in configuration mode 124, the configuration
process moves to block 520. If configuration switch 122 is in operation mode 126, the
configuration process is aborted for wireless device 120.

{0053] In block 520, in one example, communicate feature 382 associates with the
public access SSID broadcasted from controller 110 in a configuration message that
also included controller 110’s public key. Communicate feature 382 temporarily
stores controller 110°s public key in a memory (e.g., memory 125 or memory 330).
[0054] In block 530, in one example, station logic 370 activates encrypt/decrypt
featurc 384. Encrypt/decrypt feature 384 obtains a user message 103 and wireless
device 120°s public key, e.g., from memory 125 or memory 330. As described, above
for Figs. 1 and 2, user message 103 is physically entered by user 105 and maintained
at wireless device 120. Encrypt/decrypt feature 384 also obtains controller 110’s
public key and uses that public key to encrypt the obtained user message 103 and
wireless device 120’s public key. Encrypt/decrypt feature 384 temporarily stores the
encrypted information (e.g., in memory 125 or 330).

[0055] In block 540, communicate feature 382 obtains the encrypted information and
includes it in a response message to controller 110’s configuration message. The
response message, for example, is transmitted to controller 110 though transceiver 128

via wireless communication link 155.
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[0056] In block 550, in one example, controller ilO has authenticated wireless device
120. As aresult a controller authentication message is transmitted from controller 110
via wireless communication link 155 and received through transceiver 128. The
controller authentication message, in one example, includes a information encrypted
with wireless device 120’s public key.

10057} Inblock 560, in one example, encrypt/decrypt feature 384 uses a private key
associated with wireless device 120’s public key to decrypt the information encrypted
by controller 110. The decrypted information is temporarily stored in a memory, e.g.,
memory 330.

[0058] In block 570, in one example, station logic 370 activates authenticate feature
386. Authenticate feature 386 obtains the information decrypted by encrypt/decrypt
feature 384 and also obtains the user message 103 that was entered by user 105 at
wireless device 120. If the decrypted inform‘a't.ion includes or matches user rﬁessage
103, the process moves to 580. If the decrypted information does not include or
match, the configuration process is aborted for wireless device 120.

[0059] In block 580, in one example, controller 110 is authenticated based on the
controller authentication message including information matching the user message
103 entered by user 105 at wireless device 120. in one example, the controller
authentication message also includes information to indicate a pairwise master key to
be used for 802.11i operations. This information decrypted by encrypt/decrypt feature

384 using the private key associated with wireless device 120’s public key.
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{0060} In block 590, in one example, configuration switch 122 is physically switched
(e.g., by user 105) to operation mode 126. As a result, from the perspective of
wireless device 120, configuration is complete for secure 802.11i operations {e.g.,

' transmitting/receiving data) on WLAN 100. In one example, another configuration
process at wireless device 120 is initiated if configuration switch 122 is physically
switched back into configuration mode 124.

[0061] Referring again to transceivers'118, 128 and 138 in Fig. 1 and Fig. 2. In one
example, these transceivers include one or more antennas to transmit and receive data
between devices or elements interconnected on WLAN 100. These antennas may
include, for example, an internal and/or external RF antenna. In one example,
transceivers 118, 128 and 138 may include a dipole antenna, a monopole antenna, an
omni-directional antenna, an end fed antenna, a circularly polarized antenna, a micro-
strip antenna, a diversity antenna, or any other type of antenna suitable for sending
and/or receiving wireless communication signals, blocks, frames, data items,
transmission streams, packets, messages or data.

[0062] In one example, transceivers 118, 128 and 138 also includes circuitry or logic
to process and/or forward data via wireless communication links in a WLAN . This
circuitry or logic may include, but is not limited to, one or more radios, network
interfaces, digital signal processors, etc.

0063] Referring again to memory 115, 125 and 135 in Fig. 1 and 2 and memory 330
in Fig. 3. Memory 115, 125, 135 or memory 330 may include a wide variety of

memory media including, but not limited to, volatile memory, non-volatile memory,
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flash, programmable variables or states, random access memory (RAM), read-only
memory (ROM), flash, or other static or dynamic storage media.

[0064] In one example, machine-readable instructions can be provided to memory
115, 125, 135 or memory 330 from a form of machine-accessible medium. A
machine-accessible medium may represent any mechanism that provides (i.e., stores
and/or transmits) information or content in a form readable by a machine (e.g.,
controller 110, wireless devices 120, 130 or configuration manager 101). For
example, a machine-accessible medium includes: ROM; RAM; magnetic disk storage
media; optical storage media; flash memory devices; electrical, optical, acoustical or
other form of propagated signals (e.g., carrier waves, infrared signals, digital signals);
etc.

[0065] Various wireless networks to include WLANSs are intended to be included
within the scope of this disclosure Other wireless networks, by way of exémple only,
include wireless wide area networks, wireless personal area networks and cellular or
wireless broadband telephony networks. Devices that may operate on such networks
include, but are not limited to, access points, bridges, hubs, two-way radio
communication systems, one-way pager;, two-way pagers, personal communication
systems, personal computers, personal digital assisfants, sensor networks, digital
broadband telephony device(s), computing devices, etc. The scope of this disclosure
is not limited to these types of wireless networks or devices.

[0066] In the previous descriptions, for the purpose of explanation, numerous specific

details were set forth in order to provide an understanding of this disclosure. It will be
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apparent that the disclosure can be practiced without these specific details. In other
instances, structures and devices were shown in block diagram form in order to avoid

obscuring the disclosure.
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CLAIMS:
‘What is claimed is:

1. A method to authenticate a wireless device for secure operation on a wireless
local area network, the wireless local area network including a controller, the method
comprising:

broadcasting from the controller a configuration message based on the
controller being physically switched to a configuration mode by a user,

accepting at the controller a response from the wireless device, the response
accepted based on receiving the response within a fixed time period following the
broadcasting of the configuration message, the accepted response including
information encrypted using the controller’s public key,

obtaining a message entered by the user at the controller and maintained at the
controller; and

authenticating the wireless device, wherein authentication is based on whether
the response including the encrypted information, when decrypted with a private key

associated with the controller’s public key, matches the message.
2. A method according to claim 1, wherein accepting the response from the

wireless device based on receiving the response within the fixed time period following

the broadcasting of the configuration message, further comprises acceptance based on:
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obtaining network information entered by the user at the controller and
maintained at the controller, the network information to include a number of wireless
devices to be authenticated; and

accepting the response based on acceptance not exceeding the number of

wireless devices to be authenticated.

3. A method according to claim 2, wherein the network information also includes
one or more types of wireless devices to be authenticated and acceptance of the
response is also based on whether the wireless device associated with the response

matches at least one of the one or more types.

4, A method according to claim 3, the one or more types to include at least one
type selected from the following group of: a notebook computer, a desktop computer,
a printer, a scanner, a television set-top box, a television, a digital video recorder, a

personal digital assistant, an audio stereo and a home appliance.

5. A method according to claim 1, further comprising:
placing the controller in an operation mode and based on the controller being
physically switched back to the configuration mode by the user, authenticate one or

more other wireless devices for secure operation on the wireless local area network.
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6. A method according to claim 1, wherein obtaining the user message comprises

obtaining the user message from a memory resident in the controller.

7. A method according to claim 1, wherein the wireless local area network
operates in compliance with the IEEE 802.11i standard and based on whether the
wireless device is authenticated, a pairwise master key is transmitted to the wireless

device from the controller.

8. A method to authenticate a controller to configure a wireless device for secure
operation on a wireless local area network, the method comprising:

based on the wireless device being physically switched to a configuration
mode by a user, responding via a response message to a broadcast from the controller,
the broadcast to include a the controller’s public key, the response message including
.information encrypted using the controller’s public key, the encrypted information to
include the wireless device’s public key and a user message, the user message entered
by the user at the wireless device and maintained at the wireless device; and

receiving a controller authentication message from the controller based on the
response message, the controller authentication message including information
encrypted using the wireless device’s public key, wherein the wireless device
authenticates the controller based on whether the encrypted information, when
decrypted with a private key associated with the wireless device’s public key, matches

the user message.
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9. A method according to claim 8, wherein obtaining the user message comprises

obtaining the user message from a memory resident in the wireless device.

10. A method according to claim 8, further comprising:
placing the wireless device in an operation mode and based on the wireless
device being physically switched back to the configuration mode by the user,

responding to another configuration message broadcast from a controller.

11. A controller for a wireless local area network comprising;
a configuration switch to place the controller in a configuration mode based on
the configuration switch being physically switched by a user; and
a logic, wherein after the controller is placed in the configuration mode, the
logic is to cause the controller to:
broadcast a configuration message to at least one wireless device in the
wireless local area network, the configuration message to include the
controller’s public key;
accept a response to the configuration message, the response from at
least one wireless device, acceptance based on receiving the response within a
fixed time period following the broadcast of the configuration message, the
response to include information encrypted using the controller’s public key,
obtain a user message to be entered by a user at the controller and to be

maintained at the controller;
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authenticate the at least one wireless device based on whether the
accepted response that includes the encrypted information, when decrypted
with a private key associated with the controller’s public key, matches the user

message.

12. A controller according to claim 11, wherein to accept the response from the
wireless device based on receiving the response within the fixed time period following
the broadcast of the configuration message, further comprises acceptance based on the
logic to:

obtain network information entered by th;a user at the controller and maintained
at the controller, the network information to include a number of wireless devices to
be authenticated; and

accept the response based on acceptance not exceeding the number to be

authenticated.

13. A controller according to claim 11, wherein to accept the response from the
wireless device based on receiving the response within the fixed time period following
the broadcast of the configuration message, further comprises acceptance based on the
logic to: |

obtain network information entered by the user at the controller and maintained
at the controller, the network information to include one or more functions associated -

with one or more wireless devices to be authenticated; and
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accept the response based on the response including information to indicate the

wireless device is associated with at least one of the one or more functions associated

with the one or more wireless devices to be authenticated.

14. A controller according to claim 11, further comprising the logic to:
place the controller in an operation mode and based on the controller being
physically switched back to the configuration mode by the user, authenticate one or

more other wireless devices for secure operation on the wireless local area network.

15. A controller according to claim 1 1, wherein the wireless local area network is
to operate in compliance with the IEEE 802.11i standard and based on whether the
wireless device is authenticated, a pairwise master key is transmitted to the wireless

' device from the controller.

16. A wireless local area network comprising;

a controller including a resident configuration switch to place the controller in
a configuration mode based on the resident configuration switch being physically
switched by a user; and

a wireless device including a resident configuration switch to place the
wireless device in a configuration mode based on the configuration switch being

physically switched by a user, the wireless device to also include a logic, wherein after
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the controller and the wireless device are placed in the configuration mode, the logic is
to cause the wireless device to:
respond via a response message to a configuration message broadcast
from the controller, the configuration message to include the controller’s
public key, the response message to include information encrypted using the
controller’s public key, the encrypted information to include the wireless
device’s public key and a user message, the user message entered by a user at
the wireless device and maintained at the wireless device;
receive a controller authentication message from the controller based
on the response message, the controller authentication message including
information encrypted using the wireless device’s public key, wherein the
wireless device anthenticates the controller based on whether the encrypted
information, when decrypted with a private key associated with the wireless

device’s public key, includes the user message.

17. A wireless local area network according to claim 17, wherein the response
message further includes information to indicate a type associated with the wireless
device, the type to include at least one type selected from the following group of: a
notebook computer, a desktop computer, a printer, a scanner, a television set-top box,
a television, a personal digital assistant, a digital video recorder, an audio stereo and a

home appliance.

30



WO 2007/070357 PCT/US2006/046777

18. A machine-accessible medium comprising content, which, when executed by a
machine causes the machine to authenticate a wireless device for secure operation on a
wireless local area network, the wireless local area network including a controller
physically switched into a configuration mode by a user, the authentication to cause
the machine to:

broadcast from the controller a configuration message, the configuration
message to include the controller’s public key;

accept at the controller a response from the wireless device, the response
accepted based on receipt of the response within a fixed time period following the
broadcast of the configuration message, the accepted response including information
encrypted using the controller’s public key,

obtain a user message entered by the user at the controller and maintained at
the controller; and

authenticate the wireless device, wherein authentication is based on whether
the response including the encrypted information, when decrypted with a private key

associated with the controller’s public key, matches the user message.

19. A machine-accessible medium according to claim 18, wherein to accept the
response from the wireless device based on receipt of the response within the fixed
time period following the broadcast of the configuration message, further comprises

acceptance based on:
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obtaining network information entered by the user at the controller and
maintained at the controller, the network information to include a number of wireless
devices to be authenticated; and

accepting the response based on acceptance not exceeding the number to be

authenticated.

20. A machine-accessible medium comprising content, which, when executed by a
machine causes the machine to authenticate a controllel; to configure a wireless device
for secure operation on a wireless local area network, the wireless device physically
switched into a configuration mode by a user, the authentication to cause the machine
to:

respond via a response message to a configuration message broadcast from the
controller, the configuration message to include the controller’s public key, the
response message including information encrypted using the controller’s public key,
the encrypted information to include the wireless device’s public key and a user
message, the user message entered by the user at the wireless device and maintained at
the wireless device; and

receive a controller authentication message from the controller based on the
response message, the controller authentication message including information
encrypted using the wireless device’s public key, wherein the controller is

authenticated based on whether the encrypted information, when decrypted with a
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private key associated with the wireless device’s public key, matches the user

message.

21. A machine-accessible medium according to claim 20, wherein the wireless
local area network is to operate in compliance with the IEEE 802.11i standard and the
controller authentication message further includes a pairwise master key, the pairwise

master key encrypted with the wireless device’s public key.
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