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Reveres Access Method for Securing Front-End Applications and Others

Description

5 TECHNICAL FIELD
The following is an invention for securing electronically stored data, the
computer on which the data resides on and the communications of the computer

with its computer network.

BACKGROUND ART

It is a well-known fact that the computers in an organization’s internal network
(also known as the local area network or LAN) which provide services to users
outside of the organization are highly prone to attacks from external hackers
and malicious code. Due to this risk, it is a common practice to protect the LAN
by placing external-facing computers in a segregated sub-network and thereby
shield the rest of the network in case of an attack. This sub-network is
commonly known as the DMZ (or De-Militarized Zone). Any computer running
programs that provide services to users outside of the organization’s internal
network can be placed on the DMZ. The most common type of computers are

web servers, email servers, FTP servers and VolP servers.
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Since the DMZ is a sub-network that contains the organization's external
services to a larger untrusted network (usually the Internet), potential hackers
and malicious code may gain access to the DMZ, but rarely do they gain access
to the LAN. The computers on the DMZ have limited connectivity to the
computers on the LAN and are usually separated by a firewall that controls the
traffic between the DMZ computers and the LAN computers. The DMZ can be

seen as an additional layer of security to the LAN.

Organizations that have Internet portals which enable communications with the
general public via the Internet are vulnerable to infiltration from the outside.
Therefore, many of these organizations establish a DMZ to protect their
sensitive data and to reduce the ability of hackers to infiltrate the LAN. The
ways and methods under which the DMZ works is known to any expert in the

field, and therefore there is no need to describe them here in further detail.

Establishing a DMZ requires the duplication of relevant data and computer
programs so they can reside on both the DMZ computers and on the LAN

computers.
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This duplication of data and computer programs has several drawbacks. It can
be costly to purchase additional licenses required to install multiple instances of
the same computer program on both the LAN and on the DMZ. Supporting and
managing duplicate computer programs and data on the LAN and on the DMZ,
can be costly and difficult. Furthermore, since the DMZ interfaces with the
external systems, the data on the DMZ is vulnerable to hacking attacks and

external malicious code.

The following invention aims to overcome these disadvantages and to provide

an efficient system for protecting the data on the LAN,

DESCRIPTION OF THE DRAWINGS

The intention of the drawings attached to the application is not to limit the
scope of the invention and its application. The drawings ate intended only to
illustrate the invention and they constitute only ome of its many possible

implementations.

PCT/IL2013/000017
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Figure 1 describes the System that includes the LAN (30) which includes the

Service (33), the LAN Server (31) and the LAN Controller (32); The DMZ (20)

-which includes the DMZ Server (21), the DMZ Stack Pool Service (22); and

the WAN (10); and the connections between these components.

THE INVENTION

As described above, there is a strong need for a computer system that enables
users to communicate with the LAN and in the same time protects the LAN
from external threats. The following invention provides an efficient solution for

the issues that are mentioned above.

The present invention provides a System for securing the data and the hosts that
reside in the LAN and in the same time enable users to communicate with the

LAN in a secured way.



WO 2013/121410

10

15

20

For the sake of clarity and for simplifying the explanation of the System, the
following terms arc used: WAN: Wide Arca Network (10); DMZ: De-
Militarized Zone (20); LAN: Local Area Network (30); LAN Server: Server
ruhning in the LAN (31); DMZ Server: Server running in the DMZ (21); DMZ
Stack Pool Service: Stores and handles Client’s Requests (22) in the DMZ;
Client Request: HTTP/HTTPS (Web browser)/
SSH/SFTP/FTP/FTPS/RDP/SMTP/TLS, and any other TCP/IP based protocols;
Client Connection Information: IP-address/ Port number of the relevant
destination service inside the LAN; LAN Controller: a controller running in
the LAN that manages the Client Connection Information (32); Connection
Binder: Handshake between two TCP/IP sockets; Service: HTTP/HTTPS
(Web Server)/ SSH/SFTP/FTP/FTPS/RDP/SMTP/TLS, and any other TCP/IP

based services.

The objective of this invention is to provide a secured connection between

servers in the LAN and the clients in the WAN,

PCT/IL2013/000017
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Figure 1 describes the main components of the System. The LAN (30)
includes the Service (33), the LAN Server (31) and the LAN Controller (32);
The DMZ (20) includes the DMZ Server (21), the DMZ Stack Pool Service
(22); and the WAN (10) that by its nature includes the clients and the 'outside'
world. In addition, Fig. 1 describes the connections between the System
components.

The connections between the System components will be described while

describing the System flow. The connection flow of the System is as follow:

First step: The Client Request (of the client (11)) reaches the DMZ Server (21).
Second step: The DMZ Server (21) stores the Client Request in the DMZ Stack
Pool Service (22). Third step: The LAN Controller (32) establishes outbound
TCP based connection (41) to the DMZ Stack Pool Service (22). One of the
innovative aspects of the System is that the LAN Controller (32) constantly,
and/or on a predefined set of time basis, checks for Client Requests stored in
the DMZ Stack Pool Service (22). Forth step: The DMZ Stack Pool Service
(22) then passes the Client Connection Information, to the LAN Server (31) via

the LAN Controller (32).

PCT/IL2013/000017
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The Fifth step: The LAN Server (31) then generates two TCP/IP connections:
One connection is to the Service (33), which is the destination service, based on
the Client Connection Information. The second connection is an outbound
connection (42) to the DMZ Server (21). In addition the LAN Server (31)
creates a Connection Binder in the LAN Server between the Service (33) and
the outbound connection (42). The Sixth step: The DMZ Server (21) then
creates a Connection Binder in the DMZ Server between the incoming Client
Request (that is stored in the DMZ Stack Pool Service (22)) and the outbound
connection (42) arriving from the LAN Server (31), and by that completes the

route of the Client Request.

Once the Connection Binder, in the DMZ Server, binds the Client Request and
the outbound connection (42) arriving from the LAN Server, the Client Request
is then streamed through the DMZ Server and the LAN Server over the System,

and then the client request data streams from the Service (33) to the Client (11).

PCT/IL2013/000017
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In accordance with this invention as described above, no administrative
management is required in the LAN Server (31) to establish or maintain
communications after it is initially installed and configured on the LAN (30)
and on the DMZ (20). The LAN Controller (32) permanently or periodically
queries the DMZ Stack Pool Service (22) for incoming Client Requests. The
DMZ Server (20) will accept all Client Requests and route them o the LAN-
Server (31), without changing the data that the Client Requests contains. For
example, if a Client Request uses the HTTPS connection protocol, then the
HTTPS connection protocol will be transmitted over the System, as with any
other common protocols such as SSH/SFTP/FTP/FTPS/RDP/SMTP/TLS/ or

any other TCP/IP based protocols.
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Claims
What is claimed is:
1. A System that provides a secured comnection between servers on the

LAN and clients on the WAN comprising: LAN and DMZ; wherein the LAN
includes Service, LAN Server and the LAN Controller; wherein the DMZ
includes DMZ Server and DMZ Stack Pool Service; wherein when a Client
Request reaches the DMZ Server it stores the Client Request in the DMZ Stack
Pool Service; wherein the LAN Controller establishes outbound TCP based
connection to the DMZ Stack Pool Service; wherein the DMZ Stack Pool
Setvice then passes the Client Connection Information, to the LAN Server via
the LAN Controller; wherein the LAN Server then generates two TCP/IP
connections: One connection is to the Service and the second is an outbound
connection to the DMZ Server and creating a Connection Binder in the LAN
Server between the Service and the outbound connection; wherein the DMZ
Server then creates a Connection Binder in the DMZ Server between the
incoming Client Request and the outbound connection arriving from the LAN

Server;

PCT/IL2013/000017
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Whereby by completing the route of the Client Request; and whereby once the
Connection Binder, in the DMZ Server, binds the Client Request and the
outbound connection arriving from the LAN Server, the Client Request is
finally streamed through the DMZ Server and the LAN Server over the System,

and then the client request data streams from the Service to the Client.

2. The System in accordance with claim 1 wherein the LAN Controller
constantly, and/or on a predefined set of time basis, checks for Client Requests

stored in the DMZ Stack Pool Service.
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