wo 20187233044 A1 | 0K 00 OO T

12) B EF EEZAM AT ERERIF
(19) t SR AR =LA LR % 0T O N0 O A
by 5 & 10) B A5 S

43) E PR A H e
2018 fﬁ( 12) A zga @7.12.2018) WIPOIPCT WO 2018/233044 Al

(51 EfrEFSES: RYINTH L X (LR R =52 EA
HO4L 9/08 (2006.01) HO4L 29/06 (2006.01) TB{5 RIEB#328%, Guangdong 518057 (CN).
HO4L 12/66 (2006.01) . ‘ ‘

B (72) R BB A : I ZRDU, Guangdong); HFEHI REHRY]
2D EFRERIES: PCT/CN2017/100007 TR L X L 1 R R = Bk 52 [ AR
(22) EfREIE R : 2017 £ 8 H 31 H (31.08.2017) {5 RIEBIR328%, Guangdong 518057 (CN).

(25) HiEES- gy THREA: T MR MR ERNKES

. . R %> B (GUANGZHOU DEKE INTELLECTUAL

(26) AR B pROPERTY); 1 A )M 7 8 X A2

(30) 54N IR 22 OR B 1625 B &K JE B2 7R 10 2 1001 %

2017104732784  20174E6 H21H (21.06.2017) CN Ji¥RHE, Guangdong 510663 (CN).

D EFEA: FINTERERIBEBREAREGRY BDIEBEEGRAFIRY, ZRE—MlRARERK
F(SHENZHEN SHENGLU IOT COMMUNICATION fR47) © AE,AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
TECHNOLOGY CO., LTD) [CN/CN]; FH " HE4 BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,

CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI, GB,
GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS,

(54) Title: FILTER GATEWAY BASED INTERNET OF THINGS DATA FILTERING METHOD AND SYSTEM
(54) ZFABFR: —FhEET YRR SIS I DE TR R 2

HIER A RBELAE 201
o e = s o
PRI AIDT . R 201 A TERMINAL DEVICE SENDS AN AUTHORIZATION REQUEST TO THE
FILTER GATEWAY THROUGH AN ACCESS NODE, WHEREIN THE
AUTHORIZATION REQUEST CARRIES A DEVICE ID NUMBER, A DEVICE TYPE,
AND AN IP ADDRESS OF THE TERMINAL DEVICE
, WARIE 54, 202 THE FILTER GATEWAY SENDS THE AUTHORIZATION REQUEST TO THE
SRR CONVERGENCE UNIT, RECEIVES A RESPONSE MESSAGE FOR AUTHORIZATION
AR G OF THE TERMINAL DEVICE RETURNED FROM THE CONVERGENCE UNIT AND
SENDS THE SAME TO THE ACCESS NODE, THE RESPONSE MESSAGE
INCLUDING A SIGNATURE GENERATION ALGORITHM AND A COLLECTION TIME

POINT

203 THE ACCESS NODE SENDS THE RESPONSE MESSAGE TO THE
TERMINAL DEVICE

204 THE TERMINAL DEVICE COLLECTS DATA WHEN AN ACQUISITION TIME
POINT REACHES, OBTAINS A DEVICE ID NUMBER OF THE TERMINAL DEVICE,
AND ACCORDING TO THE DEVICE 1D NUMBER, GENERATES SIGNATURE
ENCRYPTION INFORMATION ON THE BASIS OF A SIGNATURE GENERATION
ALGORITHM TO SIGN THE COLLECTED DATA WITH THE SIGNATURE
ENCRYPTION INFORMATION, SO AS TO OBTAIN A DATA MESSAGE AND SEND
THE SAME TO THE ACCESS NODE, THE DATA MESSAGE CARRYING THE
DEVICE ID NUMBER

205 THE ACCESS NODE FORWARDS THE DATA MESSAGE TO THE FILTER
GATEWAY

206  THE FILTER GATEWAY OBTAINS THE DEVICE ID NUMBER FROM THE

205 DATA MESSAGE, AND ACCORDING TO THE DEVICE ID NUMBER, GENERATES

NGRS & X e S S v LR < SIGNATURE VERIFICATION INFORMATION ON THE BASIS OF A BUILT-IN
SIGNATURE GENERATION ALGORITHM

207  THE FILTER GATEWAY VERIFIES WHETHER THE SIGNATURE OF THE

AL R AL SO AL HID S, whik s 206 DATA MESSAGE IS CORRECT OR NOT ACCORDING TO THE SIGNATURE
Py kR VERIFICATION INFORMATION
D% Ak, NI FIR I 2 R 2 208 THE FILTER GATEWAY FORWARDS THE DATA MESSAGE TO THE
A Rindd b CONVERGENCE UNIT
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(57) Abstract: The invention discloses a filtering method and system for The invention discloses a data filtering method and system
for Internet of things based on a filter gateway. The method comprises: a terminal device sends an authorization request to the filter
gateway through an access node; the filter gateway sends the authorization request to a convergence unit, and sends a response message
returned by the convergence unit to the access node; the access node sends the response message to the terminal device; the terminal
device collects data when an acquisition time point reaches, and generates signature encryption information to sign the collected data
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on the basis of a signature generation algorithm and a device ID number, so as to obtain a data message and send the same to the
access node; the access node forwards the data message to the filter gateway; and the filter gateway generates the signature verification
information on the basis of the built-in signature generation algorithm according to the device ID number to verify whether the signature
of the data message is correct or not, and if the signature of the data message is correct, forwards the data message to the convergence
unit. The invention is used for filtering the data message sent by an unauthorized terminal device, so as to improve the security of
data transmission.

(T WE: KRR ATT — P& TP WKW R S IETTE KRS, B e KinliaEd
TN LA L 8 P OC AR BAUE R 1 R ORI AUE R IR R B T, IR K 2R B T IR [P i
TR R IZ BN /e BN SR W I R R IR 4 v e e 28 i 0 A% AR R 2R I TA) BRI OA IR SR
5, LA T AHMKE ETELEREEEREZNEEREUNRENLIEATES, URBH
WIS RIE G TN s AW R BRI R W% MR UL £ ID 5 K4, 2T
WERSE LA REEEREL WG S, DS IESE RO B 2210 B, R, 540 R o
REFITRBTG; M T IR Sm B SOX EHR IO, SR dR e mm 2 .



WO 2018/233044 PCT/CN2017/100007

—FETFARNEODIFERKIELR T ER R %

BARAR I,
KR T R ADEE R ARAIR, BRI R —H LT3R R X 09I R 38
TR T ERE B

FEHEK

KB M IRBE T EAT R R&E0 R, oAt Laksg. BEAT R
FLREAL, XF, E—REAFRBETLOHLERX, LHREXETULE
A, BT, RERIER. %%%%oé%u%m%%ﬂ%k &R
BRFELBANTE, BATEBTIHERMAZLIEEL, LEETLTRHK
%%ﬁ\%%u%ﬁﬁ%om%ﬂ%ﬁ§4%w¢%%,ﬁ%mmﬁ%ﬁ%,
B EH AT AR G th BASA L3R R & AT R AR, IR R AR ey

KRR

ARPAFEABINTTT — A TIERRXGHIERALBLIETEREA,
B TR e I B R B R ey 2T, URSHKBE MG oM

AERE—T @it T —FATER X HEERHIET /]Ef/f\‘ 7T &,
¥%:

Kk B LENT R E R XK ERZPOF K, PrRPOF KW AT
W AR A0 E& F W ARR (Identity, R AR ID) 5. X & £ A F= T I M HraL
#.hk (Internet Protocol, & #k IP) ;

BT it g B KPP A MOR K K Z A P RILR 24, URBUATRILR
¥ LB E R T ARAT R AR A 0GR R &I RS PTRENT &, PR
o) SL I B LB PTE B G & o B kA R R R IA]

Fr R BN SN PTR vh B K 8 R A28 P R 5818 %

PR 44530 18 & R PT I R SR B ) & B A B R R 48, BT 43098 & 09
H&ID 5, UMK EEID FTARIE, ATHAEAZE LA RE XA RE LT



WO 2018/233044 PCT/CN2017/100007

128, HFHRBIAAEELWERZ SIS REGRIBRITEL, UKRHFHBERL,
TP M ARAR L R EBIENT o, PTALIER T F ik X4 ID 5 ;

PR ENT R PTA SAE R LA R Pk i JE R X

P 3L R B KA PT K BB R P R BT K & ID 5, AT & ID 5
AR, RTREGHALE LA REEAERELBIEGZ L,

Pk i e M AR A ZE LI iE 2 R A BRI E LTS E
A s

PR it 8 M R A IE AT R AR LY B & AT, BT iR IR L K
BRI R ¥ T,

A —RTHRGFRHRTN, EARAE—FT@P, ATERBIFIAL
RAGE R RZ LRI RET, URBAITR IR S TR G AT L
KSRIX &0 R & RIA TR BT &, 0.

PRt JE M RBPT AR F R R E LT RILRELE T, URBIKATAILE
¥ TAERE IR RBEFRE LA S THRSEN XL LA, BE
8 R T IRBT R LSRRG R H &, IRl & RBELITRENT
&

IvN O

A —RTHRGFRHRTN, EARAE—FTEF, HAEANT ERFIAL
") B H B RSP A n il & 045

P ENT B P v B 0 B 09 TR B 4 A R ik Ao ATl R R I 1A) &
B NATR 5518 4 o

A —RTHRGFHRTN, EARAE—FTaEP, L4 ET, s
N BB P M AR A R PTiR L E W K 646

B 3N B 3R 7 KN B AR i sn BL P 5 = A T K 3£ TR 4B 4R
G H BRI INIBALE

P BN S W T RO IBAL B A3 OB R L, &
P i T 8 W A& KGR BT R AR AR L,

Y H— TR FEHRT X, ERAKAE—FTEF, TR MR ELOLE
PR R R B IR Bt 2 69 TARAR S, PR 4amif & TR R R it i) & B 5k Aok
EHIE, i



WO 2018/233044 PCT/CN2017/100007

T 43878 & R T BB PT R 43310 S0 R AT ), A RIE2 AL R Snt
] £ 35 P R F B 1) B, R AT IR AR IR 00 TAE RS r 3 B T R R B 1]
BT 6 TR, JEREKIE.

AERRE T EnTT—HATITERXNWHERZBEIERZA, Ta
¥

Kipik g, ATHRLEAT ARITERXAZRPOGFR, FERMGFK
15w PR 43m i & 00X & B ARIR ID 5, & £ A e LR Pk [P;

TR ER X, ATRHAMEZAGERRZ LRI REL, AR
WILRFE ARG R TR L LR LG R &EFRELTEEANT
B TR R K B AR S S A R Rk BBt &

Pr BN &, BT RHPTem il & K AL P 451k &

P 430 R &L T PR R S i 1) B B A iR R 48, FREAT iR 24455
H &L ID 5, UMK REID 5T AKRE, ATHAEZELERARERE
L EAE L, HRBETARE L mERZ LR ENRIBHITEL, AKRFHLIE
RL, HFATEKEM LK ELENT &, AEHLFRLEFHLRE ID
5

PR3N R A TR R IEMR LI KPR ER X

P 8 W X E A T AT R BB P RBATREE ID 5, AKX
&IDFHKRE, RTRENHTAZELAEAMRBEEFERELERIZFE L,

P i e W XA TARIE AT A B L1043 & BT A R IBR LA & L 2
T R s

Frf e M XL R T AEBRIEAMAMIER LAY E L BN, FFATRMIER
A R PTARIL R % T,

VEA—RTRBEHRT X, EAKAF_JFat, ETERXA TR
ﬁr:i#%# FRARZLARILRETL, ARBITRILRE LB E G F T
FIT 3 455518 B 6970 0K B IR R Z P RBEN T 8y 7 KB AR A

ﬁ* TR XA TR R E R R ELPTRILREA, ARBIATAE

LR T E T AR AR R & LA B T BG4 & £ AN,
B8 & B T AZAPT R L3RR &0 R L 8, JRREPT R v 0K B KR S PT iR 3%



WO 2018/233044 PCT/CN2017/100007

AT R

YR —FTHRGRET X, EARAF _FaF, MEABEAT ERTH
FIT s v B2 K B R IR 25 PR 53018 & 09 7 KA A -

B EENT R TP ikem K 09 T ik & & & R H kAo BT K R 2 B ]
&, BN ESHE S

YR —HTHRGRET X, ERARAF _TaEF, HEABEANT RLERT
B BT R R PR A R PR AL W X8y 77 X EARA

P #ENT B R T8 3R 77 XA BARF R8P 248 2 B F R £ Pk
HAER LAY TR IIBAL E, 5 GG 3L TR B 69 SIBAL B AT
BGRFIN T R L, @ AT IR R X R E AT R B AR AR L

YR —FTHRGRET X, EARASE T aF, Prkeh gl &L
BT R R B8] A R 69 TARIRDS, AT 43X &L A T AR R E ] &2
KR ARG 7 XN EARR

TR AR IR AL RN TR BT ALRRENFZANN, £LBIEIMA
RGN B AT AR B AT B, AL RSN IERS B EAT AR
Fub ] st ey TR, JRR B

SR, KAERD LA AT H ZHR

HERKPFEHASG P, LipikdadENT A, ﬁ@%ﬁE A
BARFER, ZRAFRERLEIDT ., K& LA PHAL; £ILE R TIZMN
ZAIRIRER, R E 8, ZeR OISR LA kA R IR A
Bo ZnIR A AEGARRN N R BN R EHKIE, KBIEEIDS, iR 41D
FTHRE, RTELAREEERE LmFEL, REMNKEWHIERITE
b, RARBERL, FHZRBERLARAZLEAT &, BAT LAEZIKIHK
FRLE, BHFBR LI RLLTERKX, TR XAEIER PR EID
5, UiZREIDTH%KE, ETREATERNXPHZELELEREXKERE
LIIEAZ A, HRIBIZE LIRS SR IEHIER L PR LR EEH, o f P
B, BRBERLKZLLESL T, TAAEH, FHRRKLFAERY, THERAE
AR B e — A AR B RO R AR L AT B L e, VAT JE JE IR A LSRR
B RAMBFERL, ARJIBESRO LN, — P, LERBLEY



WO 2018/233044 PCT/CN2017/100007

TTEIAIE fi de,

F+ 78 5.9

AT RFRAGARLAEHRPPORRK T E, ToETEEHFIHE
ZAE RN BAER ERANE, W5 LM, ToRE PR B KA
A — R, AT ASBEBRARAR RS, AR T e
T, S AARIE s R R AT R A 69 A

B4R K — L35 FEREH T E R ;

B2 A K KO R 5] N FF ey TR R K G s B8 P 48 3R Oy kg AR
TEA;

B3R K KRB AT R TR R K G aR B 48R 7 ik 8y 55 —

AT E R

B4R KK FHBINFFEE TR X ODIE R EIETIE R A EH
TEHE.

BAAREH T X

TS AR SRR P A IR, AR KA P e AR T E AT
FEL. DR, BR, FRRGFEEFIUE KK A FEHEE], RN
R FHG . BT RKEPPGERG, RABREAHRRARELH KLY
BT ATRT ATIRAF O AT H A R3], 5B T ARAVIRAFTER.

FRHYA, KXW REPGRE 087 = “LH” ARG E
FIER, ERAETEETHEGO S, Plde, 5T — AP FHRETHT
A2, Tk, BA. FRRABRERLRTHFRBIBGRL T HERET, Mi
TOEXAFEI BRI TFRIRIR, Tk, FRABEHAAGELT S
LE R o

KK O SE AN T T —F AT ﬁ@%%%%@ﬁ%kﬁﬁ& AT
fﬁﬂF#’i#X”‘%ix%?’i&é@aiiﬁ'fﬁi, AR S H B E ey ety St— P,

RRRBILRE LA 42, KA EHRPIEA L HNTF T —F AT
W%%%%Wﬂ% ﬁ%%o



WO 2018/233044 PCT/CN2017/100007

BENBERKPERT EZAT, REENBERP — &L PN TG
RMEH, BIARKA—LERPIATFODEREHTER, *%m%%m,
BRI A KR — e E BN FMBHERENTER, T CaeB14isk Lot
RAREZHBHRBGTERETARANERS TLE, ﬁ%?ﬁ***%
BP9 B R R A4 B R R T AL E L35 & & BAT B EURIL
REZANE. b, L3R & BT AT AL L%, Plaei® Z .
MK, BREE, AEARE, EREEE, BATEETAOLERLE
BOHXKEZWEATE, BATETUAAEEREE, PHE. BALF L,
KRB SR 1P AR PR «ﬁ%kﬂ,s—?rﬁﬂx&)ﬂ@’dﬁi‘\?ﬁé@éﬂﬁﬂVM‘SL mn L3N
T T VAR TS B 6 A 4] X2 ) R ARMBAT; ILRET UL FLIER X F
&%ii,ﬁ¢,ﬁﬁ@%ﬁuﬁﬁﬁﬁ@%%&wﬁ%%%%%&wﬁﬁ
FEAR W FEANEE (BRP RS TH) 3 LREALTABELLER X4
R EEBAE R Sk Wm&”ﬁ M 52 LA ABAE R R . R & 46 4)

AR KA R a9 425, LREDTAT U BB LR AL T EOBFER
K%kﬁﬁﬁ%%ﬁ,xqﬂk&ﬁ%‘%ﬁﬁﬁwﬂﬁmﬁﬁ%uéﬁﬁ
(LB Finssm&A&snitg) ; LRELL Tuﬂkxﬂﬁ% AR
FEAL WL, EEAARTITE “ER” A RADFF. AR THHEKRA

AP, B—ANHAFTEITUAALO S LERELE m[ﬂl’ﬂ%?&'ﬁ%%m%
ﬁ%%%@ﬁ%&&%%,ﬁ¢,&f4%&wﬁQ%£&W%%éﬁﬁm
BB —NESRRETUANE A LEB iR, IEFE—F AT BT 68
AERBBAGTRNEOFAEARNEELZTCEHNGE - NLRREGHITLEE
Wo EEIFTTOMERARM P, L3RR ENEGREEIMARRAELE Z0, T
Ay N LR E470MHz, T30 ,&510MHz, XAF A &8 AL 3 5T A A 3 58 i
A E L A4T0MHz~510MHz, “ARF A F B SRRCARE I E ; RAE, &7 LA
N LR 5 868MHz, TR, %908MHz, XA % &8 3B 3 7T A B 304538 4790
B2 LA 868MHZz~908MHz, VA A BCHMETSARE GHLE s &, Tl AL
3R, 5918MHz, TR, %928MHz, X A T &8 AL 3k 7T WA B 30 38 3R L2 3L
A 918MHz~928MHz, VA& £ BFCCARAEMARE 3 R, L&EMAEHRGE
WIREL AT A Z LA 56 B KARIBAR R m g KICAR AT, KK HEH

il
il



WO 2018/233044 PCT/CN2017/100007

BIRAEIR . BRI TODIRFMEM T, AREETARARS LR

(Frequency Division Multiple Access, FDMA) . 33 (Frequency-Hopping
Spread Spectrum, FHSS) . # &84 2 A (Dynamic Time Division Multiple
Access, DTDMA) . i&:# 2 5 (CSMA) #4489 75 ik kME-FHIFA,

ATREIT BN RN, FTaREsEREw P, SARARKRTE
AT IFE ML

WA B2, B2HA A RPFEHP AT TEIE R XA B R 28T E
TR AT ER, B2, A RATEER X WIK R AR LIE AT
0,45

201, 3R & BEEANT RGEIER X KERPOF K, ZAEREF
HomiX &R %A ID 5, K& £ 3 IP Mudk,

Ho, ARREEARTRBHABALKRNENRE LTI GG RE L
BHAE (BETENELARLEHRRELE) |, £3nR&T AEiLE
P RRFZRBAFR, ARFE

VEA — AT AR T X, AT RAEL LK RNEE ZCHE R FE M,
AN ")’T BN AT L3RR BN, fR A2 LRI & K ERAIE K

i, AN AREALERNERE STEEARE T HBOTHE, L

CRTE: @maﬁmﬁ%%uéﬁ%&@ﬁ%% B, STZ AU &3 AT R

Mﬁ&%ﬂﬁw,ﬁ%ﬁﬁﬁﬁﬁﬁ%%m\méﬂyﬁﬁmﬁﬂ%,%A

P EABIE R & B, RIBIRE ID F3H 1P a4 2 A 4709 435K
BN ¢ﬁ+mﬁﬁ A 5 K I 3R R A A A N 25 B AR AAUE Ko

202, I8 R XFRAGF R KR LILRE A, ARIEMZICRF LA & 6
T AR A% R &R & RELBENT &, L HELIEELERE
kA R IR R

VR —FP T AR T N, ZTTE R XA FR A ELL R T, VA
RANCOZIL R 2 TR E M TIRRLIZ LG R & RELENT &,
0,45

1AL IR R KB ARACE R AR LI R T, ARIMUL R T A 5 3
WRIE TS EAE THRENABG RS LAAN, BEa R TRRLHREE

A



WO 2018/233044 PCT/CN2017/100007

8ot o &, ¥R R & R ES BT A

ARH, DR DA IRPGERKIT, ARPGF K PRBGZLRILE
& RA, PRI ERARRT A A TR BITERA, wF 2 HT R
¥ ié@m%é&’*" B, #E—F 3 HXE ID 540 ID #bb #4751, EAAIARTD
JG, B H &, EIZFEHT XP, LRIF T AT H RS AR 69 255
HFHATIRE, ARBEIERERA THRRETOELERAE X, REXEHS
9 ge A

203, %Aw5%%ﬂﬁaﬁ LN AL E

TEA — AT RO EHRT X, BEANT A0 LN & RESLRERESE,
EAF BRI R PR L R A R, X LA mE AN E A2

KEF, KB AsRR G, AR LRI ERARAQILEE AR ZERZRIEER, VA
RFFRIER, BAZERT X, FALELELERE EXARXIELE, BR
il R 443318 A R BRI A

VEA —MPT a9 F 3 X, AT &0 R H &R ELLRHRELKRE
F: BT SR B RE R, ARG 52 B ARE MR 2 69 R TR,
BB IRA R L@ ASRIEE KA . BIZFEHRT P, RASF X
G A Sn I & KA R H 8, RS T, RS AmaE.

204, SRR AR R R m B AR LR, RRARILEIRE ID
T, A& ID FTAKRIGE, RTELARAEEARE LWFEIZE, FHRIEL
LA AT BRI R R RBRATE L, ARFHABIRL, FRHLBRIL A EL
BATE, HBERLEFEEID 5.

205, BT B HIER LA KL TERM L,

YA — AT RH T N, BAT S RBRILIE KL TERXBEIRE
F: BT BB LR XK B ARF R P A 2 A T A E AR L
’ﬁ‘ﬁiké@ﬁﬁiwlﬁ- RAENT B Z 0940 B3R 3k 69 IRIBAL T & ) 4% B

FRE, @EEMELLERBERL, AiZFEHT NP, BAT EfdER
% fZur, RAMH T X, B TR, BEEREE,

206, VR XAMIER LT HRIEE ID 5, Lk E& ID 5 A%KE, £
TFREGE LA REEERE LBIEE



WO 2018/233044 PCT/CN2017/100007

YR —H TR R T X, EHRTRAXATH 201 287, LRELTT AR
BLARAXALLERKX, TERXBRELEREL KK E,

207, LR R ARBELE LBIEE SR IERBR LG ELREG B, L+,
E R EAE, 356 F %208, ERIERKE, WEFZAIERL, & RIAFL,

A, ELRIERLEERNTHRIERLELNE L0 EIZ EF TR, Wik
JEEH, HNIEEL, W ISE R K

208, iTJE M K IEFHABIR LA R LR E T

BEREPAREB T, ZpR&adEAT A, TERXGLRETARE
BAGEK, ZRAFREFRAEIDT. K& LA RIPH A, EILEE TIZR
%A & N, HRErh L EE, LR H&OERE L E R AR RER
B KRR AEGRER N EB AN RELE, KBURELIDS, iz 4&ID
FTHRE, RTELAREEERE LmFEL, REMNKEWHIERITE
&, FRARFERIL, FHFZRBERLAEZLEAT L. BAT EEZIKIHK
ARG, WRIFBRLHERLLERK, TR XAKIER P RIGEEID
5, Lz X &IDFTAKRE, AETREALERXPHZELAREFERE
LIIEAE A, RIBIZE LR BRI HIER L P E LR E LA, e F L
H, BRIERLRAZLLERL AL, TUESH, FHRKLAERDG, TERX
R b b — 7 AT 4558 & KA RABIR LT B LI, AR AE A 35R
B RFZQHABERIL, IRSHUBEMGG LN, F—FH, LRABLEY
LAY i 42,

5 AP —

WA B3, B3R AR EHP) AT L TLIER X IR 2 IET 5k
Tkt —RAETER, B3I, —MEATHERXOHIER BT IE T
T LA

301, #3nik &L BEAT BEdiE R X K FE PR K, ZRAOF KB
L3RI A G A 1D 5. R & £ A [P ik,

Hop, CREAASHEESBGREEA CTURETATREEZZHK
FERYLR XL IR ERA) |, T ERX 4R A& KB ENZL, #
#, EARRHAREG R, ICREEDT AL XA EE, AEMEHEL



WO 2018/233044 PCT/CN2017/100007
10

ERFE, ZELEREERRARELEMEART, £RELWER L.

YA 5 —FTHREEHRT X, BAFKLETUGEFAHLEZE, LRE
TAT ST H RSB ERZE (TURETATREEZ BHBEOLRILENE
ERRE) , E& X RLRERERBOEEN L, tm, ERXEAYRK
Bldr, ILRFDST 43X e Aonii %, REMENELERL K, BEL
AR ERRNEELAAEANRT, EARELWELE L,

302, 1R M A IRAGE R K ELILR LT, ARBACC R TIRE G
T LB A 0 B H &I KA BN &, R L OEE LA RK
k. RERTIE E Az R AT B 89 TAEIR S

VR —FP TR T N, LR T AN LSRR ENR TR EHIEGR
EuFE R, FRAER Y &P RSB A R F LRI, AR
%R éé’ww’t;%}i%ii%ﬂﬁﬂé‘

P, LR TLFA R Lonil & AR E RN R ER R MR T4E
>Hi,¢;, $7§U¥]9‘:wiﬁlkﬁé@l’f’@lk@T’T»X@i‘aé%i%ii%%l’f’ﬂh A FE
RIRAR S (ZLam X &R EE, EAZARELAETAARE) . BEFRSE
EALERNL, MERSAFRBALARL, BHEIFLT, 45458 TIRK
KA, RBBRLEMNETR, WG ILAZREFIKRE, RSAERF
@, T HAERERET, £33 &t ey ls i )y, At
S WA BEHURE S o AR RFEFIF, T LU LSRR &0 CRFERSEX
MR AR 8 EARERFBITG TAEIRS,

Ay —FTkey 5 s X, LEAAEF AR HERELBEANT 2,
R KR SN R e B L A RARN A R, EiRE L ERA K
Q/J;ﬁxi;iﬂé'kﬂ'j‘ MILRETRAFLHELE, Uit EARMNELERE X,

FFF KB B L A RFEFRELENT Zo

303, AT Bl K B R E BRI S

AP BATEEBNLREIATANELARL AR ERT EZE,
F & &£ mH kB NZE RS

R —FTHRGER TR, BATEENELLEAREFTZCEN 4
T B, VAEBRUT KA A R & 4smit &, AR 4B d k.,



WO 2018/233044 PCT/CN2017/100007
11

304, Zni & R BIRAR IR G0 A AR, R 158 R S R 2] AR
&k B, FASR A AW IAERE B ER RN ST R ITERSE,
KR

BERRAFERPI P, L3RR EA R G R 2 KRR R SR, FIAER

A ERFEE] &M TAEIRS, FERERE, LERETHIE. &
%u%ﬁfk%;‘wﬁ}%é, ¥ TAE RS MR R ] B 69 TARIR S ik 21K
BROR S, AR RENRE, BRAEK ML TR,

305, AR B RBRLRRXELENIESE ID 5, XE& ID 5 AKE, AT
BAAEBIRARELEE L, ARBELFE LR EORIERITE
4, AREHBERL, FHERBRLKELBENT &, HBWEREE D
5

306, BAT SEMIER LI AL TERA K,

307, EUE R X AEIEMR P RIGL A ID 5, k& ID 5AKRE, £
TFREGE LA REEERE LBIEE

VER —F TR a9 F 377 XN, HIFERLLEFHERE LA RE/LEE L,
ﬁﬁ@%%ﬁ%ﬁi*ﬁmﬁﬁ%%ﬂ&%ﬁﬁﬁﬁ,E%iﬁﬁ%%ﬁﬁ
HFALEAZ S CBUL R RSB RS LB RF A2 E R &0, #b— R
EIDF, UEE&EIDFTARE, ETHENELEREXERE %Eﬁiﬂié&,
S & G AT BT

308, iTUE M RAREL LEiE A IEHER I B LR TG B4, R+,
FIE AR, 367 %308 AIIER WA, N EFZHMIER L, &RAA,

309, idiE M A EMAER LA R LILRE T,

BEARRPEHRB T, LREAIKELHEERNTERE LW FELHE
AR R, REHBWREREE, AARERRA & Z 69 THEKRS, 4
IR & AR NN RBAR, Wik 4 T/ERSHETITE, KRB AXEID
5 ARG, %% Zimﬁ&im L LA AT 8, SRERGHIERITEL,
FRAFHAER L, KRB ERBFEM A, TN EALZXEIDT ARIE, KT
NE AT ﬁ@ﬁ*%@&Ziﬁﬁ%iﬁ S LIIEAE A, HAEIZE LWL

B ERER L P ELRTEA, R EH, FHRERLAELILEL T,



WO 2018/233044 PCT/CN2017/100007
12

T A, FaKKAEEG, TEM ARG L — T LR R E R EWHIE
ﬁi&rﬁ ISE, VAT JRAEFA AR I K K E N HIBER L, UIRSHKIES
Aty H— P, LRRRBILERELHLHE 7,

&

fé‘rﬁtﬂ B4, B4k KEPEaPIANFFE TR R £ a5 M AR TE
ARG EMTER, w45, — A TTEREXGWERUIETIERZALT
.35

Aomik & 410, A TEEENT & 420 madig A X 430 KE A K,
AR KB L3RR A 410 69R&F AR ID 5. X& LB LI R
it IP;

TR K 430, A THIAGE K KL RIE T 440, ARBICREE T
440 2 ) 69 A T3 L 84 410 890k B2 0K B KR 23N T 8 420, o0 0K
B35 44 RE kAR R0 R &

FBNT & A20, F T Heb il 8 RE A% a4 410,

Kinik & 410 LA T AR ER N B AR R4, FRRLRIEE 410
8R4 ID 5, UR&ID 5 AKRE, ETELAERB EERE GIERZ L,
HARIEE LA EAZ G R EGRIBHITEL, URFEBRL, HFEER
LRFELFENT & 420, HFERLLEFEL 1D 5;

FENT R A20 LA T IR R LER X 430;

iFJE WK 430 B A T AEAEIR P FREGE L ID 5, A% & ID 5 AR3E,
ATHENELE R KAERE L IBIEE &

FUE MK 430 B TAREL L0013 A E B L B 2 R T B4,

AR £ 430 LR T AR IERIBER U B & BN, FHHRIER AL
LR ¥ T 440,

YA — R TR R T N, L3HIAE 410 B AR BIFEAL KR L
RELEHRNERFEAEBRPANE (AETEHOE L4 RERH &R A
J&) , AR E 410 T AL R B T 440 R FIgAGE R, DRI

Yy —F TR0 F T X, BAT 420 ARELERRNLE LZEENER
T, AT B 3709 439898 & 410 NN, fR AR 495754 410 R ARG



WO 2018/233044 PCT/CN2017/100007
13

Ko

T, BT E A0 ALK RALFE LZCE RNER T BT HE,
ﬁﬁ&w A ETCE N A AR A 410 BB &, SHZ MU 8
AT, AKE R &, ol SRR ERAAE, K& IDFAIP R
W, BAT & A20 AEKE R HEE, RIELE D 53 HE IP Hi 5 5H
A LIFEGEN. BT ZFEET X, RYFNLRRLEL 410 EENR
2% B R A AUE Ko

VR —F T R R 7 X, IR MK 430 A TR RAGE R RE LTS $
440, ARBEEICLE 3 T 440 AW 6 FILHIE S 410 &9 5K &

K FEEFENT B 420 6975 X B4R R

TR K 430 A THAF R L ELIL R 2T 440, ARBILE R T
440 A ZAPGE R G HF A& LA T HRE B RE LA, BEGH
i;ixiiékﬁﬁix%§'410 B9eR R H &, FFIFRRLH & RIE S ENT R 420,

F 2T 440 A BIZAGE R, RRAGF R PRBOZL 5584 410
é’au%é&’” FIB 2 E R BRE N O TRSBIGEERA, R R HTE
XA IR A LA, #—F 3 H RS D 54 ID Mk #ATHIN, AR
Jo, BEREE G, ERIEEET X, LEET 440 5T AT LR ag 4
MR A 410 #ATIRE, IR R G THMMAENE L E R XK, =
R R 2

1 h— ﬂTk%?ﬁfﬁ BN B 420 AT Heh gl 8 KA A YRk
% 410 8977 N EARA -

BT R0 A THaRHEELERLERRENNEE, BALH
&% 410,

YA —F TR T N, AT & 420 E¥eh i & R EL %5 E
410 B, SR BiErhE il &P R LA R IR E X, AELAERE XM
H AR AN, B e LBk E 410, ARRA A35IR 4 410 BR@ILEET
440 EFERBGER, URSGHARR, B ZEwa7 X, FAEE L4ERE
R A BRG, BRAR KA E 410 RIRBUIRAL,

VEA —F T AR X, BAT K 420 £ B TRHEIBMR L4 K LT E



WO 2018/233044 PCT/CN2017/100007
14

M % 430 69 75 XEAKRA

FEANT & 420 1L A T B BRI XA B ARt i sn B 2 2 B T R 43
RLAY D BT RIRGFIBAL E, £ 3L TR A FUSAL E P 3t 3 69 B
MR, @R R X 430 R EHAER L.

VEA — AP T A R 77 X, LRom o H &L e 45 R B0t ) &3t 7 69 TAF
RE, A3RR& 410 LR T AR R &2 AR E G T XNEKRA

HZmik % 410 BB TR AR L350 & 410 9 R 4nt ), ARIER A4
B 1) 2 5k R S B ) A, R SRIE A 410 A9 TAEIR A ik 2R E AR B R
8 TAERES, HFRELIE.

VEA — AT AR 77 X, LIE R K 430 ARl & RELENT &
420 Z )&, TR M# 430 SEuF BN kR R B0 B 4 A R E KR R, &
& %iﬁxﬁa’&é’aﬁxﬁtﬁﬂé' B, FULREL 440 RFEF KK L, AFEH
KOG E LA F ik, W KB KB LA R F R AL BENT S 420,

Foae LR F AT X, IR R X43088 95 8 — F 3 L5518 410 K 69 48
RLHATELIIE, AL JEIE AL SRR B A XA HABR L, AR SGHIESE
Wmay s, S—FH, LRBEBILEETA009E 712,

A4 JSQ BAAARA R T AL AR bR 523615 69 & AP 77 ik b 69 &3 R 4
%%Wﬂk&ﬁﬁ%%‘ﬁ%%@ﬁ%iﬁ,ﬂﬁ?qﬂéﬁ?’ﬁﬁmq
BEAEBART, G EEREG#E (Read-Only Memory, ROM)
A% 25 (Random Access Memory, RAM) | T 4pA42 R 3 -5 35 (Programmable
Read-only Memory, PROM ) . ¥ # & ¥ %942 X i 4 % & ( Erasable
Programmable Read Only Memory, EPROM) . —XK 7T %42 R & 5 ik &

(One-time Programmable Read-Only Memory, OTPROM) | % -F k1% X T &
B A 4 4% % (Electrically-Erasable Programmable Read-Only Memory,
EEPROM) . Riz#X# (Compact Disc Read-Only Memory, CD-ROM) i
X H A BABME. BF S RB B A THFREGHAEN
T HAUST 332 694547 AL it o

VAL 3t R K B Z 56 40) I 89— A AR T 108 M X a9 BX M AR08 7 R R
RARITTH@AE, KLF LA T EARA S A K R8G5 8B FEH#75 itk



WO 2018/233044 PCT/CN2017/100007
15

7T M, AL SRS e LA R R R T W B MR R TR R S B
BIEF, ST AR —BBEARAR, RFEAKAGEL, £EKRRKET XA
EREE LR REZLA, FEE, ABHDH N B EG AT AL
A IRl



WO 2018/233044 PCT/CN2017/100007
16

o FM E R H

1. — A THIER XM EIELE T &, LR/FEET, 0L

?%x% AT SGEE R X R FZRPOFK, PTRRAPOR KW AT
WARIR GRS FHARIRID 5. K& LA F LI M B it 1P

PRk i JE M A B PTk AE R R E LT R LR, URBRATRILE
¥ TR E A B T IRAUHT R 4RI A AR R H B KRS TR BT R, Tk
" N H B LAEPT IR B G & i Bk Fe R TR B

Fr R BN SN PTR vh B K 8 R A28 P R 5818 %

FIT R 5508 B B PTR R S i 1A) B R B R R A, R 443590 & 49
&4 ID 5, KR & ID 5 Hh&E, ATFTHEELE R FERE L WE
128, HARBATAELE L mERZ &R EQRIBHITEL, UKRFHIERL,
F R PR AR KA LAENT &, PTG AT & 1D 5 ;

PR3 N SR AT R MBI L3 KA PR )8 M X

P sL B M R AT B B P BT A5 & ID 5, AATEXE& D5
ARYE, R TRHENHAEL & AR EERELIIERE &

PR R M XAREATAE L2 E R ET AR BRI ELRT B
R

Pk i 8 ) K AR IR AT R AR IR A9 & & B R, AT AR LA R
BRTRIL B A,

2. HRAEBAEEK 1 TR T &, XA T, AT R XA A
FHRRZLIRILRE A, ARBPTARLRE TR GG A T IRAT R L 55
& &l 0 & REBITRBAT R, i

Fraf st e M R PT R E R R AL RIL R T, URBRITEILE
¥ TAEREIRBRAE KRBT RE LA L THRSEN XL LA, BE
8 A T AT R L3R G090 L &, JHRFPTRva K & K E A PTABENT
&

3. MBERANZ K1 T ed ik, HAFEAT, PrRBENT EF AT K% 2
H R R RS PTR SRIR A BLEE

TR BENT B AT vl B K B A9 TR B 5 & s HL ik Fe BT R R B 18] &,
B NFT R &350 %



WO 2018/233044 PCT/CN2017/100007
17

4, RIBRAEEX 13 F—Fey 7k, REEAET, FFEREAT L
P PR R AR S HE RSP iR L M K 6L 45

PR3 N B R 77 XA B AR S o B0F # 2 AT R S PTE AE R
&9 4 TR SR 6 SR IBAL E

BT BN S AEAR 0 M 3R R M 09 A% B AT AR R B, @
PR LR W K K 3% PR AR 3o

5. BB ANZK 1 e ik, BHFIEET, Ardvm il L O ETE
K EBF ) B TAFRA, AT &R 1R & AT R 0 i) B B) K B R 4L
I, A5

PR 43R 8 & F T M s AT R L35 R &89 R A ], AL ATAE R Au
) B iR BT R R BT B, BT AR &0 TAE RS e AT R E 0]
$ﬁﬂ%1%4w,%%%ﬁﬁo

— MK THERAGHBHERBIELIERZ S, EFEET, 016
%u% ATESEANT L@ ERXREZPER, FRRAE K
B PR ARG 09X E AR ID 5. 15 & XA e IR M B AL TP,

TR ER X, ATRHAMEZAGERRZ LRI REL, AR
WILRFE ARG R TR L LR LG R &EFRELTEEANT
RN O VSR WS B A o R S S 5

FrafdENT &, BT om0l & K& 5 PR 43R &

PR 58 B A T AR BT R BB AR R 28, RIUPTK &35
E&GIEEID 5, UMEIREID FhRE, RTHELELEREEFLERE
L EAE L, HRBETARE L mERZ LR ENRIBHITEL, AKRFHLIE
RL, HFATEKEM LK ELENT &, AEHLFRLEFHLRE ID
5

PR3N R A TR R IEMR LI KPR ER X

Fraf i e M XIE A T AT RIER I P RIBTE XL ID 5, ARTRIR
&IDFHKRE, RTRENHTAZELAEAMRBEEFERELERIZFE L,

Fraf i e M XL TARBAT A B LI IE42 &I AT R A AR IR L9 & 2L &
T R s



WO 2018/233044 PCT/CN2017/100007
18

Frf e M XL R T AEBRIEAMAMIER LAY E L BN, FFATRMIER
AR R E T,

7. HRERAZK 6 TR A, HAFIEAET, PIRTERXR TR
BAHAFRRELITRILREEA, URBNATRILREE TR A TR L
L3RR A G R L I R E B PTR BN T 8y 7 XK A

T i e M AR TRATARPOGF R K ZLITRILREL, UARBITA

LR T E T AR AR R & LA B T BG4 & £ AN,
B8 & B T AZAPT R L3RR &0 R L 8, JRREPT R v 0K B KR S PT iR 3%
AT R

8. MB/ERAEK 6 TR %, HAFIEET, PTRENT KA TRHATE
o) N B R IR S PTE AR IR A0 T K BAR A

PPl N &R TP ik vl 52 08 8 09 T ik B 4 & e o ik fe BT A R 2R B R)
B, BTSSRI A

9, HBHAZK 6~8 E—RAAEMN AL, A EET, HEBEANT L

LR T WP R B ARAR LA R AP s JE W £ a9 7 X B4R A

PRl N SR T8 3R 7 XA B ARSI P A 2 R T R %P7
HABR LG TR IUBALE , A2 49 W BT IR 69 9B B P73t 2
B R L, @PTELIER X R E TR R L,

10, RAERAIZK 6 Frifay A, HAFIEAET, Pridvh o/l &L O
WOR JE B A BT 8 TAERAS, PR 4Rk &8 A T AP R B0 8] & 5] A
IR E ARG 7 X BARA .

Pk 35 3% AR A T 20 M ISP 43598 & 09 RGBT ), A M I 3 Bk
RN ) B KPR R SR B B, AT AR IR A0 TAERS B EATER
g ) AT 8 TAERES, R AR



WO 2018/233044

1/4

PCT/CN2017/100007

HFENT A

EANT A

LR TE

EANT A

HFENT A

HFENT A

TN A

A1



WO 2018/233044 PCT/CN2017/100007
2/4

An i S BT EANT Bl R A ERAGE | 201
K, ZIRRIF KGR LB R ENILEIDT . &
% R A FaPHL AL

SRR AMBAE KA ABLREL, ABE | ),

ST & TR AL B O & LY

HEARZBEANT S, AR LOEELE
xS i Fe R S B ),

)

/}%
BN B Meh B 8 R IE S RIS

K 5nIR A AR R ) BB AR R AR, R
R &I EIDS, R &IDT A RAE, &
TS RE A, HArss | 20
G AR BT R B RAERATE G, ARIFH
PR, HHHIERLKELEAT &, KIE
WL AR AIDF

05
BAT BRF BRI RL TR X /}

e P A MAHIER P F B EIDS, k& | 206
D5 A3, ATFHEGELEREEERE
& Wiz 8

207

LR M KARIE K G IR &
IR AER L B L AT IES

08
IR X B RER LR LILREL /

A 2



WO 2018/233044

PCT/CN2017/100007

3/4

AR G AENT S H TR W X KA IRAGE
K, ZIRAGE R H LR EENIZEIDS ., 5%
K A Fo]PHL A

iR R EIFIEAGE K RS R B, IR
SO TR W) A ) T AR 3R & R v 2 B
KIFEBIENT S, ZApH &S LA RE
FL KRB ]S Aoig R R 0 IR BT A TAE R A

301

302

303

FENT B Froh 0l 8 R R SRR

SRR & E T B IR SRR &0 A e iE), A RIE
] A B E) B AR B u A Ea, AR & T
YEIR S 8 £ R R o) Bt &

8 TR, FREHIE

/304

K 3%HAR B IR IR A IR AIDS, AR &IDS
HRYE, RTELERLETERELMERE L,
HARYE B L FAT BT R B HIEHRITE L, VA
TRAFHAEIR L, B HIER LR FELENT &,
BB LI F X HIDF

305

AT S RIFER LA LT X

/306

VR R K AAEAEIR L F KRB AIDS, YL EID
FhIRE, KT RNENE LA mFE AL mE L
HEAE &

307

TR R ARIE L L R fE,
EHIER I E LR L S

Ny

308

SR EISFHIBER L RLLR 2T

309

A 3



WO 2018/233044 PCT/CN2017/100007

4/4
A TR e IE R KIE TR R A
420 430
BEANT A L e M &
410 440
S L LRYET

A 4



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2017/100007

A. CLASSIFICATION OF SUBJECT MATTER

HO4L 9/08 (2006.01) i; HO4L 12/66 (2006.01) i; HO4L. 29/06 (2006.01) i
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L, HO4W

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNABS, VEN, CNKI: #JBEM, f£EEE, 165k, B4, B4, WiE, =, S/, B, AE, RE, %4, internet of things, sensor,

request, signature, key, authenticat+, verif+, time, collect+, security, secure

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

description, paragraphs [0041]-[0062]

24 November 2010 (24.11.2010), entire document
(31.05.2017), entire document

(16.01.2013), the abstract

X (CN 103401687 A (GUANGZHOU UNIVERSITY) 20 November 2013 (20.11.2013),

A CN 103945378 A (ZTE CORPORATION) 23 July 2014 (23.07.2014), entire document
A CN 101895888 A (CHINA MOBILE COMMUNICATION GROUP CHONGQIN CO., LTD.)

A (CN 106793005 A (SHENZHEN WINEXT TECHNOLOGY CO., LTD.) 31 May 2017

A KR 20130005726 A (NAT UNIV CHONBUK IND COOP FOUN) 16 January 2013

1-10

1-10
1-10

[ Further documents are listed in the continuation of Box C.

X See patent family annex.

* Special categories of cited documents:
“A” document defining the general state of the art which is not

considered to be of particular relevance

“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or

other means

“P” document published prior to the international filing date
but later than the priority date claimed

“T” later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

“X” document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone

“Y” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person

skilled in the art

“&”document member of the same patent family

Date of the actual completion of the international search

Date of mailing of the international search report

Haidian District, Beijing 100088, China
[Facsimile No. (86-10) 62019451

06 March 2018 12 March 2018
IName and mailing address of the ISA . )
State Intellectual Property Office of the P. R. China Authorized officer
No. 6, Xitucheng Road, Jimengiao PENG, Yuan

Telephone No. (86-10) 62411268

Form PCT/ISA /210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/CN2017/100007

Patent Documents referred
in the Report

Publication Date

Patent Family

Publication Date

CN 103401687 A

CN 103945378 A

CN 101895888 A

CN 106793005 A

KR 20130005726 A

20 November 2013

23 July 2014

24 November 2010
31 May 2017

16 January 2013

CN 103401687 B

WO 2013167070 A2

WO 2013167070 A3

None

None

KR 101238637 B1

28 December 2016
14 November 2013

03 January 2014

04 March 2013

Form PCT/ISA /210 (patent family annex) (July 2009)




E Rt =R S oy 1
PCT/CN2017/100007

A A E
HOAL 9/08(2006.01)i; HOAL 12/66(2006.01)i; HOAL 29/06(2006.01)i

2R PR LA 2028 (TPC) B R i 452 8 I 22 2 JS RN TPC T A 7328

B.  MERWE
FER KR ARBRBEUR (B 2R R SR K5)
HOAL, HO4W

BB AL FR TR A B4 B 5 R PR BE SRR LA A M AR 2R SCR

7E [ ey 2RI 2 7] ) LT A P BRI W B R, RO TR =R (B A )
CNABS, VEN, CNKI%H%IW! ﬁz:@@%%r i%*! %’%! %%ﬂr gﬁﬂEr 3";{7]‘1: %7}:15 Hﬂ'ﬂy U\ﬁE! %%! if%y internet

of things, sensor, request, signature, key, authenticat+, verif+, time, collect+, security, secure

C. K

2% m* Sl R, WEAT, IRIIAHSCERE FHIC AR E R
X CN 103401687 A (J~MK28) 20134 114 200 (2013 - 11 - 20) 1-10
PR 0041]-[0062] B
A CN 103945378 A (FPX4EIRE B IRA ) 20144E 7TH 23H (2014 - 07 - 23) 1-10
£
A CN 101895888 A (FERZNBEEFAEFRAMRAE) 20104 115 24H (2010 - 11 - 1-10
24)
43
A CN 106793005 A GRYITIMEERIFARAT) 20174 5H 31H (2017 - 05 - 31) 1-10
£
A KR 20130005726 A (NAT UNIV CHONBUK IND COOP FOUN) 20134 15 16H (2013 - 1-10
01 - 16)
LS
[ st ek myg i spg TSGR
x B FSCHEE AR KR, “p» %g}g Eg%ﬁn%ﬂﬁﬁl}%F"ﬁ 5 SR AR AR, {4 T HRR
wpr GG BIARSEOFR T B Bk — BORA Mo AR
X7 RERARSSHITCR, BUBERROCHE, NEER R IR
wp 7 TERRA I B R 2 5 A A HO7E S B SR e P &
«pr AT BESHL A SR R BE R ST, SR —g : “y” ERSIMLIISAE, 5?1#%%*%&%%%73‘@?6#%%%
L R e R Sl ot AU H AR AR T U BRI A
WD R B ] 5k
“0” WROLAF. A, B EA T AR “g” RIREFRIBICH
«pr A H S FE b S HAER T BE R e H p ot
EfrfR LR 5 ] [ At 2R A 2 R 2 40
201842 38 6H 20184 3H 12H
TSA/CNH 44 Fr 1 25 Ha 1k ZAE R
e A RS FE [E R iR 105 (ISA/CN) o
A [ b 5 T M DX R T 36 65 100088 =
HHEZ (86-10)62019451 FiE SRS (86-10)62411268

= PCT/ISA/210 (5E270) (20094E7H)



BRI F RS EEIT
TR HIRES PCT/CN2017/100007
K 8] R Wi ARG R s
CN 103401687 A 20134 114 20H CN 103401687 B 20164F 12H 28H
CN 103945378 20144 7H 23H Wo 2013167070 A2 20134 118 14H
WO 2013167070 A3 20144F 1H 3H
CN 101895888 20104F 118 24H ¥
CN 106793005 20174 57 31H ¥
KR 20130005726 20134 17 16H KR 101238637 Bl 20134F 38 4H

#F PCT/ISA/210 (FIEEFIMIH) (200947 H)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - wo-search-report
	Page 26 - wo-search-report
	Page 27 - wo-search-report
	Page 28 - wo-search-report

