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(57) Abréege(suite)/Abstract(continued):
steps: recelipt of a first data message (9) with a source address at a port of the switching node (2, 3); entry of the source address,

detalls of the port and a counter initial value in a line of the address table (11) that is assigned to the source address as the
target address, whereby the current counter value indicates the validity of the entry and the current counter value Is modified, If a
second data message with the source address as the target address Is recelved and the entry Is valid.
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Abstract

The 1nvention relates to a switching node (2, 3) comprising a dynamic address table (11)
In a data network (1), in addition to a method for creating a dynamic address table (11) of
this type for the switching node (2, 3). Said method comprises the following steps: receipt
of a first data message (9) with a source address at a port of the switching node (2, 3);
entry of the source address, details of the port and a counter initial value in a line of the
address table (11) that is assigned to the source address as the target address, whereby the
current counter value indicates the validity of the entry and the current counter value is
modified, if a second data message with the source address as the target address is

received and the entry is valid.
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Description

Method for creating a dynamic address table for a switching node in

a data network and a method for transmitting a data message

The invention relates to a method for creating a dynamic address
table for a switching node in a data network, in particular in an
automation system, and to a method for transmitting a data message
via a switching node of such a data network, and to a corresponding

switching node and a corresponding data network and computer

program.

From the prior art, various types of data networks are known in
which the data network components decide on the port of the
respective data network component via which a data message is to be
sent. In particular, switchable data networks, as they are called,

are also known 1n which a connection is established in the data

network between two subscribers by means of one or more point-to-

point connections.

It 1s likewise known from the prior art that the decision concerning
the port of a data network component via which a previously received
data message 1s to be sent is made with the aid of an address table.
Each entry in the address table stores e.g. the station address of a
target data network component (a unicast address, as it is called),
or a multicast address or a network address and the numbers of the
respective ports of the data network component via which a received

data message for forwarding to its target address is to be sent.

Also known from the prior art is the use of dynamically modifiable
and static address tables. Dynamic address tables have dynamically

modiflable table entries which are administered independently by the
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hardware of the respective data network without software support.
The static entries 1n a static address table, by contrast, are
administered by the application software of each data network

component and may not be modified by the hardware of a data network

component.

A possible method known from the prior art for recognizing whether
an address, e.g. a multicast address, and the information assigned
to the multicast address are stored in an address table 1s direct
comparison of the target address of the respective data message with
all the addresses stored in the address table. This method is time-

consumlng or requires a content-addressable memory.

A method which allows address entries which are i1nitially mapped to
the same entry address of the address table to be stored
simultaneously 1n an address table 1s described 1in US-A-5923660. In
an Ethernet controller, a hash address table i1s to this end provided
with a corresponding control which forms the hash value of the
address of a data packet 1n order to find an 1nitial value for an
entry in the hash address table. This initial value 1s modified 1if
necessary by a fixed entry value if the address which 1n the line of
the hash address table identified by the i1nitial value does not

match the target address received [sic].

Data networks enable communication between multiple subscribers by
the networking, 1.e. connecting of i1ndividual subscribers to one
another. Communication 1n this case means the transmission of data
between the subscribers. The data to be transmitted 1s sent in this
case as data messages, l1.e. the data 1s packaged together into

multiple packets and sent 1n this form via the data network to the
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-

corresponding recipient. It is customary therefore to talk of data

packets.

The term ‘transmission of data’ 1s used synonymously here with the

transmission of data messages or data packets mentioned above. The

networking itself is achieved, for example in the case of switchable
high-performance data networks, in particular Ethernet, in that
between two subscribers at least one switching unit which is
connected to both subscribers 1s switched in each case. Each

switching unit can be connected tc more than two subscribers.

Fach subscriber 1s connected to at least one switching unit, but not
directly to another subscriber. Subscribers are for example,
computers, stored-program controllers (SPC) or other machines which
exchange, 1n particular process, electronic data with other
machines. In contrast to bus systems in which every subscriber can
access every other subscriber of the data network directly via the
data bus, switchable data networks involve exclusively point-to-
polint connections, i.e. a subscriber can access all the other
subscribers in the switchable data network only indirectly, through
corresponding forwarding of the data to be transmitted by means of

one or more switching units.

In distributed automation systems, for example in the field of drive
engineering, certain data must be received at certain times by the
subscribers specified for it and be processed by the recipients. It
1s customary here to talk of real-time critical data or data
traffic, since a failure of data to arrive at the point of
destination at the proper time leads to undesired results for the
subscriber. In compliance with IEC 61491, EN61491 SERCOS interface -
brief technical description

(http://www.sercos.de/deutsch/index deutsch.htm) successful real-

time critical data traffic of the type specified can be guaranteed

1n distributed automation systems.
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From the prior art, various standardized communication systems, also

g

called bus systems, for the exchange of data between two or more

electronic modules and/or devices, in particular also for use in
automation systems, are known. Examples of such communication
systems are: Feldbus, Profibus, Ethernet, Industrial Ethernet,
FireWire or even PC-internal bus systems (PCI). These bus systems
are 1n each case designed and/or optimized for different application
fields and permit the establishment of a distributed control system.
For process control and supervision in automated production and 1in
particular in the case of digital drive technologies, very fast and
reliable communication systems with predictable response times are

required.

With parallel bus systems such as, for example, SMP, ISA, PCI or

VME, very fast and simple communications can be established between

different modules. These known bus systems find use in particular in

computers and PCs.

Synchronous clocked communication systems with equidistance
characteristics are known from automation engineering, 1n
particular. Such a system 1s deemed to refer to a system comprising
at least two subscribers which are connected to one another via a
data network for the purposes of mutually exchanging data and/or
mutually transmitting data. Data 1s in this case exchanged
cyclically in equidistant communication cycles which are
predetermined by the communications clock pulse used by the system.
Subscribers include for example central automation devices,
programming, configuring or operator devices, peripheral devices
such as e.g. i1nput/ocutput modules, drives, actuators, sensors,
stored-program controllers (SPC) or other control units, computers
or machines which exchange electronic data with other machines, and

1n particular process data from other machines. Control units are
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deemed below to refer to closed-loop or open-locop control units of

any type.

An equidistant, deterministic and cyclical exchange of data in
communication systems is founded on a shared clock pulse or timing
basis of all the components involved in the communication. The clock
pulse or timing basis 1s transmitted from one identified component
(pulse generator) to the other components. In an isochronous real-
time Ethernet, the pulse or timing basis is preset by a
synchronization master through the sending of synchronization

messages.

German patent application DE 100 58 524.8 discloses a system and a

method for transmitting data via switchable data networks, in

particular the Ethernet, which allows the mixed operation of real-
time-critical and non-real-time-critical, in particular Internet-

and 1ntranet-based, data communications.

It 1s also known from the prior art that the components of a
switchable data network decide concerning the port of a switching
node via which a data message 1s to be sent with the aid of dynamic

address tables. A dynamic address table stores i1n each case station

addresses of network components and the detalils of the port via
which a data message 1s to be sent to this network subscriber. Since
the configuration of the network can change dynamically (e.g.
through activation, deactivation and/or failure or rewlring), and
since on account of the limited storage capacity not all station
addresses can be stored simultaneously 1n an address table, the
table entries administered by the network component, that is e.g. by

the swltching node, are dynamically changeable.

Since components of a data network may e.g. fail or be rewired, an

aging mechanism must be provided which can declare an address entry



10

15

20

25

30

2001P17591 WO DE0203431
PCT/DE02/03431 CA 02461482 2004-03-24

S

to be 1nvalid if a certain condition of the aging method selected 1is

fulfilled.

From European patent application EP-A-0 993 156 a corresponding
aging method is known, in which a data message has to be received
within a parameterizable time interval from the respective network

component with the station address entered in the address table in

order to remaln marked as valid.

Figure 1 shows a corresponding data network known from the prior

art. The data network 1 contains a switching node 2 with ports A, B,

C and D and a switching node 3 with ports E, F, G and H. The port C

of the switching node 2 is connected to an automation component 4

and the port B to a further switching node which, for the sake of

clarity, 1s not shown in Figure 1.

The port D 1s also connected to the port E of the switching node 3.
The ports F, G and H of the switching node 3 are connected to the

automation components 5, 6 and 7 respectively.

Each of the switching nodes 2 and 3 contains an address table 8.

P

Each line of an address table 8 contains a station address of one of

g

the components of the data network 1, that is, of one of the

automation components 4, 5, 6 or 7, for example. A respective line
of the address table 8 of the switching node also contains details

of the port of thilis switching node, from which port a data message

received by the switching node is to be forwarded with the station
address as the target address. Furthermore, such a line of the

address table 8 contains an entry regarding the aging of the entry

in the respective line, that is, regarding the validity of this

entry.

An entry 1n a line of the address table 8 is then generated if a

data message 9 with a source address and a target address 1is

AMENDED SHEET
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recelved, for example at port A of the switching node 2. Said

message may for example be an Ethernet data message.

The fact that a data message with the respective source address has
been recelved at port A is recorded in the address table 8 as an
entry 1n a line of the address table. An aging bit in the respective

line of the address table is set e.g. to 0 so as to indicate the

current status of this entry.

Each of the switching nodes 2 and 3 has a time base which in each

case applies globally to the address table 8. The time base can be

implemented with a counter which in each case counts up to a

threshold wvalue.

After a current entry has been generated in the address table 8, and
the counter is reset, the aging bit is set e.g. from 0 to 1. The
entry then continues to be valid. If, at a time at which the aging
bit is set to 1, a further data message 9 is received, the aging bit
1s again reset e.g. to 0. If this is not the case, then when the

counter 1s next reset the aging bit is set e.g. to 2, which

indicates that the entry is invalid.

The address tables 8 are administered here by means of a program 10.

A particular disadvantage of this method is that the address table 8

periodically has to be fully read out in order to check whether an

entry should be marked as invalid.

The object of the invention is therefore to create an improved

method for creating a dynamic address table and an improved method
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for transmitting a data message and an improved switching node and a

corresponding data network and computer programming product.

The object of the invention is achieved in the respective features

of the i1ndependent claims. Preferred embodiments of the invention

are described in the dependent claims.

The aging mechanism according to the invention is particularly

advantageous since 1t 1s event-driven with reference to the

respective entry in the address table. By comparison with the time-
pased aging mechanism known from the prior art, this is particularly
advantageous since the address table does not periodically have to
be fully read out 1n order to check whether an entry should be

marked as invalid.

According to a preferred embodiment of the invention, an entry in
the address table 1s declared invalid if, since the data message

last received from the network subscriber whose station address 1is
entered 1n the address table, the number of data messages sent to

this network subscriber is greater than a parameterized value.

According to a further preferred embodiment of the invention, the
counted number of data messages sent to this network subscriber is
reset 1f another data message 1s received from this network

subscriber.

According to a further preferred embodiment of the invention, the
updating and checking of the validity of a table entry is event-
driven, 1.e. with each send process when the network component
decides with the aid of the address table via which port a data
message 1s to be sent, and the station address of the network
component for which the data message is intended is entered in the

address table. By comparison with the time-driven aging method,
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this considerably reduces storage access to the address table.

A preferred embodiment of the invention is described in detail below

with reference to the drawings, in which

5
Figure 1 shows a segment of a data network according to the prior
art,
Figure 2 shows a segment of an embodiment of a data network
10 according to the invention,

Figure 3 shows a flowchart of an embodiment of a method according

to the i1nvention.

15 In Figure 2, elements which correspond to elements in Figure 1 are

labeled using the same reference symbols.

The switching nodes 2 and 3 each have an address table 11 according
to the 1nvention and a component 12 for administering the address
20 table 11. This table administration component 12 can be implemented

in software and hardware.

If for example the switching node 2 receives at its port A a data

message 9, then an entry 1s generated in the address table 11 based
25 upon this. This entry in the address table 11 contains the source

address of the data message 9 and the receiving port, i.e. in the

example looked at, the input of the port A.

In addition, the respective entry contains a counter initial value.
30 This can be parameterized for the data network 1 or for individual

swiltching nodes and can be selected e.g. as 128.
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If a further data message 1is now received by the switching node 2,
for example from the automation component 4 at port C, said data
message having as the target address the source address of the data

message 9, then the corresponding entry in the address table 11 is

accessed.

The program 12 then firstly checks whether the current counter wvalue
of the respective entry 1s greater than 0. If this is the case, the
entry i1s considered valid and the data message received from the
automation component 4 is forwarded via the port of the switching
node 2 specified 1n the entry, i.e. via the port A. In addition to
this, based on the receipt of a data message addressed to the source
address 1in switching node 2 the current counter value of the table

administration component 12 is decremented.

This procedure can be repeated for example until such time as the
current counter value has reached the value 0. The respective entry
1s then marked as invalid on account of the wvalue 0. Thus, the
counter 1nitlal value corresponds to a maximum number of data
messages addressed to the source address which are received by the

switching node 2 before the respective entry is considered invalid.

Instead of decrementing the counter initial value it is also
possible to stipulate a threshold value which corresponds to the
maximum number of data messages which are addressed to the source

address, the current counter value then being incremented each time

such a data message 1s received.

Of particular advantage here is that the current counter values of
the individual lines in the address table 11 are modified only in an
event-driven manner. Upon receipt of a data message with the source
address of the data message as the target address, access to the

respective entry in the address table 11 is necessary in order to
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determine the particular port via which the respective data message
1s to be forwarded. When such an access is made, the current counter
value 1s accessed simultaneously in order to check and, where

applicable, decrement or increment this current counter value.

If the data message 9 1s again received from the switching node 2,
then the current counter value of the respective entry in the

address table 11 1s reset to the counter i1nitial value.

An analogous procedure appliles 1n respect of the address table 11 of
the switching node 3 and its program 12, and in respect of the other

switching nodes in the data network 1, which are not shown in Figure

2.

The switching nodes 2 and 3 can be individual devices, or they can
also each constitute an i1ntegral part of an automation component.
Automation components are principally considered to include all

closed-1loop control, open-loop control, drive and other components

of an automation system.

Figure 3 shows a corresponding flowchart.

In step 30, a data message 1s recelived at a port of the switching
node of the data network, which switching node i1s examined here.
This data message contains a source address, 1.e. the station
address of the data network subscriber which sent the data message,
as well as a target address for the data message, 1.e. the station
address of the particular data network subscriber which 1s to

recelve the data message.

In step 32, the source address of the data message received 1in step
30 by the switchling node 1s entered 1n the address table of the

switching node. In the corresponding entry of the address table this
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source address has the function of a target address, i.e. if a data
message with the source address of the data message of step 30 as
the target address is received by the switching node at a different
port, then the corresponding entry in the address table is accessed.
This entry contains, in addition to the station address of the
subscriber which sent the data message of step 30, the port at which
the data message of step 30 has been received by the switching node

under conslderation, and a counter value.

When the entry in the address table is created in step 32, a counter

1nitial value is assigned to the counter value.

In step 34, a data message 1s received at another port of the
switching node with a target address. The target address of the data
message of step 34 1s the same as the source address of the data

message of step 30.

In step 30, the address table is then accessed and the entry in the
address table with the target address of the data message of step 34
1s read. A check is then made in this entry as to whether the

current counter value equals 0.

If the current counter value equals 0, then this means that the
respective entry in the address table is invalid or is no longer
valid. This 1is determined in step 38. The switching node cannot
therefore determine via which of its ports the data message is to be
forwarded 1n order to reach the desired target address. Therefore,
in step 40 the data message which has been received in step 34 is
forwarded as a broadcast data message, i.e. the data message 1is
forwarded via all the ports of the switching node, with the

exception of the port at which the data message was received in step
34.
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If the check 1n step 36 reveals that the current counter value is
greater than 0, then step 42 1s then executed. In step 42, the data
message 1s sent via the port of the switching node which is
specified 1n the respective entry of the address table. In step 44,
the current counter value of the respective entry is then

decremented.

A check 1s made 1n step 46 to see whether a data message has again
been received by the switching mode under consideration at the same
port and with the same source address as in step 30. If this is the
case, the counter value of the respective entry in the address table
1s reset in step 48 to the counter initial wvalue. The sequence

control system than goes back to step 34.

If the check 1n step 46 reveals that such a receipt has not

occurred, the sequence control system goes directly to step 34
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Claims

1. A method for creating a dynamic address table (11) for a

switching node (2, 3) 1n a data network (1), said method

5 comprising the following steps:

-~ recelpt of a first data message (9) with a source address

at a port of the switching node (2, 3),

10 = entry of the source address, details of the port and a
counter initial value i1n a line of the address table (11)
that 1s assigned to the source address as the target
address, whereby the current counter value 1indicates the
validity of the entry and the current counter value 1s

15 modified 1f a second data message with the source address

as the target address 1is receilved and the entry 1s valid.

2. A method according to claim 1, wherein the current counter
value is reset to the counter initial wvalue 1f a third data

20 message with the source address 1s received at the port.

3. A method according to claim 1 or claim 2, whereilin the
current counter value 1s incremented upon each receipt of the
second data message if the second data message 1s received

25 with the source address as the target address and the entry 1s

valid.

4. A method according to claim 1 or claim 2, wherein the

current counter value 1s decremented upon each receipt of the
30 second data message 1f the second data message 1s received

with the source address as the target address and the entry 1s

valid.

5. A method according to any one of the preceding claims 1 to

35 4, wherein the source address and the target address are 1n

each case unicast addresses.

AMENDED SHEET
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6. A method for transmitting a data message (9) with a target
address via a switching node (2, 3) of a data network (1) with
an address table (11) created according to a method according

Lo any one of preceding claims 1 to 5, said method comprising

the following steps:

~ recelpt of the data message (9) by the switching node (2,
3),

- access to a line of the address table (11), which line

has been assigned to the target address of the data

message (9),

- checking by means of the current counter value of whether

the entry in the line is wvalid,

- forwarding of the data message (9) to the port specified

1n the line if the entry is wvalid.
/. A method according to claim 6, wherein the data message (9)
1s forwarded from the switching node (2, 3) as a broadcast

data message i1f the entry is not wvalid.

8. A switching node (2, 3) for a data network (11) having

means for creating a dynamic address table (11) according to a

method according to any one of preceding claims 1 to 5.

9. A switching node (2, 3) according to claim 8 having means
for transmitting a data message (9) according to any one of

preceding claims 6 or 7.

10. A data network (1) having a switching node (2, 3)

according to claim 8 or claim 9.

11. A computer programming product for creating a dynamic
address table (11) according to a method according to any one

of preceding claims 1 to 5.

AMENDED SHEET
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12. A computer programming product for transmitting a data

message (9) according to any one of preceding claims 6 or 7.

Fetherstonhaugh
Ottawa, Canada
Patent Agents

AMENDED SHEET
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