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ASSOCATIVE MEMORY HAVING AMASK 
FUNCTION FOR USE IN NETWORK 
DEVICES AND NETWORKSYSTEM 

This application is a continuation of U.S. application Ser. 
No. 10/475,031 filed with a 371 (c) date of Dec. 8, 2003 (now 
U.S. Pat. No. 6,956,756) which is a 371 of PCT/JP01/03562 
filed Apr. 25, 2001. 
The present invention relates to a network system having a 

network device using an associative memory and, in particu 
lar, to an associative memory having a mask function. 

BACKGROUND OF THE INVENTION 

The function that calculates the permission of transfer is 
indispensable to conventional network devices in order to 
ensure conventional security of conventional computer net 
work system, as follows. 

Referring to FIG. 33, a conventional computer network 
will be described. A user or subscriber of the network pos 
sesses a user's terminal. Such as a computer terminal, for 
concatenation to the network. A user's terminal is assigned 
with a specific network address in accordance with a prede 
termined rule when it is concatenated to the network in order 
to be distinguished from other user's terminals. Herein, the 
network address is represented by a numeral of a plurality of 
digits of for example, first through third digits (a, b, c). The 
predetermined rule defines a hierarchical structure of the 
network address. The predetermined rule defines a hierarchi 
cal structure of the network address. For example, the first 
digit of the numeral represents a nation, such as England, 
Germany, and Japan. The second digit of the numeral repre 
sents a city in the nation, and the third digit of the numeral 
represents a company name in the city. In the following 
description, these hierarchical items will be called segments. 
Referring to FIG. 33, each segment is depicted by a rectan 
gular block. Specifically, the network includes a first segment 
(SEGMENT1), second segment (SEGMENT2), and a third 
segment (SEGMENT3) at a highest hierarchical level. The 
first segment (SEGMENT1) includes the fourth segment 
(SEGMENT4) and the fifth segment (SEGMENT5). Like 
wise, the second segment (SEGMENT2) and the third seg 
ment (SEGMENT3) include the sixth segment (SEG 
MENT6) and the seventh segment (SEGMENT7), 
respectively. A user's terminal (PC) 401-1 exists in the fourth 
segment. Likewise, a user's terminal (PC) 401-2 and a user's 
terminal (PC) 401-3 exists in the sixth segment. The first 
segment possesses a network address (1, *, *) in which a first 
digit alone is specified as “1”. The fourth segment subordi 
nate to the first segment possesses a network address (1, 2, *) 
in which first and second digits “1” and '2' are specified. Like 
wise, the fifth segment Subordinate to the first segment pos 
sesses a network address (1, 3 *) in which first and second 
digits “1” and '3' are specified. Thus, the user's terminal 
401-1 in the fourth segment possesses a specific or unique 
network address (1, 2, 6). The second segment possesses a 
network address (2, *, *) in which a first digit alone is speci 
fied as “2. The sixth segment subordinate to the second 
segment possesses a network address (2, 3, *) in which first 
and second digits “2 and '3' are specified. Thus, the user's 
terminal 401-2 and 402-3 in the sixth segment possesses a 
specific or unique network address (2, 3, 4) and (2, 3, 5) 
respectively. The third segment possesses a network address 
(3, *, *) in which a first digit alone is specified as “3. The 
seventh segment Subordinate to the third segment possesses 
network address (3, 5, *) in which first and second digits “3 
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2 
and “5” are specified. A symbol “*” contained in these 
addresses represents “don’t care'. 

Each digit of each network address is represented by a 
binary number of three bits. Thus, each network address is 
represented by a bit sequence of nine bits in total. For 
example, a network address (1, 2, *) is represented by a bit 
sequence (001, 010, 000). In the following description, these 
bit sequences will be called storage data. Since the symbol 
“*” represents “don’t care' for the third digit, it is necessary 
to indicate that the first six bits (001, 010) in the storage data 
(001, 010, 000) alone are valid and the remaining bits (000) 
are invalid. For this purpose, mask information (or mask data) 
is combined with storage data. In the following description, 
these pairs will be called structured data. In the illustrated 
example, the mask information (or mask data) is given by a bit 
sequence (111, 111, 000). Herein, “0” and “1” represent a 
mask invalid state and a mask valid state, respectively. 

In order to concatenate or establish communication 
between a plurality of user's terminals in the network, each 
segment is provided with a network device, for example, a 
router. As illustrated in FIG.33, the first segment, the second 
segment, the third segment, the forth segment, the fifth seg 
ment, the sixth segment, and the seventh segment are pro 
vided with the first network device 400-1, the second network 
device 400-2, the third network device 400-3, the fourth net 
work device 400-4, the fifth network device 400-5, the sixth 
network device 400-6, and the seventh network device 400-7, 
respectively. As illustrated in FIG.33, each network device is 
concatenated to any user's terminals or any network devices 
Subordinate to the corresponding segment. In addition, the 
first network device 400-1 is concatenated to the network 
device 400-2, the network device 400-3, and the network 
device 400-6. 

Each network device in the corresponding segment is Sup 
plied from any user's terminals or any network devices con 
catenated to the network devices with communication data, 
and a source network address and destination network 
address annexed thereto. With reference to the source net 
work address, the destination network address and predeter 
mined transfer rule, the network device calculates a permis 
sion of transfer. Furthermore, with reference to the 
destination network address and the relationship of connec 
tion of networkapparatuses, the network device calculates an 
optimum transfer route and produces a transfer network 
address. Herein, the network device controls a communica 
tion data transfer. 

Herein, description will be made about the case where the 
associative memory is applied to the network device 400-1 in 
FIG. 33. It is assumed that the transferring the input data to a 
network device 400-6 having a network address (2, 3, *) is 
more optimum than to another network device 400-2 having 
a network address (2, *, *). In other words, it is optimum here 
to select the network device having the least number of bits in 
a mask valid state, in the network devices corresponding to 
the network address coincident with each other, taking the 
destination network address and the mask information into 
account, into a valid state. 

Table 1 (a) shows one setting of transfer rule in the com 
puter network described in this example: 

TABLE 1(a) 
TRANSFER PERMIT TRANSFER FROM THE INTERNAL 
RULE 1: OF SEGMENT 4. TO THE INTERNAL OF 

SEGMENT 2 
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TABLE 1(a)-continued 
TRANSFER PERMIT TRANSFER FROM THE INTERNAL 
RULE 2: OF SEGMENT 1 TO THE INTERNAL OF 

SEGMENT 3 
TRANSFER REJECT TRANSFER FROM THE INTERNAL 
RULE 3: OF SEGMENT 4. TO THE INTERNAL OF 

SEGMENT 6 
TRANSFER PERMIT TRANSFER FROMINTERNAL 
RULE 4: PC4O1-1 OF SEGMENT 4TO INTERNAL 

PC4O1-2 OF SEGMENT 6 
TRANSFER REJECT TRANSFER FROM THE INTERNAL 
RULES: OF SEGMENT 1 TO INTERNALPC4O1-3 

OF SEGMENT 6 

TABLE 1(b) 
SOURCE DESTINATION 

TRANSFERRULE NETWORKADDRESS NETWORKADDRESS 

1 (1.2. *) (2.*.*) 
STORAGE DATA STORAGE DATA 
“001 010 000 = (1.2.0) “010 000 000 = (2.0.0) 
MASKINFORMATION MASKINFORMATION 
*111 111 000 = (7.7.0) “111 000 000 = (7.7. O) 

2 (1.*.*) (3.*.*) 
STORAGE DATA STORAGE DATA 

“001 000 000 = (1.0.0) “011 000 000 = (3.0.0) 
MASKINFORMATION MASKINFORMATION 
*111 000 000 = (7.7.0) “111 000 000 = (7.0.0) 

3 (1.2. *) (2.3. *) 
STORAGE DATA STORAGE DATA 
“001 010 000 = (1.2.0) “010 011 000 = (2.3. O) 
MASKINFORMATION MASKINFORMATION 

*111 111 000' = (7.7.0) “111 111 000 = (7.7. O) 
4 (1.2. 6) (2.3.4) 

STORAGE DATA STORAGE DATA 
“001 010 110 = (1.2. 6) “010 011 100 = (2.3.4) 
MASKINFORMATION MASKINFORMATION 

*111111111 = (7.7.7) “111111111 = (7.7.7) 
5 (1.*.*) (2.3.5) 

STORAGE DATA STORAGE DATA 

“001 000 000 = (1.0.0) “010 011 101 = (2.3.5) 
MASKINFORMATION MASKINFORMATION 
*111 000 000 = (7.0.0) “111111111 = (7.7.7) 

Rule 1 defines that transfer from subordinate to segment 4 to 
subordinate to segment 2 is permitted. Rule 2 defines that 
transfer from subordinate to segment 1 to subordinate to 
segment 3 is permitted. Rule 3 defines that transfer from 
Subordinate to segment 4 to Subordinate to segment 6 is 
prohibited. Rule 4 defines that transfer from PC401-1 subor 
dinate to segment 4 to PC401-2 subordinate to segment 6 is 
permitted. Rule 5 defines that transfer from subordinate to 
segment 1 to PC401-3 subordinate to segment 6 is prohibited. 
When source network address and destination network 
address are represented by a pair of storage data and mask 
information, the transfer rule of Table1(a) can be described as 
Table1(b). These transfer rules are necessary for security of 
computer network system. In case of the transfer from seg 
ment 4 to segment 6 under the transfer rule of Table1(a), vital 
data stored in PC401-3, for example, can be protected from 
unlawful access, copy, falsification, and elimination, because 
only the transfer from PC401-1 to PC401-2 is permitted and 
all other transfer is prohibited. 

Herewith, the user's terminals are not directly connected 
by the use of the communication channels but carry outcom 
munication by controlling the transfer of communication data 
by the use of communication control functions of the network 
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4 
devises. Thus, communication channels as limited resources 
are saved while security is ensured. 

Next, referring to FIG.34, the conventional network device 
422 is used in the network devise 400-1 in FIG. 33. 

The network device 422 is supplied with input transfer data 
402, and produce output transfer data 403. The input transfer 
data 402 comprises a source network address 404, a transfer 
network address 405, a destination network address 406, and 
data division 407. The output transfer data 403 comprises a 
source network address 406, a second transfer network 
address 408, a destination network address 406, and data 
division 407. Since the conventional network device 422 is 
used in the network device 400-1 of FIG.33, as will readily be 

PERMIT = 1 
REJECT = O 

1 

understood, the transfer network address 405 in the input 
transfer data 402 is the network address of the network devise 
400-1 itself in FIG. 34. 

The network device 422 comprises a source network 
address 409, a destination network address 410, an associa 
tive memory 101, a CPU 413, an encoder 414, a memory 416, 
a transfer network address changing section 418, and data 
transfer division 421. 

The source network address extracting section 409 extracts 
the source network address 404 contained in the input transfer 
data 402, and supplies it to the CPU 413 as the source network 
address 411. The destination network address extracting sec 
tion 410 extracts the destination network address 402 con 
tained in the input transfer data 402, and supplies it to the 
associative memory 101 and the CPU 413 as the destination 
network address 412. 

Among the network devices concatenated with the network 
device 422 in the network, the network address of the segment 
of the network device out of the network to which the network 
device 422 belongs, is memorized in the associative memory 
word 102 in the associative memory 101 of the network 
device 422. Herein, in FIG. 34, description will be made 
about the case where the conventional network device is used 
in the network device 400-1 in FIG. 33. The network address 
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(2, *, *), to which the network device 400-2 belongs, is 
memorized in the associative memory word 102-1. Specifi 
cally, the associative memory word 102-1 stores in binary 
numbers the storage data (010, 000,000) and the mask infor 
mation (111,000,000) to implement (2, *, *) represented by 
structured data format. Likewise, the network address (2, 3, 
*), to which the network device 400-6 belongs, is memorized 
in the associative memory word 102-2, and the network 
address (3, *, *), to which the network device 400-3 belongs, 
is memorized in the associative memory word 103-3, respec 
tively. The associative memory 101 possesses searching (or 
retrieving) function or mask searching function in addition to 
write/read functions of writing and reading storage data 
(namely, the address data) at a designated memory address in 
the matter similar to an ordinary memory circuit. Specifically, 
the associative memory 101 possesses the mask searching 
function to put the only match line 115 corresponding to the 
storage data with the least number of bits in a mask valid State, 
in the match lines 105-1 through 105-3 corresponding to one 
of the storage data coincident with the input destination net 
work address 412 taking the mask information into account, 
into a valid state. The pending patent application 2000 
181406 can be cited as one example of the associative 
memory 101. 
The encoder 414 encodes the match lines 105-1 through 

105-3, supplied by the associative memory 101, into a 
memory address signal 415. The memory 416 stores the net 
work addresses of the network device corresponding to the 
segment network addresses, each of which comprises the 
storage data and the mask information, and each of which is 
stored in each associative memory word of the associative 
memory 101. In the memory 416, each network device net 
work address is memorized in a word corresponding to the 
associative memory word of the associative memory 101 
where a corresponding network address is memorized. For 
example, the network address (2, *, *) is stored in the first 
associative memory word 102-1 of the associative memory 
101 while the network address of the network device 400-2 
(FIG. 33) corresponding thereto is stored in the first word of 
the memory 416. Similarly, the network address of the net 
work device 400-6, the network address of the network device 
400-3, are stored in the second word and the third word of the 
memory 416, respectively. Supplied with the memory address 
signal 415 as a read address, the memory 416 produces a 
memory data signal 417 stored in the word designated by the 
memory address signal 415. 
The transfer network address 418 produces the changed 

transfer data 419 by changing the transfer network address 
405 of input transfer data 402 into memory data signal 417. 
and supplies it to the data transfer division 421. The CPU 413 
determines the transfer permission under the rule indicated in 
the table (a), and supplies the result of the determination to the 
data transfer field 421 as the transfer control signal 420. The 
data transfer division 421 produces the changed transfer data 
419 as the output transfer data 403 when the transfer control 
signal 420 permits the transfer. Otherwise, the data transfer 
division 421 does not produce the changed transfer data when 
the transfer control signal prohibits the transfer. 

It is assumed that the source network address 404 in the 
input transfer data 402 is (1,2,3), and the destination network 
address 405 in the input transfer data 402 is (3, 5, 6). Upon 
completion of the searching operation in the associative 
memory 101, the match line 105-3 corresponding to the net 
work address (3, *, *) in the associative memory word 102-3 
alone is put into a valid State. Then, the encoder 414 produces 
“3 as the memory address 403. The memory 416 produces 
the memory data signal 417 representative of the network 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
address of the network device 400-3. The transfer network 
address changing section 418 changes the transfer network 
address 405 in the input transfer data 402 into the network 
address of the network device 400-3, and supplies it to the 
data transfer field 421 as the changed transfer data 419. Since 
the source network address information 411 is (1,2,3) and the 
destination network address information 412 is (3, 5, 6), CPU 
413 applies the transfer rule 2, and supplies the transfer con 
trol signal 420 to the data transfer field 421 with transfer 
permitted state. Consequently, the data transfer field 421 
transfers the changed transfer data 419 as the output transfer 
data 403 to the router 400-3. The router 400-3 is responsive to 
the transfer data and performs the operation similar to that 
mentioned above. Thus, the transfer data are successively 
transferred with security from network devices to network 
devices on the optimised route until the user's terminal at the 
destination network address (3, 5, 6) is reached. 

Description of the Conventional Associative Memory 

Herein, referring to FIG. 28, a typical conventional asso 
ciative memory will be described. An associative memory 
101 comprises a two-input/one-output n-bit selector 123, first 
through m-th n-bit associative memory words 102, an n-bit 
latch 121, a controller 130, and the first through n-th logical 
gate 116. The j-th associative memory word 102-i combines 
the associative memory cells 107-j-1 through 107-j-n, n in 
number. The j-th associative memory word 102-i (where j is 
and integer variable between 1 and m, both inclusive) com 
prises first through n-th associative memory cells 107-j-1 
through 107-i-n. Each of the associative memory words 102-i 
is concatenated to the corresponding data word line 103-i the 
corresponding mask word line 106-j, and comparison control 
line as input lines and to the corresponding mask match line 
105-i and the first through the n-th shortest mask lines 114 as 
output lines and to the first through the n-th bit lines 113 as 
data input/output lines. 
The k-th associative memory cells of the j-th associative 

memory word, 107-j-k (where k is and integer variable 
between 1 and n, both inclusive), is concatenated to the cor 
responding data word line 103-i, the corresponding mask 
word line 106-i, and comparison control line 104 as input 
lines, and to the corresponding data match line 105-i and the 
corresponding matched data intermediate logic line 114-kas 
output lines, and to the corresponding bit line 113-k as data 
input/output line. 
The associative memory cell 107-j-k comprises a data cell 

108-i-k, a comparator 110-i-k, a mask cell 109-j-k, and logical 
gate 111-j-k. The data cell 108-i-k is for storing “data bit 
information at a corresponding bit of storage data Supplied 
from an external source through a bit line 113-k. The com 
parator 110-i-k is for comparing the “data bit information 
memorized in the data cell 108-j-k and the information Sup 
plied from the external source through the bit line 113-k. The 
mask cell 109-i-k is for storing “mask' bit information of a 
corresponding bit of mask information Supplied from the 
external source through the bit line 113-k. Herein, when the 
bit information stored in the mask cell 109-i-k is in a valid 
state for mask information, an invalid state for storage data is 
stored in the corresponding data cell 108-i-k. 

In this embodiment, a valid state and an invalid state for the 
mask information are represented by “0” and “1”. A valid 
state and an invalid state are represented by “1” and “O'”. 
respectively, for all of the storage data, the matched data 
logical-OR lines 117-1 through 117-n, and the match lines 
105-1 through 105-m. 
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The data cell 108-j-k stores as the storage data the state on 
a corresponding bit line 113-k on which the write data is 
driven when a corresponding data word line 103-i is in a valid 
state, or Supplies the storage data stored therein to the corre 
sponding bit line 113-k on which the write data is not driven 
when a corresponding data word line 103-i is in a valid state. 
When the corresponding data word line 103-i is in an invalid 
state, no operation is performed for the corresponding bit line 
113-k. Irrespective of the state of the corresponding data word 
line 103-i, the storage data stored therein is supplied to the 
comparator 110-i-k and the logical gate 111j-k in the same 
associative memory cell 107-i-k. 
The mask cell 109-i-k stores as the mask information the 

state on a corresponding bit line 113-kon which the write data 
is driven when a corresponding mask word line 106-i is in a 
valid state, or Supplies the mask information stored therein to 
the corresponding bit line 113-kon which the write data is not 
driven when a corresponding mask word line 106-ji is in a 
valid state. When the corresponding mask word line 106-j is 
in an invalid state, no operation is performed for the corre 
sponding bit line 113-k. Irrespective of the state of the corre 
sponding mask word line 106-i, the mask information stored 
therein is supplied to the comparator 110-i-k in the same 
associative memory cell 107-i-k. 

Prior to the start of the searching operation, the first 
through m-th data match line 105 is precharged to a high level 
to be put into a valid state “1”. 

The comparator 110-i-k is supplied with the value of the 
search data on the corresponding bit line 113-k, the storage 
data stored in the data cell 108-i-k in the same associative 
memory cell 107-j-k, the mask information stored in the mask 
cell 109-j-k in the same associative memory cell 107-j-k, and 
the comparison control signal 104. When the comparison 
control signal 104 is in an invalid state “0” and the mask 
information is in a valid state “0”, the comparator 110-i-kputs 
the corresponding match line 105 into an opened state. Oth 
erwise, if the value on the corresponding bit line 113-k and the 
storage data stored in the data cell 108-i-kare coincident with 
each other, the corresponding match line 105-i is put into an 
opened state. Upon incoincidence, the corresponding match 
line 105-jisput into an invalid state “0”. Thus, the wired AND 
logic concatination with the valid state “1” for the match line 
105-jas true is achieved such that, when all of the comparator 
110-j-1 through 110-i-n, n in number, in the associative 
memory word 102-i render the match line 105-jin an opened 
state, the match line 105 is put into a valid state “1” and 
otherwise into an invalid state “0”. In other words, upon the 
searching operation, only when the comparison control signal 
104 is in an invalid state “0” and all of the storage data stored 
in an associative memory word 102-i is completely coinci 
dent with the bit lines 113-1 through 113-in except those bits 
excluded from a comparison object by the mask valid state 
“O'” in the corresponding mask information, the match line 
105-i is put into a valid state “1” and otherwise into an invalid 
State “O. 

The logical gate 111j-k supplies a state “0” to the matched 
data intermediate line 114-k when the match line 105-j in the 
same associative memory word 102-i is in a valid state “1” 
and the storage data stored in the corresponding data cell 
108-i-k in the same associative memory cell 107-j-k is in an 
valid State for the storage data. Otherwise, the logical gate 
111-i-kputs the matched data intermediate line 114-k into an 
opened State. Herein, since a valid state for the storage data is 
represented by “1” in this embodiment, when the storage data 
stored in the data cell 108-j-k is in an valid state “1” and the 
match line 105-i is in a valid state “1”, the logical gate 111-j-k 
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8 
puts the corresponding matched data intermediate line 114-k 
into a state “0” and otherwise into an opened state. 

Each of the matched data intermediate lines 114-k (where 
k is and integer variable between 1 and n, both inclusive) is 
pulled up by a corresponding register 115-k to be put into a 
state '1'. The matched data intermediate line 114-k is con 
catenated to all of the corresponding logical gates 111-1-k 
through 111-m-k, m in number, by a wired logic concatena 
tion. Thus, when all of the first through m-th logical gates 111 
concatenated to the corresponding matched data intermediate 
line 114-k render the matched data intermediate line 114-kin 
an opened State, the matched data intermediate line 114-k is 
put into a valid state “1” and otherwise into an invalid state 
“0”. In other words, the matched data intermediate line 114-k 
is concatenated by a wired AND concatenation. 

Each of the logical gates 116-1 through 116-in supplies an 
inverted value of the corresponding matched data intermedi 
ate line 114-1 through 114-n to the corresponding matched 
data logical-OR line 117-1 through 117-n. 

Therefore, the matched data logical-OR line 117-k (where 
k is and integer variable between 1 and n, both inclusive) is 
supplied with the result of the logical sum operation, with the 
valid state for the 105 storage data as true, of all the storage 
data stored in the corresponding data cells 108-1-k through 
108-m-k in the associative memory cells 107-1-k through 
107-m-k which have the match line 105 that is in a valid state 
“1”upon completion of the searching operation by the logical 
gate 116-k, the matched data intermediate line 114-k, the 
resister 115-k, and corresponding logical gates 111-1-k 
through 111-m-k, m in number. In this embodiment, the 
matched data logical-OR line 117-1 through 117-n are sup 
plied with the result of the logical sum with the valid state “1” 
for 105 storage data as true. As mentioned above, upon 
completion of the searching operation, the matched data logi 
cal-OR line 117 is supplied with the same value of the storage 
data coincident with the search data 112 that has the least 
number of bits in a invalid state “0”. 
The n-bit latch 121 stores the states of the matched data 

logical-OR lines 117-1 through 117-n as stored states when a 
latch control signal 122 is in a valid state. The n-bit latch 121 
supplies the stored states to the latch output lines 120-1 
through 120-n. 

With reference to the state of a selection signal 124, the 
two-input/one-output n-bit selector 123 selects, as output 
data to be supplied to the bit lines 113-1 through 113-n, either 
the search data 112-1 through 112-n or latch output lines 
120-1 through 120-n. 
The controller 130 supplies latch control signal 122, a 

selection signal 124, and comparison control signal 104 Syn 
chronizing with a clock signal 131, in order to control opera 
tion of the associative memory 101. 

Detailed Description of the Conventional Associative 
Memory 

Next referring to FIG. 29, the associative memory cell 107 
will be described. Two bit lines 113a and 113b correspond to 
each bit line 113 illustrated in FIG. 28. In FIG. 28, each single 
bit line 113-i collectively represents these bit lines 113a and 
113b. Through the two bit lines 113a and 113b, writing and 
reading of the data into and from the memory cell and the 
input of the search data 112 are carried out. Upon writing the 
data or the input of the search data 112, the bit line 113b is 
supplied with an inverted value of a value on the bit line 113a. 
The data cell 108 is a typical SRAM (Static Random Access 
Memory) comprising inverted logical gates (G101 and G102) 
301 and 302 with one’s input and output terminals concat 
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enated to the other's output and input terminals, respectively, 
a MOS (Metal Oxide Semiconductor) transistor (T101)303 
concatinateing the output terminal of the inverted logical gate 
(G102)302 to the bit line 113a and rendered conductive when 
the data word line 103 has a high level, and a MOS transistor 
(T102)304 concatinateing the output terminal of the inverted 
logical gate (G101) 301 to the bit line 113b and rendered 
conductive when the data word line 103 has the high level. 
The mask cell 109 is also a typical SRAM comprising 

inverted logical gates (G103 and G104) 310 and 311 with 
one's input and output terminals concatenated to the other's 
output and input terminals, respectively, a MOS transistor 
(T108).312 concatinateing the output terminal of the inverted 
logical gate (G104) 311 to the bit line 113a and rendered 
conductive when the mask word line 106 has the high level, 
and a MOS transistor (T109) 313 concatinateing the output 
terminal of the inverted logical gate (G103) 310 to the bit line 
113b and rendered conductive when the mask word line 106 
has the high level. 

The comparator 110 comprises a MOS transistor (T103) 
305, a MOS transistor (T104)306, a MOS transistor (T105) 
307, a MOS transistor (T106) 308, and a MOS transistor 
(T107) 309. The MOS transistor (T103) 305 and the MOS 
transistor (T104)306 are inserted between the bit lines 113a 
and 113b in cascade. The MOS transistor (T103) 305 is ren 
dered conductive when the inverted logical gate (G101) 301 
in the data cell 108 produces an output of a high level. The 
MOS transistor (T104)306 is rendered conductive when the 
inverted logical gate (G102)302 in the data cell 108 produces 
an output of a high level. The MOS transistor (T106) 308 and 
the parallel connection of the MOS transistor (T107)309 and 
the MOS transistor (T105) 307 are connected between a low 
potential and the match line 5 in cascade. The MOS transistor 
(T106) 308 is rendered conductive when the inverted logical 
gate (G104) 311 in the mask cell 109 produces an output of a 
high level. The MOS transistor (T107) 309 is rendered con 
ductive when the comparison control signal 104 is in a valid 
State '1'. 
The MOS transistor (T105) 307 is rendered conductive 

whenajunction or node of the MOS transistor (T103)305 and 
the MOS transistor (T104)306 has a potential of a high level. 
When both the bit line 113a and the inverted logical gate 
(G101) 301 produce outputs of a high level or when both the 
bit line 113b and the inverted logical gate (G102)302 produce 
outputs of a high level, the junction of the MOS transistor 
(T103) 305 and the MOS transistor (T104) 306 has a high 
level to render the MOS transistor (T105) 307 conductive. 

Therefore, when the storage data stored in the data cell 108 
and the search data 112 on the bit lines 113a and 113b are 
different from each other, the MOS transistor (T105) 307 is 
rendered conductive. The MOS transistor (T106) 308 is put 
into an opened State and conductive state when the mask 
information stored in the mask cell 109 is “0” and “1”, respec 
tively. The word match line 105 is precharged to a high 
potential prior to the start of the searching operation. This 
provides the wired AND concatenation such that, when a 
plurality of the associative memory cells 107 are concat 
enated to the matchline 105 through both the MOS transistors 
(T106) 308 and the MOS transistors (T107) 309, the match 
line 105 is given a low level if at least one associative memory 
cell 107 produces an output of a low level. 
When MOS transistor (T105)307 is conductive and either 

of the MOS transistor (T106) 308 or the MOS transistor 
(T107) 309 is conductive, the associative memory cell 107 
supplied an invalid state “0” to the match line 105. Otherwise, 
the match line 105 is put into an opened state. Specifically, 
when the mask information is in a valid state “0” and the 
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10 
comparison control signal 104 is in an invalid state “0”, the 
match line 105 is put into an opened state irrespective of the 
comparison result between the search data 112 and the stor 
age data. Otherwise, the match line 105 is put into an opened 
state and supplied with an invalid state “0”, when the search 
data 112 on the bit lines 113a and 113b and the storage data 
stored in the data cell 108 are coincident with each other and 
different from each other, respectively. 

Next, the logical gate 111 and the matched data interme 
diate line 114 will be described. The matched data interme 
diate line 114 is pulled up by a resister 115 (FIG. 28) to be put 
into a state '1' prior to a searching operation. The logical gate 
111 comprises MOS transistors (T110 and T111)314 and 315 
concatenated in cascade between the matched data interme 
diate line 14 and a low potential. The MOS transistor (T110) 
314 is put into a conductive state and an opened State when a 
match line 105 is in a valid state “1” and an invalid state “0”, 
respectively. The MOS transistor (T111) 315 is put into a 
conductive state and an opened State when an inverted logical 
gate (G102) 302 in the data cell 108 produces an output of a 
high level and a low level, respectively, i.e., when the storage 
data stored in the data cell 108 is in an valid state “1” and a 
invalid state “0”, respectively. Thus, the logical gate 111 
supplies an state “0” to the matched data intermediate line 114 
when the match line 105 is in a valid state “1” and the storage 
data stored in the data cell 108 is in an valid state '1'. Oth 
erwise, the logical gate 111 puts the matched data intermedi 
ate line 114 into an opened State. 

Operation of the Conventional Associative Memory 

Next referring to FIG. 30, description will be made about 
the operation when the above-mentioned associative memory 
101 is used in calculating the transfer network address in the 
network device 400-1 in FIG. 33. Referring to FIG. 31, this 
operation will be described by the use of a timing chart. 

It is assumed here that the associative memory 101 com 
prises three words of nine bits. The associative memory 101 
memorizes the concatenation information in the associative 
memory words 102-1 through 102-3 except the network 
address (1, *, *) of the network device 400-1 in FIG. 33. 
Herein, when a digit of a network address is represented by 
the symbol “*” as “don’t care', the corresponding bit of the 
storage data is stored with an invalid state “0” for the storage 
data, and the corresponding bit of the mask information is 
stored with a valid state “0” for the mask information. 

Specifically, the associative memory word 102-1 stores in 
binary numbers the storage data (010, 000,000) and the mask 
information (111,000,000) to implement (2, *, *). Likewise, 
the associative memory word 102-2 stores in binary numbers 
the storage data (010, 011, 000) and the mask information 
(111, 111, 000) to implement (2, 3, *). The associative 
memory word 102-3 stores in binary numbers the storage data 
(011, 000, 000) and the mask information (011, 000, 000) to 
implement (3, *, *). 

Description will proceed to the searching operation by 
Supplying as the search data 112 the network address (2, 3, 4), 
in octal numbers, of the user's terminal (PC) 401-2 in FIG. 
112. At first, all of the match lines 105-1 through 105-3 are 
precharged to a high level (“1”) to be put into a valid state “1” 
at the timing (1) in FIG. 31. 

Next, the two-input/one-output 8-bit selector 123 is 
responsive to the selection signal 124 which the controller 
130 supplies, and selects the search data 112 to deliver the 
search data 112 to the bit lines 113-1 through 113-9 at the 
timing (2) in FIG. 31. The controller 130 puts the comparison 
control line 104 into an invalid state “0” in order to permit 
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each of the associative memory cells 107-1-1 through 107 
m-n to puts the corresponding match line 105 into an opened 
state irrespective of the comparison result between the search 
data 112 and the storage data stored therein when the mask 
information stored therein is in a valid state '0'. In other 
words, the searching operation is carried out taking the “don’t 
care” state represented by the symbol “*” into account. 
Therefore, the octal notations (2, *, *), and (2, 3, *) respec 
tively stored in the associative memory words 102-1, and 
102-2 in the associative memory 101 are coincident with the 
search data 112 on the bit lines 113-1 through 113-9. Accord 
ingly, as a result of the primary searching operation, the match 
lines 105-1, and 105-2 are put into a valid state “1” while the 
remaining match line, 105-3, is put into an invalid state “0”. 

Herein, the matched data logical-OR line 117-1 produces 
the logical sum “0”, with “1” as true, of the storage bit data 
“0”, in the memory words 102-2 at bit positions correspond 
ing to the matched data logical-OR line 117-1. The matched 
datalogical-OR line 117-2 produces the logical sum “1”, with 
“1” as true, of the storage bit data “1”, in the memory words 
102-1 at bit positions corresponding to the matched data 
logical-OR line 117-2. Likewise, the matched data logical 
OR lines 117-3, 117-4, 117-5, 117-6, 117-7, 117-8, and 117-9 
produce the logical sum “0” of “0” and “O'”, the logical sum 
“0” of “0” and “0”, the logical sum “1” of “0” and “1”, the 
logical sum “1” of “0” and “1”, the logical sum “0” of “0” and 
“0”, the logical sum “0” of “0” and “0”, and the logical sum 
“1” of “0” and “0”, respectively, “1” as true. As a result, the 
binary notation"010011000” is delivered to the matched data 
logical-OR lines 117-1 through 117-9. 

In this state, the controller 130 puts the latch control signal 
122 into valid state. The n-bit latch 121 stores the states of the 
matched data logical-OR lines 117-1 through 117-9. Accord 
ingly, the n-bit latch 21 stores the binary notation 
“010011000'. The n-bit latch 121 delivers the Stored State 
“010011000 to the latch output line 120-1 through 120-9. 
The timing (3) in FIG.31 is inserted in order to arrange the 

state of the clock signal 131 of the timing (2) and the timing 
(4) so that the associative memory 101 holds the states of the 
timing (2). 

At the timing (4) in FIG. 31, in response to the selection 
signal 124 which the controller 130 supplies, the two-input/ 
one-output n-bit selector 123 selects the latch output line 120 
and supplies the information"010011000 on the latch output 
line 120 to the corresponding bit lines 113-1 through 113-9. 
Thereafter, the associative memory 101 starts a secondary 
searching operation. In the secondary searching operation, 
use is made of the states of result of the primary searching 
operation at the timing (2) that is maintained on the match 
lines 105-1 through 105-3. In this example of the operation, 
the two matchlines 105-1 and 105-2 maintainavalid state'1' 
while the match line 105-3 maintains an invalid state '0'. The 
controller 130 puts the comparison control signal 104 into 
valid state “1”. Thus, each of the associative memory cells 
107-1-1 through 107-m-n to puts the corresponding match 
line 105 into an invalid state “O'” irrespective of the mask 
information stored therein when the storage data stored 
therein is different from the states of the bit lines 113-1 
through 113-9. In other words, the secondary searching 
operation is carried out irrespective of the “don’t care” state 
represented by the symbol “”. Therefore, the match line 
105-1 through 105-3 is put into an invalid state “0” when the 
storage data stored in the corresponding associative memory 
word 102-1 through 102-3 is different from the states 
“010011000 of the bit lines 113-1 through 113-9. 

In this example of the operation, the storage data stored in 
the associative memory word 102-2 is completely coincident 
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with the states “010011000 on the bit lines 113-1 through 
113-9 so that the corresponding match line 105-2 is put into 
an opened State. Since the storage data stored in any other 
associative memory words 102-1 and 102-3 is not coincident, 
the corresponding match lines 105-1 and 105-3 are supplied 
with an invalid state '0'. Thus, in the match line 105-1, and 
105-2 that maintain a valid state “1” prior to the start of the 
secondary searching operation, the only match line 105-2 can 
maintain a valid State “1” upon completion of the secondary 
searching operation. 

It will therefore be understood that, in the match lines 105 
corresponding to one of the storage data coincident with the 
search data 112 taking the mask information into account, the 
only match line 105-2 corresponding to the storage data with 
the least number of bits in a mask valid state is put into a valid 
State. 

The conventional associative memory 101 can not produce 
the storage data with the least number of bits in a mask valid 
state in the mask information field corresponding to one of the 
storage data field, which also corresponds to each network 
address, coincident with the plurality of the network address 
Supplied for searching operation taking the mask information 
into account, when the plurality of the network address pair of 
the storage data and the mask information is memorized in 
one associative memory word, as follows. 

Next referring to FIG. 32, description will be made about 
one example of the operation when the conventional associa 
tive memory 101 is used in determination of the transfer 
permission for the data transfer from PC401-1 with network 
address (1, 2, 6) to PC401-3 with network address (2, 3, 5). 
The transfer rule 1 through 5 in the Table 1 (b) defines that 

the pair of the structured data composed of the storage data 
and mask information is memorized in which each pair of 
structured data comprises 18 bits of concatenated Storage 
data, with 9 bits of source network address and 9 bits of 
destination network address, and 18 bits of mask information 
with each 9 bits of corresponding mask information. 

It is assumed here that the associative memory 101 com 
prises five words of eighteen bits. The nine bits of structured 
data of the source network address under each transfer rule in 
Table 1 (b) combines nine bits of storage data and nine bits of 
mask information. Herein, each nine bits of storage data and 
nine bits of mask information is stored as the upper nine bits 
of each storage data and mask information of associative 
memory word 102-1 through 102-5 corresponding to each 
transfer rule. Likewise, the nine bits of structured data of the 
destination network address under each transfer rule in Table 
1(b) combines nine bits of storage data and nine bits of mask 
information. Herein, each nine bits of storage data and nine 
bits of mask information is stored as the lower nine bits of 
each storage data and mask information of the associative 
memory word 102-1 through 102-5 corresponding to each 
transfer rule. As a result, eighteen bits of the structured data 
stored in the associative memory word 102-1 through 102-5 
will be described as FIG. 32 shows. 

Like the operation described above, in the primary search 
ing operation, the search data 112 (1, 2, 6 2, 3, 5), in octal 
numbers, is supplied to the bit line 113, and associative 
memory 101 compares it regarding the storage data 10 asso 
ciative memory word 102-1 through 102-5 and corresponding 
mask information. Therefore, the octal notations (1, 2, * 
2, *, *), (1, 2, * 2, 3, *), (1, *, * 2, 3, 5) respectively stored in 
the associative memory words 102-1, 102-3 and 102-5 in the 
associative memory 101 are coincident with the search data 
112 on the bit lines 113. Accordingly, as a result of the 
primary searching operation, three data match lines 105-1, 
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105-3 and 105-5 are put into a valid state “1” while the 
remaining data match lines 105-2, and 105-4 are put into an 
invalid State “O'”. 

Herein, like the operation described above, in associative 
memory word 102-1 through 102-5, the result of the logical 
OR of the eighteen bits of storage data, which corresponding 
match line 105 holds valid state'1', is stored in the n-bit latch 
102 with the valid state “1”, as true. Accordingly, the n-bit 
latch 121 stores the logically OR with the data stored in the 
associative memory word 102-1, 102-3, and 102-5, which is 
represented by (1, 2, 0, 2, 0, 0), (1, 2, 0, 2, 3, 0), and (1, 1, 0, 
2, 3, 5) notation respectively, and “001, 010, 000, 010, 000, 
000”, “001,010,000,010, 011, 000 and “001,000,000, 010, 
011, 101 in binary notation respectively. The result of logi 
cal-OR is represented by (1, 2, 0, 2, 3, 5), in octal notation and 
“001, 010, 000, 010, 011, 101, in binary notation. Then the 
n-bit latch 121 stores this result and delivers it to the latch 
output line 120. 

Like the operation described above, in the secondly search 
ing operation, Supply the search data 112 represented by (1,2, 
62,3,5), “001,010,000, 010, 011, 101’, in octal notation and 
binary notation respectively, is supplied to the bit line 113, 
and compares it with the storage data stored in the associative 
memory word 102-1 through 102-5 and without regard to 
corresponding mask information. Accordingly, all the storage 
data stored in the associative memory word 102-1 through 
102-5 are not coincident with each other, while all the match 
lines 105-1 through 105-5 are put into an invalid state “0”. 

It is assumed here that the data transfer from PC401-1 with 
network address (1, 2, 6) to PC401-3 with network address (2. 
3, 5) will be prohibited by the transfer rule 3. In other words, 
the only match line 105-3 corresponding to the associative 
memory word 102-3 is supposed to be put into valid state “1”. 
However, as described above, the match line 105-1 through 
105-5 in the conventional associative memory are in an 
invalid state after searching operation. 

Therefore, in order to ensure the security of the network, a 
function of determination of transfer permission based on the 
transfer rule to the Source network address and destination 
network address of input transfer data is implemented by 
CPU using software processing with binary-tree-search algo 
rithm in the conventional network devises as described above. 
This software processing requires hundreds of clock or more. 
Besides, even fast calculation of transfer network address is 
provided by an associative memory, the whole data transfer 
rate of the whole network declines if the security of the 
network is ensured. 

In case of the determination of transfer permission by 
Software processing with binary-tree-search algorithm, huge 
search table is required in advance. Therefore, transfer opera 
tion of network device is suspended while transfer rule is 
deleted, added, or changed. Consequently, since deletion, 
addition, or change of transfer rule is not operated frequently 
by a network administrator, whole network is operated under 
low security. 

Furthermore, high speed determination of transfer permis 
sion requires costly high-speed CPU system, which means 
total cost of network device increase overall. 

It is therefore an object of this invention is to provide an 
associative memory which produces the signal identifying 
particular word with the least number of bits in a valid state of 
mask information comparing, with order of priority, the num 
ber of bits in a valid state of mask information which consists 
of structure data at each field when two or more words are 
found, all of which storage data coincident with correspond 
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ing input data, in the searching operation against input data 
composed of plural search field taking mask information into 
acCOunt. 

It is another object of this invention to provide a network 
devise which is capable of carrying one fast determination of 
transfer permission to input databased on transfer rule. 

It is still another object of this invention to provide a net 
work devise with ability of frequent deletion, addition, or 
change of transfer rule without Suspending the transfer opera 
tion. 

It is still another object of this invention to reduce the total 
cost of network devise with fast determination of transfer 
permission. 

It is still another object of this invention to provide network 
system which is capable of ensuring the security with high 
data transfer rate. 

SUMMARY OF THE INVENTION 

According to a first aspect of the invention, there is pro 
vided an associative memory which stores mask information 
for every single word of storage data to indicate a valid state 
or an invalid state representative of whether or not every 
single bit or every plural bits of the storage data should be 
excluded from a search object; the associative memory com 
prising: 

i) a first circuit means as a primary searching means for 
producing a primary distinguishing signal to distinguish a 
selected word, when all bits of an external search data com 
posed of partial bits, n in number (where n is an integer 
variable 2 or more), are in a primary searching operation, the 
primary searching operation taking the maskinformation into 
account in order to exclude single or plural bits of the storage 
data from a search object when the corresponding mask infor 
mation is in a valid State of mask information for each single 
word, 

ii) a second circuit means for producing an intermediate 
data which Supply an intermediate data produced by a logical 
operation of storage data corresponding to words in a selected 
state, a logical operation of mask information corresponding 
to the words, and a logical operation of a single or plural pairs 
of external search data, 

iii) a third circuit means as a single or plural shared sec 
ondary searching means for producing a secondary distin 
guishing signal which distinguish a word selected from the 
search operation, when the intermediate data divided into n, in 
in number, are Supplied similar to a composition of partial bit 
fields of the external search data, controlling whether or not a 
secondary search operation is to be carried out against only a 
bit field of the storage data or mask information correspond 
ing to the partial bit fields in words, depending on a state of 
secondary search controlling signal, 

iv) a fourth circuit means for updating and storing a word 
invalid information at each primary and secondary search 
operation, whether a word corresponding to each word is 
selected or not, through primary and secondary search opera 
tion, and providing the selected State or non-selected State to 
the intermediate data producing means, and 

V) a fifth circuit means for controlling, to produce the 
secondary search controlling signal to implement the second 
ary search, using the partial bit field, n in number, of the 
intermediate data as a search data in order, after the primary 
search operation using all bit fields of the external search data 
as a search data. 

According to a second aspect of the invention, there is 
provided an associative memory which stores mask informa 
tion for every single word of storage data to indicate a valid 
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state or an invalid state representative of whether or not every 
single bit or every plural bits of the storage data should be 
excluded from a search object; the associative memory com 
prising: 

i) a first circuit means as a primary searching means for 
producing a primary distinguishing signal to distinguish a 
selected word, when all bits of an external search data com 
posed of partial bits, n in number (where n is an integer 
variable 2 or more), are in a primary searching operation, the 
primary searching operation taking the maskinformation into 
account in order to exclude single or plural bits of the storage 
data from a search object when the corresponding mask infor 
mation is in a valid State of mask information for each single 
word, 

ii) a second circuit means as an intermediate data produc 
ing means, n in number, for Supplying an intermediate data 
produced by a logical operation of storage data corresponding 
to words in a selected State, a logical operation of mask 
information corresponding to the words, and a logical opera 
tion of a single or plural pairs of external search data, 

iii) a third circuit means as a secondary searching means, in 
in number, for producing a secondary distinguishing signal 
which distinguish a word selected from selected secondary 
search operation, against only a bit field of the storage data or 
mask information corresponding to the partial bit fields in 
words, when the intermediate data divided into n, n in num 
ber, are supplied similar to a composition of partial bit fields 
of the external search data, and 

iv) a fourth circuit means for carrying out the secondary 
search operation in the intermediate data producing means, in 
in number, and secondary searching means, n in number, the 
first intermediate data producing means carrying out the first 
secondary searching operation against the first partial bit 
field, providing the first intermediate data produced as a result 
of a primary search operation to the first secondary searching 
means, the second intermediate data producing means carry 
ing out the second secondary searching operation against the 
second partial bit field, providing the second intermediate 
data produced as a result of the first secondary search opera 
tion to the second secondary searching means, the third inter 
mediate data producing means carrying out the second sec 
ondary searching operation against the third partial bit field, 
providing the third intermediate data produced as a result of a 
secondary search operation to the third secondary searching 
means, likewise, the n-th intermediate data producing means 
carrying out the a secondary searching operation against the 
n-th partial bit field, providing the n-th intermediate data 
produced as a result of the (n-1)-th secondary search opera 
tion to the n-th secondary searching means. 

According to a third aspect of the invention, there is pro 
vided the associative memory of the second aspect, wherein 
the first through n-th secondary searching means, which share 
structure elements of the j-th through k-th secondary search 
ing means, the associative memory comprising: 

i) a first circuit means as a memory means for updating and 
storing a word invalid information at each k-th through j-th 
secondary search operation (where and k is an integer vari 
able between 1 and n, both inclusive), whether a word corre 
sponding to each word is selected or not, through primary and 
secondary search operation, and providing the selected State 
or non-selected State, 

ii) a second circuit means as a shared intermediate data 
producing means for Supplying j-th through k-th intermediate 
data produced by the logical operation of storage data corre 
sponding to words in a selected State, the logical operation of 
mask information corresponding to the words, and the logical 
operation of a single or plural pairs of external search data, 
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iii) a third circuit means as a single or plural shared sec 

ondary searching means for controlling whether or not a 
secondary search operation is to be carried out, against only a 
bit field of the storage data or mask information correspond 
ing to the j-th through k-th partial bit fields in words, depend 
ing on a state of secondary search controlling signal, and 
producing a signal which distinguisha word selected from the 
search operation, and 

iv) a fourth circuit means providing the secondary search 
controlling signal in order to carry out j-th through k-th sec 
ondary search operation sequentially, and possessing a con 
trolling means which produce the memory controlling means 
in order to update the word valid information of the memory 
CaS. 

According to a fourth aspect of the invention, there is 
provided the associative memory of the first through third 
aspect, wherein the searching means which use a single or 
plural attribute data as search data, the associative memory 
possessing the second associative memory to produce an 
attribute match signal corresponding to the word storing the 
storage data, and producing a primary distinguishing signal 
which distinguish a word, the primary distinguishing signal 
selected by primary searching operation and indicating coin 
cidence as a result of searching operation for the attribute data 
by the attribute matching signal using the second associative 
memory, the primary searching operation against the external 
search data taking the mask information into account in order 
to exclude single or plural bits of the storage data from a 
search object when the corresponding mask information is in 
a valid state of mask information for each single word. 

According to a fifth aspect of the invention, there is pro 
vided the associative memory of the first through third aspect, 
wherein the primary searching means which shares structure 
elements of the primary searching means and secondary 
searching means, the associative memory comprising: 

i) a first circuit means as a selecting means for selecting the 
external search data as search data when primary control 
enabling signal is in a valid state, otherwise select the inter 
mediate data, and 

ii) a second circuit means for carrying out a primary search 
operation againstall bits of the external search data as search 
data to exclude single or plural bits of the storage data from a 
search object when the corresponding mask information is in 
a valid state of mask information for each single word, when 
primary search enabling signal is in a valid state, and a sec 
ondary search operation selectively against only a designated 
bit field, depending on a state of the storage data or mask 
information in words when secondary search controlling sig 
nal is in a valid state, the associative memory possessing 
means to put primary control enabling signal into a valid state, 
and produce the secondary search controlling signal in order 
to carry out the secondary search operation using the partial 
bit field, n in number, of the intermediate data after the pri 
mary search operation using all bit fields of the external 
search data as search data. 

According to a sixth aspect of the invention, there is pro 
vided the associative memory of the second through third 
aspect, which enable a pipeline process; the associative 
memory comprising: 

i) memory means to store a single or plural signal of pri 
mary distinguishing signals produced by the primary search 
ing means, and first through n-th secondary distinguishing 
signal produced by the secondary searching means, ninnum 
ber, and/or 

ii) memory means to store a single or plural data of first 
through n-th intermediate data. 
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According to a seventh aspect of the invention, there is 
provided the associative memory of the first, second or third 
aspect, sharing the lines for providing the information to the 
intermediate data producing means and the lines for a primary 
or a secondary distinguishing signal, by using a wire connec 
tion logic for updating and storing the information whether or 
not the corresponding word for each word is selected through 
a primary or a secondary searching operation which provides 
to the intermediate data producing means. 

According to a eighth aspect of the invention, there is 
provided the associative memory of the first or third aspect, 
establishing a same priority to each partial bit field of the 
intermediate data as the corresponding partial bit field of the 
external searching data, and operating the secondary search 
ing operation against the intermediate data in the order of 
descending priorities of the partial bit field. 

According to a ninth aspect of the invention, there is pro 
vided the associative memory of the first or second aspect, 
storing a particular bit pattern in single or plural bits as the 
storage data excluded from a search object by the correspond 
ing mask information in the primary searching operation, and 
selecting the word including the storage data, or partial bit 
field of the storage data as a searching target, coincident with 
the intermediate data, or partial bit field of the intermediate 
data in a secondary searching operation. 

According to a tenth aspect of the invention, there is pro 
vided the associative memory of the first or second aspect, 
carrying out a secondary searching operation regarding single 
or plural bits of the storage data excluded from the search 
object by the corresponding mask information in the primary 
searching operation as a particular bit pattern, to select the 
word including the storage data, or partial bit field of the 
storage data as a searching target, coincident with the inter 
mediate data, or partial bit field of the intermediate data 
provided as a search data. 

According to a eleventh aspect of the invention, there is 
provided the associative memory of the ninth or tenth aspect, 
wherein each bit of the particular bit pattern is in an invalid 
state for the storage data. 

According to a twelfth aspect of the invention, there is 
provided the associative memory of the ninth or tenth or 
eleventh aspect, wherein the logical operation is a logical Sum 
(an OR operation) of the storage data corresponding with the 
words in a selected state, with the valid state for the storage 
data as true, carrying out the secondary searching operation of 
selecting the word including the storage data coincident with 
the intermediate data as a result of the logical sum (an OR 
operation). 

According to a thirteenth aspect of the invention, there is 
provided the associative memory of the ninth or tenth or 
eleventh or twelfth aspect, wherein the logical operation is a 
logical multiplication (an AND operation) of the mask infor 
mation corresponding with the words in a selected State, with 
the valid state for the mask information as true; the first 
logical operation is conducted to produce the intermediate 
data in a manner that information of the same bit position of 
the external search data is set as the intermediate data at the 
same bit position when a bit for the result of the logical AND 
information is an invalid State for the mask information, or 
that invalid state of a storage data is set as intermediate data at 
the same bit position when a bit for the result of the logical 
AND information is a valid state for the mask information, 
and selecting the word including the storage data, coincident 
with the intermediate data in a secondary searching operation. 

According to the fourteenth aspect of the invention, there is 
provided the associative memory of the first or second or third 
aspect, wherein the logical operation is a logical multiplica 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

18 
tion (an AND operation) of the mask information correspond 
ing with the words in a selected state, with the valid state for 
the mask information as true, and selecting the word includ 
ing mask information, coincident with the intermediate data, 
and possessing the selected State by that time in a secondary 
searching operation. 

According to a fifteenth aspect of the invention, there is 
provided a network device which determine a transfer per 
mission by a transfer rule selected as final, the network device 
determining a transfer permission of the input transfer data 
with reference to an match state in search operation for a 
single or plural transfer rule, using an issuer network address 
and a destination network address annexed to an input trans 
fer data as search data, the transfer rule wherein the network 
device which stores a transfer rule table to indicate a mask 
information representative of whether or not every single bit 
or every plural bits of the storage data should be excluded 
from a search object, for every storage data including a bit 
field corresponding to each component, information of trans 
fer permission, and the single or plural transfer rule, the 
transfer rule carrying out primary search operation, the pri 
mary searching operation taking the mask information into 
account in order to exclude single or plural bits of the storage 
data from a search object when the corresponding mask infor 
mation is in a valid State of mask information for each single 
transfer rule, using an issuer network address and a destina 
tion network address annexed to an input transfer data as 
search data, the transfer rule producing an intermediate data 
by a logical operation of a single or plural pairs of storage 
data, mask information, and the determination input data, 
structuring a single or plural transfer rule, selected in the 
primary search operation, the transfer rule carrying out sec 
ondary search operation selectively for the first through the 
last components of the determination input data sequentially, 
for the storage data or mask information of bit field corre 
sponding to the components, using bit field corresponding to 
the components of intermediate data updated by the result of 
the logical operation of a single or plural pairs of storage data, 
mask information, and the determination input data, structur 
ing a single or plural transfer rule, selected for every primary 
search operation and secondary search operation. 

According to a sixteenth aspect of the invention, there is 
provided a network device possessing a means, determining a 
transfer permission of the input transfer data with reference to 
an match State in search operation for a single or plural trans 
fer rule, using an issuer network address and a destination 
network address annexed to an input transfer data as search 
data, the transfer rule wherein the network device which 
stores a transfer rule table to indicate a mask information 
representative of whether or not every single bit or every 
plural bits of the storage data should be excluded from a 
search object, for every storage data including a bit field 
corresponding to each component, information of transfer 
permission, and the single or plural transfer rule, the transfer 
rule possessing, when all bits of determination input data are 
in a primary searching operation, the primary searching 
operation taking the mask information into account in order 
to exclude single or plural bits of the storage data from a 
search object when the corresponding mask information is in 
a valid state of mask information for each single word, a 
primary searching means to produce a primary distinguishing 
signal to distinguish a selected word, the network device 
possessing an intermediate data producing means which Sup 
ply an intermediate data produced by a logical operation of 
the storage data corresponding to words holding a selected 
state, a logical operation of the mask information correspond 
ing to the words, and a logical operation of a single or plural 
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pairs of external search data, the network device possessing a 
single or plural shared secondary searching means when each 
partial bit field of the divided intermediate data are supplied, 
similar to a composition of partial bit fields of the determina 
tion input data, controlling whether or not a secondary search 
operation is to be carried out for only a bit field of the storage 
data or mask information corresponding to the partial bit 
fields in transfer rule, with reference to a state of secondary 
search controlling signal, and producing a secondary identi 
fication signal for identifying a particular transfer rule 
selected from the search operation, the network equipment 
possessing a memory means through primary and secondary 
search operation, updating and storing a transfer rule invalid 
information for every primary and secondary search opera 
tion, whether a transfer rule corresponding to each transfer 
rule is selected or not, and providing a match signal which 
indicates the selected state or non-selected state to the inter 
mediate data producing means, the network equipment 
memory possessing means producing the secondary search 
controlling signal in order to carry out the secondary search 
operation using the partial bit field of the intermediate data 
upon completion of the primary search operation using all bit 
fields of the determination input data as search data, the 
network device possessing a determination means to deter 
mine a transfer permission of the input transfer data, with 
reference to information of transfer permission with the 
match signal. 

According to a seventeenth aspect of the invention, there is 
provided a network device determining a transfer permission 
of the input transfer data with reference to an match state in 
search operation for a single or plural transfer rules, using a 
determination input data composed of components, ninnum 
ber (where n is an integer variable 2 or more), as search data, 
including an issuer network address and a destination net 
work address annexed to an input transfer data, the transfer 
rule wherein the network equipment, possessing a transfer 
rule table represented by a mask information of whether or 
not one or more field of a single bit or plural bits in the storage 
data among each single or plural storage data, information of 
transfer permission, the transfer rule, including bit field cor 
responding to each component of the determination input 
data, should be excluded from a search object, the transfer 
rule wherein the network device which stores a transfer rule 
table to indicate a mask information representative of whether 
or not every single bit or every plural bits of the storage data 
should be excluded from a search object, for every storage 
data including a bit field corresponding to each component, 
information of transfer permission, and the single or plural 
transfer rule, the transfer rule possessing, when all bits of 
determination input data are in a primary searching operation, 
the primary searching operation taking the mask information 
into account in order to exclude single or plural bits of the 
storage data from a search object when the corresponding 
mask information is in a valid state of mask information for 
each single transfer rule, a primary searching means to pro 
duce a primary distinguishing signal to distinguish a selected 
transfer rule, the network device possessing an intermediate 
data producing means which Supply an intermediate data 
produced by a logical operation of the storage data corre 
sponding to words holding a selected State, a logical operation 
of the mask information corresponding to the words, and a 
logical operation of a single or plural pairs of external search 
data, the network device possessing shared secondary search 
ing means, n in number, when each partial bit field of divided 
the intermediate data are Supplied, similar to a composition of 
partial bit fields of the determination input data, wherein a 
secondary search operation is carried out for only a bitfield of 
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the storage data or mask information corresponding to the 
partial bit fields in transfer rule, producing a secondary iden 
tification signal for identifying a particular transfer rule 
selected from the search operation, the network device pos 
sessing a determination means to determine a transfer per 
mission of the input transfer data, with reference to informa 
tion of transfer permission with the transfer rule selected by 
the n-th secondary searching means, the network device car 
rying out the secondary search operation with the intermedi 
ate data producing means, nin number, and secondary search 
ing means, n in number, the first intermediate data producing 
means carrying out the first secondary searching operation for 
the first partial bit field, providing the first intermediate data 
produced as a result of a primary search operation to the first 
secondary searching means, the second intermediate data 
producing means carrying out the second secondary search 
ing operation for the second partial bit field, providing the 
second intermediate data produced as a result of the first 
secondary search operation to the second secondary search 
ing means, the third intermediate data producing means car 
rying out the second secondary searching operation for the 
third partial bit field, providing the third intermediate data 
produced as a result of a secondary search operation to the 
third secondary searching means, likewise, the n-th interme 
diate data producing means carrying out the secondary 
searching operation for the n-th partial bit field, providing the 
n-th intermediate data produced as a result of the (n-1)-th 
secondary search operation to the n-th secondary searching 
CaS. 

According to a eighteenth aspect of the invention, there is 
provided a network system in which data communication is 
carried out among apparatuses connected to the network via 
network equipment as described in the fifteenth or sixteenth 
or seventeenth aspect of the invention. 

BRIEF DESCRIPTION OF THE DRAWING 

FIG. 1 is a block diagram of one example of associative 
memories according to the first embodiment of this invention. 

FIG. 2 is a detailed block diagram of one example of 
associative memories illustrated in FIG. 1. 

FIG. 3 is a block diagram of one example of associative 
memories searching for a single field in an associative 
memory according to the first embodiment of this invention. 

FIG. 4 is a circuit diagram of one example of associative 
memory cells of an associative memory searching for a single 
field in an associative memory illustrated in FIG. 3. 

FIG. 5 is a flow chart describing the operation of an asso 
ciative memory according to the first embodiment of this 
invention. 

FIG. 6 describes one example of the operation of an asso 
ciative memory at step S100 in FIG. 5 according to the first 
embodiment of this invention. 

FIG. 7 describes one example of the operation of an asso 
ciative memory at step S101 in FIG. 5 according to the first 
embodiment of this invention. 

FIG. 8 describes one example of the operation of an asso 
ciative memory at step S102 in FIG. 5 according to the first 
embodiment of this invention. 
FIG.9 describes one example of the operation of an asso 

ciative memory at step S105 in FIG. 5 according to the first 
embodiment of this invention. 

FIG. 10 is a block diagram of the second example of 
associative memories searching for a single field in an asso 
ciative memory according to the first embodiment of this 
invention. 
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FIG. 11 is a detailed block diagram of one example of 
associative memories according to the second embodiment of 
this invention. 

FIG. 12 is a block diagram of one example of associative 
memories searching for a single field in an associative 
memory according to the second embodiment of this inven 
tion. 

FIG. 13 is a block diagram of one example of associative 
memories according to the third embodiment of this inven 
tion. 

FIG. 14 is a detailed block diagram of one example of 
associative memories illustrated in FIG. 13. 

FIG. 15 is a block diagram of one example of primary 
associative memories in an associative memory according to 
the third embodiment of this invention. 

FIG. 16 is a circuit diagram of one example of associative 
memory cells of primary associative memory in an associa 
tive memory searching for a single field in an associative 
memory illustrated in FIG. 15. 

FIG. 17 is a block diagram of one example of secondary 
associative memories in an associative memory according to 
the third embodiment of this invention. 

FIG. 18 is a circuit diagram of one example of associative 
memory cells of secondary associative memory in an asso 
ciative memory illustrated in FIG. 17. 

FIG. 19 describes one example of the operations of an 
associative memory searching for a single field in an associa 
tive memory according to the third embodiment of this inven 
tion. 

FIG. 20 describes one example of the operation of an 
associative memory at step S100 in FIG. 5 according to the 
third embodiment of this invention. 

FIG. 21 describes one example of the operation of an 
associative memory at step S101 in FIG. 5 according to the 
third embodiment of this invention. 

FIG. 22 describes one example of the operation of an 
associative memory at step S102 in FIG. 5 according to the 
third embodiment of this invention. 

FIG. 23 describes one example of the operation of an 
associative memory at step S105 in FIG. 5 according to the 
third embodiment of this invention. 

FIG. 24 is a detailed block diagram of one example of 
associative memories according to the forth embodiment of 
this invention. 

FIG. 25 is a block diagram of one example of primary 
associative memories in an associative memory according to 
the forth embodiment of this invention. 

FIG. 26 is a block diagram of one example of associative 
memories according to the fifth embodiment of this invention. 

FIG. 27 is a block diagram of one example of network 
devices of this invention used associative memory of this 
invention as determination of transfer. 

FIG. 28 is a block diagram of one example of conventional 
associative memories. 

FIG. 29 is a circuit diagram of one example of associative 
memory cells illustrated in FIG. 28 

FIG. 30 is a view for describing one example of operations 
of the associative memory in FIG. 28 

FIG. 31 is a timing chart for describing one example of 
operations of the associative memory in FIG. 28. 

FIG. 32 describes one example of operations of the con 
ventional associative memory searching several network 
addresses. 

FIG.33 schematically shows one example of conventional 
network system. 
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FIG.34 is a block diagram of one example of conventional 

network device in which conventional associative memory is 
used for transfer network address calculation. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Construction of the First Embodiment 

Now, description will be made in detail about several pre 
ferred embodiments of the present invention with reference to 
the drawing. Referring to FIG. 1, an associative memory 1 
according to a first embodiment of this invention is Supplied 
with the input data 2 which is comprised of a clock signal 41. 
start signal 42, and search data 3-1 through 3-r, r in number, 
and provides the match line 5-1 through 5-m, m in number. 
The associative memory 1 comprises an associative memory 
searching for a single field 36-1 through 36-r, main controller 
6, logical AND means 39-1 through 39-m, and memory 
means 43-1 through 43-m. 
The main controller 6 is Supplied the clock signal 41, start 

signal 42, and provides the memory control signal 12, the 
primary search enabling signal 10-1 through 10-in, and the 
secondary search enabling signal 11-1 through 11-r. The 
main controller comprises the internal variable 28 which is 
writable and readable. The value of the internal variable 28 is 
indicated as P. The main controller 6 starts the searching 
operation of input data 2 when the start signal 42 is in a valid 
state, and Supplies the memory control signal 12, the primary 
search enabling signal 10-1 through 10-in, and the secondary 
search enabling signal 11-1 through 11-r, synchronizing with 
a clock signal 41, in accordance with the flowchart in FIG. 5 
describing the operation of the associative memory according 
to a first embodiment of this invention. 

The i-th associative memory searching for a single field 
36-i is supplied the search data 3-i, the primary search 
enabling signal 10-1 through 10-i, the secondary search 
enabling signal 11-1 through 11-i, and the common math line 
38-1 through 38-m, and as a search result in a single field, 
provide the match line 37-i-1 through 37-i-m. The searching 
operation of the associative memory searching for a single 
field 36-i is controlled by the primary search enabling signal 
10-i, and the secondary search enabling signal 11-i, as fol 
lows. When the primary search enabling signal 10-i is in a 
valid state, the primary searching operation is performed in 
which the search data 3-i and the internal storage data is 
compared taking the corresponding mask information into 
account. The search result is provided into match line 37-i-1 
through 37-i-m. When the secondary search enabling signal 
11-i is in a valid state, intermediate data is produced with 
reference to the state of common match line 38-1 through 
38-m, using the internal storage data and/or mask informa 
tion. The result of secondary searching operation by interme 
diate data is provided into the match line 37-i-1 through 
37-i-m. Referring to the secondary searching operation by 
intermediate data, in case that the secondary searching opera 
tion is implemented following to the primary searching 
operation with the i-th associative memory searching for a 
singlefield 36-i independently composed, only the match line 
37-i-1 through 37-i-m is supplied with a valid state, which 
corresponds to the storage data with the least number of bits 
in a mask valid State, in the storage data coincident with the 
search data 3-i taking the mask information into account. 

In this regards, the i-th associative memory searching for a 
single field 36-i put all the match lines 37-i-1 through 37-i-m. 
m in number, into a valid state of common matchline 38 when 
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both result of the primary search enabling signal 10-i and the 
secondary search enabling signal 11-i are in an invalid State. 

In this example, the priority of the operation is given in the 
order of search data 3-1, 3-2, through 3-r, r as the lowest 
priority. Herein, the number of bits of each search data 3-1 
through 3-r may differ from each other. Only if the search data 
3-1 through 3-r is Supplied to the corresponding to the asso 
ciative memory searching for a single field 36-1 through 36-r, 
the order in the input data 2 is optional. Besides, only if the 
concatenation is compatible, the order in the associative 
memory searching for a single field 36-1 through 36-r, r in 
number, is optional. 
The j-th logical AND means 39-i is supplied the match line 

37-j-1 through 37-i-r, r in number, and single common match 
line 38-j, and provide the result of logical AND as the logical 
AND signal 40-i wherein logical operation is a logical AND 
with the valid state for the common match line 38-i as true. In 
this example, the logical AND signal 40-ji is quite similar to 
the match signal 5-i. 

The j-th memory means 43-i is supplied the logical AND 
signal 40-ji and single memory control signal 12, and provide 
the common match line 38-i. With reference to the state of 
memory control signal 12, one of three operations is pro 
ceeded, to maintain the state of the common match line 38-j, 
store the value of the logical AND signal 40i, or initialize the 
the state of the common match line 38-i into a valid state. 

Referring to FIG. 2, the associative memory 1 is described 
in detail as one example of preferred embodiments according 
to a first embodiment of this invention. In this example, the 
m-th n-bit associative memory searching for a single field 
36-1 is similar to the corresponding component in the m-th 
S-bit associative memory searching for a single field 36-r 
except the bit number of a word. 
The associative memory searching for a single field 36-1 

comprises the n-bit associative memory word 44-1-1 through 
44-m-1, and controller 45-1. The associative memory search 
ing for a single field 36-r comprises the S-bit associative 
memory word 44-1-r through 44-m-r, and controller 45-r: 
The j-th associative memory word 44-j-1 comprises the 

data cell 8-j-1-1 through 8-i-n-1, and mask cell 9-i-1-1 
through 9-i-in-1, n in number. The j-th associative memory 
word 44-j-r comprises the data cell 8-j-1-r through 8-i-S-r, 
and mask cell 9-i-1-r through 9-i-s-r, s in number. 

Construction of an Associative Memory Searching 
for a Single Field According to the First 

Embodiment 

Referring to FIG.3, an associative memory searching for a 
single field according to the first embodiment of this inven 
tion comprises a two-input/one-output n-bit selector with 
enable 82, the first through m-th n-bit associative memory 
words 44, the controller 45, the first through m-th logical 
gates 58, and the first through n-th register 57. The j-th asso 
ciative memory word 44-j comprises the associative memory 
cell 83-j-1 through 83-j-n, n in number. The associative 
memory word 44-ji is concatenated to the corresponding data 
word 53-i, mask word 54i, common match line 38-j, and 
comparison controlline 85 as input lines, and concatenated to 
the corresponding match line 37-i and match data intermedi 
ate line 52-1 through 52-n as outputlines, and concatenated to 
bit line 51-1 through 51-n, as input/output lines. 

In this embodiment, a valid state and an invalid state for the 
mask information are represented by “0” and “1”. A valid 
state and an invalid state are represented by “1” and “O'”. 
respectively, for all of the storage data, the matched data 
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logical-OR lines 52-1 through 52-n, the match lines 37-1 
through 37-m, and the common match lines 38-1 through 
38-in. 

Prior to the start of the searching operation, the match line 
37 is precharged to a high level to be put into a valid state “1”. 
The memory cell 83-i-k in the j-th associative memory 

word 44-ji is concatenated to the corresponding data word 
53-i, mask word 54i, common match line 38-j, and compari 
son control line 85 as input lines, and concatenated to the 
corresponding match line 37-i and match data intermediate 
line 52-kas output lines, and concatenated to bit line 51-k as 
input/output lines. 

Each associative memory cell 83-j-k comprises the data 
cell 8-i-k, the comparator 84-j-k, the mask cell 9-i-k, and the 
logical gate. 56-j-k. The data cell 8-i-k is for storing “data bit 
information at a corresponding bit of storage data Supplied 
from an external source through a bit line 51-k. The compara 
tor 10-i-kis for comparing the “data bit information stored in 
the data cell 8-i-k and input data supplied from the external 
source through a bit line 51-k. The mask cell 9-i-k is for 
storing “mask' bit information of a corresponding bit of mask 
information supplied from the external source through the bit 
line 51-k. Herein, when the bit information stored in the mask 
cell 9-i-k is in a valid state for mask information, an invalid 
state for storage data is stored in the corresponding data cell 
8-i-k. 
The comparator 84-j-k is supplied with the state of the 

search data on the corresponding bit line 51-k, the storage 
data stored in the data cell 8-i-k in the same associative 
memory cell 83-i-k, the mask information stored in the mask 
cell 9-i-k in the same associative memory cell 83-j-k, and the 
comparison control signal 85. When the comparison control 
signal 85 is in an invalid state “0” and the mask information is 
in a valid state “0”, the comparator 84-j-kputs the correspond 
ing match line 37-ji into an opened state. Otherwise, if the 
value on the corresponding bit line 51-k and the storage data 
stored in the data cell 8-i-kare coincident with each other, the 
corresponding match line 37-ji is put into an opened state. 
Upon incoincidence, the corresponding match line 37-jis put 
into an invalid state “0”. Thus, the wired AND logic concat 
enation with the valid state “1” for the match line 37 as true is 
achieved such that, when all of the comparator 84-j-1 through 
84-j-n, n in number, in the associative memory word 44-i 
render the match line 37-i in an opened state, the match line 
37-ji is put into a valid state “1” and otherwise into an invalid 
state '0'. In other words, upon the searching operation, only 
when the comparison control signal 85 is in an invalid State 
“0” and all of the storage data stored in an associative memory 
word 44-i is completely coincident with the bit lines 51-1 
through 51-n except those bits excluded from a comparison 
object by the mask valid state “O'” in the corresponding mask 
information, the match line 37-i is put into a valid state “1” 
and otherwise into an invalid state “0”. Alternatively, an ordi 
nary logical gate may be used as far as the similar operation is 
performed. 
The logical gate 56-j-k supplies an state “0” to the matched 

data intermediate line 52-k when the common match line 38-f 
in the same associative memory word 44-ji is in a valid state 
“1” and the storage data stored in the corresponding data cell 
8-i-k is in a valid state for the storage data. Otherwise, the 
logical gate 56-j-k puts the matched data intermediate line 
52-k into an opened state. Herein, since a valid state for the 
storage data is represented by “1” in this embodiment, when 
the storage data stored in the data cell 8-i-k is in a valid state 
“1” and the match line 5-i is in a valid state “1”, the logical 
gate 11 puts the corresponding matched data intermediate 
line 52-k into a state “0” and otherwise into an opened state. 
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Each of the matched data intermediate lines 52-1 through 
52-n is pulled up by a corresponding register 57-1 through 
57-m to be put into a state “1”. The matched data intermediate 
line 52-k (where k is and integer variable between 1 and n, 
both inclusive) is concatenated to all of the corresponding 
logical gates 56-1-1 through 56-m-n, m in number, by a wired 
logic concatenation. Thus, when all of the first though m-th 
logical gates 56 concatenated to the corresponding matched 
data intermediate line 52 render the matched data intermedi 
ate line 52 in an opened state, the matched data intermediate 
line 52 is put into a valid state “1” and otherwise into an 
invalid state '0'. In other words, the matched data interme 
diate line 52 is concatenated by a wired AND concatenation. 
Alternatively, an ordinary logical gate may be used as far as 
the similar operation is performed. 

Each of the logical gates 58-1 through 58-in supplies an 
inverted value of the corresponding matched data intermedi 
ate line 52 to the corresponding intermediate data line 92. 

Therefore, the intermediate data line 92-k (where k is and 
integer variable between 1 and n, both inclusive) is supplied 
with the result of the logical sum operation, with the valid 
state for the storage data as true, of all the storage data stored 
in the corresponding data cells 8-1-k through 8-m-k in the 
associative memory cells 83-1-k through 83-m-k which have 
the match line 37 that is in a valid state “1” upon completion 
of the searching operation by the logical gate 58-k, the resister 
57-k, the matched data intermediate line 52-k, and corre 
sponding logical gates 56-1-k through 56-m-k, m in number. 
In this embodiment, the intermediate data line 92 is supplied 
with the result of the logical sum with the valid state “1” for 
the storage data as true. Alternatively, an ordinary logical gate 
may be used as far as the similar operation is performed. As 
mentioned above, upon completion of the searching opera 
tion, the inter mediate data line 92 is supplied with the same 
value of the storage data coincident with the search data 3 that 
possesses the least number of bits in a invalid state “0”. 
The controller 45 is provided with the primary search 

enabling signal 10 and the secondary search enabling signal 
11, and Supplies comparison control line 85, selection signal 
86, and invalidation signal 87. The controller 45 puts the 
invalidation signal 87 into a valid state “1”, when both states 
of the primary search enabling signal 10 and the secondary 
search enabling signal 11 are in an invalid state “0”, in order 
to control operation of the associative memory searching for 
a single field 36. The controller 45 puts the invalidation signal 
87 into a valid state “0”, puts the selection signal 86 into an 
invalid state “0”, and puts the comparison signal 85 into an 
invalid state “0”.when the state of the primary search enabling 
signal 10 is in a valid state “1”. The controller 45 puts the 
invalidation signal 87 into a valid state “0”, puts the selection 
signal 86 into an invalid state “0”, and puts the comparison 
signal 85 into an invalid state “1”, when the state of the 
secondary search enabling signal 11 is in a valid state '1'. 

Next, the two-input/one-output n-bit selector with enable 
82 is supplied with the selection signal 86, the invalidation 
signal 87, the intermediate data line 92, the search data 3, and 
deliver bit line 51-1 through 51-n. Only when the invalidation 
signal 87 is in a valid state “1”, the two-input/one-output n-bit 
selector with enable 82 supplies the search invalidation data 
with which comparison results is coincident between the bit 
line 51 and all associative memory word 44. Otherwise, the 
two-input/one-output n-bit selector with enable 82 supplies 
the search data 3, or intermediate data line 92, in case the 
selection signal 86 is in an invalid state “0”, or in a valid state 
“1”, respectively. 
As described above, each component of the associative 

memory searching for a single field 36 in this embodiment is 
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similar to the corresponding component in the conventional 
associative memory 101, except the common match line 38-1 
through 38-m is added, the logical gate 56-j-1 through 56-i-n 
is supplied by the common match line 38-i in place of the 
match line 105-i, n-bit latch 121 is eliminated, the two-input/ 
one-output n-bit selector with enable 82 is added in place of 
the two-input/one-output n-bit selector 123, the clock signal 
131 to the controller 45 is eliminated, and the primary and 
secondary search enabling signal 10 and 11 are added. There 
fore, it is possible to implement that when the common match 
line 38-1 through 38-m and corresponding match line 37-1 
through 37-m are concatenated by each latch, outside of the 
associative memory searching for a single field 36, the similar 
operation is carried out as the conventional associative 
memory by providing a valid state “1” to the primary search 
enabling signal 10 prior to providing a valid state “1” to the 
secondary search enabling signal 11, wherein the mask 
searching function to put the only mask match line 37 corre 
sponding to the storage data with the least number of bits in a 
mask valid State, in the mask match lines 37 corresponding to 
one of the storage data coincident with the search data 3-1 
through 3-in, taking the mask information into account, into a 
valid state. 

Detailed Construction of the First Embodiment 

Next, referring to FIG.4, the associative memory cell 83 in 
this embodiment of present innovation possesses similar 
component to the corresponding component in the conven 
tional associative memory cell 107 illustrated in FIG. 29. 
except adding the common match line 38, changing the signal 
from match line 37 into common match line 38 to render the 
MOS transistor (T10) 214 in logical gate 56. 

Herein, description will be made about the search invali 
dation data which is supplied to the bit line 51a and 51b when 
the two-input/one-output n-bit selector with enable 82 in FIG. 
3 is in a valid state. As the search invalidation data, the 
two-input/one-output n-bit selector with enable 82 in FIG. 3 
supplies in an invalid state “0” to all pairs of 51a and 51b 
corresponding to the builine 51-1 through 51-n. 

Similar to the conventional memory cell 107, upon writing 
the data or the input of the valid search data, the state of 
neither bit line 51a nor 51b is in an invalid state'O', since the 
inverted value of a value on the bit line 51 is supplied. 

In the comparator 84, when both bit line 51a and 51b are in 
an invalid state “0”, even if either MOS transistor (T3) 205 or 
MOS transistor (T4) 206, concatenated in cascade between 
bit line 13a and 13b, is put into a conductive state, the poten 
tial is low at the contact of the MOS transistor (T3) 205 and 
the MOS transistor (T4) 206, and the MOS transistor (T5) 207 
is not put into a conductive state. Thus, the comparator 84 puts 
the match line 37 into an opened state. 

In this embodiment, the function of a search invalidation 
data is realized by bit line 51a and 51b put into “0”, similar to 
the description above, it is possible to take up other states as 
the search invalidation data with reference to the structure of 
the comparator 84. 
As mentioned above, the memory call 83 in this embodi 

ment of present invention comprises 19 transistors, as well as 
the conventional associative memory cell 107. Thus, the cir 
cuit Scale is similar to the conventional ones. In case of 1024 
words and 32 bits, whole circuit scale of the associative 
memory cells is 620,000 transistors. In the associative 
memory 1, the main controller 6 comprises approximately 
500 transistors, and logical AND means 39 and the memory 
means 43 comprises approximately 50 transistors per word. It 
means that the associative memory 1 has only slight increase 
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in circuit scale, by about few percents, compared with the 
conventional associative memory 101, in the case of 1024 
words with 32 bits as mentioned above. 

Operation of the First Embodiment 

Next, description will be made about the searching opera 
tion of the associative memory according to the first embodi 
ment of this invention when input data is composed of plural 
search data. Referring to FIG. 5, this searching operation will 
be described by the use of a flowchart. 

Description will proceed in FIG. 6 through FIG. 9, to the 
each step of the flowchart by Supplying the associative 
memory 1 to determine the data transfer permission from the 
user's terminal (PC) 401-1 with the network address (1, 2, 6) 
to (PC)401-3 with the network address (2,3,5) in FIG.33. In 
this data transfer, the search data 3-1 is supplied as 9-bit 
source network address (1, 2, 6) with the first priority, like 
wise, the search data 3-2 is supplied as 9-bit destination 
network address (2, 3, 5) with the second priority. The asso 
ciative memory 1 comprises 5 words 9-bit associative 
memory searching for a single field 36-1 and 36-2 in FIG. 6 
through FIG. 9. The 9 bit storage data and 9 bit mask infor 
mation, which comprise the 9 bit of structure data of the 
source network address in each transfer rule in Table. 1(b), are 
stored as the storage data and the mask information, respec 
tively, of each associative memory words 44-1-1 through 
44-5-1 corresponding to the transfer rule of the associative 
memory searching for a single field 36-1. Likewise, the 9 bit 
storage data and 9 bit mask information, which comprise the 
9 bit of structure data of the source network address in each 
transfer rule in Table. 1(b), are stored as the storage data and 
the mask information, respectively, of each associative 
memory words 44-1-2 through 44-5-2 corresponding to the 
transfer rule of the associative memory searching for a single 
field 36-2. The values, supplied from the two-input/one-out 
put n-bit selector with enable 82-1 and 82-2, are represented 
by the bit line data 95-1 and 95-2, respectively. Likewise, the 
values of the intermediate data line 92 in the associative 
memory searching for a single field 36-1 and 36-2, are rep 
resented by the intermediate data 93-1 and 93-2, respectively. 

Prior to the start of the searching operation, all of the match 
lines 37-1-1 through 37-m-r are precharged to a high level 
(“1”) to be put into a valid state “1”. 

Step S100 
Following is the description of the step S100 in FIG. 5. 

With the start signal 42 in a valid a valid state, the searching 
operation commences. The main controller 6, synchronizing 
with a clock signal 41, executes the step S100 in FIG. 5, and 
the internal variable 28 is initialized. The main controller 6 
also supplies the information to the memory control signal 12 
with which the memory means 43-1 through 43-m are initial 
ized to the valid state “1” of the common latch line 38-1 
through 38-m. All primary search enabling signal 10-1 
through 10-r and all secondary search enabling signal 11-1 
through 11-rare supplied with invalid state “0”. 

Next, referring to FIG. 6, operation of step S100 will be 
described when the above-mentioned associative memory 1 
is used in determination of transfer permission from the 
user's terminal (PC) 401-1 with the network address (1, 2, 6) 
to (PC) 401-3 with the network address (2, 3, 5) in FIG. 33. 
Since all primary search enabling signal 10-1 through 10-r 
and all secondary search enabling signal 11-1 through 11-r 
are in an invalid state “0”, the invalidation signals 87-1 
through 87-2 are p valid state “1”, and the bit line data 95-1 
and 95-2, supplied from the two-input/one-output n-bit selec 
tor with enable 82-1 and 82-2 respectively, turn out to the 
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search invalidation data. Consequently, both the match line 
37-1-1 through 37-5-1 and the match line 37-1-2 through 
maintain a valid state '1'. Since the common line 38-1 
through 38-5 supplied from memory means 43-1 through 
43-5 is initialized in a valid state “1” by the memory control 
signal 12, all of the logical AND signal 40-1 through 40-5 are 
in a valid state '1'. As a result, the intermediate data 93-1 
possess the state "001, 010, 110”, as the result of the logical 
OR operation of all the storage data stored in the associative 
memory word 44-1-1 through 44-1-5. Likewise, the interme 
diate data 93-2 possess the state "011, 011, 101’, as the result 
of the logical OR operation of all the storage data stored in the 
associative memory word 44-2-1 through 44-2-5. 

Step S101 
Next, the description is proceeded to the step S101 in FIG. 

5. The main controller 6, synchronizing with a clock signal 
41, proceeds to the step S101 in the flow chart in FIG. 5, and 
supplies the valid state “1” to the primary search enabling 
signal 10-1 through 10-r, and supplies the valid state “0” to 
the secondary search enabling signal 11-1 through 11-r. The 
main controller 6 also supplies the signal to the memory 
control signal 12 with which the value of the logical AND 
signal 40-1 through 40-m is stored in the memory means 43-1 
through 43-m as the operation proceeds to the next step S102. 

Next, referring to FIG. 7, operation of step S101 will be 
described when the above-mentioned associative memory 1 
is used in determination of transfer permission from the 
user's terminal (PC) 401-1 with the network address (1, 2, 6) 
to (PC) 401-3 with the network address (2, 3, 5) in FIG. 33. 
Since the primary search enabling signal 10-1 is in a valid 
state “1” in the associative memory searching for a single 
field 36-1, the two-input/one-output n-bit selector with 
enable 82-1 supplies the value of the search data 3-1 "001, 
010, 110' as the bit line data 95-1, and the comparison control 
line 85-1 is supplied with an invalid state “0”. Therefore, as 
the result of the comparison with the value of the bit line data 
95-1 and the storage data in the associative memory word 
44-1-1 through 44-5-1, taking the mask information into 
account, a valid state “1” is put into the match line 37-1-1, 
37-2-1, 37-3-1, 37-4-1, and 37-5-1. 

Since the primary search enabling signal 10-2 is in a valid 
state “1” in the associative memory searching for a single 
field 36-2, the two-input/one-output n-bit selector with 
enable 82-2 supplies the value of the search data 3-2 “010, 
011, 101 as the bit line data 95-2, and the comparison control 
line 85-2 is supplied with an invalid state “0”. Therefore, as 
the result of the comparison with the value of the bit line data 
95-2 and the storage data in the associative memory word 
44-1-2 through 44-5-2, taking the mask information into 
account, a valid state “1” is put into the match line 37-1-2, 
37-3-2, and 37-5-1, and an invalid state “0” is put into the 
match 37-2-2 and 37-4-2. 
The memory means 43-1 through 43-5 supplies the value 

“1” initialized at the step S100 to the common match line 38-1 
through 38-5. Hence, the logical AND signal 40-1, 40-3, and 
40-5 into “1”, and 40-2 and 40-4 is put into “0”, respectively. 
The value of the logical AND signal 40-1 through 40-5 is 
stored in the memory means 43-1 through 43-5 by the 
memory control signal 12 as the operation proceeds to the 
next step S102. 

Step S102 
Next, the description is proceeded to the step S102 in FIG. 

5. The main controller 6, synchronizing with a clock signal 
41, proceeds to the step S102 in the flow chart in FIG. 5, and 
supplies a valid state “1” only to the secondary search 
enabling signal 11-1 corresponding to the associative 
memory searching for a single field 36-1 which possesses the 
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first priority among the primary search enabling signal 10-1 
through 10-r and the secondary search enabling signal 11-1 
through 11-r. Other signals are supplied with an invalid state 
“0”. The main controller 6 also supplies the signal to the 
memory control signal 12 with which the value of the logical 
AND signal 40-1 through 40-m is stored in the memory 
means 43-1 through 43-m as the operation proceeds to the 
next step S103. 

Next, referring to FIG. 8, operation of step S102 will be 
described when the above-mentioned associative memory 1 
is used in determination of transfer permission from the 
user's terminal (PC) 401-1 with the network address (1, 2, 6) 
to (PC) 401-3 with the network address (2, 3, 5) in FIG. 33. 

Since the memory means 43-1 through 43-5 supplies the 
value “1” stored at the step S101, the common match line 38-1 
38-3, and 38-5 is put into “1”, and 37-2 and 38-4 is put into 
“0”, respectively. As a result, the intermediate data 93-1 pos 
sess the state “001, 010, 000, as the result of the logical OR 
operation of all the storage data stored in the associative 
memory word 44-1-1 44-3-1, and 44-5-1. Likewise, the inter 
mediate data 93-2 possess the state “010, 011, 101’, as the 
result of the logical OR operation of all the storage data stored 
in the associative memory word 44-1-2, 44-3-2, and 44-5-2. 

Since the secondary search enabling signal 11-2 is in a 
valid state “1” in the associative memory searching for a 
single field 36-2 with the first priority, the two-input/one 
output n-bit selector with enable 82-1 supplies the value of the 
intermediate data 93-1 “001, 010, 000 as the bit line data 
95-1, and the comparison control line 85-1 is supplied with a 
valid state “1”. Therefore, as the result of the comparison with 
the value of the bit line data 95-1 and the storage data in the 
associative memory word 44-1-1 through 44-5-1, irrespective 
of the mask information, a valid state “1” is put into the match 
line 37-1-1 and 37-3-1, and a invalid state “O'” is put into the 
mat 37-2-1, 37-4-1 and 37-5-1. 

Both the primary search enabling signal 10-2 and the sec 
ondary search enabling signal 11-2 are in an invalid state “O'” 
in the associative memory searching for a single field 36-2. 
Hence, the invalidation signal 87-2 is put into in a valid state 
“1”, and the two-input/one-output n-bit selector with enable 
82-2 supplies the search invalidation signal as the bit line data 
95-2, and the comparison control line 85-2 is supplied with an 
invalid state “0”. Consequently, all of the match line 37-1-2 
through 37-5-2 are put into a valid state “1”. 
As a result of the logical AND operation of the match line 

37-1-1 through 37-5-1, the match line37-1-2 through 37-5-2, 
and the common match line 38-1 through 38-5, the logical 
AND and 40-3 is put into a valid state “1”, and the logical 
AND signal 40-2, 40-4 and 40-5 is put invalid state “0”. The 
value of the logical AND signal 40-1 through 40-5 is stored in 
the memory means 43-1 through 43-5 by the memory control 
signal 12 as the operation proceeds to the next step S103. 

Step S103-S105 
Next, the description is proceeded to the step S103 through 

S105 in FIG. 5. The main controller 6, synchronizing with a 
clock signal 41, proceeds to the step S103 in the flowchart in 
FIG. 5, and compares the value “p' of the internal variable 28 
and “r, the number of the associative memory searching for 
a single field 36. Upon coincidence, the searching operation is 
completed, and the final search result is Supplied as the match 
signal 5-1 through 5-m with valid state. Upon incoincidence, 
the operation proceeds to the step S104 wherein the value"p' 
of the internal variable 28 is added by 1. Then in the next step 
S105, a valid state “1” is supplied to only to the secondary 
search enabling signal 11-p corresponding to the associative 
memory searching for a single field 36-p which possesses the 
same priority as p among the primary search enabling signal 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

30 
10-1 through 10-r and the secondary search enabling signal 
11-1 through 11-r. Other signals are supplied with an invalid 
state “0”. The value of the logical AND signal 40-1 through 
40-m at step S105 is supplied to the memory control signal 12 
in order to store them in the memory means 43-1 through 
43-m as the operation proceeds to the next step S103. 
Although the step S103, S104, and S105 are operated with the 
same state as the clock 41 in description of the first embodi 
ment, it is possible to implement the similar function even the 
operation is divided by the clock 41. 

Next, referring to FIG. 9, description will be made about a 
operation of step S105 when the above-mentioned associative 
memory 1 is used in determination of transfer permission 
from the user's terminal (PC) 401-1 with the network address 
(1, 2, 6) to (PC) 401-3 with the network address (2, 3, 5) in 
FIG. 33. 
The memory means 43-1 through 43-5 supplies the value 

stored at the step S102. Hence the common match line 38-1 
and 38-3 is put into “1”, and the common match line 38-2 
38-4, and 38-5 is put into “0”, respectively. As a result, the 
intermediate data 93-1 in the associative memory searching 
for a single field 36-1 possess the state “001,010, 000, which 
is the result of the logical OR operation of the storage data 
stored in the associative memory word 44-1-1 and 44-3-1. 
Like wise, the intermediate data 93-2 in the associative 
memory searching for a single field 36-2 possess the State 
“010, 011, 000, which is the result of the logical OR opera 
tion of the storage data stored in the associative memory word 
44-1-2 and 44-3-2. 

Both the primary search enabling signal 10-1 and the sec 
ondary search enabling signal 11-1 are in an invalid state “O'” 
in the associative memory searching for a single field 36-1. 
Hence, the invalidation signal 87-1 is put into in a valid state 
“1”, and the two-input/one-output n-bit selector with enable 
82-1 supplies the search invalidation signal as the bit line data 
95-1, and the comparison control line 85-1 is supplied with an 
invalid state “0”. Consequently, all of the match lines 37-1-1 
through 37-5-1 are put into a valid state “1”. 

Since the secondary search enabling signal 11-2 is in a 
valid state “1” in the associative memory searching for a 
single field 36-2 with the second priority because the value 
“p' of the internal variable is 2, the two-input/one-output 
n-bit selector with enable 82-2 supplies the value of the inter 
mediate data 3-2 “010, 011, 000 as the bit line data 95-2, and 
the comparison control line 85-2 is supplied with a valid state 
“1”. Therefore, as the result of the comparison with the value 
of the bit line data 95-2 and the storage data in the associative 
memory word 44-1-2 through 44-5-2, irrespective the mask 
information, an invalid state “O'” is put into the match line 
37-1-2, 37-2-2, 37-4-2, and 37-5-2. 
As a result of the logical AND operation of the match line 

37-1-1 through 37-5-1, the match line37-1-2 through 37-5-2, 
and the common match line 38-1 through 38-5, the logical 
AND signal 40-3 is put into a valid state “1”, and the logical 
AND signal 40-1, 40-2, 40-4 and 40-5 is put into an invalid 
state “0”. The value of the logical AND signal 40-1 through 
40-5 is stored in the memory means 43-1 through 43-5 by the 
memory control signal 12 as the operation proceeds to the 
next step S103. 

Next, the description is proceeded to the step S103 in FIG. 
5. The main controller 6, synchronizing with a clock signal 
41, proceeds to the step S103 in the flowchart in FIG. 5, and 
compares the value"p' of the internal variable 28 and 'r', the 
number of the associative memory searching for a single field 
36. Herein FIG.9, both the value “p” of the internal variable 
28 and 'r', the number of the associative memory searching 
for a single field 36 in the associative memory 1 are 2, and 
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upon coincidence, the searching operation is completed. The 
final search result is acquired from the match signal 5-3, only 
which supplies the valid state “1” among the match signal 5-1 
through 5-5. As mentioned above, the transfer from the user's 
terminal (PC) 401-1 with the network address (1, 2, 6) to (PC) 
401-3 with the network address (2, 3, 5) ought to applied the 
transfer rule 3, which indicates that the operation possesses 
resulted properly. 
The frequency of the clock signal can be made higher by 

inserting a weight cycle just before the step S102 and S105 
and latch to store the intermediate data 93-1 through 93-r: 
The secondary search in step S105 is operated among the 

words matched in the secondary searching operation in step 
S102. Thus, as will readily be understood, the value of inter 
mediate data 93-1 in step S105 in FIG. 9 is as same as the 
value of intermediate data 93-1 in step S102 in FIG.8. There 
fore, similar result is acquired even if the secondary search 
signal 11-1 through 11-p is Supplied with a valid State in step 
S105 in FIG. 5 when the value of the internal variable 28 is 
p. 

It is possible to implement the similar function of the 
conventional associative memory by changing the operation 
of the main controller 6 to supply a valid state to all secondary 
search enabling signal 11-1 through 11-r. It is also possible 
for one associative memory1 to implement the similar func 
tion of r conventional associative memory, r in number, 101 
by controlling the primary search enabling signal 10-i and the 
secondary search enabling signal 11-i, independently against 
the i-th search data 3-i. It is also possible to switch the opera 
tion described in FIG. 5 of this invention and plural operations 
mentioned above, by adding the input signal to the main 
controller 6 in order to select the operation. 
As mentioned above, for the associative memory 1 of this 

invention, it is possible to determine the transfer permission 
through three steps such as S101, S102, and S105. By the use 
of one clock per one searching operation in the associative 
memory of this invention, the calculation to determine the 
transfer permission is implemented by (r-1) clocks, (r-1) in 
number, where r represents the number of the search field. 

Since only the match signal corresponding to the transfer 
rule to be applied is put into a valid state, there is no limitation 
for the order of stored transfer rules or position of stored 
words. Therefore, pre-event process is not required which 
needs considerable clocks for example, sorting, or preparing 
a table, when the transfer rule is added, eliminated, or edited. 
Using the process of this invention, the Software to adminis 
trate the associative memory can be simplified dramatically. 

In this first embodiment of this invention, the associative 
memory can be produced with only slight increase in circuit 
scale, by about few percents, compared with the conventional 
associative memory. 

Second Construction of an Associative Memory 
Searching for a Single Field According to the First 

Embodiment 

Next referring to FIG. 10, description will be made about 
the associative memory searching for a single field 22, in the 
associative memory in the first embodiment, according to a 
second embodiment of this invention. The associative 
memory searching for a single field 22 of the second embodi 
ment is similar to the associative memory searching for a 
single field 36 in FIG.3, except changing the two-input/one 
output n-bit selector with enable 82 to the two-input/one 
output n-bit selector 96, inserting the logical gate 37-i at the 
i-th match line 37-i, supplying the invalidation signal 87 from 
the controller 45 to m-th logical gate 78-1 through 78-m, and 
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changing the name of the signal to internal match line 97-i 
which is Supplied as the comparison result of n-th associative 
memory cell 69-j-1 through 69-j-m in i-th memory word 70-1. 
Therefore, description will be directed only to those compo 
nents different from the associative memory searching for a 
single field 36 of the first embodiment. 
The two-input/one-output n-bit selector 96 is supplied with 

the selection signal 86, the intermediate data line 92-1 
through92-n, the search data 3-1 through 3-n, and deliver bit 
line 51-1 through 51-n through 51-n. The two-input/one 
output n-bit selector 96 delivers to the bit line 51-1 through 
51-n with the search data 3-1 through 3-n, and the interme 
diate data line 92-1 through92-n, when the selection signal 86 
is in an invalid state and in valid state, respectively. 
The internal match line 97-1 through97-m is precharged to 

a high level to be put into a valid state “1”, prior to the start of 
the searching operation. As similar to the match line 37 in 
FIG. 3. The wired AND logic concatenation with the valid 
state “1” for the internal match line 97 as true is achieved such 
that, when all of the comparator 84-j-1 through 84-j-n, n in 
number, in the associative memory word 44-irender the inter 
nal match line 97-jin an opened state, the internal match line 
97-i is put into a valid state “1” and otherwise into an invalid 
state '0'. Alternatively, an ordinary logical gate may be used 
as far as the similar operation is performed. 
The j-th logical gate 78-i is supplied the internal match line 

97-i and the invalidation single 87, and provide the match line 
37-j. The logical gate 78-i Supplies a valid state of the com 
mon match line 38 to the match line 37-i when the invalida 
tion single 87 is in a valid state. Otherwise, the logical gate 
78-i Supplies the state of the logical gate 78-i to the match line 
37-i. 

In other words, unlike the associative memory searching 
for a single field 36 in FIG. 3 with the function to supply the 
search invalidation data to the bit line 51+1 through 51-n, the 
associative memory searching for a single field 22 in FIG. 10 
in the second embodiment of this invention implements the 
function to put the match line 37-1 through 37-m into a valid 
state of all common match line 38 when both the primary 
search enabling signal 10 and the secondary search enabling 
signal 11 are in an invalid State, controlling the match line 
37-1 through 37-m by the logical gate 78-1 through 78-m. 
Irrespective of the structure of the comparator 84-1-1 through 
84-m-n, above mentioned function is implemented with the 
associative memory searching for a single field 22 in the 
second embodiment. It is also possible to implement the 
similar function as the whole associative memory 1 even the 
inserted position of the logical gate 78-1 through 78-m is 
moved to before the input of logical AND means 39-1 through 
39-. 

Construction of the Second Embodiment 

Next referring to FIG. 11, description will be made about 
the associative memory 29 according to a second embodi 
ment of this invention. The associative memory 29 concat 
enates the output signals, which are the comparison results of 
j-th associative memory words 27-j-1 through 27.j-r of each 
associative memory searching for a single field 26-1 through 
26-r, rin number, to one matchline37-i by a wired AND logic 
concatenation. The associative memory 29 utilizes these 
states stored in the match line 37-i dynamically in order to 
produce the intermediate data. Herein, the data match line 
37-ji is precharged into a valid state “1” only when the start 
signal 42 is in a valid state. Thus, the logical AND means 39-i, 
memory means 43-i, and common match line 38-i in the 
associative memory 1 according to the first embodiment in 
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FIG. 2 is implemented by the matchline37-j, concatenated by 
wired AND logic, in the associative memory 29 according to 
the second embodiment in FIG. 11. Consequently, the 
memory control signal 12 Supplied from the main controller 6 
is concatenated nowhere. The main controller 6 supplies the 
state of the match line 37-i as the match signal 5-i, directly 
outside. The associative memory 29 according to the second 
embodiment possess similar structure to the associative 
memory 1 according to the first embodiment except above 
mentioned components. It will therefore be understood that 
similar searching operation is implemented against the input 
data composed of plural search data. 

Only the match lines 37-1 through 37-m, m in number, 
between associative memories searching for a single field 
26-1 through 26-r, r in number, are required in the associative 
memory 29 in FIG. 11. The match lines 37-1-1 through 
37-m-r and common match line 38-1 through 38-m, m in 
number, between associative memories searching for a single 
field 36-1 through 36-r, r in number, are required in the 
associative memory 1 in FIG. 2. Specifically, (m(r+1)) lines, 
(m(r-1)) in number, are required in the associative memory 
1 in FIG. 2. Therefore, the associative memory 29 of the 
second embodiment of this invention implements the signifi 
cant reduction of lines. The lines between associative memo 
ries searching for a singlefield 26-1 through 26-r, rin number, 
are wired up over the whole associative memory 29. Thus, the 
parasitic capacitance is very large, and the power consump 
tion of the whole chip goes very large as the maintained status 
changes. Consequently, the associative memory 29 of the 
second embodiment of this invention can be implemented in 
a shorter line, a smaller chip, and significant reduction of the 
power consumption. 

Next referring to FIG. 12, description will be made about 
the associative memory searching for a single field 26 accord 
ing to a second embodiment of this invention. The associative 
memory searching for a single field 26 of the second embodi 
ment is similar to the associative memory searching for a 
single field 36 in FIG. 3 of the first embodiment, except 
eliminating the common match line 38-jin the j-th associative 
memory word 27-j, and changing the common matchline 38-i 
to the match line 37-i to supply the logical gates 56-j-1 
through 56-j-m in the associative memory cell 71-j-1 through 
71j-n, n in number, which compose the j-th associative 
memory word 27-i. 
The associative memory searching for a single field 26 in 

FIG. 12 produces 37-i, which is the output signal, by a wired 
AND logic concatenation of logical gate 56-j-1 through 56-i- 
n. Thus, it is possible to share the common match line 38-f 
with match line 37-i in the associative memory searching for 
a single field 26. 
As will readily be understood, when the match line 37-1 

through 37-m is produced by an ordinary logical gate instead 
of the wired AND logic concatenation, the similar operation 
is performed as the associative memory searching for a single 
field 26 in the associative memory 29 of the second embodi 
ment, by using the logical gate to Supply the match line 37-i 
which drives the output only in case of an invalid state, oth 
erwise, puts the output into an opened State in case of a valid 
state, even at the associative memory searching for the single 
field wherein the match line 37-1 through 37-m is supplied 
from the logical gate 78-1 through 78-m as described in FIG. 
10. 

The state of the match line 37-i is supplied as the match 
signal 5-i directly outside in FIG. 11. The state of the match 
line 37-i may be supplied as the match signal 5-i, after buff 
ering the state of the match line 37-i for shaping. 
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Construction of the Third Embodiment 

Next referring to FIG. 13, description will be made about 
an associative memory 25 according to the third embodiment 
of this invention. The associative memory 25 of the third 
embodiment is similar to the associative memory 1 of the first 
embodiment, except changing The associative memory 
searching for a single field 36-1 through 36-r into the asso 
ciative memory searching for a single field 4-1 through 4-r, 
changing the logical AND means 39-1 through 39-m into the 
logical AND means 13-1 through 13-m, and adding the logi 
cal AND means 15-1 through 15-m. With the associative 
memory searching for a single field 36 in the associative 
memory 1 of the first embodiment, both search results of the 
primary search enabling signal 10 in a valid state and the 
secondary search enabling signal 11 in a valid state are Sup 
plied to the same match line 37-1 through 37-m. In this 
embodiment, the associative memory 25 is described with the 
associative memory searching for a single field 4-1 through 
4-r which possess both the primary match line 17-1 through 
17-m and the secondary match line 18-1 through 18-m, which 
Supply the search results of the primary search enabling sig 
nal 10 and the secondary search enabling signal 11, indepen 
dently. Therefore, description will be directed only to com 
ponents different from the associative memory in the first 
embodiment. 
The i-th associative memory searching for a single field 4-i 

is Supplied the search data 3-i, the primary search enabling 
signal 10-1 through 10-i, the secondary search enabling sig 
nal 11-1 through 11-i, and the common math line 38-1 
through 38-in, and as a search result in a single field, provides 
the primary match line 17-i-1 through 17-i-m, m in number, 
and the secondary match line 18-i-1 through 18-i-m, m in 
number, respectively. 
The searching operation of the associative memory search 

ing for a single field 4-i is controlled by the primary search 
enabling signal 10-i, and the secondary search enabling signal 
11-i, as follows. When the primary search enabling signal 
10-i is in a valid state, the primary searching operation is 
performed in which the search data 3-i and the internal stor 
age data is compared taking the corresponding mask infor 
mation into account. The search result is provided into the 
primary match line 17-i-i through 17-i-m. When the second 
ary search enabling signal 11-i is in a valid state, intermediate 
data is produced depends on the state of common match line 
38-1 through 38-m, using the internal storage data and/or 
mask information. The result of secondary searching opera 
tion by intermediate data is provided into the secondary 
match line 18-i-1 through 18-i-m. Referring to the secondary 
searching operation by intermediate data, in case that the 
secondary searching operation is implemented following to 
the primary searching operation with the i-th associative 
memory searching for a single field 4 independently com 
posed, only the secondary match line 18-i-1 through 18-i-m is 
Supplied with a valid State, which corresponds to the storage 
data with the least number of bits in a mask valid state, in the 
storage data coincident with the search data 3-i taking the 
mask information into account. 
The i-th associative memory searching for a single field 4-i 

puts the primary match lines 17-i-1 through 17-i-m, m in 
number, into a valid state of all common match line 38 when 
the result of the primary search enabling signal 10-i is in an 
invalid state. Likewise, the i-th associative memory searching 
for a single field 4-i puts the secondary match lines 18-i-1 
through 18-i-in, m in number, into a valid state of all common 
match line 38 when the result of the secondary search 
enabling signal 11-i is in an invalid State. 
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The j-th logical AND means 13-i is supplied the primary 
match line 17-j-1 through 17-i-r, r in number, single common 
match line 38-j, and single match signal 5-i, and provides the 
result of logical AND as the logical AND signal 40-i wherein 
logical operation is a logical AND with the valid state for the 
common match line 38-i as true. 

Likewise, the j-th logical AND means 15-i is supplied the 
secondary match line 18-j-1 through 18-i-r, r in number, and 
provides the result of logical AND as the logical AND signal 
5-i wherein logical operation is a logical AND with the valid 
state for the common match line 38-i as true. 

Referring to FIG. 2, the associative memory 1 is described 
in detail as one example of preferred embodiments according 
to a first embodiment of this invention. In this example, the 
m-th n-bit associative memory searching for a single field 
36-1 are similar to the corresponding component in the m-th 
S-bit associative memory searching for a single field 36-r 
except the bit number of one word. In this embodiment, the 
m-th g-bit associative memory searching for a single field 4-i 
is described which possesses both the m-th g-bit primary 
associative memory 20-i and the m-th g-bit secondary asso 
ciative memory 21-i independently, which perform the 
searching operation when the primary search enabling signal 
10-1 and the secondary search enabling signal 11-i are in a 
valid state, respectively. The composition of the associative 
memory searching for a single field 4-i of the associative 
memory 25 in FIG. 13 may not be limited to the composition 
described in FIG. 14, and it will therefore be understood that 
the similar composition is implemented by using the associa 
tive memory described in the Japanese Unexamined Patent 
Publication (JP-A) No.H11-073782(073782/1999), for 
example. 
The primary associative memory 20-i is supplied with the 

search data 3-i, the primary search enabling signal 10-i, and 
the common match line 38-1 through 38-m, and provides the 
search result in a single field to the primary match line 17-1-i 
through 17-in-i. At the same time, the primary associative 
memory 20-i also provides the intermediate data 93-i. The 
primary associative memory 20-i put all the primary match 
lines 17-i-1 through 17-i-m, m in number, into a valid state of 
common match line 38 when the result of the primary search 
enabling signal 10-i is in an invalid state. The primary asso 
ciative memory 20-i possesses the associative memory word 
7-1-i through 7-m-i, m in number, and the j-th associative 
memory word 7-j-i possesses the data cell 8-i-1-i through 
8-i-g-i and the mask cell 9-j-1-i through 9-i-g-i, g in number. 
The secondary associative memory 21-i is Supplied with 

the intermediate data 93-i, and the secondary search enabling 
signal 11-i, and provides the search result in a single field to 
the secondary match line 18-1-i through 18-m-i. The second 
ary associative memory 21-i put all the primary match lines 
18-i-i through 18-i-m, m in number, into a valid state of 
common match line 38 when the result of the secondary 
search enabling signal 11-i is in an invalid State. The second 
ary associative memory 21-i possesses the associative 
memory word 24-1-i through 24-m-i, m in number, and the 
j-th associative memory word 24-j-i possesses the data cell 
23-j-1-i through 23-j-g-i. Prior to the operation, the data cell 
23-j-k-i in the j-th memory word 24-j-i stores the second 
storage data which possess the same value as the storage data 
stored in the data cell 8-i-k-i corresponding to the primary 
associative memory 20-i. However, the data cell 23-i-k-i in 
the j-th memory word 24-j-i Stores the second storage data 
which possess an invalid state when the bit information stored 
in the corresponding mask cell 9-i-k is in a valid state. 
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Construction of an Associative Memory Searching 

for a Single Field According to the Third 
Embodiment 

Referring to FIG. 15, the primary associative memory 20 
according to the third embodiment of this invention com 
prises the first through m-th n-bit associative memory words 
7, the logical gates 58-1 through 58-in, the registers 57-1 
through 57-n. The j-th associative memory word 7-i com 
prises the associative memory cells 50-j-1 through 50-i-n. 
Each associative memory word 7-i (where j is an integer 
variable between 1 and m, both inclusive) comprises first 
through n-th associative memory cells 50-j-1 through 50-i-n. 
Each of the associative memory words 7-i is concatenated to 
the corresponding data word line 53-i, the corresponding 
mask word line 54i, the common match line 38-j, and the 
primary search enabling signal 10 as input lines, and to the 
corresponding primary match line 17-i and the first through 
the n-th matched data intermediate logic lines 52 as output 
lines and to the first through the n-th bit lines 51 as data 
input/output lines. 

In this embodiment, a valid state and an invalid state for the 
mask information are represented by “0” and “1”. A valid 
state and an invalid state are represented by “1” and “O'”. 
respectively, for all of the storage data, the matched data 
logical-OR lines 52-1 through 52-n, the primary match line 
17-1 through 17-m, the secondary match line 18-1 through 
18-m, and the common match lines 38-1 through 38-m. 

Prior to the start of the searching operation, the primary 
match line 17 is precharged to a high level to be put into a 
valid State “1”. 

The k-th associative memory cell 50-i-k of the associative 
memory word 7-i is concatenated to the corresponding data 
word line 53-i, the corresponding mask word line 54-i, the 
common match line 38-j, and the primary search enabling 
signal 10 as input lines, and to the corresponding primary 
match line 17-i and the matched data intermediate logic lines 
52-k as output lines and to the bit lines 51-k as data input/ 
output lines. 

Each associative memory cell 50-i-k comprises a data cell 
8-i-k, a comparator 55-j-k, a mask cell 9-i-k, and logical gate 
56-j-k. The data cell 8-i-kis for storing “data bit information 
at a corresponding bit of storage data Supplied from an exter 
nal source through a bit line 51-k. The comparator 55-i-kis for 
comparing the “data bit information memorized in the data 
cell 8-i-k and information supplied from the external source. 
The mask cell 9-i-k is for storing “mask' bit information of a 
corresponding bit of mask information Supplied from the 
external source through the bit line 51-k. 
The primary associative memory 20 in FIG. 15 is similar to 

the associative memory searching for a single field 36 in FIG. 
3, except being supplied the search data 3-1 through 3-in from 
external source to the bit line 51-1 through 51-n directory, 
supplying the state of the intermediate data line 92-1 through 
92-n directly exteriorly, eliminating the two-input/one-output 
n-bit selector with enable 82 and the controller 45, changing 
the signal supplied to the comparator 55 from the comparison 
control signal 85 into the primary search enabling signal 10, 
and changing the name of the match line 37-1 through 37-m 
into primary match line 17-1 through 17-m. The intermediate 
data 93 is provided by the intermediate data line 92-1 through 
92-n in the similar operation of the associative memory 
searching for a single field 36 in FIG. 3. 

Therefore, description will be directed only to those com 
ponents different from the associative memory searching for 
a single field 36 of the first embodiment. 
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The comparator 55-j-k is supplied with the value of the 
search data on the corresponding bit line 51-k, the storage 
data stored in the data cell 8-i-k in the same associative 
memory cell 50-i-k, the mask information stored in the mask 
cell 9-i-k in the same associative memory cell 50-i-k, and the 
primary search enabling signal 10, and produce the primary 
match line 17-i. When the primary search enabling signal 10 
is in a valid State and the value on the corresponding bit line 
51-k and the storage data stored in the data cell 8-i-kare not 
coincident with each other, the primary match line 17-i is put 
into an invalid state “0”. Otherwise, the comparator 55-j-k 
puts the primary match line 17-i into an opened state. Thus, 
the wired AND logic concatenation is achieved such that, 
when all of the comparator 55, n in number, in the associative 
memory word 7-i render the primary match line 17-i in an 
opened State, the primary match line 17 is put into a valid state 
“1” and otherwise into an invalid state '0'. In other words, the 
primary match line 17-i is always in a valid state “1” when the 
primary search enabling signal 10 is in an invalid state “0”. In 
case the primary search enabling signal 10 is in a valid state 
“1”, only when all of the storage data stored in the associative 
memory word 7-i is completely coincident with the bit lines 
51-1 through 51-n except those bits excluded from a compari 
Son object by the corresponding mask information, the pri 
mary matchline 17-i is put into a valid state “1” and otherwise 
into an invalid state “0”. Alternatively, an ordinary logical 
gate may be used as far as the similar operation is performed. 

Detailed Construction of an Associative Memory 
Searching for a Single Field According to the Third 

Embodiment 

Next referring to FIG. 16, description will be made about 
an associative memory cell 50 according to a third embodi 
ment of this invention. The associative memory cell 50 is 
similar to the associative memory cell 83 of the first embodi 
ment in FIG. 4 except changing the comparison control signal 
85 into the primary search enabling signal 10 to supply the 
comparator 55, renaming the match line 37-1 through 37-m 
the primary match line 17-1 through 17-m, eliminating the 
MOS transistor (T7) 209 which conductive state is controlled 
by the comparison control signal 85, and adding the MOS 
transistor (T12) 216 which conductive state is controlled by 
the primary search enabling signal 10. Therefore, description 
will be directed only to components different from the asso 
ciative memory cell 83 of the first embodiment. 

The comparator 55 comprises a MOS transistor (T3) 205, 
a MOS transistor (T4) 206, a MOS transistor (T5)207, a MOS 
transistor (T6) 208, and a MOS transistor (T12) 216. The 
MOS transistor (T3) 205 and the MOS transistor (T4) 206 are 
inserted between the bit lines 51a and 51b in cascade. The 
MOS transistor (T3) 205 is rendered conductive when the 
inverted logical gate (G1) 201 in the data cell 8 produces an 
output of a high level. The MOS transistor (T4) 206 is ren 
dered conductive when the inverted logical gate (G2) 202 in 
the data cell 8 produces an output of a high level. The MOS 
transistor (T6) 208, the MOS transistor (T12) 216 and the 
MOS transistor (T5) 207 are concatenated between a low 
potential and the primary match line 5 in cascade. The MOS 
transistor (T6) 208 is rendered conductive when the inverted 
logical gate (G4) 211 in the mask cell 9 produces an output of 
a high level. The MOS transistor (T12) 216 is rendered con 
ductive when the primary search enabling signal 10 is in a 
valid State “1”. 
The MOS transistor (T5) 207 is rendered conductive when 

a junction or node of the MOS transistor (T3) 205 and the 
MOS transistor (T4) 206 possesses a potential of a high level. 
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When both the bit line 51a and the inverted logical gate (G1) 
201 produce outputs of a high level or when both the bit line 
51b and the inverted logical gate (G2) 202 produce outputs of 
a high level, the junction of the MOS transistor (T3) 205 and 
the MOS transistor (T4) 206 possesses a high level to render 
the MOS transistor (T5) 207 conductive. 

Therefore, when the storage data stored in the data cell 8 
and the search data 3 on the bit lines 51a and 51b are different 
from each other, the MOS transistor (T5) 207 is rendered 
conductive. The MOS transistor (T6) 208 is put into an 
opened State and conductive state when the mask information 
stored in the mask cell 9 is “0” and “1”, respectively. The 
primary match line 17 is precharged to a high potential prior 
to the start of the searching operation. This provides the wired 
AND concatenation such that, when a plurality of the asso 
ciative memory cells 50 are concatenated to the primary 
match line 17 through the MOS transistors (T6) 208, the 
primary match line 17 is given a low level if at least one 
associative memory cell 50 produces an output of a low level. 
When MOS transistor (T5) 207 is conductive and either of 

the MOS transistor (T6) 208 or the MOS transistor (T12) 216 
is conductive, the associative memory cell 50 supplied an 
invalid state “0” to the match line 5. Otherwise, the primary 
match line 17 is put into an opened state. Specifically, when 
the mask information is in a valid state “0” and the primary 
search enabling signal 10 is in an invalid state “0”, the primary 
match line 17 is put into an opened state irrespective of the 
result of comparison between the search data 3 and the stor 
age data. Otherwise, when the mask information is in a valid 
state “1” and the primary search enabling signal 10 is in a 
valid state “1”, the primary match line 17 is put into an opened 
state and supplied with an invalid state “0” when the search 
data 3 on the bit lines 51a and 51b and the storage data stored 
in the data cell 8 are coincident with each other and different 
from each other, respectively. 

In this embodiment, it is implemented to put the primary 
match line 17 into opened state when the primary search 
enabling signal 10 is in an invalid state “0” by controlling the 
MOS transistor (T12) 216 by the primary search enabling 
signal 10. The similar operation is performed by the means to 
put the both bit lines 51a and 51b into “0” when the primary 
search enabling signal 10 is in an invalid state “0”, as similar 
to the associative memory searching for a single field 36 in the 
first embodiment. Alternatively, the similar operation is per 
formed by inserting the logical gate which puts the primary 
match line in a valid state when the primary search enabling 
signal 10 is in an invalid state, as similar to the associative 
memory searching for a single field 22 in the second example 
of the first embodiment. 

Referring to FIG. 17, the secondary associative memory 21 
comprises first through m-th associative memory words 24. 
Each associative memory word 24-i (where j is and integer 
variable between 1 and m, both inclusive) comprises first 
through n-th associative memory cells 60-j-1 through 60-i-n. 
Each of the associative memory words 24-jis concatenated to 
the corresponding data word line 61i and secondary search 
enabling signal as input lines, and to the corresponding sec 
ondary match line 18-jas output lines, and to the first through 
the n-th bit lines 59 as data input/output lines. 
The associative memory cell 60-i-k in the j-th associative 

memory word 24-k (where k is and integer variable between 
1 and n, both inclusive) is concatenated to the corresponding 
data word line 61i and the secondary search enabling signal 
11 as input lines, and to the corresponding secondary match 
line 18-jas output lines, and to the corresponding bit line 59-k 
as data input/outputline. The associative memory cell 105-j-k 
comprises a data cell 23-i-k, a comparator 62-j-k. The data 
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cell 23-i-k is for storing the second “data bit information at a 
corresponding bit of storage data Supplied from an external 
source through the bit line 59-k. The comparator 62-j-k is for 
comparing the intermediate data 93 supplied through the bit 
line59-kand the “data bit information memorized in the data 
cell 23-j-k. 
The operations of the bit line 59-k, the data word line 61i 

and the data cell 23-i-kare similar, respectively, to the opera 
tions of the bit line 113, the data word line 103 and the data 
cell 108 of the conventional associative memory 107. 

Prior to the start of the searching operation, the secondary 
match line 18 is precharged to a high level. 
When the secondary search enabling signal 11 is in a valid 

state “1”, and the second storage data and the value of the bit 
line 59-k in the same data cell 23-i-k is not coincident with 
each other, the comparator 62-i-k puts the corresponding 
secondary match line 18-i into an invalid state and otherwise 
into an opened State. Thus, the wired AND logic concatena 
tion with the valid state “1” for the secondary match line 18 as 
true is achieved such that, when all of the comparator 62-j-1 
through 62-i-n, n in number, in the associative memory word 
24-frender the secondary match line 18 in an opened state, the 
secondary match line 18 is put into a valid state “1” and 
otherwise into an invalid state “0”. In other words, upon the 
searching operation, when the secondary search enabling sig 
nal 11 is in an invalid state “0”, the secondary match line 18-i 
is always in a valid state “1”. Otherwise, if the secondary 
search enabling signal 11 is in a valid state “1”, only when all 
of the storage data stored in an associative memory word 24-i 
are completely coincident with the bit lines 59-1 through 
59-in, the secondary match line 18-i is put into a valid state “1” 
and otherwise into an invalid state “0”. Alternatively, an ordi 
nary logical gate may be used as far as the similar operation is 
performed. 

Next, referring to FIG. 18, each of the bit lines 59a and 59b, 
the data word line 61 and the data cell 23 in the associative 
memory cell 21 of the secondary associative 21 are similar to 
the corresponding component in the associative memory cell 
50 of the primary associative memory 20 illustrated in FIG. 
16. 
The comparator 62 comprises the MOS transistor (T23) 

225, the MOS transistor (T24) 226, the MOS transistor (T25) 
227, and the MOS transistor (T32) 236. The MOS transistor 
(T23) 225 and the MOS transistor (T24) 226 are inserted 
between the bit lines 59a and 59b in cascade. The MOS 
transistor (T23) 225 is rendered conductive when the inverted 
logical gate (G21) 221 in the data cell 23 produces an output 
of a high level. The MOS transistor (T24) 226 is rendered 
conductive when the inverted logical gate (G22) 222 in the 
data cell 23 produces an output of a high level. The MOS 
transistor (T32) 236 and the MOS transistor (T25) 227 are 
concatenated between a low potential and the secondary 
match line 18 in cascade. The MOS transistor (T32) 236 is 
rendered conductive when the secondary search enabling sig 
nal 11 is in a valid state “1”. 
The MOS transistor (T25) 227 is rendered conductive 

when a junction or node of the MOS transistor (T23) 225 and 
the MOS transistor (T24) 226 possesses a potential of a high 
level. When both the bit line 59a and the inverted logical gate 
(G21) 221 produce outputs of a high level or when both the bit 
line 59b and the inverted logical gate (G22) 222 produce 
outputs of a high level, the junction of the MOS transistor 
(T23) 225 and the MOS transistor (T24) 226 has a high level 
to render the MOS transistor (T25) 227 conductive. 

Therefore, when the storage data stored in the data cell 23 
and the intermediate data 23 on the bit lines 59a and 59b are 
different from each other, the MOS transistor (T25) 227 is 
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rendered conductive. The secondary match line 18 is pre 
charged to a high potential prior to the start of the searching 
operation. This provides the wired AND concatenation such 
that, when a plurality of the associative memory cells 60 are 
concatenated to the secondary match line 18 through the 
MOS transistors (T32) 236, the secondary match line 18 is 
given a low level if at least one associative memory cell 60 
produces an output of a low level. 

Only when MOS transistor (T25) 227 is conductive and the 
MOS transistor (T32) 236 concatenated in cascade is conduc 
tive, the associative memory cell 60 supplied an invalid state 
“0” to the secondary match line 18. Otherwise, the secondary 
match line 18 is put into an opened state. Specifically, when 
the secondary search enabling signal 11 is in an invalid State 
“0”, the secondary match line 18 is put into an opened state 
irrespective of the result of comparison between the interme 
diate data 23 and the second storage data. Otherwise, the 
secondary match line 18 is put into an opened State or an 
invalid state “0” when the intermediate data 23 on the bit lines 
59a and 59b and the second storage data stored in the data cell 
23 are coincident with each other and different from each 
other, respectively. 

In this embodiment, it is implemented to put the secondary 
match line 18 into opened state when the secondary search 
enabling signal 11 is in an invalid state “0” by controlling the 
MOS transistor (T32) 236 by the secondary search enabling 
signal 11. The similar operation is performed by putting the 
both bit lines 51a and 51b into “0” when the secondary search 
enabling signal 11 is in an invalid state “0”, as similar to the 
associative memory searching for a single field 36 in the first 
embodiment. 

Operation of an Associative Memory Searching for a 
Single Field According to the Third Embodiment 

Next referring to FIG. 19, description will be made about 
the operation when the above-mentioned associative memory 
searching for a single field 4 is used in calculating the transfer 
network address in the network devise 400-1 in FIG. 33, as 
similar to the conventional associative memory 101. It is 
assumed here that the associative memory searching for a 
single field 4 comprises three words of nine bits. 
The primary associative memory 20 memorizes the con 

catenation information in the associative memory words 7-1 
through 7-3 except the network address (1, *, *) of the net 
work device 400-1 in FIG. 33. Herein, when a digit of a 
network address is represented by the symbol “*” as “don’t 
care', the corresponding bit of the mask information is stored 
with a valid state “0” for the mask information. The state of 
the storage data is optional, and in this embodiment, the 
corresponding bit of the storage data is stored with an invalid 
State “O’. 

Specifically, the associative memory word 7-1 stores in 
binary numbers the storage data (010, 000,000) and the mask 
information (111,000, 000) to implement (2, *, *) Likewise, 
the associative memory word 7-2 stores in binary numbers the 
storage data (010, 011, 000) and the mask information (111, 
111, 000) to implement (2, 3, *). The associative memory 
word 7-3 stores in binary numbers the storage data (011, 000, 
000) and the mask information (111,000,000) to implement 
(3, *, *). 
As the second storage data stored in each associative 

memory word 24-1 through 24-3 of the secondary associative 
memory 21, the value is memorized in which the symbol “*” 
as “don’t care” of the concatenation information of the net 
work device 400-1 is substituted by “0” as an invalid state of 
the storage data. Specifically, the associative memory word 
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24-1 stores (010, 000, 000) in binary numbers, and the asso 
ciative memory word 24-2 stores (010, 011, 000) in binary 
numbers, and the associative memory word 24-3 stores (011, 
000, 000) in binary numbers. 

In FIG. 19, the common match line 18-1, 18-2, and 18-3 are 5 
supplied with the value of the primary match line 17-1, 17-2. 
and 17-3 respectively, from the external source, in order to 
describe the associative memory searching for a single field 4. 

Description will proceed to the searching operation by 
Supplying as the search data 112 the network address (2, 3, 4), 10 
in octal numbers, of the user's terminal (PC) 401-2 in FIG.33. 

Prior to the searching operation, all of the primary match 
lines 17-1 through 17-3 and the secondary match line 18-1 
through 18-3 are precharged to be put into a valid state “1”. 
When the search data of the network address (2, 3, 4), in 15 

octal numbers, is supplied to the bit lines 51-1 through 51-9, 
the primary associative memory 4 implements the primary 
searching operation taking the "don't care” state represented 
by the symbol “*” into account. The octal notations (2, *, *) 
and (2, 3, *) respectively stored in the primary associative 20 
memory word 7-1 and 7-2 in the primary associative memory 
4 are coincident with the search data 3 on the bit lines 51-1 
through 51-9. On the other hand, the octal notations (3, *, *) 
stored in the primary associative memory word 7-3 is not 
coincident with the search data 3. Accordingly, the primary 25 
match lines 17-1 and 17-2 are put into a valid state “1” while 
the remaining primary match line 17-3 is put in an invalid 
state '0'. Herein, as mentioned above, the common match 
line 18-1, 18-2, and 18-3 are supplied with “1”, “1”, and “0” 
as the value of the primary match line 17-1, 17-2, and 17-3 30 
respectively, from the external source. 

Herein, the intermediate data line92-1 produces the logical 
sum “0”, with “1” as true, of the storage bit data “0” and “0” 
in the associative memory words 7-1 and 7-2 at bit positions 
corresponding to the matched data intermediate logical-OR 35 
line 52-1. The intermediate data line 92-2 produces the logi 
cal sum “1”, with “1” as true, of the storage bit data “1” and 
“1” in the associative memory words 7-1 and 7-1 at bit posi 
tions corresponding to the matched data intermediate logical 
OR line 52-2. 40 

Likewise, the intermediate data lines 92-3, 92-4, 92-5, 
92-6,92-7, 92-8 and 92-9 prod the logical sum “0” of “0” and 
“0”, the logical sum “0” of “0” and “0”, the logical sum “1” of 
“0” and “1”, the logical sum “1” of “0” and “1”, the logical 
sum “0” of “0” and “0”, the logical sum “0” of “0” and “0”, 45 
and the logical sum “0” of “0” and “0”, respectively, with “1” 
as true. 

As a result, the binary notation"010011000” is delivered to 
the secondary associative memory 21 as the intermediate data 
23. 50 

Thereafter, the secondary associative memory 21 starts a 
second searching operation against the Supplied value 
“010011000 of intermediate data 23. In this example of the 
operation, the second storage data stored in the associative 
memory word 24-2 is completely coincident, so that the cor- 55 
responding secondary match line 18-2 is put into an opened 
state. Since the second storage data stored in any other asso 
ciative memory words 24-1 and 24-3 is not coincident, the 
corresponding secondary match lines 18-1 and 18-3 are Sup 
plied with an invalid state “0”. Thus, in the secondary match 60 
line 18-1, 18-2, and 18-3 that maintain a valid state “1” prior 
to the start of the second searching operation, the only sec 
ondary match line 18-2 can maintain a valid state “1” upon 
completion of the second searching operation. 
As mentioned above, in the associative memory searching 65 

for a single field 4, which is similar to the associative memory 
searching for a single field 36 in FIG.3, it will be understood 

42 
that, in the secondary match lines 18 corresponding to one of 
the storage data coincident with the octal notation “2, 3, 3’ of 
search data 3, taking the mask information into account, the 
only secondary match line 18-2 corresponding to the storage 
data with the least number of bits in a mask valid state is put 
into a valid state. 

Operation of the Third Embodiment 

Next, description will be made about the searching opera 
tion of the associative memory according to the third embodi 
ment of this invention when input data is composed of plural 
search data. Referring to FIG. 5, this searching operation will 
be described by the use of a flowchart. Description will pro 
ceed in FIG. 20 through FIG. 23, to the each step of the 
flowchart by supplying the associative memory 25 to deter 
mine the data transfer permission from the user's terminal 
(PC) 401-1 with the network address (1, 2, 6) to (PC) 401-3 
with the network address (2, 3, 5) in FIG. 33. 
As similar to the associative memory 1 in the first embodi 

ment, in this data transfer, the search data 3-1 is Supplied as 
9-bit source network address (1, 2, 6) with the first priority, 
likewise, the search data 3-2 is supplied as 9-bit destination 
network address (2, 3, 5) with the second priority. The asso 
ciative memory 25 is comprised of 5th 9-bit associative 
memory searching for a single field 4-1 and 4-2 in FIG. 20 
through FIG. 22. 
The 9 bit storage data, which comprises the 9 bit of struc 

ture data of the source network address in each transfer rule in 
Table. 1(b), is stored as the storage data of each associative 
memory words 7-1-1 through 7-5-1 corresponding to the 
transfer rule of the primary associative memory 20-1, and 
stored as the second storage data of each associative memory 
words 24-1-1 through 24-5-1 corresponding to the transfer 
rule of the secondary associative memory 21-1 of the asso 
ciative memory searching for a single field 4-1. The 9 bit mask 
information, which comprises the 9 bit of structure data of the 
source network address in each transfer rule in Table. 1(b), is 
stored as the mask information of each associative memory 
words 7-1-1 through 7-5-1 corresponding to the transfer rule 
of the primary associative memory 20-1 of the associative 
memory searching for a single field 4-1. 
The 9 bit storage data, which comprises the 9 bit of struc 

ture data of the source network address in each transfer rule in 
Table. 1(b), is stored as the storage data of each associative 
memory words 7-1-2 through 7-5-2 corresponding to the 
transfer rule of the primary associative memory 20-2, and 
stored as the second storage data of each associative memory 
words 24-1-2 through 24-5-2 corresponding to the transfer 
rule of the secondary associative memory 21-2 of the asso 
ciative memory searching for a single field 4-2. The 9 bit mask 
information, which comprises the 9 bit of structure data of the 
source network address in each transfer rule in Table. 1(b), is 
stored as the mask information of each associative memory 
words 7-1-2 through 7-5-2 corresponding to the transfer rule 
of the primary associative memory 20-2 of the associative 
memory searching for a single field 4-2. 
The 9 bit storage data and 9 bit mask information, which 

comprise the 9 bit of structure data of the source network 
address in each transfer rule in Table. 1(b), are stored as the 
storage data and the mask information, respectively, of each 
associative memory words 44-1-2 through 44-5-2 corre 
sponding to the transfer rule of the associative memory 
searching for a single field 36-2. 
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At first, all of the primary match lines 17-1-1 through 
17-m-r and all of the secondary match lines 18-1-1 through 
18-m-r are precharged to a high level (“1”) to be put into a 
valid State “1”. 

The operation of the main controller 6 in the associative 
memory 25 of the third embodiment in each step is similar to 
the operation in the associative memory 1 of the first embodi 
ment. The state of the clock signal 41 and 42 in FIG. 20 
through 23 is similar to the operation in the associative 
memory 1 of the first embodiment. 

Step S100 
Description will proceedin FIG. 20, to the step S100 of the 

flowchart by Supplying the associative memory 1 to deter 
mine the data transfer permission from the user's terminal 
(PC) 401-1 with the network address (1, 2, 6) to (PC) 401-3 
with the network address (2, 3, 5) in FIG. 33. 

Since the primary search enabling signal 10-1 is in an 
invalid state “0”, the primary associative memory 20-1 puts 
the primary match lines 17-1-1 through 17-5-1 into an opened 
state. As a result, the primary match lines 17-1-1 through 
17-5-1 maintain a valid state '1'. Likewise, since the second 
ary search enabling signal 11-1 is in an invalid state “0”, the 
secondary associative memory 21-1 puts the secondary match 
lines 18-1-1 through 18-5-1 into an opened state. As a result, 
the secondary match lines 18-1-1 through 18-5-1 maintain a 
valid State “1”. 

Likewise, since the primary search enabling signal 10-2 is 
in an invalid state “0”, the primary associative memory 20-2 
puts the primary match lines 17-1-2 through 17-5-2 into an 
opened state As a result, the primary match lines 17-1-2 
through 17-5-2 maintain a valid state “1”. Likewise, since the 
secondary search enabling signal 11-2 is in an invalid state 
“0”, the secondary associative memory 21-2 puts the second 
ary match lines 18-1-2 through 18-5-2 into an opened state. 
As a result, the secondary match lines 18-1-1 through 18-5-1 
maintain a valid state '1'. Consequently, all the match signals 
5-1 through 5-5 supplied from the logical AND means 15-1 
through 15-m maintain a valid state “1”. 

Since the common lines 38-1 through 38-5 supplied from 
memory means 43-1 through 43-5 are initialized in a valid 
state “1” by the memory control signal 12, all of the logical 
AND signals 40-1 through 40-5 are in a valid state “1”. As a 
result, the intermediate data 93-1 possess the state"001, 010, 
110, which is the result of the logical OR operation of all the 
storage data stored in the associative memory word 44-1-1 
through 44-1-5. Likewise, the intermediate data 93-2 possess 
the state “011, 011, 101, which is the result of the logical OR 
operation of all the storage data stored in the associative 
memory word 44-2-1 through 44-2-5. 

Step S101 
Description will proceed in FIG. 21, to the step S101 of the 

flowchart by supplying the associative memory 25 to deter 
mine the data transfer permission from the user's terminal 
(PC) 401-1 with the network address (1, 2, 6) to (PC) 401-3 
with the network address (2, 3, 5) in FIG. 33. 

The primary search enabling signal 10-1 is in a valid state 
“1” in the primary associative memory 20-1 of the associative 
memory searching for a single field 4-1. Therefore, as the 
result of the comparison with the search data 3-1 with the 
value of "001, 010, 110' and the storage data in the associa 
tive memory word 7-1-1 through 7-5-1, taking the mask infor 
mation into account, a valid State '1' is put into the primary 
match line 17-1-1, 17-2-1, 17-3-1, 17-4-1, and 
The primary search enabling signal 10-2 is in a valid state 

“1” in the primary associative memory 20-2 of the associative 
memory searching for a single field 4-2. Therefore, as the 
result of the comparison with the search data 3-2 with the 
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value of "010, 011, 101 and the storage data in the associa 
tive memory word 7-1-2 through 7-5-2, taking the mask infor 
mation into account, a valid State '1' is put into the primary 
match line 17-1-2, 17-3-2 and 17-5-1, and an invalid st put 
into the primary match line 17-2-2 and 17-4-2. 

Since the secondary search enabling signal 11-1 is in an 
invalid state “0”, the secondary associative memory 21-1 puts 
the secondary match lines 18-1-1 through 18-5-1 into an 
opened state. As a result, the secondary match lines 18-1-1 
through 18-5-1 maintain a valid state “1”. Likewise, since the 
secondary search enabling signal 11-2 is in an invalid state 
“0”, the secondary associative memory 21-2 puts the second 
ary match lines 18-1-2 through 18-5-2 into an opened state. 
As a result, the secondary match lines 18-1-2 through 18-5-2 
maintain a valid state '1'. Consequently, all the match signals 
5-1 through 5-5 supplied from the logical AND means 15-1 
through 15-5 maintain a valid state “1”. 

Since the common lines 38-1 through 38-5 supplied from 
memory means 43-1 through 43-5 are initialized in a valid 
state “1” in step S100, the logical AND signals 40-1, 40-3 and 
40-5 are put into a valid state “1”, and the logical AND signals 
40-2 and 40-4 are put into an invalid state “0”. As a result, the 
intermediate data 93-1 possess the state “001, 010, 110, 
which is the result of the logical OR operation of all the 
storage data stored in the associative memory word 44-1-1 
through 44-1-5. Likewise, the intermediate data 93-2 possess 
the state “011, 011, 101’, as the result of the logical OR 
operation of all the storage data stored in the associative 
memory word 44-2-1 through 44-2-5. The value of the logical 
AND signal 40-1 through 40-5 is memorized in the memory 
means 43-1 through 43-5 by the memory control signal 12 as 
the operation proceeds to the next step S102. 

Step S102 
Description will proceed in FIG.22, to the step S102 of the 

flowchart by supplying the associative memory 25 to deter 
mine the data transfer permission from the user's terminal 
(PC) 401-1 with the network address (1, 2, 6) to (PC) 401-3 
with the network address (2, 3, 5) in FIG. 33. 

Since the common lines 38-1 through 38-5 supplied from 
memory means 43-1 through 43-5 are initialized in a valid 
state “1” in the step S101, the common match line 38-1, 38-3 
and 38-5 are in invalid state '0'. As a result, the intermediate 
data 93-1 possess the state"001,010,000, which is the result 
of the logical OR operation of the storage data stored in the 
associative memory word 7-1-1, 7-3-1 and 7-5-1. Likewise, 
the intermediate data 93-2 possess the state “010, 011, 101’, 
which is the result of the logical OR operation of the storage 
data stored in the associative memory word 7-1-2, 7-3-2 and 
7-5-2. 

In the associative memory searching for a single field 4-1 
with the first priority 1, the secondary search enabling signal 
11-1 is supplied with a valid state “1”, and the secondary 
associative memory 21-1 compare the state of the intermedi 
ate data 93-1 “001, 010, 000 and the second storage data 
stored in the associative memory word 24-1-1 through 24-5- 
1. As a result, the secondary match line 18-1-1 and 18-3-1 are 
supplied with a valid state “1”, and 18-2-1, 18-4-1, and 18-5-1 
are supplied with an invalid state “0”. Since the primary 
search enabling signal 10-1 is in an invalid state “0”, the 
primary associative memory 20-1 of the associative memory 
searching for a single field 4-1 puts all the primary match lines 
17-1-1 through 17-5-1 into an opened state. As a result, a the 
primary match lines 17-1-1 through 17-5-1 maintain a valid 
State '1'. 

Since the primary search enabling signal 10-2 is in an 
invalid state “0”, the primary associative memory 20-2 of the 
associative memory searching for a single field 4-2 puts all 
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the primary match lines 17-1-2 through 17-5-2 into an opened 
state. As a result, all of the primary match lines 17-1 through 
17-5-2 maintain a valid state “1”. Since the secondary search 
enabling signal 11-2 is in an invalid state “0”, the secondary 
associative memory 21-2 of the associative memory search 
ing for a single field 4-2 puts all the secondary match lines 
18-1-2 through 18-5-2 into an opened state a result, all of the 
secondary match lines 18-1-2 through 18-5-2 maintain a valid 
State '1'. 
As a result of the logical AND operation of the secondary 

match line 18-1-1 through 18-5-1 and the corresponding sec 
ondary match line 18-1-2 through 18-5-2, the logical AND 
means 15-1 through 15-5 provide a valid state “1” to the 
match signal 5-1 and 5-3, and an invalid state “0” to the match 
signal 5-2, 5-4 and 5-5, respectively. 
As a result of the logical AND operation of the correspond 

ing signals of the primary match line 17-1-1 through 17-5-1, 
the primary match line 17-1-2 through 17-5-2, th 5-5, and the 
common match line 38-1 through 38-5, the logical AND 
means 13-1 through 13-5 provide a valid state “1” to the 
logical AND signal 40-1 and 40-3, and an invalid state “0” to 
the logical AND signal 40-2,40-4 and 40-5, respectively. The 
state of the logical AND signal 40-1 through 40-5 is memo 
rized in the memory means 43-1 through 43-5 by the memory 
control signal 12 as the operation proceeds to the next step 
S103. 

Step S103-S105 
Description will proceed in FIG. 23, to the step S103 

through S105 of the flowchart by supplying the associative 
memory 25 to determine the data transfer permission from the 
user's terminal (PC) 401-1 with the network address (1, 2, 6) 
to (PC) 401-3 with the network address (2, 3, 5) in FIG.33. 

Since the common line 38-1 through 38-3 supplied from 
memory means 43-1 through 43-5 possess a valid state “1” 
stored at the step S102, the common match line 38-1 and 38-3 
are in a valid state '1', and the common match line 38-2, 38-4 
and 38-5 are in an invalid state '0'. As a result, the interme 
diate data 93-1 of the associative memory searching for a 
single field 4-1 is possess the state "001, 010, 000', as the 
result of the logical OR operation of all the storage data stored 
in the associative memory word 7-1-1 and 7-3-1. Like wise, 
the intermediate data 93-2 of the associative memory search 
ing for a single field 4-2 possess the state “010, 011, 000', as 
the result of the logical OR operation of all the storage data 
stored in the associative memory word 7-1-2 and 7-3-2. 

Since the primary search enabling signal 10-1 is in an 
invalid state “0”, the primary associative memory 20-1 with 
the first priority, of the associative memory searching for a 
single field 4-1, puts the primary match lines 17-1-1 through 
17-5-1 into an opened state. As a result, the primary match 
lines 17-1-1 through 17-5-1 maintain a valid state “1”. Like 
wise, the secondary search enabling signal 11-1 is in an 
invalid state “0”, the secondary associative memory 21-1, of 
the associative memory searching for a single field 4-1, puts 
the secondary match lines 18-1-1 through 18-5-1 into an 
opened state. As a result, the secondary match lines 18-1-1 
through 18-5-1 maintain a valid state “1”. 

In the primary associative memory 20-2 of the associative 
memory searching for a single field 4-2 with the second 
priority 2, the secondary search enabling signal 11-2 is Sup 
plied with a valid state “1”, and the secondary associative 
memory 21-2 compares the state of the intermediate data 93-2 
“010, 011, 000 and the second storage data stored in the 
associative memory word 24-1-2 through 24-5-2. As a result, 
the secondary match line 18-3-2 is supplied with a valid state 
“1”, and 18-1-2, 18-2-2, 18-4-2, and 18-5-2 are supplied with 
an invalid state “0”. Since the primary search enabling signal 
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10-2 is in an invalid state “0”, the primary associative memory 
20-2 of the associative memory searching for a single field 
4-2 puts all the primary match lines 17-1-2 through 17-5-2 an 
opened state. As a result, all of the primary match lines 17-2-1 
through 17-5-2 maintain a valid state “1”. 

Consequently, as a result of the logical AND operation of 
the secondary match line 18-1-1 through 18-5-1 and the cor 
responding secondary match line 18-1-2 through 18-5-2, the 
logical AND means 15-1 through 15-5 provide a valid state 
“1” to only the match signal 5-3, and an invalid state “0” to the 
other match signals 5-1, 5-2, 5-4 and 5-5, respectively. 
As a result of the logical AND operation of the correspond 

ing signals of the primary match line 17-1-1 through 17-5-1, 
the primary match line 17-1-2 through 17-5-2, through 5-5, 
and the common match line 38-1 through 38-5, the logical 
AND means 13-1 through 13-5 provide a valid state “1” to the 
logical AND signal 40-3, and an invalid state “0” to the other 
logical AND signal 40-1, 40-2, 40-4 and 40-5, respectively. 
The state of the logical AND signal 40-1 through 40-5 is 
memorized in the memory means 43-1 through 43-5 by the 
memory control signal 12 as the operation proceeds to the 
next step S104. 
The main controller 6, synchronizing with a clock signal 

41, proceeds to the step S103 in the flowchart in FIG. 5, and 
compares the value “p' of the internal variable 28 and “r” 
which is the number of the associative memory searching for 
a single field 36. In the example of FIG. 23, both the value “p' 
of the internal variable 28 and “r” which is the number of the 
associative memory searching for a single field 4 are '2''. 
Upon coincidence, the searching operation is completed. The 
final search result is acquired from the match signal 5-3, only 
which supplies the valid state “1” among the match signal 5-1 
through 5-5. As mentioned above, the transfer from the user's 
terminal (PC) 401-1 with the network address (1, 2, 6) to (PC) 
401-3 with the network address (2, 3, 5) ought to applied the 
transfer rule 3, which indicates that the operation possesses 
resulted properly. 
The frequency of the clock signal can be made higher by 

inserting a weight cycle just before the step S102 and S105 
and latch to store the intermediate data 93-1 through 93-r: 
The secondary search in step S105 is operated among the 

words matched in the secondary searching operation in step 
S102. Thus, as will readily be understood, the value of inter 
mediate data 93-1 in step S105 in FIG. 23 is as same as the 
value of intermediate data 93-1 in step S102 in FIG. There 
fore, the same result is acquired even if the secondary search 
signal 11-1 through 11-p is Supplied with a valid State in step 
S105 in FIG. 5 when the value of the internal variable 28 is 
p. 
As will readily be understood from the above explanation, 

each of the primary associative memory 20-1 and 20-2 and 
the secondary associative memory 21-1 through 21-2 operate 
in turn, and the working timing is never piled up. Therefore, 
as readily understood, it is possible to implement pipeline 
processing by arranging the wire concatenation. 

Herein, in FIG. 15, one example is cited in which the 
logical AND means 15-1 through 15-m are eliminated and the 
shared common match line 38-1 through 38-m, the shared 
logical AND means 40-1 through 40-m and the shared 
memory means 43-1 through 43-m are changed into the com 
mon match line 38-1-1 through 38-m-r, the logical AND 
means 40-1-1 through 40-m-rand the memory means 43-1-1 
through 43-m-r, respectively, in order to specialize in each 
secondary associative memory 21-1 through 21-r. In this 
bout, the group of the common match lines (38-1-1 through 
38-m-1) through (38-1-r through 38-m-r), r in number, cor 
responding to the secondary associative memory 21-1 
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through 21-rare Supplied only to the corresponding primary 
associative memory 21-1 through 21-r. Herewith, it can be 
implemented to produce the intermediate data 93-1 through 
93 

Herein, in FIG. 15, it is implemented that the secondary 
associative memory 21-1 through 21-roperate independently 
in case that the logical AND means 13-1-1 through 13-m-1, m 
in number, corresponding to the secondary associative 
memory 21-1 are supplied with an valid state instead of the 
match signal 5-1 through 5-m, and the logical AND means 
13-1-2 through 13-m-2, r in number, corresponding to the 
secondary associative memory 21-2 are Supplied with the 
secondary match line 18-1-1 through 18-m-1 instead of the 
match signal 5-1 through 5-m, and likewise, the logical AN 
means 13-1-r through 13-in-r, r in number, corresponding to 
the secondary associative memory 21-rare supplied with the 
secondary match line 18-1-(r-1) through 18-m-(r-1) instead 
of the match signal 5-1 through 5-m, and the wire concatena 
tion of the last secondary match line 18-1-r through 18-m-r 
are changed as similar to the match signal 5-1 through 5-in. 

In this bout, as will readily be understood, it is optional 
whether all of the primary search enabling signal 10-1 
through 10-r and the secondary search enabling signal 11-1 
through 11-r can be in a valid state, or, only the signal which 
is Supposed to operate corresponding to the frequency of the 
clock signal of pipeline can be in a valid State. If the above 
mentioned memory means 43-1-1 through 43-m-rare elimi 
nated and all of the primary search enabling signal 10-1 
through 10-r and the secondary search enabling signal 11-1 
through 11-r are in a valid state, the all operations will be 
finished in one clock. As mentioned above, it is also readily 
understood that the frequency of the clock signal of the pipe 
line can be made higher by inserting a latch in order to store 
the intermediate data 93-1 through 93-r: 

Construction of the Fourth Embodiment 

Next referring to FIG. 24, description will be made about 
an associative memory 35 which comprise words, m in num 
ber, according to a forth embodiment of this invention. 

The associative memory 35 concatenates the output sig 
nals, which are the comparison results of j-th associative 
memory words 32-j-1 through 32-i-r of the primary associa 
tive memory 31-1 through 31-r which comprise the associa 
tive memory searching for a single field 30-1 through 30-r, r 
in number, to one match line 17-i by a wired AND logic 
connection. The associative memory 35 utilizes these states 
stored in the match line 17-i dynamically in order to produce 
the intermediate data. Only when the start signal 42 is in a 
valid state, the primary match line 17-i is precharged to a high 
level to be put into a valid state “1”, prior to the start of the 
searching operation. The associative memory 35 concat 
enates the output signals, which are the comparison results of 
i-th associative memory words 24-j-1 through 24-i-r of the 
secondary associative memory 21-1 through 21-r, which 
comprise the associative memory searching for a single field 
26-1 through 26-r, r in number, to one secondary match line 
18-i by a wired AND logic connection. Herein, the secondary 
match line 18-i is precharged to a high level to be put into a 
valid state “1”, prior to the start of the searching operation. 
The secondary match line 18i comprises MOS transistors 
33-1 through 33-m and inverted MOS transistors 34-1 
through 34-m, m in number, the j-th MOS transistors 33i and 
the j-th inverted MOS transistors 34-j are inserted in cascade 
between the primary match line 17-i and a low potential. The 
MOS transistor 33i is rendered conductive when the memory 
control signal 12 Supplied from the main controller 6 is in a 
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valid state. The MOS inverted transistor 34-ji is rendered 
conductive when the secondary match line 18-m is in an 
invalid State “O’. 
The logical AND means 15-i of the associative memory 25 

of the third embodiment in FIG. 14 as mentioned above is 
implemented by the secondary match line 18-j, concatenated 
by wired AND logic, in the associative memory 35 according 
to the forth embodiment in FIG. 11. The associative memory 
35 supplies the state of the secondary match line 18-i as the 
match signal 5-i, directly outside. 
The j-th primary match line 17-i of the associative memory 

35 in FIG. 24 is precharged in a valid state “1” when the start 
signal 42 is in a valid state “1”. Then, until the flowchart in 
FIG. 5 is completed, the j-th primary match line 17-i of the 
associative memory 35 maintain a valid state “1” only when 
all the comparison results of each j-th associative memory 
words 32-j-1 through 32-j-r of the primary associative 
memory 31-1 through 31-r which comprise the associative 
memory searching for a single field 30-1 through 30-r, r in 
number, are coincident with each other, and the primary 
match line 17-i is in a valid state “1” at the previous step, and 
the memory control signal 12 possesses a valid state '1' prior 
to the next step, and the secondary match line 18-jis in a valid 
state “1” when the MOS transistor 33i is rendered conduc 
tive. In other words, the logical AND means 13i in FIG. 14 
comprises the primary match line 17-i and inverted MOS 
transistor 34-j concatenated in wired AND logic in the asso 
ciative memory 35 in FIG. 24, and the logical AND means 
43-i in FIG. 24 comprises the primary match line 17-i and 
inverted MOS transistor 33i concatenated in wired AND 
logic in the associative memory 35 in FIG. 24. 
The associative memory 35 possesses similar structure to 

the associative memory 25 in FIG. 14 according to the third 
embodiment except the above mentioned components. It will 
therefore be understood that similar searching operation is 
implemented against the input data composed of plural search 
data. 

In the associative memory 35 in FIG. 24 according to the 
forth embodiment, the number of the lines between the asso 
ciative memories searching for a single field 30-1 through 
30-r, r in number, is twice as m (2*m), which is the number of 
the primary match lines 17-1 through 17-m, and the second 
ary match lines 18-1 through 18-m, m in number. In the 
associative memory 25 in FIG. 14 according to the third 
embodiment, the number of the lines between the associative 
memories searching for a single field 4-1 through 4-r, r in 
number, is (m(2*r+1)), which is the number of the primary 
match lines 17-1-1 through 17-m-r, and the secondary match 
lines 18-1-1 through 18-m-rand the match lines 38-1 through 
38-m, m in number. Consequently, the associative memory 35 
in FIG.24 of the forth embodiment can be implemented in the 
grate reduction of lines. Herein, it is assumed that the wires 
between the associative memories searching for a single field 
30-1 through 30-r, r in number, are expanding over the whole 
associative memory 35. Thus, the wire capacity and the power 
consumption consumed as often as the state changes of the 
whole chip is very large. Accordingly, the associative 
memory 35 according to the forth embodiment possesses the 
advantage wherein the great reduction of the wire field, chip 
area, and the power consumption is achieved in comparison 
with the associative memory 25 according to the third 
embodiment. 

Next, referring to FIG. 25, the primary associative memory 
31 in the forth embodiment of present innovation has similar 
component to the corresponding component in the primary 
associative memory 20 in the third embodiment illustrated in 
FIG. 15, except eliminating the common match line 38-i from 
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the j-th associative memory word 32-i, changing the common 
match line 38-i into the primary match line 17-i in order to 
supply the logical gate 56-j-1 through 56-j-m in the associative 
memory cell 80-j-1 through 80-j-n, n in number, which com 
prise the j-h associative memory word 32-i. 

In the primary associative memory 31 in FIG. 25, the 
primary matchline 17-jis produced as the output signal by the 
wired AND concatenation with the logical gate 56-j-1 
through 56-j-n. Therefore, the common match line 38-i and 
the primary match line 17-i can be shared inside the primary 
associative memory 31. 
As will readily be understood, when the match line 17-1 

through 17-m is produced by an ordinary logical gate instead 
of the wired AND logic concatenation, the similar operation 
is performed as the primary associative memory 35 in the 
associative memory 31 of the forth embodiment, by using the 
logical gate to supply the primary match line 17-i which 
drives the output only in case of an invalid State, otherwise, 
puts the output into an opened State in case of a valid state, 
even at the primary associative memory wherein the primary 
match line 17-1 through 17-m is supplied from the logical 
gate like as illustrated in FIG. 10. 
The state of the secondary match line 18-i is supplied as the 

match signal 5-i directly outside in FIG. 24. The state of the 
secondary match line 18-i may be supplied as the match 
signal 5-i after buffer the state of the match line 37-i for 
shaping. 

The Fifth Embodiment 

Next referring to FIG. 26, description will be made about 
an associative memory 46 which comprise m words, m in 
number, according to the fifth embodiment of this invention. 
The associative memory 46 which comprises m words, m in 
number, of the fifth embodiment is similar to the associative 
memory 25 of the third embodiment which comprises words, 
m in number, except adding the search data 48 as a component 
of input data 47, adding the associative memory 49 which is 
supplied with the search data 48 and produces the match line 
90-1 through 90-m, and adding the corresponding match line 
90-1 through 90-m as the input signal of the logical AND 
means 91-1 through 91-m. 

Therefore, it is possible for the associative memory 46 in 
FIG. 26 to implement the similar function of the associative 
memory 25, and the associative memory 46 possesses the 
additional function, which narrows down the search results 
by using the search data 48 prior to the operation. Accord 
ingly, it is possible to switch plural tables of the transfer rules 
described in Table1(b). 

For example, a day of the week is Supplied as the search 
data 48. Herein, the transfer rule of Table1(b) is stored in a 
certain word in the associative memory searching for a single 
field 4-1 through 4-r, and the data indicating “a weekday' are 
stored as the storage data of the corresponding word of the 
associative memory 49. The transferrule, with which only the 
transfer from a certain user's terminal (PC) to a certain user's 
terminal (PC) is permitted and the other transfers is rejected, 
is stored in the other words of in the associative memory 
searching for a single field 4-1 through 4-r, and the data 
indicating “a holiday is stored as the storage data of the 
corresponding word of the associative memory 49. Herein, it 
is possible to change the transfer rules with reference to the 
search data 48. In other words, the transfer rules can be set 
more flexible compared with the associative memory 25. 
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The Sixth Embodiment 

Next referring to FIG. 27, the associative memory 1 of the 
first embodiment is used in the network device to calculate the 
transfer network address. Herein, in FIG. 27, description will 
be made about the case where the network device 450 of this 
invention is applied to the network device 400-1 in FIG.33 as 
similar to the conventional network device 422 in FIG. 34. 
Alternatively, another network device in FIG.33 can be used 
to perform the similar operation. 
The network device 450 in FIG. 27 is supplied with input 

transfer data 402 and produces output transfer data 403 as 
similar to the conventional network device 422 in FIG. 34. 
The input transfer data 402 comprise a source network 
address 404, a transfer network address 405, a destination 
network address 406, and a data division 407. The output 
transfer data 403 comprise a source network address 404, the 
second transfer network address 408, a destination network 
address 406, and a data division 407. Herein, since the net 
work device 450 is applied to the network device 400-1 in 
FIG.33, the transfer network address 405 in the input transfer 
data 402 is the network address of the network device 400-1 
in FIG. 33. 
The network device 450 of this invention in FIG. 27 com 

prises a source network address extracting section 409, a 
destination network address extracting section 410, the asso 
ciative memory 101, encoder 414, a memory 416, a transfer 
network address changing section 418, a data transfer divi 
sion 421, the associative memory 1 of this invention, encoder 
451, and a memory 453. The CPU 413 in the conventional 
network device 422 in FIG. 34 possesses the function which 
produces the transfer control signal 420 as the arithmetic 
result of the determination of transfer permission supplied 
with the source network address information 411 and the 
destination network address information 412. The CPU 413 
in the network devise 450 of this invention is similar to the 
CPU 413 in the conventional network device 422 in FIG. 34, 
except composing of the associative memory 1, the encoder 
451, and the memory 453. The other components, such as the 
source network address extracting section 409, the destina 
tion network address extracting section 410, the associative 
memory 101, the encoder 414, and the memory 41 6 are 
similar to the corresponding component in the conventional 
network device in FIG. 34. The set information applied to the 
network device 400-1 in FIG.33 is also similar to the corre 
sponding information in FIG. 34. Therefore, description will 
be directed only to components different from the conven 
tional network device 422. 

Referring to FIG. 27, an associative memory 1 comprises 
first through fifth 9-bit associative memory searching for a 
single field 36-1 and 36-2. The source network address infor 
mation 411 produced by the source network address extract 
ing section 409 is Supplied to the associative memory search 
ing for a single field 36-1 as the search data 3-1. The 
destination network address information 412 produced by the 
destination network address extracting section 410 is Sup 
plied to the associative memory searching for a single field 
36-2 as the search data 3-2. Herein, the search data 3-1 pos 
sesses the highest priority “1”, and the search data 3-1 pos 
sesses the priority “2. 
The 9 bit storage data and 9 bit mask information, which 

comprise the 9 bit of structure data of the source network 
address in each transfer rule in Table. 1(b), are stored as the 
storage data and the mask information, respectively, of each 
associative memory words 44-1-1 through 44-5-1 corre 
sponding to the transfer rule of the associative memory 
searching for a single field 36-1. Likewise, the 9 bit storage 
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data and 9 bit mask information, which comprise the 9 bit of 
structure data of the Source network address in each transfer 
rule in Table. 1(b), are stored as the storage data and the mask 
information, respectively, of each associative memory words 
44-1-2 through 44-5-2 corresponding to the transfer rule of 
the associative memory searching for a single field 36-2. The 
associative memory 1 is Supplied with the start signal and the 
clock signal by the controller which is not illustrated. 
The encoder 415 encodes the match signal 5-1 through 5-5 

that the associative memory 1 Supplies into a memory address 
signal 451. The memory 453 stores the information of the 
Table. 1(b) in the same address of the associative memory 
word where the corresponding storage data the mask infor 
mation is memorized. Each information “1” and “0” of the 
Table. 1(b) indicates the transfer permission, or the transfer 
prohibition, respectively. For example, the information cor 
responding to the transfer rule 1 is stored in the associative 
memory word 44-1-1 and 44-1-2 of the associative memory 1 
while the information indicating the transfer permission “1” 
corresponding thereto is stored in the first word of the 
memory 453. Similarly, the information corresponding to the 
transfer rule 2 indicating the transfer permission “1”, the 
information corresponding to the transferrule 3 indicating the 
transfer prohibition “0”, the information corresponding to the 
transfer rule 4 indicating the transfer permission “1”, the 
information corresponding to the transferrule 5 indicating the 
transfer prohibition “0”, are stored in the second word, the 
third word, the fourth word, and fifth word of the memory 
453, respectively. The memory 453 produces the stored data, 
which is specified with the memory address signal 452 as a 
read address, to the data transfer division 421 as the transfer 
control signal 420. The data transfer division 421 output the 
changed transfer data 419 when the transfer-control signal 
420 permits the data transfer, otherwise, output nothing when 
the transfer control signal 420 prohibits the transfer. 

Description will be made about an operation in the network 
device 450 set as mentioned above. It is assumed here that the 
network device 450 is supplied with the input transfer data 
402 which possesses the network address (1, 2, 6) of the 
user's terminal (PC) 401-1 in FIG.33 as the source network 
address 404 and the network address (2, 3, 5) of the user's 
terminal (PC) 401-3 in FIG. 33 as the destination network 
address 406. 

After the searching operation in the associative memory 
101, the match line 105-2 corresponding to the stored data (2. 
3, *) in the associative memory word 102-2 is put into a valid 
state. Accordingly, the encoder 414 produces “2 as the 
memory address signal 415, and the memory 416 produces 
the memory data signal 417 which is the network address of 
the network device 400-6. The transfer network address 
changing section 418 changes the transfer network address 
405 of the input transfer data 402 into the network address of 
the network device 400-6, and supplies it to the data transfer 
division 421 as the changed transfer data 419. 

Herein, the associative memory 1 is supplied with the 
network address (1, 2, 6) as the search data 3-1 from the 
Source address extracting section and the network address (2. 
3, 5) as the search data 3-2 from the destination address 
extracting section. The state of the search data 3-1 and 3-2, 
and the transfer rule stored in the associative memory search 
ing for a single field 36-1 and 36-2 are similar to the first 
embodiment. Consequently, the match signal 5-3 Supplies a 
valid state while the other match lines 5-1, 5-2, 5-4, and 5-5 
supplies an invalid state “0”. Accordingly, the encoder 415 
produces “3 as the memory address signal 452, and the 
memory 453 produces the information corresponding to the 
transfer rule 3 indicating the transfer prohibition “0” as the 
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transfer control signal 420 to the data transfer division. Con 
sequently, the data transfer division does not produce the 
changed transfer data 419 as the output transfer data 403. As 
mentioned above, the transfer from the user's terminal (PC) 
401-1 with the network address (1, 2, 6) to (PC) 401-3 with 
the network address (2, 3, 5) ought to be prohibited by the 
transfer rule 3, which indicates that the operation has resulted 
properly. 

Although the memory address signal 452 is produced by 
the encoder 451 in this embodiment, the encoder 451 may be 
unnecessary if the match signal 5-1 through 5-5 is supplied 
directly as the word line. 
As described above, by the use of the network device of this 

embodiment, it is possible to implement the determination of 
transfer permission in a single clock. As will be understood, 
the network system using the network device of this invention 
can accelerate the data transfer rate, compared with the con 
ventional network device in FIG.34 which operates the deter 
mination of transfer permission by the Software process of 
CPU in hundreds of clocks. 

Further, since an expensive CPU for high speed data trans 
fer is unnecessary, whole cost of a network equipment is 
reducible. 

Furthermore, since only a modification of a stored data in 
an associative memory is needed for elimination, addition, 
and change of a transfer rule, it takes only time for memory 
aCCCSS, 

Consequently, the network equipment of this invention can 
eliminate, add, and change a transferrule without interruption 
of transfer operation. 
As mentioned above, if the associative memory of this 

invention is used, the network system with high security and 
high speed data transfer can be implemented. 

INDUSTRIAL APPLICABILITY 

As described above, the associative memory of this inven 
tion possesses the advantage to output exteriority at a high 
speed. Such as in (number of search field +1) or less clocks, 
the signal that distinguish the word in the corresponding 
words with the least number of bits in a mask valid state in the 
mask information which compose the structured data in every 
search field taking the priority into account if two or more 
words fulfill the condition with all the storage data corre 
sponding to the input data are coincident when the search 
operation is carried out against the input data composed of 
plural search field. In addition, it can be implemented by 
slight increase of circuit scale compared with a conventional 
associative memory. 

Since the associative memory of this invention does not 
limitan order of words to store structured data or a position of 
stored words, structured data can be added, deleted, and 
changed in only time for ordinary memory access. Conse 
quently, Software process to administrate the structured data 
of an associative memory can be simplified. 
As will be understood from the foregoing, the network 

equipment using the associative memory of this invention can 
accelerate the determination of transfer permission hundreds 
times faster than a conventional network equipment, because 
the operation of the determination of transfer permission can 
be made in three clocks while a conventional network equip 
ment takes hundreds of clocks for the software operation with 
a binary tree algorithm. 

Since the associative memory of this invention implements 
deletion, addition, and change of transfer rules in time of 
ordinary memory access, a network equipment using the 
associative memory of this invention implement deletion, 
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addition, and change of transfer rules without interruption of 
transfer operation. Consequently, a huge search table used in 
a software process to determine transfer permission in con 
ventional network equipment can be unnecessary, interrup 
tion of network communication can be reduced, and admin 
istration of system operation can be easier. In addition, whole 
network system implements high security because the latest 
transfer rules are applied immediately. 
As will be understood from the foregoing, the network 

system using the associative memory of this invention can 
implements the total cost reduction of network equipment 
with high speed determination of transfer permission, 
because the associative memory of this invention, which is 
capable of the determination of transfer permission at high a 
speed, does not need an expensive high speed CPU system. 
A network system with high security, high speed data 

transfer, and easy administration can be built by using the 
network equipment of this invention. 
What is claimed is: 
1. An associative memory which stores mask information 

for every single word of storage data to indicate a valid state 
or an invalid state representative of whether or not every 
single bit or every plural bits of said storage data should be 
excluded from a search object, said associative memory com 
prising: 

i) a first circuit means as a primary searching means for 
producing a primary distinguishing signal to distinguish 
a selected word, when all bits of an external search data 
composed of partial bits, n in number (where n is an 
integer variable 2 or more), are in a primary searching 
operation, said primary searching operation taking said 
mask information into account in order to exclude single 
or plural bits of said storage data from a search object 
when said corresponding mask information is in a valid 
state of mask information for each single word, 

ii) a second circuit means for producing an intermediate 
data which Supply an intermediate data produced by a 
logical operation of storage data corresponding to words 
in a selected State, a logical operation of mask informa 
tion corresponding to said words, and a logical operation 
of a single or plural pairs of external search data, 

iii) a third circuit means as a single or plural shared sec 
ondary searching means for producing a secondary dis 
tinguishing signal which distinguish a word selected 
from said search operation, when said intermediate data 
divided into n, n in number, are Supplied similar to a 
composition of partial bit fields of said external search 
data, controlling whether or not a secondary search 
operation is to be carried out against only a bit field of 
said storage data or mask information corresponding to 
said partial bit fields in words, depending on a state of 
secondary search controlling signal, and 

iv) a fourth circuit means for controlling, to produce said 
secondary search controlling signal to implement said 
secondary search, using said partial bit field, n in num 
ber, of said intermediate data as a search data in order, 
after said primary search operation using all bit fields of 
said external search data as a search data. 

2. An associative memory as claimed in claim 1, wherein 
said searching means which use a single or plural attribute 
data as search data, said associative memory possessing the 
second associative memory to produce an attribute match 
signal corresponding to said word storing said storage data, 
and producing a primary distinguishing signal which distin 
guish a word, said primary distinguishing signal selected by 
primary searching operation and indicating coincidence as a 
result of searching operation for said attribute data by said 
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attribute matching signal using said second associative 
memory, said primary searching operation against said exter 
nal search data taking said mask information into account in 
order to exclude single or plural bits of said storage data from 
a search object when said corresponding mask information is 
in a valid state of mask information for each single word. 

3. An associative memory as claimed in claim 1, wherein 
said primary searching means which shares structure ele 
ments of said primary searching means and secondary search 
ing means, said associative memory comprising: 

i) a first circuit means as a selecting means for selecting 
said external search data as search data when primary 
control enabling signal is in a valid state, otherwise 
Select said intermediate data, and 

ii) a second circuit means for carrying out a primary search 
operation against all bits of said external search data as 
search data to exclude single or plural bits of said storage 
data from a search object when said corresponding mask 
information is in a valid state of mask information for 
each single word, when primary search enabling signal 
is in a valid state, and a secondary search operation 
Selectively against only a designated bit field, depending 
on a state of said storage data or mask information in 
words when secondary search controlling signal is in a 
valid state, said associative memory possessing means 
to put primary control enabling signal into a valid state, 
and produce said secondary search controlling signal in 
order to carry out said secondary search operation using 
said partial bit field, n in number, of said intermediate 
data after said primary search operation using all bit 
fields of said external search data as search data. 

4. An associative memory as claimed in claim 1, sharing 
the lines for providing said information to said intermediate 
data producing means and the lines for a primary or a sec 
ondary distinguishing signal, by using a wire connection 
logic for updating and storing the information whether or not 
the corresponding word for each word is selected through a 
primary or a secondary searching operation which provides to 
said intermediate data producing means. 

5. An associative memory as claimed in claim 1, establish 
ing a same priority to each partial bit field of said intermediate 
data as the corresponding partial bit field of said external 
searching data, and operating a said secondary searching 
operation against said intermediate data in the order of 
descending priorities of said partial bit field. 

6. An associative memory as claimed in claim 1, storing a 
particular bit pattern in single or plural bits as said storage 
data excluded from a search object by said corresponding 
mask information in said primary searching operation, and 
selecting the word including said storage data, or partial bit 
field of said storage data as a searching target, coincident with 
the said intermediate data, or partial bit field of said interme 
diate data in a secondary searching operation. 

7. An associative memory as claimed in claim 1, carrying 
out a secondary searching operation regarding single or plural 
bits of said storage data excluded from the search object by 
said corresponding mask information in the primary search 
ing operation as a particular bit pattern, to select t the word 
including said storage data, or partial bit field of said storage 
data as a searching target, coincident with the said interme 
diate data, or partial bit field of said intermediate data pro 
vided as a search data. 

8. An associative memory as claimed in claim 6 or claim 7. 
wherein each bit of said particular bit pattern is in an invalid 
state for the storage data. 

9. An associative memory as claimed in any one of claims 
6 to 8, wherein said logical operation is a logical Sum (an OR 
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operation) of the storage data corresponding with the words in 
a selected State, with the valid state for the storage data as true, 
carrying out said secondary searching operation of selecting 
the word including said storage data coincident with said 
intermediate data as a result of said logical Sum (an OR 
operation). 

10. An associative memory as claimed in any one of claims 
6 to 9, wherein said logical operation is a logical multiplica 
tion (an AND operation) of the mask information correspond 
ing with the words in a selected state, with the valid state for 
the mask information as true; said first logical operation is 
conducted to produce said intermediate data in a manner that 
information of the same bit position of the said external 
search data is set as the intermediate data at the same bit 
position when a bit for the result of said logical AND infor 
mation is an invalid state for the mask information, or that 
invalid state of a storage data is set as intermediate data at the 
same bit position when a bit for the result of said logical AND 
information is a valid state for the mask information, and 
selecting the word including said storage data, coincident 
with the said intermediate data in a secondary searching 
operation. 

11. An associative memory as claimed in claim 1, wherein 
said logical operation is a logical multiplication (an AND 
operation) of the mask information corresponding with the 
words in a selected state, with the valid state for the mask 
information as true, and selecting the word including mask 
information, coincident with the said intermediate data, and 
possessing the selected State by that time in a secondary 
searching operation. 

12. A network device possessing a means, determining a 
transfer permission of said input transfer data with reference 
to an match state in search operation for a single or plural 
transfer rule, using an issuer network address and a destina 
tion network address annexed to an input transfer data as 
search data, said transfer rule wherein said network device 
which stores a transfer rule table to indicate a mask informa 
tion representative of whether or not every single bit or every 
plural bits of said storage data should be excluded from a 
search object, for every storage data including a bit field 
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corresponding to each component, information of transfer 
permission, and said single or plural transfer rule, said trans 
ferrule possessing, when all bits of determination input data 
are in a primary searching operation, said primary searching 
operation taking said mask information into account in order 
to exclude single or plural bits of said storage data from a 
search object when said corresponding mask information is in 
a valid state of mask information for each single word, a 
primary searching means to produce a primary distinguishing 
signal to distinguish a selected word, said network device 
possessing an intermediate data producing means which Sup 
ply an intermediate data produced by a logical operation of 
the storage data corresponding to words holding a selected 
state, a logical operation of the mask information correspond 
ing to said words, and a logical operation of a single or plural 
pairs of external search data, said network device possessing 
a single or plural shared secondary searching means when 
each partial bit field of divided said intermediate data are 
Supplied, similar to a composition of partial bit fields of said 
determination input data, controlling whether or not a sec 
ondary search operation is to be carried out for only a bit field 
of said storage data or mask information corresponding to 
said partial bit fields in transfer rule, with reference to a state 
of secondary search controlling signal, and producing a sec 
ondary identification signal for identifying a particular trans 
fer rule selected from said search operation, said network 
equipment memory possessing means producing said sec 
ondary search controlling signal in order to carry out said 
secondary search operation using said partial bit field of said 
intermediate data upon completion of said primary search 
operation using all bit fields of said determination input data 
as search data, said network device possessing a determina 
tion means to determine a transfer permission of said input 
transfer data, with reference to information of transfer per 
mission with said match signal. 

13. A network system in which data communication is 
carried out among apparatuses connected to the network via 
network equipment as claimed in claim 12. 
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