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(57) Abstract: The present embodiments relate to edge attestation of a
host node to access a cloud infrastructure environment. A set of authenti-
cation data can be obtained from a console for authorization of the host
node. The set of authentication data can include a first endorsement key
and an authentication policy identifying characteristics of the host node.
The host node can send a request for a network address to connect to the
cloud infrastructure environment. The host node can generate a second en-
dorsement key and authentication data that can be verified as correspond-
ing to the set of authentication data received from the console. Responsive
to validating the second endorsement key and the received host node au-

(P00 EXECUTION thentication data, the network address can be provided to the host node

that can be used to connect to the cloud infrastructure environment using
the network address.
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EDGE ATTESTATION FOR AUTHORIZATION OF A COMPUTING NOBE IN A
CLOUD INFRASTRUCTURE SYSTEM

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001} This application claims priority to U.S. Patent Application No. 17/523,789, filed
November 10, 2021, entitled “Edge Attestation for Authornzation of a Computing Nodein a
Cloud Infrastructure System,” the disclosures of which are herein incorporated by reference in

their entirety for all purposes.
FIELD

10002] The disclosed techniques pertain to cloud computing authentication. More
specifically, the disclosed techniques pertain to utilizing an edge component of a cloud
computing environment for authentication of host nodes that are new fo the environment,
e.g., prior to granting network access to the new host node.

BACKGROUND
{0003] Ina datacentier environment, a new component (e.g., a server) can be added as a
new hostdevice. The new components can be added to a cloud computing environment to
increase computing resources in the cloud environment or provide additional functionality to
applications/services executing on the components in the cloud environment. The new
component can be physically connected to other devices in a datacenter envitonment
connecting a plurality of devices implementing the cloud computing environment. For
instance, a colocation center can provide a datacenter environment housing the components

implementing a cloud computing environment.

{8004} However, in many instances, a datacenter environment {e.g., a colocation center)
can house computing devices/datacenters for other entities. In such instances, another entity
may have access to areas near the datacenter environment housing the components
implementing the cloud computing environment. For example, another entity can maliciously
connect a device to the datacenter environment without authorization. Without any
verification process, the connected device can gain access to data and/or services privately

maintained in the cloud computing environment.
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SUMMARY

[0005] The present embodiments relate to edge attestation of a host nodeto access a cloud
infrastructure environment. A first exemplary embodiment provides a method for atiestation
of a host node to access a cloud infrastructure environment. The method can include
obtaining a set of authentication data from a conscle for authorization of a host node. The set
of authentication data can include a first endorserent key and an authentication policy
identifying characteristics of the host node. The authentication policy can include a first

platform configuration register (PCR) value.

{80067 The method can also include obtaining, from the host node, a request for a network
address to connect to a cloud infrastructure environment. The method can also include
receiving a second endorsement key from the host node. The method can also include
comparing the second endorsement key with the first endorsement key recetved in the setof

authentication data to validatethe second endorsement key.

{0887} The method can also include receiving a set of host node authentication data from
the host node. The setof hostnode authentication data can include a second PCR value
comprising hashed register values during a boot procedure of the host node. The method can
also include comparing the received host node authentication data with the authentication
policy received in the set of authentication data to vahdate the received host node
authentication data by determining whether the first PCR vaiue matches the second PCR
value The method can also include, responsive to validating the second endorsement key and
the received host node authentication data, providing the network address to the host node.
The hostnode can be configured to connect to the cloud infrastructure environment using the

network address.

{00681 A second exemplary embodiment relates to a cloud infrastructure node. The cloud
infrastructure node can include a processor and a non-transitory computer-readable medium.
The non-transitory computer-readable medium can include instructions that, when executed
by the processor, cause the processor to obtain a set of authentication data from a consoclefor
authorization of the host node. The set of authentication data can include a first endorsement
key and an authentication policy identifying characteristics of the host node. The instructions
can further causethe processor to obtain, from the host node, a request for a network address

to connect to the cloud infrastructure environment.

{00691 The instructions can further cause the processor to transmit a request for a second

endorsement key to the host node. The instructions can further cause the processor to receive
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the second endorsement key from the host node. The instructions can further cause the
processor to compare the second endorsement key with the first endorsement key receivedin
ihe set of authentication data to validate the second endorsement key. The instructions can
further cause the processor to transmit a request for host node authentication datato the host
node. The instructions can further cause the processor to receive the host node authentication

data from the host node.

{0016} The instructions can further causethe processor to compare the received host node
authentication data with the authentication policy received in the set of authentication data to
validate the received host node authentication data. The instructions can further cause the
Processor o, responsive to validating the second endorsement key and the received hostnode
authentication data, provide the network address to the host node. The host node can be

configured to connect to the cloud infrastructure environment using the network address.

{80111 A third exemplary embodiment relates to a non-transitory computer-readable
medium. The non-transitory computer-readable medium caninclude stored thereona
sequence of instructions which, when executed by a processor causes the processor to execute
a process. The process can include obtaining a set of austhentication data from a console for
authorization of a host node. The set of authentication data can include a firstendorsement
key and an authentication policy identifying characteristics of the host node. The process can
also include obtaining, from the hostnode, a request for a network addressto connecitoa

cloud infrastructure environment.

{0012} The process can also include receiving a request for a pre-boot execution
environment client from the host node. The process can also include providing a pre-boot
execution environment client to the host node, wherein the host node 1s configured to execute

a boot procedure using the pre-boot execution environment client.

{6613} The process can also include receiving a second endorsement key from the host
node. The process can also include comparing the second endorsement key with the first
endorsement key received in the set of authentication data to validate the second endorsement
key. The process can also include receiving a set of host node authentication data fromthe

host node derived during the boot procedure using the pre-boot execution environment client.

{6814] The process can also include comparing the received host node authentication data
with the authentication policy received in the set of authentication data to validate the
recetved host node authentication data. The process can also include, responsive to validating

the second endorsement key and the received host node authentication data, providing the



io

[
19,1

20

25

30

WO 2023/086712 PCT/US2022/077605

network address to the host node. The hostnode canbe configured to connect to the cloud

infrastructure environment using the network address.
BRIEF DESCRIPTION OF DRAWINGS

{88151 FIG. 1isablock diagram of an example network environment, according to at teast

one embodiment.

{80161 FIG. 21s ablock diagram of an example cloud infrastructure system, according to at

feast one embodiment.

{00171 FIG. 3 is a signaling process tllustrating an example edge attestation process,

accordingto atleast one embodiment.

{0018} FIG. 4 is ablock diagram illustrating an example method performed by a SmartNIC

for performing an edge attestation process, according to at least one embodiment.

{00191 FIG Sis ablock diagram dlusirating an example method performed by a hostnode

to be validated using an edge attestation process, according to atleast one embodiment.

{86207 FIG. 6is ablock diagram dllustrating one pattern for implementing a cloud

infrastructure as g service system, according to at least one embodiment.

[0621] FIG. 715 a block diagram llustrating another pattern for implementing a cloud

infrastructure as a service system, according to at least one embodiment,

{6022} FIG. 81s a block diagram dlustrating another pattern for implementing a cloud

infrastructure as a service system, according to at least one embodiment.

{86231 FIG 9is ablock diagram illustrating another pattern for implementing a cloud

infrastructure as a service system, according to at least one embodiment.

{0624} FIG. 101sa block diagram illustrating an example computer system, according to at

least one embodiment.

DETAILED DESCRIPTION

{86251 Iumany instances, a plurality of computing devices {e.g., servers) and
applications/services executing on the plurality of computing devices can implement a cloud
computing infrastructure. Further, new host nodes can be added to the plurality of computing
devices to increase computing resources or functionalities for the cloud infrastructure. In such
instances, the new hostnodes can be managed by verifying an identity and security features

of the new computing devices. Such verification can be performed by remote attestation,
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which may include the computing devices providing cryptographically verifiable information
to verity the identity and configuration of each computing device. The remote attestation
procedure can beused to manage security of the devices in the network and identify a state of

a computing device, for example.

{0026} Rather than implementing a centralized service to centrally implement remote
attestation in the cloud infrastructure, a verification service can be performed by an edge
node in the cloud infrastructure environment near host nodes. The attestation verification
service can be included as part of a bump-in-the-wire node (e.g., a smart network interface
controller (SmartNIC)) in the cloud infrastructure. Implementing an attestation verification
service at a SmartNIC can offload processing tasks from central components of the cloud
infrastructure, thereby increasing data processing efficiency of the cloud infrastructure.
Further, in the event of a failure in the atfestation verification service may only impacta
smali number of devices/applications with the attestation verification service heing executed

on the SmartNIC on the edge of the cloud infrastructure.

{06271 Thepresentembodiments relate to an edge attestation service for authentication and
authorization of host nodes in a network environment. Prior to a new host node being allowed
access to the network, an authentication process can be performed. For example, a console
can interact with an edge component (e.g., a smartNIC} in the cloud infrastructure to obtain a
set of authentication data{e. g, a public endorsement key, tenancy authentication data) for

verification of'the new hostnode.

[0028] In some instances, the SmartNIC can provide a pre-boot execution environment
{e.g, 1IPXE) 1o the host node for the host node to execute a boot procedure without requiring
an O8 to be previously installed on the hostnode. For example, an iPXE client can be
provided to the hostnodeto allow for communication between the iPXE client executingon

the hostnode and an 1IPXE environment executing on the SmartNIC.

{6029} The SmantNIC can transmit a request for an endorsement key to the host node and,
in response, the host node can generate the endorsement key (e.g., based on a generated
public/private key pair). The SmartNIC can obtain the endorsement key and compareit with
the public endorsement key received in the set of authentication data and verify that the
endorsement key obtained from the host node corresponds with (e g, matches) the public
endorsement key recetved n the set of authentication data. Verifying the recetved

endorsement key can verify the identity of the host node.
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{00381 The SmartNIC can transmit a request for authentication datato the host node. The
authentication data can include data authenticating the host node, such as a firmware
coufiguration, a device configuration, a platform configuration register (PCR) value, etc. The
host node can generate the authentication data and can provide the generated authentication
data to the SmartNIC. The received authentication data can be compared with the
authentication policy received in the set of authentication datato validate the received
authentication data {e.g., by matching a PCR value generated by the host nodewith a

corresponding PCR value provided in the set of authentication data).

{6031} The SmanNIC can provide a network address to the host node responsive to
validating the received endorsement key and the authentication datareceived from the host
node. Providing the network address (e g, internet protocol {(IP) address) to the host node can
allow the hostnode to access components/applications/services in the cloud infrastructure.

This can allow for increased security in providing access to the cloud infrastructure.

A, SYSTEM OVERVIEW

{0032} FIG. 1is ablock diagram of an example network environment 100. The network
environment 100 can allow for data communication between devices in the environment
using one or more networks (e g, the Internet}. As shownin FIG. 1, the network environment
100 can include any of a console 102, a cloud infrastructure (CI} system 104 (and

corresponding computing devices 106a-¢), and host node 108

{0633} The console 102 can include g computing device {e.g, laptop computer) capable of
communicating with the Cl system 104. Forinstance, the console 102 can provide
instructions 1o create an instance for the hostnode 108 {e.g., including the set of
authentication data) to the Cl system 104, As another example, the console 102 can instruct
the hostnode 108 to fetch a pre-boot execution environment client {e.g., iPXE) from the C1

system 104 orinitiate a session between the host node 108 and SmanNIC 110

{0034} The CI system 104 as described herein can include one or more interconnected
computing devices implementing one or more cloud applications or services. For instance,
the CI systermn 104 can store and provide access to database data {e.g., via a query of the
database) The computing devices {e.g., 106a-~c)included in the Clsystem 104 can be located

in one or more datacenter environments (e.g., colocation centers).

{60351 Asshownin FIG. 1, computing device 106¢ can implement a SmartNIC 110, The

SmartNIC 110 can be located on an edge component (e.g., computing device 106¢) in the CI
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system 104 Forexample, the SmartNIC 110 can reside on a server disposed in a datacenter
acting as an edge access point to the Clsystem 104, The SmartNIC 110 can perform the

remote attestation service as described herein.

[80836] Thehostnode 108 can include a computing device {e.g., a server} or series of
computing devices being introduced to the Cl system 104 Forinstance, the hostnode can
inchude a server that is connected to the Cl system 104 at a datacenter environment{e.g , a
colocation center} and is requesting to access the CI system 104, The hostnode 108 can be
configured to perform variousprocessing tasks or implement one or more
applications/services. As described herein, the host node 108 can request a network address
to access the Clsystem 104 and receive the network addressresponsive to the SmariNIC 110
validating endorsement keys and authentication data provided by the console 102 and host

node 108, respectfully.

{80371 FIG. 2 is ablock diagram of an example cloud infrastructure system 104. As
described above, the Cl system 104 can include one or more interconnected computing
devices implementing various applications/services. The Cl systers 104 caninclude oue or
more central computing devices implementing core functionality of the Clsystem 104 and an
edge device maintaining the SmantNIC 110. The SmartNIC 110 caninteract with the host
node (e.g., 108) to obtain authentication data and validate the authentication data as described

herein.

{6038} The Cl system 104 can include a pre-boot execution environmeni 204. The pre-boot
execution environment 204 can include anenvironment {e.g , iPXFE) configured tc provide a
chientto the host node allowing the host node to execute the pre-boot execution environment
without an mnstalled operating systemn (O8) on the host node. For instance, the host nodecan
retrieve an tPXE client from the SmartNIC and executethe iPXE clientby interacting with

the pre-boot execution environment 204 executing in the CI system 104.

{6039} The ClI system 104 can include a storage module 206, The storage module 206 can
store various data types (e.g., mounted boot partitions for validated host nodes)y across

devices in the Cl system 104,

{08481 The Cl svstem 104 can include console authentication data 208, The console
authentication data 208 can include data obtained in a set of authentication datatfrom a
console for edge attestation of a new hostnode. The console authentication data 208 can

include a first endorsement key (EK) 2103 and a tevancy authorization policy 212, In some

-3
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instances, the console authentication data 208 can store ¢btained authentication datatora

plurality of host nodes introduced to the Cl system 104,

{0041} The first EK 210a can includea key {e.g, a trusted platform module (TPM) RSA
key ) provided by the console identifying the host node. The tenancy authorization polhicy 212
can include characteristics of the host node, such as a firmware version, a configuration

setting, a PCR value, etc.

{80421 The CI system 104 can also include host authentication data 214 The host
authentication data 214 can includeinformation obtained from a hostnode, such as a second
EK 210b and authentication data (or “auth data”) 216. The data in the host authentication data
214 can be compared with console authentication data 208 for identification and validation of

the host node as described herein.

{0043} The Cl system 104 can include an authentication data retrieval module 218. The
authentication data retrieval module 218 can obtain authentication data (e.g., console
authentication data 208} and receive host authentication data (e g., 214) from the host node as
described herein. In some instances, the authentication data retrieval module 218 canrequest
the host authentication data {e.g., 214) responsive to providing a pre-boot execution
environment client to the host node and/or receiving a request for a network addressfrom ten

host node.

{80441 The Cl system 104 can include a key vertfication module 220, The key verification
module 220 can obtain a key from a host node and verify the key using the key provided by
the console 102, Veritying the key can include determining whether the received key
matches/corresponds to {e.g., includes a number of similarities to) the key provided by the

console.

{00451 The CI system 104 can include an authentication {auth) data venfication module
222 The auth data verification module 222 can obtain/identify auth data and compare the
received auth data with an auth policy received from the console. For instance, auth data can
specify a firmware version, a host node configuration, a PCR value {e.g , a hashed series of
values added responsive to components identified/activated during a boot procedure), ete. In
this example, the auth data can be compared with a tenancy auth policy to match values,
firmware versions, data types specific to the host node, etc. Responsive to the key and the
auth data being verified, the host node can be verified and allowed access to the cloud

infrastructure {e.g., by providing the host node a network address}.
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B. EXAMPLE METHODS FOR PERFORMING AN EDGE ATTESTATION PROCEDURE

{06467 FIG. 3 1s asignaling process 300 iflustrating an example edge attestation process.
Asshown in FIG. 3, a console 302 and a host node 308 can interact with a SmartNIC 306

{e.g, executed on an edge computing device in the CI system).

{00471 At 310, the console 302 cansend a request to create a new host instance to the
SmartNIC 306. The request to create a new host instance can tdentify the new host node and
can include a first endorsement key and a tenancy auth policy for verification of the host

node.

{0048] At 312 theconsole 302 cansend a request to start the host node instance to the host
node 308 The request received by the host node 308 can include instructions to connect to

the SmartNIC 300 and initiate a boot procedure.

[0049] At 314, the hostnode 308 can send a request for a pre-boot execution environment
{e.g, an iIPXE client) to the SmartiNIC 306. The request can include a request for the iPXE
client from the SmartNIC 306, As described herein, the iPXE client can allow foraboot
procedure to be performed by the host node 308 without an operating system being loaded on

the hostnode 308,

{B050] At 316, The SmartNIC 306 can provide the pre-boot execution environment{e.g.,
the iIPXE client) to the hostnode. At 318§, the host node 308 can execute the pre-hoot
execution environment {e.g, by the 1PXE clientinteracting with an iPXE instance associated
with the SmartNIC 306 executing on an edge device. Executing the pre-boot execution
environment can execute a boot procedure that inchudes running a boot procedure, initiating

services/applications, and componerts, ete.

{0031} In some instances, during the boot procedure, a PCR value can be computed. The
PCR value can include a hashed series of values indicating each initiated compounent/service
by the hostnode 308. The PCR value can be indicative of a state of the host node 308 after

the boot procedure.

{00521 At 320, hostnode 308 canrequest network address from the SmartNIC 306 The
network address (e g, an IP address) can allow for connection to the Cl system. The
SmartNIC 306 may only give the network address responsive to validating the hostnode as

described heremn.
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{00531 At 322, the SmartNIC 306 can request a public endorsement key (EK) from the host
node 308 At 324, the host node 308 can generate a public/private key pair. At326, the host
node 308 can generate the public endorsement key from the key pair. At328, the hostnode
308 can send the public endorsement key to the SmartNIC 306. The public endorsementkey
can be compared with the key provided during the request to create the instance (e.g., at 310)

provided by the console.

[0084] At 330, the SmarntNIC 306 can request a set of auth data from the hostnode 308, At
332, the hostnode 308 can generate the requested set of auth data (e.g., details relating to the
host node, a firmware version, a configuration setting, a PCR value) as specified in the

request for the set of auth data. At 334, the host node 308 can send the set of auth data to the

SmartNIC 306 for verification of the auth data.

[0055] At 330, the SmartNIC can validate the received public endorsement key and the set
of auth data. This can include comparing the data received from the host node 308 with data

obtained from the conscle 302 in the request to create the instance {e.g., at 310).

{0086] Responsive to validating the received data, at 338 the SmartNIC 306 can send a
network address to the hostnode 308 The network address can allow for connection and data
communication between the host node 308 and the CI system. At 340, the SmartNIC 306 can

mount a boot partition specific to the host node at a block storage 304.

{80871 FIG. 4 is ablock diagram 400 illustrating an example methed performed by a
SmartNIC for performing an edge attestation process. At 402, the SmartNIC can obtain a set
of authentication data from a console for authorization of the host node. The set of
authentication data canincludea first endorsement key and an authentication policy

tdentifying characteristics of the host node.

{0058 At 404, the SmartNIC provide a pre-boot execution environment {(e.g., an iPXE
chient). The SmartNIC can receive a request for a pre-boot execution environment client from
the hostnode. The SmartNIC can providing a pre-boot execution environment client to the
hostnode. The hostnode can be configured to execute a boot procedure using the pre-boot

execution environment client.

[0039] At 406, the SmartNIC can obtain, from the host node, a request for a network
address to connect to the cloud infrastructure environment. In some nstances, the requestfor

the network address is obtained from the hostnode responsive o the host node connecting o

10
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a datacenter environment comprising one or more computing devices implementing the cloud

infrastructure enviromment.

{00607 At 408, the SmartNIC can transmit a request for a second endorsement key to the
hostnode. At410, the SmartNIC can receive the second endorsement key from the host node.

The second endorsement key can include a public attestation identity key (AIK}.

{06617 At 412, the SmartNI{T can compare the second endorsement key with the first
endorsement key received in the set of authentication data to valid ate the second endorsement
key. This can include determining that at least one value in the second endorsement key

maiches a corresponding valuein the first endorsement key.

{00621 At 414, the SmantNIC can transmit a request for host node authentication data to the
hostnode. At416, the SmartNIC can receive the host node authentication data from the host

node.

[0863] At 418, the SmartNIC can comparing the received host node authentication data
with the authentication policy recaived in the set of authentication data to validate the
received host node authentication data. This can include identifying a first platform
configuration register (PCR) value included in the authentication policy and a second PCR
value provided in the received host node authentication data {¢.g., generated duringa boot
procedure). The second PCR value can include hashed register values during a boot
procedure of the host node thatindicates a state of the host node after the boot procedure.
This can also include determining whether the first PCR value matches the second PCR
value. The received host node authentication data can be validated responsive to determining

that the first PCR value matches the second PCR value.

{00641 At 420, the SmartNIC can provide the network address to the hostnode The host
node can be configured to connect to the cloud infrastructure environment using the network
address. This may be performed responsive to validating the second endorsement key and the

received host node authentication data.

{0065] FIG. 5is a block diagram 500 illustrating an example method performed by a host
node to be validated using an edge attestation process. At 502, the host node canreceivea
request to start an instance from a console. The request to start the instance caninclude
instructions to communicate with a SmartNIC and instructions to imaplement a boot

procedure.
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{00661 At 504, the hostnode canrequest a pre-boot execution environment from a
SmartNIC. At 506, the hostnode canreceive the pre-boot execution environment from the
SmartNIC. At SO8, the host node canexecute the pre-boot execution environment. The pre-
boot execution environment can include an iPXE client capable of performinga boot
procedure without the use of an operating system on the host node by interacting with a iPXE

instance at the SmanNIC.

{00671 At S10, the hostnode cantransmit a request for a network address (e.g, IP address)
from the SmartNIC. At 512, the hostnode canreceive a request for a public endorsement key
{EK pub)from the SmartNIC. At 3514, the host node can generate the EXK pub. The EK pub
can be generated from a public/private key pair generated by the hostnode. At 516, the host
node can fransmit the generated EK pub to the SmanNIC. The SmantNIC can validate the
received EK pub {e. g, or second endorsement key} by comparing the received EK pub with a

key received by a console.

{0068} At 518, the hostnode canreceive a request for auth data(e g, hostnode
authentication data). At 520, the host node can generate auth data(e.g., a second PCR value
based on the boot procedure}. At 522, the host node can transmit the generated auth data to
the SmartNIC. The SmartNIC can validate the auth data by comparing the received auth data

with an authentication policy.

{80691 At 524, the hostnode canreceive a network address from the SmartNIC. The
network address can allow for connection/data transmission to the cloud infrastructure using
the network address. The network address can be received responsive to the SmartNIC

validating the auth data.
LON JAASOVERVIEW

{8678} Asnoted above, infrastructure as a service (1aaS) is one particular type of cloud
computing faaS can be configured to provide virtualized computing resources over a public
network {(e.g , the Internet). In an IaaS model, a cloud computing provider can host the
infrastructure components (e.g., servers, storage devices, network nodes{e. g, hardware),
deployment software, platform virtualization (e g, a hypervisor layer), or the like). In some
cases, an laaS provider may also supply a variety of services to accompany those
infrastructure compounents {e.g., billing, monitoring, logging, load balancing and clustering,
etc.}. Thus, as these services may be policy-driven, laaSusers may be able to implement

policies to drive load balancing to maintain application availability and performance.
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{80711 Insome instances, [aaS customers may access resources and services through a
wide area network {WAN), such as the Internet, and can use the cloud provider's services to
instal] the remaining elements of an application stack. For example, the user canlogin to the
faaS platform to create virtual machines (VMs), imstall operating systems {OSs) on each VM,
deploy middleware such as databases, create storage buckets for workloads and backups, and
even install enterprise software into that VM. Customers can then use the provider's services
to perform various functions, including balancing network traftic, troubleshooting application

issues, monitoring performance, managing disaster recovery, etc.

{6872} In mostcases, a cloud computing model will require the participation of a cloud
provider. The cloud provider may, but need not be, a third -party service that specializes in
providing {e.g., offering, renting, selling) TaaS. An entity might also optto deploy a private

cloud, becoming its own provider of infrastructure services.

{80731 Insome examples, IaaS deploymentis the process of putting a new application, or a
new version of an application, onto a prepared application server or the like. It may also
include the process of preparing the server (e g., installing hibraries, daemonsg, etc.). Thisis
often managed by the cloud provider, below the hypervisor layer (e g, the servers, storage,
network hardware, and virtualization). Thus, the customer may be responsible for handling
(0S), middleware, and/or application deployment {e. g, on self -service virtual machines {e.g.,

that can be spun up on demand} or the like.

{6874} In some examples, IaaS provisioning may refer to acquiring computers or virtual
hosts for use, and eveninstalling needed libraries or services on them. In most cases,
deployment does not include provisioning, and the provisioning may need to be performed

{irst.

{8073] In some cases, there are two different challenges for faaS provisioning. First, there
is the initial challenge of provisioning the initial set of infrastructure before anything is
running Second, there is the challenge of evolving the existing infrastructure{e.g., adding
new services, changing services, removing services, etc. ) once everything has been
provisioned. ln somecases, these two challenges may be addressed by enabling the
configuration of the infrastructure to be defined declaratively . In other words, the
infrastructure {(e.g., what components are needed and how they interact) can be defined by
one or more configuration files. Thus, the overall topology of the infrastructure {e.g., what

resources depend onwhich, and how they each work together) can be described declaratively.
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In some instances, once the topology is defined, a workflow can be generated that creates

and/or manages the different components described in the configuration files.

{80761 Insome exarples, an infrastructure may have many interconnected elements. For
example, there may be one or more virtual private clouds (VPCs) {e.g., a potentially on-
demand pool of configurable and/or shared computing resources), also known as a core
network . In some examples, there may alse be one or more inbound/outbound traffic group
rules provisioned to define how the inbound and/or cutbound traftic of the network will be
setup and one or more virtual machines (VMs). (Mher infrastructure elements may also be
provisioned, such as a load balancer, a database, or the like. As more and moreinfrastructure

elements are desired and/or added, the infrastrocture may incrementaily evolve.

{88771 Insome instances, continuous deployment techniquesmay be employed to enable
deployment of infrastructure code across various virtual computing environments.
Additionally, the described techniques can enable infrastructure management within these
environments. In some examples, serviceteams can write code that is desired 1o be depleyed
to one or more, but often many, different production environments {¢ ., across various
different geographic locations, sometimes spanning the entire world). However, in some
examples, the infrastructure on which the code will be deployed may need to be setup first.
In some instances, the provisioning can be done manually, a provisioning tool may be utilized
to provision the resources, and/or deployment tools may be utilized to deploy the code once

the infrastructure is provisioned.

{0078} FIG. 6is ablock diagram 600 illustrating an example pattern of an faaS
architecture, according to at least one embodiment. Service operators 602 can be
communicatively coupled to a secure host tenancy 604 that can include a virtual cloud
network (VON) 6006 and a secure host subnet 608, [n some examples, the service operators
602 may be using one or more client computing devices, which may be portable handheld
devices {e.g , an iPhone®, cellular telephone, an 1Pad®, computing tablet, a personal digital
assistant (PDA)) or wearable devices (e.g., a Google Glass® head mouunted display), running
software such as Microsoft Windows Mobile®, and/or a variety of mobile operating systems
such as 108, Windows Phone, Android, BlackBerry 8, Palm OS, and the like, and being
Internet, e-mail, short message service {SMS), Blackberry®, or other communication
protocol enabled. Alternatively, the client computing devices canbe gengral purpose personal
computers including by way of example, personal computers and/or laptop computers

running various versions of Microsoft Windows®, Apple Macintosh®, and/or Linux
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operating systems. The client computing devices can be workstation computers running any
of a variety of commercially-available UNIX® or UNIX-like operating systems, including
without limitation the variety of GNU/Linux operating systems, such as for example, Google
Chrome OS. Alternatively, or in addition, chient computingdevices may be any other
electronic device, such as a thin-client computer, an Internet-enabled gaming system {e.g, a
Microsoft Xbox gaming console with or without a Kinect® gesture input device), and/or a
personal messaging device, capable of communicating over a network that can access the

/CN 606 and/or the Internet.

{6879} The VCN 606 can include a local peering gateway (LPG} 610 thatcan be
communicatively coupled to a secure shell (SSH) VCN 612 via an LPG 610 contained in the
SSHVCN 612, The SSH YCN 612 can include an SSH subnet 014, and the S5H VCN 612
can be communicatively coupled to a control plane VCN 616 via the LPG 610 contained in
the control plane VON ¢16. Also, the SSH VON 612 can be communicatively coupled to a
data plane VON 618 via an LPG 610, The control plane VON 616 and the dataplane VON
618 can be contained in 3 service tenancy 019 that can beowned and/or operated by the faa$

provider.

{00881 The control plane VCN 616 can include a control plane demilitarized zone (BMZ)
tier 620 that acts as a perimeter network {e.g., portions of a corporate network between the
corporate intranet and external networks). The DMZ-based servers may have restricted
responsibilities and help keep breaches contained. Additionally, the DMZ tier 620 can
include one or more load balancer (LB) subnet(s) 622, a control plane app tier 624 that can
include app subnet{s) 626, a conirol plane data tier 628 that can include database (DB}
subnet{s} 030 {e.g., frontend DB subnet(s) and/or backend DB subnet(s)). The LB subnet(s)
622 contained in the control plane DMYZ tier 620 can be communicatively coupled to the app
subnet(s) 626 contained in the control plane app tier 624 and an Internet gateway 634 that can
be contained in the countrol plane VCN 616, and the app subnet(s) 626 can be
communicatively coupled to the DB subnet(s} 630 contained in the control plane data tier 628
and a service gateway 0636 and a network address translation (NAT) gateway 638 The
control plane VCN 616 can include the service gateway 636 and the NAT gateway 638,
{0081} The control plane VCN 616 can include a data plane mirror app tier 640 that can
include app subnet(s) 620. The app subnet(s) 626 contained in the data plane misror app tier
640 can include a virtual network interface controller (VNIC) 642 that can execute a compuie

instance 644. The compute instance 644 cancommunicatively couple the app subnet(s) 626
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of the data plane mirror app tier 640 to app subnet{s) 626 that can be contained in a data

plane app tier 646.

{0082} The data plane VCN 618 can includethe data planeapp tier 646, a data plane DMZ
tier 648, and a data plane data tier 650. The data plane DMYZ tier 648 can include LB
subnet(s} 622 that can be communicatively coupled to the app subnet(s) 626 of the data plane
app tier 646 and the Internet gateway 634 of the data plane VON 618. The app subnet{s) 626
can be communicatively coupled to the service gateway 636 of the data plane VCN 618 and
the NAT gateway 638 of the data plane VCN 618, The data plane datatier 650 can also
include the DB subnet(s) 630 that can be communicatively coupled to the app subnet{s} 626

of the data plane app tier 646.

{0083} The Internet gateway 634 of the control plane VCN 616 and of the data plane VCON
618 can be commuuicatively coupled to a metadata management service 652 that canbe
communicatively coupled to public Internet 654 Public Internet 654 can be communicatively
coupled to the NAT gateway 638 of the control plane VCN 616 and of the dataplane VCN
618. The service gateway 636 of the control plane VON 616 and of the dataplane VON 6138

can be communicatively couple to cloud services 656.

{00841 Iusome examples, the service gateway 636 of the control plane VON 616 orofthe
data plane VCN 618 can make application programming interface { API) calls to cloud
services 656 without going through public Internet 654, The API calls to cloud services 656
from the service gateway 636 can be one-way: the service gateway 636 canmake AP calls to
cloud services 656, and cloud services 650 can send requested data to the service gateway

636. But, cloud services 656 may not initiate API calls to the service gateway 636,

{0685}  In some examples, the secure host tenancy 604 canbe directly connected to the
service tenancy 619, which may be otherwise isolated. The secure host subnet 608 can
communicate with the SS8H subnet 614 through an LPG 610 that may enable two -way
communication over an otherwise isolated system. Connecting the secure host subnet 608 to
the SSH subnet 614 may give the secure host subnet 608 access to other entities within the

service tenancy 619.

{00861 The control plane VCN 016 may allow users of the servicetenancy 619 to setup or
otherwise provision desired resources. Besired resources provisioned in the control plane

VCN 616 may be deploved or otherwise used in the data plane VCN 618 In someexamples,
the control plane VCN 616 can be isolated from the data plane VON 618, and the data plane

mirror app tier 640 of the control plane VCON 616 can commumicate with the data plane app
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tier 640 of the data plane VON 618 via VNICs 642 that can be contained in the data plane

mirror app tier 640 and the data plane app tier 646

{00871 In some examples, users of the system, or customers, can make requests, for
example create, read, update, or delete (CRUD) operatious, through public Internet 654 that
can communicate the requests to the metadata management service 652. The metadata
management service 652 can communicate the request to the conirol plane VCN 616 through
the Internet gateway 634. The request can be received by the LB subuet(s) 622 contained in
the control plane DMYZ tier 620, The LB subnet(s) 622 may determine that the request is
valid, and in response to this determination, the LB subnet{(s) 622 can transmit the request to
app subnet(s) 620 contained in the control plane app tier 624 It the request is validated and
requires a call to public Internet 654, the call to public Internet 634 may betransmitied to the
NAT gateway 63 8 that can make the call to public Internet 654 Memory that may be desired

o be stored by the request can be stored in the DB subnet{s) 630,

{0088} In some examples, the data plane mirror app tier 640 can facilitate direct
communication between the conirol plane VCN 616 and the data plane VON 618 For
example, changes, updates, or other suitable modifications to configuration may be desired to
be applied to the resources contained in the data plane VCN 618 Viaa VNIC 642, the
control plane VCN 616 can directly communicate with, and can thereby executethe changes,
updates, or other suitable modifications to configuration 1o, resources contained in the data

plane VCN 618.

{00891 In some embodiments, the control plane VON 6106 and the data plane VCN 618 can
be contained in the service tenancy 619, In this case, the user, or the customer, of the system
may not own or operate either the control plane VON 616 orthe data plane VCN 618,
Instead, the 1aaS provider may own or operate the control plane VUN 616 and the data plane
YCN 618, both of which may be contained in the service tenancy 619. This embodiment can
enable isolation of networks that may prevent users or customers{rom interacting with other
users’, or other customers’, resources. Also, this embodiment may allow users or customers
of the system to store databases privately without needing to rely on public Internet 654,

which may nothave a desired level of threat prevention, for storage.

{6090} In other embodiments, the LB subnet(s) 622 contained in the control plane VON
616 can be configured to receive a signal from the service gateway 036, In this embodiment,
the control plane VON 6106 and the data plane VON 618 may be configured to be called bya

customer of the IaaS provider without calling public Internet 654. Customers of the [aa8
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provider may desire this embodiment since database(s) that the customers use may be
controlled by the {aaS provider and may be stored on the service tenancy 619, which mav be

isolated from public Internet 654,

[00%1] FIG. 7 is ablock diagram 700 itlustrating another example pattern of an faaS
architecture, according to at least one embodiment. Service operators 702 {e.g. service
operators 602 of FIG. 6) can be communicatively coupled to a secure hosttenancy 704 (e g
the secure hosttenancy 604 of FIG. 6) that can include a virtual cloud network (VCN) 706
{e.g the VCN 606 of FIG. 6) and a secure host subnet 708 {e g the secure host subnet 608 of
FIG. 6). The VON 706 can include a local peering gateway (LPG) 710 {e.g the LPG 610 of
FIG. 6) that can be communicatively coupled to a secure shell (SSH) VCN 712 (e g the SSH
VCN 612 of FIG. 6} via an LPG 010 contained in the SSHVON 712, The SSH VCN 712 can
include an SSH subnet 714 (e.¢. the SSH subnet 614 of FIG. 6}, and the SSHVCN 712 can
be communicatively coupled to a control plane VON 716 (e.g. the control plane VCN 616 of
FIG. 6y viaan LPG 710 contained in the control plane VON 716, The control plane VON 716
can be contained in a service fenancy 719 (e g the service tenancy 619 of FIG. 6}, and the
data plane VCN 718 (e g. the data plane VCN 618 of FIG. 6} can be contained in a customer

tenancy 721 that may be owned or operated by users, or customers, of the system.

{80921 The control plane VON 716 can include a control plane DMZ tier 720 {e.g. the
control plane DMZ tier 620 of FIG. 6) that can include LB subnet(s)} 722 (e.g LB subnet{s)
622 of FIG. 6}, a control plane app tier 724 {e.g. the control plane app tier 624 of FIG. &) that
can include app subnet{(s) 726 {e.g app subnet(s) 626 of FI(G. 6), a control plane datatier 728
{e.g the control plane data tier 628 of FIG. 6} that can include database {B) subnet(s) 730
{e.g similar to DB subnet(s) 630 of FIG. 6. The LB subnet(s} 722 contained in the control
plane DMYZ tier 720 can be communicatively coupled to the app subnet(s) 726 contained in
the control plane app tier 724 and an Iniernet gateway 734 (e g the Intemnet gateway 634 of
FIG. o) that can be contained in the control plane VCN 710, and the app subset{(s) 726 can be
communicatively coupled to the DB subnet(s} 730 contained in the control plane data tier 728
and a service gateway 736 {e.g the service gateway of FI(G. 6) and a network address
transtation (NAT) gateway 738 (e.g the NAT gateway 638 of FIG. 6). The control plane

VN 716 can include the service gateway 736 and the NAT gateway 738,

{86931 'The conirol plane VUN 716 can include a data plane mirror app tier 740 {e. g the
data plane mirror app tier 640 of FIG. 6) that can include app subnet{s) 726. The app

subnet(s) 726 contained in the data plane mirror app tier 740 can include a virtwal network
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interface controller (VNIC) 742 (e.g the VNIC of 642) that can execute a compute instance
744 {e.g. similar to the compute instance 644 of FIG. 6). The compute instance 744 can
facilitate commuunication between the app subnet(s) 726 of the data plave mirror app tier 740
and the app subnet{s) 726 that can be contained in a data plane app tier 746 {¢.g the data
plane app tier 646 of FIG. 6) via the VNIC 742 contained in the data plane mirror app tier

740 and the VNIC 742 contained in the data plane app tier 746,

{0094] The Internet gateway 734 contained in the control plane VCN 716 can be
communicatively coupled to a metadata management service 752 {e.g. the metadata
management service 652 of FIG. 6) that can be communicatively coupled to public Internet
754 (e.g. public Internet 654 of FIG. &). Public Internet 754 can be communicatively coupled
to the NAT gateway 738 containedin the control plane VON 716, The service gateway 730
contained in the control plane VCN 716 can be communicatively couple to cloud services

756 (e.g cloud services 656 of FIG. 6).

[0095] In some examples, the data plane VCN 718 canbe contained in the customer
tenancy 721 In this case, the Taa8 provider may provide the control plane VCN 716 for each
customer, and the a8 provider may, for each customer, set up a unique compute instance
744 that is contained in the service tenancy 719. BEach compute instance 744 may allow
communication between the control plane VON 716, contained in the service tenancy 719,
and the data plane VON 718 that is contained in the customer tenancy 721, The compute
instance 744 may allow resources, that are provisioned in the control plane VCN 716 thatis
contained in the service tenancy 719, to be deployed or otherwise used in the data plane VON

718 that is contained in the customer tenancy 721

{0096] In otherexamples, the customer of the 1aaS provider may have databases that ive in
the customer tenancy 721. In this example, the control plane VCN 716 can include the data
plane mirror app tier 740 that can include app subnet(s) 726. The data plane mirror app tier
740 can reside in the data plane VCN 718, but the data plane mirror app tier 740 may not live
in the data plane VUN 718. That is, the data plane mirror app tier 740 may have access {o the
customer tenancy 721, but the data plane mirror app tier 740 may not exist in the data plane
VCN 718 or be owned or operated by the customer of the 1aaS provider. The data plane
mirror app tier 740 may be configured to make calls to the data plane VCN 718 but may not
be configured to make calls to any entity contained in the control plane VOCN 716 The

customer may desire to deploy or otherwise use resources in the data plane VOCN 718 that are
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provisioned in the control plane VCN 716, and the data plane mirror app tier 740 can

facilitate the desired deployment, or other usage of resources, of the customer.

{80971 In some embodiments, the customer of the Taa8 provider can apply filters to the da
plane VCN 718 In this embodiment, the customer candetermine what the data plase VON
718 can access, and the customer may restrict access to public Internet 754 from the data
plane VON 718 The [aaS provider may not be able to apply filters or atherwise control
access of the data plane VCIN 718 to any outside networks or databases. Applying filters and
controls by the customer onto the data plane VON 718§, contained in the customer tenancy
721, can help isolate the data plane VCN 718 from other customers and from public Internet

754,

{0028} v some embodiments, cloud services 756 canbe called by the service gateway 736
to access services that may not exist on public Internet 754, on the control plane VON 716, or
on the data plane VCN 718. The connection between cloud services 756 and the control plane
YVCN 716 or the data plane VCN 718 may not be live or continuous. Cloud services 756 may
exist on a different network owned or operated by the 1aaS provider. Cloud services 756 may
be configured to receivecalls from the service gateway 736 and may be configured to not
recetve calls from public Internet 754. Some cloud services 756 may be isolated from other
cloud services 756, and the control plane VCN 716 may beisolated from cloud services 756
thatmay notbe in the same region as the control plane VON 716. For example, the contral
plane VCIN 716 may be located in “Region 1,7 and cloud service “Deployment 6,7 may be
focated in Region 1 and in “Region 2.7 If a call to Deployment 6 1s made by the service
gateway 736 contained in the control plane VCN 716 located in Region 1, the call may be
transmitted to Deployment 6 in Region 1. Io this example, the control plane VCN 716, or
Deployment 6 in Region 1, may notbe communicatively coupled to, or otherwise in

communication with, Deployment 6 in Region 2.

{00991 FIG Bis ablock diagram 800 llustrating another example pattern of an aaS
architecture, according to atleast one embodiment. Service operators 802 {e.g. service
operators 602 of FIG. 6) can be communicatively coupled to a secure hosttenancy 804 (e g,
the secure host tenancy 604 of FIG. 6) that can include a virtual cloud network (VCN) 806
{e.g the VCN 606 of FIG. 6) and a secure host suboet 808 (e.g. the secure host subnet 608 of
FIG. 6). The VUN 806 can include an LPG 810 {e.g. the LPG 610 of FIG. 6} thatcanbe
communicatively coupledto an SSHVCON 812 (e g the SSH VCN 612 of FIG. @) viaan LPG
810 contained in the SSH VCN 812, The SSHVCN 812 can include an SSH subnet 814 {e.g.
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the SSH subnet 614 of FIG. 6}, and the SSH VCN 812 can be communicatively coupled to a
control plane VCN 816 {e.g. the control plane VCN 616 of FIG. 6) via an LPG 810 contained
in the conirol plane VON 816 and to a data plane VCN 818 {e.g. the data plane 618 of FIG. 6}
via an LPG 810 contained in the data plane VON 818, The control plane VCN 816 and the
data plane VCN 818 can be contained in a service tenancy 819 (e g the service tenancy 619
of FIG. 6).

{0100} The countrol plane VCN 816 can include a control plane DMZ tier 820 {e.g. the
control plane DMZ tier 620 of FIG. 6) that can include load balancer (LB} subnet(s) 822 {e.g.
LB subnet(s} 622 of FIG. 6), a control plane app tier 824 {e g the control planeapp tier 624
of FIG. 6) that can include app subnet(s) 826 (e.g similarto app subnef(s) 626 of FIG. 6}, a
conirol plane data tier 828 (¢.g the countrol plane data tier 628 of FIG. 6) that can include DB
subnet(s) 830. The LB subnet(s) 822 contained in the control plane DMYZ tier 820 can be
communicatively coupled to the app subnet(s) 826 contained in the control plane app tier 824
and to an Internet gateway 834 (e.g the Internet gateway 634 of FIG. 0) that can be contained
in the control plane VCON 816, and the app subnet(s) 826 can be communicatively coupledio
the DB subnet{s) 830 contained in the control plane data tier 828 and to a service gateway
836 {c.g the service gateway of FIG. 6) and a network address translation (NAT) gateway
838 {e.g the NAT gateway 638 of FIG. 6). The control plane VUN 816 caninclude the

service gateway 836 and the NAT gateway 838,

{0161} Thedata plane VCN 818 can include a data plane app tier 846 (e.g the data plane
app tier 646 of FIG. 6), a data plane DMZ tier 848 {e.g the data plane DMZ tier 648 of FIG.
6), and a data plave data tier 850 (e.g. the data plane data tier 650 of FIG. 6). The data plane
DMYZ tier 848 can include LB subnet(s} 822 that can be communicatively coupled to trusted
app subnet{s} 860 and untrusted app subnet(s) 862 of the data plane app tier 846 and the
Internet gateway 834 contained in the data plane VUN 818, The trusted app subnet(s) 860 can
be communicatively coupled to the service gateway 836 contained in the data plane VCN
818, the NAT gateway 838 contained in the data plane VCN 818, and DB subnet{s) 830
contained in the data plane data tier 850, The untrusted app subnet{s) 862 can be
communicatively coupled to the service gateway 836 contained in the data plane VCN 818
and DB subnet(s) 830 contained in the data plane datatier 850, The data planedata tier 850
can include DB subnet{s) 830 that can be commumnicatively coupled to the service gateway

836 contained in the data plave VON 813,
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{01062} Theuntrusted app subnet(s) 862 can include one or more primary VNICs 864(1}-
(N} that can be communicatively coupled to tenant virtual machines (VMs) 866(1)~(N). Each
tenant VM 866(1}-(N} can be commumicatively coupled to a respective app subnet 867(1)«(N)
that can be contained in respective container egress VUONs 868(1)-(N) that can be contained
in respective customer tenancies 870(1)~-(N). Respective secondary VINICs 872(13-(N) can
facilitate communication between the untrusted app subnet(s) 862 contained in the data plane
YCN 818 and the app subnet contained in the container egress VCNs 868(1}-(N). Each
container egress VONs 868(1)-(N) caninciude a NAT gateway 838 thatcan be

communicatively coupled to public Internet 854 (e.g public Internet 654 of FIG. 6).

{0103} The Internet gateway 834 contained in the contral plane VCN 816 and contained in
the data plane VON 818 can be communicatively coupled to a metadata management service
852 {e.g. the metadata management system 652 of FIG. 6} that can be communicatively
coupled to public Internet 854, Public Internet 854 can be communicatively coupled to the
NAT gateway 838 contained in the control plane VUN 316 and contained in the data plave
VN 818. The service gateway 8306 contained in the control plane VCN 816 and contained in

the data plane VCN 818 can be communicatively couple to cloud services 856,

{81641 In some embodiments, the data plane VCN 818 can beintegrated with customer
tenancies 870, This integration can beuseful or desirable for customers of the laaS provider
in some cases such as a case that may desire support when executing code. The customer may
provide code to run that may be destructive, may communicate with other customer
resources, or may otherwise cause undesirable effects. In responseto this, the TaaS provider

may determine whether to run code given to the 1aaS provider by the customer.

{0183] In some examples, the customer of the Iaa8 provider may grant temporary network
access to the laa8 provider and request a function to be attached to the data plane tier app
846. Code to run the function may be executed in the VMs 866(1)~(N}, and the code may not
be configured to run anywhere else on the data plane VON 818, Each VM 866(1)-(N)ymay be
connected to one customer tenancy 870, Respective containers 871(1)-(N) contained in the
VMs 866(1)-(N)may be configured to run the code. In this case, there canbe a dual isolation
(e.g., the containers 87 1{1}-(N) running code, where the containers 871(1)-(N) may be
contained in at least the VM B66(1)-(N) that are contained in the untrusted app subnet(s)
3623, which may help prevent incorrect or otherwise undesirable code from damaging the
network of the laa8 provider or from damaging a network of a different customer. The

containers 871{1)-(N) may be communicatively coupled to the custower tenancy 870 and
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may be configured to transmit or receive data from the customer tenancy 870, The containers
871(1)-{N) may notbe configured to transmit or receive data from any other entity in the data
plane VCN 813, Upon completion of ruoning the code, the 1aas provider may kilt or

otherwise dispose of the containers 87 1{1 }-(N).

{0106] In some embodiments, the trusted app subnet{s) 860 may run code that may be
owned or operated by the Iaa8 provider. In this embodiment, the trusted app subnei(s) 860
may be communicatively coupled to the DB subnet(s) 830 and be configured to execute
CRUD operations in the DB subnet(s) 830. The unirusted app subnet(s) 862 may be
communicatively coupled to the DB subnet(s) 830, but in this embodiment, the untrusted app
subnet{s) may be configured to execute read operations in the DB subnet(s) 830. The
containers 871{1)-(N) that can be contained in the VM 866(1)-(N) of each customer and that
may run code from the customer may not be communicatively coupled with the DB subnet(s)

830

{6167} In otherembodiments, the control plane VCN 816 and the data plane VON 818 may
notbe directly cormmunicatively coupled. In this embodiment, theremway be no divect
communication between the control plane VCN B16and the data plane VON 818 However,
communication can occur indirectly through atleast one methed. An LPG 810 may be
established by the TaaS provider that can facilitate communication between the control plane
YCN 816 and the data plane VON 818, In another example, the control plane VON 816 or the
data plane VCN 818 can make a call to cloud services 850 via the service gateway 8306. For
example, a call to cloud services 856 from the control plane VON 816 can include a request

for a service that can communicate with the data plane VCN 818,

{0188] FIG. 913 ablock diagram 900 illustrating another example pattern of an [aaS
architecture, according to at least one embodiment. Service operators 902 {e.g. service
operators 602 of FIG. 6) can be communicatively coupled to a secure hosttenancy 904 (e.g
the secure hosttenancy 604 of FIG. 6) that can include a virtual cloud network (VEN) 906
{e.g. the VCN 606 of FIG. 6} and a secure host subnet 908 (e.g. the secure host subnet 608 of
FIG. 6). The VON 906 can include an LPG 910 {e.g the LPG 610 of FIG. 6} that can be
communicatively coupled to an SSHVCN 912 (e g the SSH VCN 612 of FIG. 6) via an LPG
910 contained in the SSH VON 912, The SSH VON 912 can include an SSH subnet 914 (e.g.
the SSH subnet 614 of FIG. 6), and the 55H VUON 912 can be communicatively coupled o a
control plane VON 916 {e.g. the control plane VCN 616 of FIG. 6) via an LPG 910 contained
in the control plane VON 916 and to a data plane VCN 918 {e.g. the data plane 618 of FIG. 6)
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via an LPG 910 contained in the data plane VON 918, The control plane VCN 916 and the
data plane VCN 918 can be contained in a service tenancy 919 {e.g. the service tenancy 619

of FIG. 6).

{0189} The countrol plane VON 916 caninclude a control plane DMZ tier 920 {e.g. the
control plane DMZ tier 620 of FIG. 6) that can include LB subnet(s} 922 (¢.g LB subnet{s}
622 of FIG. 6}, a control plane app tier 924 (e g the control plane app tier 624 of FIG. 6) that
can include app subnet(s) 926 (e.g app subnet(s) 626 of FIG. 6), a control plane datatier 9238
{e.g the control plane data tier 628 of FIG. 6} that can include DB subnet(s) 930 {e. g DB
subnet(s} 830 of FIG. 8). The LB subnet{s) 922 contained in the control plane DMZ tier 920
can be communicatively coupled to the app subnet{s) 926 contained in the contrdl plane app
tier 924 and to an Internet gateway 934 (e.g the Interet gateway 634 of FIG. 6) thatcan be
contained in the control plane VON 916, and the app subnet{s) 926 canbe communicatively
coupled to the DB subnet(s) 930 contained tn the control plane data tier 928 and to a service
gateway 936 {e.g. the service gateway of FIG. 6) and a network address translation (NAT)
gateway 938 {e.g. the NAT gateway 638 of FIG. 6). The control plane VON 916 can include

the service gateway 936 and the NAT gateway 938.

{61168} The data plane VCN 918 can include a data plane app tier 946 (e.g the data plane
app tier 646 of FIG. 6), a data plane DMZ tier 948 (¢ g the data plane DMZ tier 648 of FIG.
63, and a data plane data tier 950 (e.g. the data plane data tier 650 of FIG. 6). The data plane
DMZ tier 948 can include LB subnet(s) 922 that can be communicatively coupled to trusted
app subnei(s) 960 (e.g trusted app subnet{s) 860 of FIG . 8) and untrusted app subnet(s) 962
{e.g untrusted app subnet(s) 862 of FIG. §) of the data plane app tier 946 and the Internet
gateway 934 contained in the data plane VCN 918, The trusted app subnet{s} 960 can be
communicatively coupled to the service gateway 936 contained in the data plane YVCN 918,
the NAT gateway 938 contained in the data plane VCN 918, and DB subnet(s) 930 contained
in the data plane data tier 950. The untrusted app subnet(s) 902 can be communicatively
coupled to the service gateway 936 contained in the data plane VCN 918 and DB subnet(s)
930 contained in the data plane data tier 950, The data plane data tier 950 can include DB
subnet(s}) 930 that can be communicatively coupled to the service gateway 936 contained in

the data plane VON 918,

{0111} Theuntrusted app subnet{s) 962 can include primary VNICs 964(1)-(N) that can be
communicatively coupled to tenant virtual machimes (VMs) 906(1-(N} residing within the

untrusted app subuet(s) 962, Hach tenant VM 966{ 1)~(IN) can run code i a respective
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container 967(1}-(N), and be communicatively coupled to an app subnet 926 that can be
contained in a data plane app tier 946 that can be contained in a container egress VCN 968,
Respective secondary VNICs 972(1)-(IN} can faciitate communication between the untrusted
app subnet(s} 962 contained in the data plane VON 918 and the app subnet contained in the
container egress YON 968, The container egress VON can include a NAT gateway 938 that

can be communicatively coupled to public Internet 954 (. g public Internet 654 of FIG. 6).

{0112} The Internet gateway 934 contained in the control plane VCN 916 and contained in
the data plane VUN 918 can be communicatively coupled to a metadata management service
952 {e.g. the metadata management system 652 of FIG. 6) that can be communicatively
coupled to public Internet 954 Public Internet 954 can be communicatively coupled to the
NAT gateway 938 contained in the conirol plane VCN 916 and contained in the data plane
VN 918. The service gateway 936 contained inr the control plane VCN 916 and contained in

the data plane VCN 918 can be communicatively couple to cloud services 956,

{6113} In some examples, the pattern illustrated by the architecture of block diagram 900 of
FIG. 9 may be considered an exceptionto the pattern llustrated by the architecture of block
diagram BOO of FIG. 8 and may be desirablefor a customer of the IaaS provider if the IaaS
provider cannot directly communicate with the customer {(e.g., a disconnected region). The
respective containers 967(1)-(IWN) that are contained in the VMs 966(1)-(N) for each customer
can be accessed in real-time by the customer. The countainers 967(1}-(N) may be configurad
to make calls to respective secondary VINICs 972(1)-(N) contained in app subnet(s) 926 of
the data plane app tier 946 that can be contained in the container egress VON 968, The
secondary VINICs 972(1)-(N) can transmut the calls to the NAT gateway 938 that may
transmit the calls to public Internet 954, In this example, the containers 967(13-(N} that can
be accessed in real-time by the customer can be isclated from the control plane VCN 916 and
can be isolated from other entities contained in the data plane VCN 918. The containers

90T7(1)-(N} may also be isolated from resources from other customers.

{81141 In otherexamples, the customer can usethe containers 967(1)-(N} to call cloud
services 956. In this example, the customer may run code in the containers 967(1)~(N) that
requests a service from cloud services 956 The containers 967¢(1)-(IN) can transmit this
request to the secondary VNICs 972(13-(N) that can transmit the request to the NAT gateway
that can transmit the request to public Internet 954, Public Internet 954 can transmit the
request to LB subnet(s) 922 contained in the control plane VCN 916 via the Internet gateway

934, In response to determining the request is valid, the LB subnet(s) can transmit the request
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to app subnet(s) 926 that can transmit the request to cloud services 956 via the service

gateway 936.

{8113} It should be appreciated that laaS architectures 600, 700, 800, 900 depicted in the
figures may have other components than those depicted. Further, the emabodiments shown in
the figures are only some examples of a cloud infrastructure system that may incorporate an
embodiment of'the disclosure. In some other embodiments, the 1aa8S systems may have more
or fewer components than shown in the figures, may combine two or more components, or

may have a different configuration or arrangement of components.

{0116} In certain embodiments, the 1aaS systems described herein may include a suite of
applications, middleware, and database service offerings that are delivered to a customerina
self-service, subscription-based, elastically scalable, reliable, highly available, and secure
manner. An example of such an Iaa8 system is the Oracle Cloud Infrastructure (OCEH

provided by the present assignee.

{0117} FIG. 10illustrates an example computer system 1000, in which various
embodiments may be implemented. The system 1000 may be used to implement any of the
computer systems deseribed above. As shown in the tigure, computer system 1000 includes a
processing unit 1004 that communicates with a number of peripheral subsystems via a bus
subsystem 1002 These peripheral subsystems may include a processing acceleration unit
1006, an IO subsystem 1008, a storage subsystem 1018 and a communications subsystem
1024 Storage subsystem 1018 includes tangible computer-readable storage media 1022 and a

system memory 1010

{81181 Bussubsystem 1002 provides a mechanism for letting the various components and
subsystems of computer system 1000 comnunicate with each other as intended. Although
bus subsystern 1002 1s shown schematically as a single bus, aliernative embediments of the
bus subsystem may utilize multiple buses. Bus subsystem 1002 may be any of several types
of bus structures including a memory bus or memory controller, a peripheral bus, and alocal
bususing any of 4 variety of bus architectures. For example, such architectures may include
an Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards Association {VESA) local bus, and
Peripheral Component Interconnect (PCT) bus, which can be implemented as a Mezzanine

bus manufactured to the IEEE P1386.1 standard.

{81181 Processingunit 1004, which can beimplemented as one or more integrated circuits

{(e.g., a conventional microprocessor or microcontroller), contrals the operation of computer
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system 1000, One or more processors may be included in processing unit 1004, These
processors may include single core or multicore processors. In certain embodiments,
processing unit 1004 way beimplemented as one or ruore independent processing units 1032
and/or 1034 with single or multicore processors included in each processing unit. In other
embodiments, processing unit 1004 may also be implemented as a quad-core processingunit

formed by integrating two dual-core processorsinto a single chip.

{0120} In various embodiments, processing unit 1004 can execute a variety of programs in
response to program code and can maintain multiple concurrently executing programsor
processes. Atany given time, some or all of the program code to be executed can be resident
in processor(s) 1004 and/or in storage subsystem 1018 Through suitable programming,
processor(s) 1004 can provide various functionalities described above Computer system
1000 may additionally include a processing acceleration unit 1006, which can include a

digital signal processor (DSP), a special-purpose processor, and/or the like,

{6121} U/O subsystem 1008 may includeuser interface input devices and user interface
output devices. User interface input devices may 1nclude a keyboard, pownting devices such as
a mouse or trackball, a touchpad or touch screen incorporated into a display, a scroll wheel, a
click wheel, a dial, a button, a switch, a keypad, audic input devices with veice command
recognition systems, microphones, and other types of input devices. User interface input
devices may include, for example, motion sensing and/or gesture recognition devices such as
the Microsoft Kinect® motion sensor that enables users to control and interact with an input
device, such as the Microsoft Xoox® 360 game controller, through a natural user interface
using gestures and spoken commands. User interface input devices may also include eve
gesture recognition devices such as the Google Glass® blink detector that detects eye activity
{e.g, ‘blinking’ while taking pictures and/or making a menu selection) from users and
transforms the eye gestures as input into an input device {e.g , Google Glass®). Additionally,
user interface input devices may include voicerecognition sensing devices that enable users

to interact with voice recognition systems (e g, Sin® navigator), through voice commands.

{81221 Userinterface input devices may also include, without limitation, three dimensional
(3D} mice, jovsticks or pointing sticks, gamepads and graphic tablets, and audio/visual
devices such as speakers, digital cameras, digital camcorders, portable media players,
webcams, image scanners, fingerprint scanners, barcode reader 3D scanners, 3D printers,
taser rangefinders, and eye gaze tracking devices. Additionally, user interface input devices

may include, for example, medical imaginginput devices such as computed tomography,
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magnetic resonance imaging, posttion emission tomography, medical ultrasonography
devices. User interface input devices may also include, for example, audio input devices such

as MIDI keyboards, digital musical instruments and the like.

{01231 Userinterface output devices may include a display subsystem, indicator lights, or
non-visual displays such as audio cutput devices, etc. The display subsystem maybea
cathode ray tube (CRT), a flat-panel device, such as that using a iquid crystal display (LCI)
or plasma display, a projection device, a touch screen, and the like. In general, use of'the term
"output device” is intended to 1nclude all possible types of devices and mechanisms for
cutputting information from computer system 1000 to a user or other computer. For example,
user interface output devices may include, without limttation, a variety of display devices that
visually convey text, graphics and audio/video information such as monitors, printers,
speakers, headphones, automotive navigation systems, plotters, voice cutput devices, and

modems.

{6124} Computer system 1000 may comprise a storage subsystem 1018 that comprises
software elements, shown as being currently located within a system memory 1010, System
memory 1010 may store program instructions that are loadable and executable on processing

unit 1004, as well as data generated during the execution of these programs.

{01251 Depending on the configuration and type of computer system 1000, system memory
1010 may be volatile (such as random access memory {RAM}) and/or non-volatile (such as
read-only memory (ROM), flash memaory, et} The RAM typically contains data and/or
program modules that are immediately accessible to and/or presently being operated and
executed by processingunit 1004, In someimplementations, system memory 1010 may
include multiple different types of memory, such as static random access memory (SRAM) or
dynamic random access memory (BRAM). In some implementations, a basic input/output
system (BIOS), containing the basic routines that help to transfer information between
elements within computer system 1000, such as during stari-up, may typically be stored in the
ROM. By way of example, and not limitation, system memory 1010 also illustrates
application programs 1012, which may include client applications, Web browsers, mid-tier
applications, relational database management systemns (RDBMS), ete., program data 1014,
and an operating system 1016, By way of example, operating systern 1016 may wnclude
various versions of Microsoft Windows®, Apple Macintosh®, and/or Linux operating
systems, a variety of commercially -available UNIX® or UNIX-like operating systems

(inchuding without irnitation the variety of GNU/Linux operating systems, the Google
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Chrome® 08, and the like) and/or mobile operating systems such as 108, Windows® Phone,

Android® OS, BlackBerry® 10 08, and Palm® OS operating systems.

{81261 Storage subsystern 1018 may also provide a tangible computer-readable storage
medium tor storing the basic programming and data constructs that provide the functionality
of some embodiments. Software (programs, code modules, instructions) that when executed
by a processor provide the functionality described above may be stored in storage subsystem
1018, These software modules or instructions may be executed by processing unit 1004,
Storage subsystem 1018 may also provide a repository for storing data used in accordance

with the present disclosure.

{6127} Storage subsystem 1000 may also include a computer-readable storage media reader
1020 that can further be connected to computer-readable storage media 1022 Togetherand,
optionally, in combination with systero memory 1010, computer-readable storage media 1022
may comprehensively represent remote, local, fixed, and/or removabie storage devices plus
storage media for temporarily and/or more permanently containing, storing, transmitting, and

retrieving computer-readable information.

{0128} Computer-readable storage media 1022 containing code, or portions of code, can
also include any appropriate media known or used in the art, including storage media and
communication media, such as but notlimited to, volatile and non-volatile, removableand
non-removable media implemented in any method or technology for storage and/or
transmission of information. This can include tangible computer-readable storage media such
as RAM, ROM, electronically erasable programmable ROM (EEPROM), flash memory or
other memory technology, CD-ROM, digital versatile disk (DVD), or other optical storage,
magnetic casseties, magnetic tape, magnetic disk storage or other magnetic storage devices,
or other tangible computer readable media This can also include nontangible computer-
readable media, such as data signals, data transmissions, or any other medium which canbe
used to fransmit the desired information and which can be accessed by computing system

1000,

{01281 By way of example, computer-readable storage media 1022 may include a hard disk
drive that reads from or writes to non-removable, nonvolatile magnetic media, a magnetic
disk drive that reads from or writes to a removable, nonvolatile magnetic disk, and an optical
disk drive thatreads from or writes to a removable, nonvolatile optical disk suchasa CD
ROM, DVD, and Blu-Ray® disk, or other optical media. Computer-readable storage media

1022 may include, butis not imited to, Zip® drives, flash memory cards, universal serial bus
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(USB) flash drives, secure digital {(8D) cards, DVD disks, digital video tape, and the like.
Computer-readable storage media 1022 may also include, solid-state drives ($8D)based on
non-volatile memory such as flash-memory based SSD¥s, enterprise flash drives, solid state
ROM, and the like, SSDs based on volatile memory such as solid state RAM, dynamic RAM,
static RAM, DRAM-based SSDs, magnetoresistive RAM(MRAM) S8Dis, and hybrid S8Ds
thatuse a combination of DRAM and flash memory based SSDs. The disk drives and their
associated computer-readable media may provide non-volatile storage of computer-readable

instructions, data structures, program modules, and other data for computer system 1000

{6136} Communicationssubsystem 1024 provides an interface to other computer systems
and networks. Communications subsystem 1024 serves as an interface for receiving data
from and transmitting data to other systems from computer system 1000 For example,
communications subsystem 1024 may enable computer system 1000 to connectto one or
more devices via the Internet. In some embodiments communications subsystem 1024 can
include radio frequency (RF) transceiver components for accessing wireless voice and/or daa
networks (e g, using cellular telephone technology, advanced data network technology, such
as 3G, 4G or EDGE (enhanced data rates for global evolution), WiFi {IEEE 802.11 family
standards, or other mobile communication technologies, or any combination thereof), global
positioning system (3PS} receiver components, and/or other components. In some
embodiments communications subsystem 1024 can provide wired network connectivity {e.g,,

Ethernet) in addition to or instead of a wireless interface.

{6131} Insome embodiments, communications subsystem 1024 may also recetve input
communication it the form of structured and/or unstructured data feeds 1026, event strearms
1028, eventupdates 10630, and the like on behalf of one or more users who may use computer

system 1000,

{6132} By way of example, communications subsystem 1024 may be configured to receive
data feeds 1026 in real-time from users of social networks and/or other communication
services such as Twitter® feeds, Facebook® updates, web feeds such as Rich Site Summary

(KRS8} feeds, and/or real-time updates from one or more third party information sources.

{01331 Additionally, communicationssubsystem 1024 may also be configured to receive

data in the form of continuous data strearns, which may include event streams 1028 of real-
time events and/or event updates 1030, that may be continuous or snbounded in nature with
no explicit end. Examples of applications that generate continuous datamay include, for

example, sensor data applications, financial tickers, network performance measuring tools
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{e.g network monitoring and traffic management applications), clickstream analysis tools,

automobile traffic monitoring, and the like.

{8134} Communicationssubsystem 1024 may also be configured to output the structured
and/orunstructured data feeds 1026, event streams 1028, event updates 1030, and the like o
one or more databases that may bein commumnication with one or more streanting data source

computers coupled to computer system 1000

{81351 Computer system 1000 can be one of various types, inchuiding a handheld portable
device {e.g., an iPhone® cellular phone, an iPad® computing tablet, a PDA), a wearable
device {¢.g., a Google Glass® head mounted display}, a PC, a workstation, a mainframe, a

kiosk, a server rack, or any other data processing system.

{6136} Dueto the ever-changing nature of computers and networks, the description of
computer system 1900 depicted in the figure is intended only as a specific example. Many
other configurations having more or fewer components than the system depicted in the figure
are posaible. For example, customized hardware might also be used and/or particular
elements might be implemented in hardware, firmware, software (including applets}, ora
combination. Further, connection to other computing devices, such as network mput/output
devices, may be employed Based on the disclosure and teachings provided herein, a person
of ordinary skili in the art will appreciate other ways and/or methods to implement the

various embodiments.

101371 Although specific embodiments have been described, varous modifications,
alterations, alternative constructions, and equivalents are alsc encompassed within the scope
of the disclosure. Embodiments are notrestricted to operation within certain specific data
processing environments, but are free to operate within a plurality of data processing
environments. Additionally, although embodiments have been described using a particular
series of transactions and steps, it should be apparent to those skilled in the art that the scope
of the present disclosureis not limited to the described series of transactionsand steps.
Various features and aspects of the above-described embodiments may be used individually

or jointly.

{01381 Further, while embodiments have been described using a particular combination of
hardware and software, it should be recognized that other combinations of hardware and
software are also within the scope of the present disclosure. Embodiments may be
implemented only 1o hardware, or only in software, or using combinations thereof. The

various processes described herein can be implemented on the same processor or different
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processors in any combination. Accordingly, where components or modules are described as
being configured to perform certain operations, such configuration can be accomplished, e g,
by designing electronic circuiis to perform the operation, by programming programmable
electronic circuits (such as microprocessors) to perform the operation, or any combination
thereof. Processes can commmuricate using a vanety of techniques including but not lirnited to
conventional technigues for inter process communication, and different pairs of processes
may use different techniques, or the same pair of processes may use different techniques at

different imes.

{6139} The specification and drawings are, accordingly, to be regarded in an illustrative
rather than a restrictive sense. It will, however, be evident that additions, subiractions,
deletions, and other modifications and changes may be madethereunto without departing
from the broader spirit and scope as set forth in the claims. Thus, although specific disclosure
embodiments have been described, these are notintended to be limiting, Various

modifications and equivalents are within the scope of the following claims.

[6140] Theuseof theterms “a” and “an” and “the” and similar referenis in the context of
describing the disclosed embodiments (especially in the context of the following claims) are
to be construed to cover both the singular and the plural, unless otherwise indicated herein or

2%

clearly contradicted by context. The terms “comprising,” “having,” “including,” and
“containing’” are to be construed as open-ended terms {i.e., meaning “inchiding, butnot
Himited to,” Y unless otherwise noted. The term “connecied” is to be construed as partly or
wholly contained within, attached to, or joined together, even if thereis something
intervening. Recitation of ranges of values herein are merely intended to serve as a shorthand
method of referring individually to each separate value falling within the range, unless
otherwise indicated herein and each separate value is incorporated into the specification as if
it were individually recited herein. All methods described herein can be performed in any
suttable order unless otherwise indicated herein or otherwise clearly contradicted by context.
The use of any and all examples, or exemplary language {e.g., “such as”) provided herein, is
intended merely to better illuminate embodiments and does not pose a limitation on the scope
of the disclosure unless otherwise claimed. No language in the specification should be

construed as indicating any non-~claimed element as essential to the practice of the disciosure.

{01411 Dusjunctive language such as the phrase “atleastoneof X, Y, or 2, unless
specifically stated otherwise, is intended to be understood within the context as used in

general to present that an tem, term, etc., may be either X, ¥, or Z, or any combination

[N
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thereof {e.g, X, Y, and/or Z). Thus, such disjunctive language is not generally intended to,
and should not, imply that certain embodiments require atleast one of X, atleastone of Y, or

at least one of Z to each be present.

[0142] Preferred embodiments of this disclosure are described herein, including the best
mode known for carrying out the disclosure. Variationsof those preferred embodiments may
become apparent to those of ordinary skill in the artupon reading the foregoing description.
Those of ordinary skill should be able to employ such variations as appropriate and the
disclosure may be practiced otherwise than as specifically described herein. Accordingly, this
disclosure includes all modifications and equivalents of the subject matter recited in the
claims appended hereto as permitted by applicable law. Moreover, any combination of the
above-described elements in all possible variations thereot'is encompassed by the disclosure

unless otherwise indicated herein.

{81431 All references, including publications, patent applications, and patents, cited herein
are hereby incorporated by reference to the same extent as if each reference were individually
and specifically indicated to be incorporated by reference and were set forth in its entirety

herein.

{01441 Iuthe foregoing specification, aspects of the disclosure are described with reference
to specific embodiments thereof, but those skilled in the art will recognize that the disclosure
is not limited thereto. Various features and aspects of the above -described disclosure may be
used individually orjointly. Further, embodiments can be utilized in any number of
environments and applications beyond those described herein without departing from the
broader spirit and scope of the specification. The specification and drawings are, accordingly,

io be regarded as illustrative rather than restrictive.

{0145} Additionally, embodiments may be implemented by using a computer program
product, comprising computer program/instructions which, when executed by a processor,
cause the processor to perform any of the methods/techniques described in the disclosure,

herein.
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CLAIMS

I A method for attestation of a host node to access a cloud infrastructure
environment, the method comprising:

obtaining a set of authentication data from a console for authorization of the
host node, the set of authentication data inchuding a first endorsement key and an
authentication policy identifying characteristics of the host node, the authentication policy
including a first platform configuration register value;

obtaining, from the hostnode, a request for a network address to connect to
the cloud infrastruciure environment;

recetving a second endorsement key from the host node;

comparing the second endorsement key with the fitst endorsement key
received in the set of authentication data to validate the second endorsement key;

recetving a set of host node authentication data from the host node, the setof
host node authentication dataincluding a second platform configuration register value
comprising hashed register values during a boot procedure of the host node;

comparing the received set of host node authentication data with the
authentication policy received in the set of authentication datato validate the received setof
host node authentication databy determining whether the first platf orm configuration register
value matches the second platform configuration register value; and

responsive to validating the second endorsement key and the received setof
host node authentication data, providing the network address to the host node, wherein the
host node 1s configured to connect to the cloud infrastructure environment using the network

address.

2. The method of claim 1, wherein the first endorsement key and the

second endorsement key are a public attestation identity keys.

o]

3. The method of claim 1 or claim 2, wherein the cloud infrastructure

node is an edge node disposed at a datacenter.

4. The method of any of the preceding claims, wherein comparing the
second endorsement key with the first endorsement key received in the set of authentication
data to validate the second endorsernent key further comprises determining that at least one
value in the second endorsement key matches a corresponding value in the first endorsement

key.
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5. The method of any of the preceding claims, wherein the method further
COMPrises:

recetving a request for a pre-boot execution environment client from the host
node; and

providing a pre-boot execution environment client to the host nede, wherein
the host node is configured to execute a boot procedure using the pre-boot execution

environment chient.

&. The method of any of the preceding claims, wherein the method further
comprises:

responsive to providing the network addressto the hostnede, mounting a boot
partition to a storage module, the boot partition specifyingthe host node and the network

address.

~

7. The method of any of'the preceding claims, wherein the request for the
network address s obtained from the host node responsive to the host node connectingto a
datacenter environment comprising one or more computing devices implementing the cloud

infrastructure environment.

8. A cloud infrastructure node comprising;
a processor; and
a non-transitory computer-readable medium including instructions that, when
executed by the processor, causethe processor to:
obtain a set of authentication data from a console for authorizationof a
hostunode, the set of authentication data includinga first endorsement key and an
authentication policy identifying characteristics of the host node;
obtain, from the host node, a request for a network addressto connect
1o a cloud infrastructure environment;
transmit a request for a second endorsement key to the host node;
receive the second endorsement key fromthe hostnode;
compare the second endorsement key with the first endorsement key
received 1n the set of authentication data to valhidate the second endorsement key;
transmit a request for host node authentication data to the host node;

receive the host node authentication data from the host node;
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compare the received host node authentication data with the
authentication policy received in the set of authentication data to validate the received
hostnode anthentication data; and

responsive to validating the second endorsement key and the received
hostnode authentication data, provide the network address to the host node, wherein
the host node is configured to connect to the cloud infrastructure environment using

the network address.

g The cloud infrastructure node of claim &, whereinthe second

endorsement key is a public attestation identity key.

10 The cloud infrastructure node of claim 8 or claim 9, wherein
comparing the second endersement key with the first endorsement key recetved in the setof
authentication data to validate the second endorsement key further comprises determining
that at feast one value in the second endorsement key matches a corresponding value in the

first endorsement key.

11, The cloud infrastructure node of any of claims 8 to 10, wherein the
non-fransitory computer-readable medium including instructions that further cause the
processor io!

receive a request for a pre-boot execution environment client from the host
node; and

provide a pre-boot execution environment chient to the host node, wherein the
hostnode is configured to execute a boot procedure using the pre-boot execution

gnvironment client.

12, The cloud infrastructure node of any of claims 8 to 11, wheretn
comparing the received host node authentication data with the authentication policy received
in the set of authentication data to validate the received authentication data further comprises:

identifying a first platform configuration register value included in the
authentication policy and a second platform configuration register value provided in the
recetved host node authentication data, the second platform configuration register value
comprising hashed register values during a boot procedure of the host node thatindicatesa
state of the host node after the boot procedure; and

determining whether the first platform configuration register value matches

the second platform configuration register value, wherein the received hostnode
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authentication data is validated responsive to determining that the first platform configuration

register value matches the second platform configuration register value.

13, The cloud infrastructure node of any of claims 8 to 12, wherein the
non-transitory computer-readable medium wncluding wnstructions that further cause the
processor to:

responsive to providing the network address to the host node, mount a boot
partition to a storage module, the boot partition specifying the host node and the network

address.

14, The cloud infrastructure node of any of claims 8 to 13, wherein the
request for the network address is obtained from the host node responsive to the host node
connecting to a datacenter environment comprising one of more computing devices

implementing the cloud infrastructure environment.

I5. A non-transitory computer-readable medium having stored thereon a
sequence of instructions which, when executed by a processor causes the processor to execute
a process, the process comprising:

cbtaining a set of authentication data from a console for authorization of a host
node, the set of authentication data including a first endorsement key and an authentication
policy identifying characteristics of the host node;

obtaining, from the hostnode, a request for a network address to connecttc a
cloud infrastructure environment;

receiving a request for a pre-boot execution environment client from the host
node;

providing a pre-boot execution environment client to the hostnode, wherein
the host node is configured to execute a boot procedure using the pre-boot execution
environment clieat.

receiving a second endorsement key from the host node;

comparing the second endorsement key with the first endorsement key
recetved in the set of authentication datato validate the second endorsement key,

receiving a set of host node authentication data from the host node derived
during the boot procedure using the pre-boot execution environment client;

comparing the received set of hostnode authentication data with the
authentication policy received in the set of authentication datato validate the received setof

host node authentication data; and
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responstve to validating the second endorsement key and the received setof
host node authentication data, providing the network address to the host node, wherein the
host node is configured to counect to the cloud tufrastructure environment using the network

address.

16, The non-transitory computer-readable medium of ¢laim 15, wherein
- 3

the second endorsement key is a public attestation identity key.

17.  The non-transitory computer-readable medium of claim 15 or ¢laim 16,
wherein comparingthe second endorsement key with the first endorsement key received in
the set of authentication datato validate the second endorsement key further comprises
determining that at least one value in the second endorsement key matches a corresponding

value in the first endorsement key.

18, The non-transitory computer-readable medium of any of claims 15 to
17, wherein comparing the recetved set of host node authentication data with the
authentication policy received in the set of authentication datato vahdate the received
authentication data further comprises:

identifying a first platform configuration register value included in the
authentication policy and a second platform configuration register value provided in the
recetved set of host node authentication data, the second platform configuration register value
comprising hashed register values during the boot procedure of the host node that indicates a
state of the host node after the boot procedure; and

determining whether the first platform configuration register value matches
the second platform configuration register value, wherein the received set of hostnode
authentication data 1s validated responsive to determining that the first platform configuration

register value matches the second platform configuration register value.

19, The non-transitory compuier-readable medivm of any of claims 15 to
18, wherein the process further comprises:

responsive to providing the network addressto the host node, mounting a boot
partition to a storage module, the boot partition specifying the host node and the network

address.

20, The non-transitory computer-readable medium of any of claims 1S to

19, wherein the request for the network address is obtained from the host node responsive to
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the host node connecting to a datacenter environment comprising one or more computing

devices implementing the cloud infrastructure environment.
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