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(57) ABSTRACT 
According to some aspects as described herein, a user may 
purchase or otherwise be provided with an accelerated ser 
Vice for selected Software applications, devices, and/or ports 
to experience a high level of communication. The accelerated 
service may be created, for example, by using a dedicated 
network data flow such that the user's customer premise 
equipment (CPE) network access device may put priority 
traffic in a different upstream data flow than the commonly 
shared flow, which may involve tagging the traffic upstream 
to the network with a priority indicator such as a flow identi 
fier. Based on similar factors, the user may also control local 
priority of data received downstream from the network for 
distribution to one or more local devices. 
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PRIORITIZING LOCAL AND NETWORK 
TRAFFIC 

0001. This application is a continuation application of 
U.S. patent application Ser. No. 13/210,635, filed Aug. 16, 
2011. The disclosure of this application is hereby incorpo 
rated by reference in its entirety for any and all purposes. 

BACKGROUND 

0002. In today’s customer environments, congestion may 
be induced by parallel software applications and devices 
competing for available bandwidth within a user's home net 
work and/or on a service provider network. Some devices and 
Software applications are particularly sensitive to delay, jitter 
and packet loss. For example, it is not uncommon for the user 
of a gaming application to experience network-related delays 
Sufficient to negatively impact game play. 

SUMMARY 

0003. According to some aspects as described herein, a 
user (e.g., a customer) of a network service provider may 
obtain (e.g., purchase) an accelerated service for selected 
Software applications, devices, and ports to experience a high 
level of responsive communication. The accelerated service 
may be created, for example, by using a dedicated network 
data flow Such that the user's network access device may put 
priority traffic in a different data flow than the commonly 
shared flow, which may involve tagging the traffic upstream 
to the service provider network with a priority indicator such 
as a flow identifier. Creating such a data flow dedicated to 
priority data may be sufficient to mitigate any delay issues 
that would otherwise be caused by queuing delays during 
local or network congestion. 
0004. According to further aspects, the user's device such 
as a CPE network access device (e.g., home gateway, modem, 
computer, etc.) may tag certain data packets with priority 
indicators that may be recognized, and honored, by at least a 
portion of the user's local network and/or the service provider 
network. For example, the network access device may tag 
upstream packets with priority indicators according to their 
determined priority. In turn, the network's termination sys 
tem, or similar device, may recognize and prioritize the pack 
ets based on the priority indicators So as to potentially reduce 
latency of those packets within the network. Regardless of the 
type of network access link, the network access device may 
itself also separately queue prioritized packets for transmis 
sion to the network termination system to potentially further 
reduce latency. Tagging may be performed based on user 
configuration parameters, and may be adjusted on an appli 
cation-by-application basis, such that data traffic for different 
Software applications may be tagged differently based on the 
user's preference. 
0005 According to further aspects, the user's network 
access device may review data packets, such as by performing 
deep-packet inspection, to recognize whether the data packets 
are associated with one or more predetermined software 
applications, such as a gaming application or other applica 
tion that user decides would benefit from a lower-latency 
connection. The data packets may be prioritized according to 
the software application determined to be associated with the 
data packets. In performing Such a review, the network device 
may compare packets with one or more Software application 
signatures. The application signature may be provided by the 
user, pre-stored in the CPE network access device, and/or 
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downloaded via the service provider network such as from a 
centralized application signature database that is accessible 
by multiple users. In further examples, the user's network 
access device may additionally or alternatively prioritize data 
packets based on device identifiers (e.g., MAC and/or IP 
address), logical port, and/or physical port. 
0006. Some aspects are directed to apparatuses, software, 
and methods for receiving, by a device such as a customer 
premises equipment (CPE) computing device, user input 
identifying a software application, and determining, by the 
CPE computing device, whether a first data packet received 
by the CPE computing device is associated with said software 
application. The CPE computing device may further generate 
a second data packet based on the first data packet that 
includes a priority indicator, the priority indicator depending 
upon whether the first data packet is associated with said 
software application. The CPE computing device may further 
send the second data packet including the priority indicator to 
a service provider network. 
0007 Still further aspects may be directed to a customer 
premises equipment (CPE) computing device for providing 
communication between a local device and a service provider 
network. The CPE computing device may comprise a non 
transitory computer-readable medium storing computer-ex 
ecutable instructions, and a processor configured to execute 
the computer-executable instructions. When executed, the 
computer-executable instructions may cause the CPE com 
puting device to determine whether a first data packet 
received from the local device is associated with a software 
application identified by user input to the CPE computing 
device, and to generate a second data packet based on the first 
data packet that includes a priority indicator, the priority 
indicator depending upon whether the first data packet is 
associated with said software application. The CPE comput 
ing device may further send the second data packet including 
the priority indicator to the service provider network. 
0008. Yet further aspects may be directed to apparatuses, 
Software, and method in connection with a customer premises 
equipment (CPE) computing device coupled to a local area 
network using Internet Protocol (IP) and to a service provider 
network. For instance, the CPE computing device may deter 
mine a software application signature based on user input 
received at the CPE computing device. When the CPE com 
puting device receives a first data packet via the local area 
network, the CPE computing device may determine one or 
more QoS parameter values based on a comparison of the first 
data packet with the software application signature, and send 
a second data packet based on the first data packet to the 
service provider network including an indication of the QoS 
parameter values. 
0009. These and other aspects of the disclosure will be 
apparent upon consideration of the following detailed 
description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010. A more complete understanding of the present dis 
closure and the potential advantages of various aspects 
described herein may be acquired by referring to the follow 
ing description in consideration of the accompanying draw 
ings, in which like reference numbers indicate like features, 
and wherein: 
0011 FIG. 1 illustrates an example information distribu 
tion network according to one or more aspects as described 
herein; 
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0012 FIG. 2 illustrates an example computing platform on 
which one or more of the various elements described herein 
can be implemented; 
0013 FIG.3 is a block diagram of an example network and 
method for a network access device, local devices, and a 
termination system, in accordance with one or more aspects 
as described herein; 
0014 FIG. 4 is a flow chart of an example method for 
implementing data priority at a network access device accord 
ing to one or more aspects as described herein; 
0015 FIG. 5 is a screen shot of an example user interface 
that may be used to configure priority or other aspects; and 
0016 FIG. 6 is a screen shot of another example user 
interface that may be used to configure priority or other 
aspects. 

DETAILED DESCRIPTION 

0017 FIG. 1 illustrates an example information distribu 
tion network 100 on which many of the various features 
described herein may be implemented. Information distribu 
tion network 100 may be, or otherwise include, any type of 
information distribution network or combination of such net 
works, such as a satellite network, a landline telephone net 
work, a cellular telephone/data network or other wireless 
network, the Internet, a wide-area network, a local-area net 
work, etc. One example may be an optical fiber network, a 
coaxial cable network or a hybrid fiber/coax (HFC) distribu 
tion network. Such networks may use a series of intercon 
nected communication links 101 (e.g., coaxial cables, optical 
fibers, hybrid fiber/coax, wireless links, etc.) to connect mul 
tiple homes 102 to a network equipment site 103 (which may 
be, e.g., a central office or headend). The network equipment 
site 103 may transmit downstream information signals onto 
the links 101, and each home 102 may have a receiver used to 
receive and process those signals. 
0018. There may be one or more physical links 101, such 
as an electrically conductive line, originating from the net 
work equipment site 103, and it may be split a number of 
times to distribute the signal to various homes 102 in the 
vicinity (which may be many miles) of the network equip 
ment site 103. Although the term home is used by way of 
example, locations 102 may be any type of user premises, 
Such as businesses, institutions, etc. The links 101 may 
include components not illustrated. Such as splitters, filters, 
amplifiers, etc. to help convey the signal clearly, but in general 
each split introduces a bit of signal degradation. Portions of 
the links 101 may also be implemented with fiber-optic cable, 
such as part of a passive optical network (PON) and/or a 
hybrid-fiber coax network, while other portions may be 
implemented with coaxial cable, other lines, or wireless com 
munication paths. 
0019. The network equipment site 103 may include a ter 
mination system (TS) 104. Such as a cable modem termina 
tion system (CMTS), which may be a computing device con 
figured to manage communications between devices on the 
network of links 101 and backend devices such as servers 
106-107 (to be discussed further below). The TS may be as 
specified in a standard, such as, in an example of an HFC-type 
network, the Data Over Cable Service Interface Specification 
(DOCSIS) standard, published by Cable Television Labora 
tories, Inc. (a.k.a. CableLabs), or standards relating to various 
optical networks such as passive optical network (PON) net 
works, or it may be a similar or modified device instead. The 
TS may be configured to place data on one or more down 
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stream channels or frequencies to be received by devices, 
Such as modems at the various customer sites 102 (e.g., homes 
or office buildings), and to receive upstream communications 
from those modems on one or more upstream frequencies. 
Because the information distribution network 100 provides 
services to customers at the customer sites 102, the informa 
tion distribution network 100 may also be referred to as a 
service provider network. The network equipment site 103 
may also include one or more network interfaces 108, which 
can permit the network equipment site 103 to communicate 
with various other external networks 109. These networks 
109 may include, for example, the Internet, telephone net 
works, cellular telephone networks, a PON or other type of 
fiber optic networks, local wireless networks (e.g., WiMAX), 
satellite networks, managed services networks, and/or any 
other desired network. These networks 109 may also be com 
municatively coupled to, e.g., one or more web servers 119 
that are responsible for hosting Internet or Intranet web pages. 
The network interface 108 may include the corresponding 
circuitry and/or devices needed to communicate on the net 
work 109, and to other devices coupled to the networks 109 
Such as a cellular telephone network and its corresponding 
cellphones. 
0020. As noted above, the network equipment site 103 
may include a variety of servers 106-107 that may be config 
ured to perform various functions. For example, the network 
equipment site 103 may include a content server 106. The 
content server 106 may be one or more computing devices 
that are configured to provide content to users in the homes. 
This content may be, for example, multimedia content Such as 
Video on demand movies, television programs, songs, text 
listings, etc. The content server 106 may include software to 
validate user identities and entitlements, locate and retrieve 
requested content, encrypt the content, and initiate delivery 
(e.g., streaming) of the content to the requesting user and/or 
device. 

0021. The network equipment site 103 may also include 
one or more application servers 107. An application server 
107 may be a computing device configured to offer any 
desired service, and may run various languages and operating 
systems (e.g., servlets and JSP pages running on Tomcat/ 
MySQL, OSX, BSD, Ubuntu, Redhat, HTML5, JavaScript, 
AJAX and COMET). For example, an application server may 
be responsible for collecting data Such as television program 
listings information and generating a data download for elec 
tronic program guide listings. Another application server may 
be responsible for monitoring user viewing habits and col 
lecting that information for use in selecting advertisements. 
Another application server may be responsible for formatting 
and inserting advertisements in a video stream being trans 
mitted to the homes 102. 

0022. An example home 102a may include a device 110, 
Such as a modem, which may include transmitters and receiv 
ers used to communicate on the links 101 and with the net 
work equipment site 103. The device 110 may be, for 
example, a coaxial cable modem (where the links 101 are or 
otherwise include coaxial cable lines at the customer pre 
mises), a fiber interface node (where the links 101 are or 
otherwise include fiber optic lines at the customer premises), 
or any other desired modem device. The device 110 may be 
connected to, or be a part of a gateway interface device 111 
(gateway 111). The modem 110 and/or the gateway interface 
device 111, either alone or together, may be considered herein 
an example of a network access device. The modem 110 and 
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the gateway 111 may be physically separate entities or inte 
grated together as a single device. Such as in a common 
housing and/or rack. 
0023 The network access device may be a customer pre 
mises equipment (CPE) device. For instance, the network 
access device may be physically located in, or otherwise at, 
the residence, office, or other building of the customer served 
by the network access device. Any or all of local devices 
112-117 may also be co-located with the network access 
device. Such as in the same building or campus as the network 
access device. 

0024. The gateway interface device 111 may be or other 
wise include a computing device that communicates with 
modem 110 to allow one or more other devices in the home to 
communicate with the network equipment site 103 and other 
devices beyond the network equipment site. The gateway 111 
may be or otherwise include, for example, a set-top box 
(STB), digital video recorder (DVR), computer server, local 
area network (LAN) router, or any other desired computing 
device. The gateway 111 may include LAN interfaces to route 
and/or otherwise provide communication signals to/from 
local devices in the home, such as one or more televisions 
112, one or more additional STBs 113, one or more personal 
computers 114 and/or 115, one or more wireless devices 116 
(wireless laptops and netbooks, mobile phones, mobile tele 
visions, personal digital assistants (PDA), etc.), one or more 
voice-over-IP (VoIP) phones 117, and any other desired 
devices. Examples of the LAN interfaces include Multimedia 
Over Coax Alliance (MoCA) interfaces, Ethernet interfaces, 
universal serial bus (USB) interfaces, wireless interfaces 
(e.g., IEEE 802.11), Bluetooth interfaces, and others. Some 
of the data exchanged amongst the local devices 112-117 and 
between the local devices 112-117 and the network access 
device may be voice data (e.g., data that represents Sound 
Such as the human Voice. Such as VoIP data). For instance, 
phone 117 may send and/or receive voice data to/from the 
service provider network via the network access device. 
Other data exchanged amongst the local devices 112-117 and 
between the local devices 112-117 and the network access 
device may be non-voice data (e.g., any other data not con 
sidered voice data, such as data that is not VoIP data). VoIP 
data packets may identify a particular TCP port dedicated to 
VOIP. 

0025 FIG. 2 illustrates an example of general hardware 
and/or software elements that can be used to implement any 
of the various computing devices discussed herein. A com 
puting device 200 (also often referred to as a computer) may 
include one or more processors 201, which may execute 
instructions of a computer program to perform any of the 
features described herein. The instructions may be stored in 
any type of tangible and/or non-transitory computer-readable 
medium, Such as a memory or hard drive, to configure the 
operation of the processor 201. For example, instructions may 
bestored in a read-only memory (ROM) 202, a random access 
memory (RAM) 203, a removable media 204 such as a Uni 
versal Serial Bus (USB) drive, compact disk (CD) or digital 
versatile disk (DVD), a floppy disk drive, or any other desired 
data storage medium. Instructions may also be stored in an 
attached (or internal) hard drive 205. The computing device 
200 may include or be coupled to one or more output devices, 
Such as a display 206 (or an external television), and may 
include one or more output device controllers 207, such as a 
Video processor. There may also be one or more user input 
devices 208, Such as a remote control, keyboard, mouse, 
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touch screen, microphone, etc. The computing device 200 
may also include one or more network interfaces, such as 
input/output circuits 209 (such as a network card) to commu 
nicate with an external network 210 via communication and/ 
or negotiation with TS 104. The network interface may be a 
wired interface, wireless interface, or a combination of the 
two. In some embodiments, the interface 209 may include a 
modem (e.g., a cable modem), and network 210 may include 
the communication links 101 discussed above, TS 104, the 
external network 109, an in-home network, a provider's wire 
less, coaxial, fiber, or hybrid fiber/coaxial distribution system 
(e.g., a DOCSIS or PON network), or any other desired net 
work. 

0026. As previously discussed, there may be multiple 
local devices (e.g., devices 112-117) locally coupled to the 
network access device, and Such coupling may be via, e.g., a 
local area network (wireless and/or wired) and/or a direct 
connection to a network access device port. For instance, the 
local devices may be coupled together via an Ethernet net 
work, an 802.11 wireless network, and/or a MoCA network. 
Because the total bandwidth on any given physical and/or 
logical communication path is not infinite, each of these local 
devices may compete for communication at the local side 
(e.g., between the local devices and gateway 111) and also at 
the service network side (e.g., between modem 110 and TS 
104). Such communications may be multiplexed, for 
example, using known time-slicing techniques. For instance, 
each local device may be able to send and/or receive data 
to/from the network access device over a particular time slice, 
Such as in a burst of data packets within that time slice. 
However, bandwidth may be multiplexed and/or otherwise 
shared between the local devices 112-117 in any manner 
desired. 

0027. While there is some latency experienced by all data 
transmission, congestion either at the network access device 
or further upstream may increase the latency. Latency may 
refer to the time it takes for data to traverse a given commu 
nication path. For example, latency may be the amount of 
time it takes for data from a source to arrive at a destination, 
or for data and associated response data to make a round trip 
between the two network locations. Some contributors to 
latency may include, for example, data propagation delays, 
data transmission delays, data routing or other processing 
delays, and data storage delayS. Congestion may also contrib 
ute to increased jitter, as the instantaneous and/or average 
latency experienced between two network locations may 
change depending upon the level of congestion. 
0028. While it may not be feasible to completely remove 
congestion-based latency and jitter for all data without suffi 
ciently increasing bandwidth, it may be feasible to reduce 
latency and/or jitter for at least a Subset of data that is con 
sidered to be priority data. This may be particularly useful 
where a network user is operating multiple local devices 
and/or software applications, in which some of the local 
devices and/or Software applications are less sensitive to 
latency and/or jitter than others. Thus, examples will be 
described below of how to potentially reduce latency and/or 
jitter for selected data that is considered to be priority data, 
relative to latency and/or jitter that may be experienced by 
other non-priority data. As will be seen, the priority data may 
be queued and/or labeled separately from the non-priority 
data, such that the priority data may be routed or otherwise 
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forwarded as soon as possible and the non-priority data may 
be forwarded and/or routed in accordance with a best-effort 
policy. 
0029 FIG. 3 is a block diagram of an example a network 
access device 300. FIG.3 also shows example data flows with 
other devices, such as downstream local devices, and with a 
network termination system. The termination system may be, 
for example, the TS 104. The network access device 300 may 
be or otherwise include, for example, the gateway 111, the 
modem 110, or a combination of the two, and may further be 
implemented as or otherwise include a computing device 
such as that shown in FIG. 2. As discussed previously, the 
network access device 300 may be a CPE device located at the 
user's premises. The network access device 300 may also be 
a mobile device used anywhere outside the user's premises. In 
the shown example, the network access device 300 may 
include or otherwise provide an upstream prioritizer 301, a 
normal upstream (US) queue 302, a priority upstream queue 
303, data representing configuration settings 304, a down 
stream prioritizer 305, a normal downstream (DS) queue 306, 
and a priority downstream queue 307. Each of the elements 
301-303 and 305-307 may be implemented by, e.g., circuitry 
and/or a processor (such as the processor 201) configured in 
hardware and/or by software. Where software and/or other 
data are used to configure the processor, such software and/or 
data may be stored in a computer readable medium (such as 
the ROM 202, the RAM 203, the removable media 204, 
and/or the hard drive 205). The elements 301-303 and 305 
307 may further be implemented by, for example, the network 
I/O 209. Thus, the elements 301-303 and 305-307 may be 
embodied as, for instance, hardware elements and/or soft 
ware elements. The configuration settings 304 may be 
embodied as data at least partially stored in a computer 
readable medium local to network access device 300, such as 
the ROM 202, the RAM 203, the removable media 204, 
and/or the hard drive 205 of network access device 300, in 
storage of one or more of the local devices 112-117, and/or in 
storage upstream on the service network side. Such as in 
application signatures server 118, web servers 119, and/or 
Servers 106-107. 

0030 The network access device 300 may be communi 
catively connected to the TS 104 such as by one of the com 
munication links 101. In addition to downstream data flow 
from the TS 104 to the network access device 300, separate 
data flows may travel in the upstream direction from the 
network access device 300 and the TS 104, depending upon 
the priority of the data. In the shown example, two upstream 
logically and/or physically separate data flows are provided: 
a normal upstream network flow, and a priority upstream 
network flow. In further embodiments, more than two 
upstream data flows may be established, each with a different 
priority level. For example, there may be a low priority 
upstream network flow, a medium priority upstream network 
flow, and a high priority upstream networkflow. The names of 
the flows used herein are merely illustrative. For example, the 
normal upstream network flow referred to herein might alter 
natively be referred to as a low priority upstream network 
flow. What is common amongst these various embodiments 
may be that the different upstream data flows may have dif 
ferent priorities, which means that data in those flows may be 
sent in accordance with different policies. For example, data 
sent in the normal upstream network flow may be processed, 
sent, and/or routed on a best-effort basis, and/or associated 
with a first particular one or more QoS parameter values, 
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whereas data in the priority upstream network flow may be 
processed, sent, and/or routed on a real-time or as-Soon-as 
possible basis, and/or associated with a second particular one 
or more QoS parameter values. Thus, the priority data may 
take precedence over data in the normal upstream network 
flow where there is bandwidth conflict between the two flows. 
Also, while only a single downstream network flow is shown 
in FIG. 3, the downstream direction between the TS 104 and 
the network access device 300 may likewise include multiple 
flows with different priorities and policies. All of the 
upstream and downstream flows may be simultaneously sent 
between the TS104 and the network access device 300 on the 
same physical transmission medium, Such as one of the com 
munication links 101, or on multiple physical transmission 
media. 

0031. In some embodiments, where the communication 
between the network access device 300 and the TS 104 is in 
accordance with, for example, DOCSIS, the various data 
flows each may be associated with a different DOCSIS ser 
vice flow, each having its own DOCSIS service identifier 
(SID) and its own one or more quality of service (QoS) 
parameters. The QoS parameters may include parameters that 
define or otherwise affect expectations of for example, band 
width, data rate, latency, jitter, throughput speed, and/or error 
rate. In the case of DOCSIS, the normal upstream network 
flow may be, for example, a DOCSIS best effort (BE) or 
DOCSIS non-real-time polling service (nrtPS) service flow, 
and the priority upstream network flow may be, for example, 
a DOCSIS unsolicited grant service (UGS) or real-time poll 
ing service (RGS) service flow. Examples of DOCSIS QoS 
parameters that may have certain values associated with cer 
tain priorities include traffic priority, maximum concatenated 
burst, upstream scheduling service type, request/transmission 
policy, maximum Sustained traffic rate (Tmax), maximum 
traffic burst, minimum reserved traffic rate (Tmin), assumed 
minimum packet size, unsolicited grant size, grants per inter 
val, nominal grant interval, tolerated grant jitter, nominal 
polling interval, and/or tolerated poll jitter. Of course, where 
other protocols are used between the network access device 
300 and the TS 104, other QoS parameters may be associated 
with the various priority levels. 
0032 Moreover, the QoS parameters themselves may or 
may not be sent from the network access device 300 to the TS 
104. Thus, in Some embodiments, an indicator representative 
of a particular QoS parameter value, or representative of a 
combination of particular QoS parameter values, may be sent 
by the network access device 300 to the TS 104. For instance, 
a priority indicator Such as a particular bit or byte value in a 
packet being sent upstream by the network access device 300 
may indicate to the TS 104 that a particular one or more QoS 
parameter values should be used for communication of a data 
flow from the network access device 300. As an example, 
where link 101 includes a DOCSIS link, the priority indicator 
may be a DOCSIS priority indicator, and depending upon the 
value of the priority indicator tagged for the packet(s) sent by 
the network access device 300, the TS 104 may interpret the 
priority indicator as being associated with a particular Tmin 
value and/or one or more particular other QoS parameter 
values. Or, where the link 101 is a passive optical network 
(PON) link, the network access device 300 may tag upstream 
packets with PON priority indicators according to their deter 
mined priorities In turn, the TS 104 may recognize and pri 
oritize the packets based on the PON priority indicators. 
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0033. In operation, data sent upstream from any of the 
local devices (e.g., the local devices 112-117) may be 
received and prioritized by the upstream prioritizer 301. Data 
that is determined to be of high priority is forwarded to the 
priority upstream queue 303, and data that is considered to be 
of normal priority is forwarded to the normal upstream queue 
302. In other embodiments where there are multiple levels of 
higher priority, then the upstream prioritizer 301 may sepa 
rate the data into three or more upstream queues based on 
determined priority. Upstream data may be prioritized and 
forwarded at any level of granularity desired. Such as on a 
packet-by-packet basis or a frame-by-frame basis. Data 
received at the normal upstream queue 302 may be forwarded 
to the TS 104 according to a first policy via the normal 
upstream network flow, and data received at the priority 
upstream queue 303 may be forwarded to the TS 104 accord 
ing to a second policy via the priority upstream network flow. 
Thus, data packets may beforwarded to the TS104 in an order 
that depends upon their relative priorities. 
0034. Likewise, data sent downstream from the TS 104 
may be received and prioritized by the downstream prioritizer 
305. Data that is determined to be high priority is forwarded 
to the priority downstream queue 307, and data that is con 
sidered to be of normal/low priority is forwarded to the nor 
mal downstream queue 306. In other embodiments where 
there are multiple levels of higher priority, then the down 
stream prioritizer 305 may separate the data into three or more 
downstream queues based on determined priority. Down 
stream data may be prioritized and forwarded at any level of 
granularity desired, such as on a packet-by-packet basis or a 
frame-by-frame basis. Data received at the normal down 
stream queue 306 may be forwarded to the one or more of the 
local devices according to a third policy, and data received at 
the priority downstream queue 307 may be forwarded to the 
one or more local devices according to a fourth policy. Thus, 
data packets may be forwarded to the one or more local 
devices in an order that depends upon their relative priorities. 
In some embodiments, data sent between the local devices 
112-117 and the network access device 300 may be in accor 
dance with, e.g., Internet Protocol (IP). In such embodiments, 
the data packets forwarded by the normal and priority down 
stream queues may be marked with different IP header QoS 
markings, such as different differentiated services code point 
(DSCP) markings 
0035. While the various upstream and downstream queues 
302, 303, 306, and 307 are depicted in FIG. 3 as separate 
elements, such separation may be physical and/or logical. For 
example, upstream queues 302 and 303 (or downstream 
queues 306 and 307) may be physically separate (e.g., sepa 
rate buffer circuitry) or physically integrated. In some 
embodiments, queues 302, 303, 306, and/or 307 may be 
implemented as one or more first-in-first-out (FIFO) buffers, 
and may be part of, e.g., the modem 110. 
0036. The network access device 300 may determine 
whether upstream and/or downstream data is of a certain 
priority based on one or more configuration settings. The 
configuration settings may indicate, for example, which of 
the local devices are to be associated with high priority data 
and/or which are to be associated with normal priority data. 
The local devices may be identified by, e.g., media access 
control (MAC) address, IP address, device name, device 
serial no., etc. For example, the configuration settings may 
indicate that a first MAC address is to be associated with 
normal priority data and/or that a second MAC address is to 
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be associated with high priority data. In this example, the 
network access device 300 may send upstream data from the 
local device having the first MAC address to the normal 
upstream queue 302 and upstream data from the local device 
having the second MAC address to the priority upstream 
queue 303. Likewise, the network access device 300 may 
send downstream data addressed to the local device having 
the first MAC address to the normal downstream queue 306 
and downstream data addressed to the local device having the 
second MAC address to the priority downstream queue 307. 
0037. The configuration settings may additionally or alter 
natively indicate which physical ports and/or logical ports are 
to be associated with high priority data and/or which are to be 
associated with normal priority data. Where the network 
access device 300 is or includes a router, the physical ports 
may be, for example, router ports. Examples of logical ports 
that may be indicated include transmission control protocol 
(TCP) ports and/or user datagram protocol (UDP) ports. For 
example, the configuration settings may indicate that a first 
port is to be associated with normal priority data and/or that a 
second port is to be associated with high priority data. In this 
example, the network access device 300 may send upstream 
data utilizing the first port to the normal upstream queue 302 
and upstream data utilizing the second port to the priority 
upstream queue 303. Likewise, the network access device 
300 may send downstream data utilizing the first port to the 
normal downstream queue 306 and downstream data utilizing 
the second port to the priority downstream queue 307. 
0038. The configuration settings may additionally or alter 
natively indicate which software applications are to be asso 
ciated with high priority data and/or which are to be associ 
ated with normal priority data. For example, the configuration 
settings may indicate that a first Software application is to be 
associated with normal priority data and/or that a second 
Software application is to be associated with high priority 
data. In this example, the network access device 300 may send 
upstream data generated by the first software application to 
the normal upstream queue 302 and upstream data generated 
by the second Software application to the priority upstream 
queue 303. Likewise, the network access device 300 may 
send downstream data used and/or requested by the first Soft 
ware application to the normal downstream queue 306 and 
downstream data used and/or requested by the second soft 
ware application to the priority downstream queue 307. As 
will be discussed further below, such application software 
based configuration settings may be implemented, for 
example, through the use of deep-packet inspection (DPI) 
techniques and an application signatures library to identify 
the Software application associated with a given upstream 
and/or downstream data packet. 
0039 FIG. 4 is a flow chart of an example method for 
implementing data priority at a network access device accord 
ing to one or more aspects as described herein. By way of 
example, the flow chart will be described as steps that may be 
performed by the network access device 300. 
0040. At step 401, the network access device 300 may be 
configured with various priority configuration settings. As 
described previously, the configuration settings may identify 
criteria for determining the priority of upstream and/or down 
stream data, such which local devices, physical ports, logical 
ports, and/or software applications are to be associated with 
which level of priority. Step 401 may also include establish 
ing policies associated with the various priority levels. For 
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example, one policy may indicate that particular values of one 
or more QoS parameters be specified to be used with various 
priority levels. 
0041. Some or all of the configuration settings may be 
user-configurable, or alternatively they may be predeter 
mined and not user-configurable Such as by being encoded 
through firmware by the manufacturer into the network 
access device 300. Where configuration settings are user 
configurable, they may be configurable via a user interface. 
An example screen shot of Such a user interface (which may 
belocal or remote) is shown in FIG. 5. As can be seen, the user 
interface may display the existing configuration settings and 
may allow the user to modify some or all of the configuration 
settings in various categories (e.g., in FIG. 5, the categories 
would be MAC address, TCP port, software application, and 
router port). In the shown example, the configuration settings 
are presented in the user interface as a set of displayed inter 
active tables, however the settings may be displayed in any 
manner desired. To modify the configuration settings in the 
user interface of FIG. 5, the user could simply place the cursor 
in the appropriate box and change the values therein. 
0042. The example settings of FIG. 5 may be interpreted 
as follows—a packet is considered high priority and sent to 
the priority upstream or downstream queue 303, 307, if the 
packet (is sent/received to/from a device having MAC address 
00-1F-3B-72-FF-A1 or 5E-71-F4-C1-11-00) OR (specifies a 
TCP port in the range of 6881 to 6999) OR (is sent/received 
through router port 2) OR (is a packet for software applica 
tions Halo3, Call or Duty, or World of Warcraft). While gam 
ing software applications are referred to in FIG. 5, this is 
merely an example, and any other type of Software applica 
tion may be references in the configuration settings. More 
over, to resolve priorities across different categories, a rule 
may be user-defined via the user interface (or predetermined 
and not user-definable) that indicates a hierarchy of catego 
ries. For instance, the rule may indicate whether a packet 
associated with a high-priority MAC address should super 
sede a packet associated with a high-priority Software appli 
cation. 

0043. If the network access device 300 determines that, for 
a given packet, the above Boolean statement is true, then the 
packet may be classified as a priority packet and sent to the 
priority upstream or downstream queue 303, 307. If the net 
work access device 300 determines that, for a given packet, 
the above Boolean statement is not true, then the packet may 
be classified as a normal packet and sent to the normal 
upstream or downstream queue 302,306. Thus, the user may 
control and adjust configuration settings that, in turn, define a 
set of rules by which the network access device 300 deter 
mines whether each packet transferred upstream toward the 
TS 104 or received from the TS 104 is to be classified as a 
priority packet. 
0044 Of course, the above is merely an example, and 
many other combinations of configuration settings are pos 
sible. For example, while the various configuration settings in 
the example described above were explained as being com 
bined in a Boolean OR Statement, the configuration settings 
may be combined and defined in any other way desired. For 
instance, the user interface may allow the user to require that 
the network access device 300 may classify a data packet as a 
priority packet only if it: (is sent/received to/from a device 
having MAC address 00-1F-3B-72-FF-A1 or 5E-71-F4-C1 
11-00) AND (is sent/received through router port 2) OR 
(specifies a TCP port in the range of 6881 to 6999). As another 
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example, where multiple levels of priority are desired, each 
setting may allow the user to input a particular priority level. 
such as a level from 1 to 5 or from 1 to 16 (depending upon 
how many levels of priority are provided). 
0045 FIG. 6 shows another portion of an example user 
interface, which might be displayed responsive to the user 
selecting the “Modify ... button in the user interface of FIG. 
5, indicating that the user wishes to modify the listed software 
applications. In the FIG. 6 screenshot, a list of various soft 
ware applications may be displayed, and may be selectable as 
being priority or non-priority Software applications, such as 
by checking or un-checking an associated box. Again, where 
multiple possible levels of priority are provided, the user 
interface may allow the user to input a particular priority level 
for each selected Software application, such as a level from 1 
to 5 or from 1 to 16 (again, depending upon how many levels 
of priority are provided). 
0046. The user interface of FIG. 6 may also include an 
indication 601 of the expected bandwidth usage of the 
selected priority Software applications. In the present 
example, the indication 601 is a bar that shows the expected 
bandwidth to be used (or historically already used) by the 
three selected software applications. Where the amount of 
bandwidth represents expected bandwidth for each software 
application, the expected bandwidth may be predetermined, 
e.g., obtained from a look-up table, based on information 
Such as from the Software application manufacturer. Such a 
look-up table or other information may be, e.g., downloaded 
from a network such as the Internet (e.g., one of the web 
servers 119 and/or the application signatures server 118). The 
bar format is merely an example—the indication 601 may be 
any graphical and/or textual indication as desired. 
0047. The user interface of FIGS. 5 and 6 may be gener 
ated and presented locally by, e.g., the network access device 
300. This may be desirable where at least some of the con 
figuration setting information is stored locally to the network 
access device 300, such as at element 304. However, some or 
all of the user interface may be generated by a source outside 
of the network access device 300, such as by a computing 
device downstream or upstream from the network access 
device 300. An example of such a computing device is one of 
the web servers 119 and/or the application signatures server 
118. 

0048 Referring again to FIG.4, upon configuration of the 
network access device 300, in step 402 the network access 
device 300 may obtain the application signatures of those 
Software applications selected in step 401 as being priority 
Software applications. The application signatures may be 
downloaded from, e.g., the application signatures server 118 
and stored locally at the network access device 300, such as in 
the storage element that stores configuration information 304. 
An application signature may indicate one or more features of 
a data packet or group of data packets, such as the format or 
the packet or packets. One common way of reviewing packets 
for comparison with application signatures is to perform 
deep-packet inspection (DPI). Such an inspection may 
involve examining packet format and/or content at any or all 
of layers 4, 5, 6, and/or 7 of the OSI model, to determine 
which application the packet(s) (and/or the service flow con 
taining the packet(s)) belongs to. The network access device 
300 may now be ready to prioritize upstream, downstream, 
and/or local-to-local data based on the configuration infor 
mation 304, which will be described by way of example with 
reference to steps 403-415. 
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0049. The remainder of the flowchart of FIG. 4 is divided 
into three situations—on the left side is a process that may be 
performed to prioritize packets being sent upstream from one 
or more of the local devices 112-117 to, e.g., the TS 104, in the 
middle side is a process that may be performed to prioritize 
packets being sent downstream from, e.g., the TS 104, to one 
or more of the local devices 112-117, and on the right side is 
a process that may be performed to prioritize packets being 
sent between local devices 112-117 (“local-to-local commu 
nication). The upstream, downstream, and local-to-local pro 
cesses may be performed simultaneously and/or independent 
of one another. For instance, the network access device 300 
may multitask between processing upstream packets, down 
stream packets, and local-to-local packets. 
0050 Beginning with the upstream process of FIG. 4, at 
step 403 one of the local devices 112-117 may send one or 
more data packets to the network access device 300 for for 
warding upstream to, e.g., the network via the TS 104. These 
packets may be sent via, e.g., an IP protocol. At step 404, in 
response to the detected incoming packets, the upstream pri 
oritizer 301 may determine the priority or priorities of the one 
or more packets based on comparison of those packets with 
the previously-determined configuration settings 304. Such as 
in the manner described above. Once the priority for each data 
packet (or group of packets) is determined, at step 405 the 
upstream prioritizer 301 may label the packets with appropri 
ate priority indicators. The labels may be located in, e.g., the 
headers of the packets themselves or in encapsulating larger 
packets/frames. For example, where the communication pro 
tocol between the network access device 300 and the TS 104 
is DOCSIS, the upstream prioritizer 301 may set one or more 
DOCSIS QoS parameters for those packets according to the 
determined priority. This step or any Subsequent step may 
also involve transforming/encapsulating the packets into a 
format appropriate for the protocol used between the network 
access device 300 and the TS 104. In other words, the packets 
sent upstream to the TS 104, while based on the packets 
received by the upstream prioritizer 301, may or may not be of 
the same packet format. For example, the packets sent to the 
TS 104 may have the same payloads as, but different and/or 
additional headers from, the corresponding packets received 
by the upstream prioritizer 301. The term “packet' as used 
throughout the present specification may refer in a general 
ized way to groupings of data in any protocol desired, includ 
ing data frames, and is not limited to any particular data size 
or format. Each packet may include one or more headers and 
a payload. 
0051. At step 406, the upstream prioritizer 301 may direct 
the packets to the appropriate upstream queue 302 or 303, 
depending upon the determined priority, and at step 407, the 
queued packets may be transmitted over the communication 
line(s) 101 to the TS 104 in accordance with the operating 
characteristics of the respective upstream queue and/or the 
network. This upstream process may be repeated for each 
packet or group of packets to be sent upstream. Since some or 
all of the packets transmitted upstream to the TS 104 may 
include the priority indicators added by the network access 
device 300, the TS 104 and/or any other portions of the 
upstream network may choose to treat those packets in accor 
dance with the priority indicators. 
0052. The downstream process of FIG. 4, steps 408-411, 
may operate as follows. At step 408, the TS104 may send one 
or more data packets to the network access device 300 for 
forwarding to one or more of the local devices 112-117. These 
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packets may be sent via, e.g., a DOCSIS protocol. At step 409, 
in response to the detected incoming packets, the downstream 
prioritizer 305 may determine the priority or priorities of the 
one or more packets based on comparison of those packets 
with the previously-determined configuration settings 304, 
such as in the manner described above. The downstream 
prioritizer 305 may also label the packets with appropriate 
priority indicators. The priority indicators may be located in, 
e.g., the headers of the packets themselves or in encapsulating 
larger packets/frames. This step or any Subsequent step may 
also involve transforming/encapsulating the packets into a 
format appropriate for the protocol used between the network 
access device 300 and the local devices 112-117. In other 
words, the packets sent downstream to the local devices 112 
117, while based on the packets received by the downstream 
prioritizer 305, may or may not be of the same packet format. 
For example, the packets sent to the local device 112-117 may 
have the same payloads as, but different and/or additional 
headers from, the corresponding packets received by the 
downstream prioritizer 305. 
0053 Moreover, since the protocol on the local side of the 
network access device 300 may be different from the protocol 
on the TS side of the network access device 300, the priority 
indicators attached to the local-side downstream packets may 
be of a different type from those attached to the upstream 
packets headed towards the TS 104. While the priority indi 
cators may be utilized by the local devices 112-117, it is also 
possible that the network access device 300 does not label the 
downstream packets with these priority indicators, such that 
prioritization may occur only with the network access device 
3OO. 

0054) At step 410, the downstream prioritizer 305 may 
direct the packets to the appropriate downstream queue 306 or 
307, depending upon the determined priorities of the packets, 
and at step 411, the queued packets may be transmitted to the 
local devices 112-117 in accordance with the operating char 
acteristics of the respective downstream queue and/or the 
LAN. This downstream process may be repeated for each 
packet or group of packets to be sent downstream. 
0055. The local-to-local process of FIG.4, steps 412-415, 
may operate as follows. At step 412, one of the local devices 
112-117 may send one or more data packets to the network 
access device 300 for forwarding to one or more of the other 
local devices 112-117. These packets may be sent via, e.g., an 
IP protocol. At step 413, in response to the detected incoming 
local-to-local packets, the upstream prioritizer 301 may 
determine the priority or priorities of the one or more packets 
based on comparison of those packets with the previously 
determined configuration settings 304. Such as in the manner 
described above. The upstream prioritizer 301 may also label 
the packets with appropriate priority indicators. The priority 
indicators may be located in, e.g., the headers of the packets 
themselves or in encapsulating larger packets/frames. While 
the priority indicators may be utilized by the local devices 
112-117, it is also possible that the network access device 300 
does not label the local-to-local packets with these priority 
indicators. Such that prioritization may occur only with the 
network access device 300. 
0056. At step 414, the upstream prioritizer 301 may direct 
the local-to-local packets to the appropriate downstream 
queue 306 or 307, depending upon the determined priorities 
of the packets, and at step 411, the queued packets may be 
transmitted to the local devices 112-117 in accordance with 
the operating characteristics of the respective downstream 
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queue and/or the LAN. This downstream process may be 
repeated for each local-to-local packet or group of packets. 
0057. In some embodiments, upstream, downstream, and/ 
or local-to-local packets may be prioritized by the network 
access device 300 without necessarily utilizing separate nor 
mal and priority queues. For instance, there may be a single 
upstream queue and/or a single downstream queue, where 
those queues are not necessarily FIFO queues. In general, 
Such a queue may implement any number of algorithms that 
result in higher priority packets being send earlier than nor 
mal priority packets. For instance, packets may be inserted 
into a position within the queue, and/or rearranged in various 
positions within the queue, inaccordance with their priorities. 
In still further embodiments where multiple upstream and/or 
downstream queues are utilized, these queues may be physi 
cally separate, or they may be logically separate even though 
they share the same physical resources. 
0058. Thus, various examples of systems, apparatuses, 
method, and software have been described that may allow a 
CPE network access device to prioritize upstream and/or 
downstream data between local devices and a service pro 
vider network. Moreover, prioritization preferences may be 
customizable by the customer that is in control of the CPE 
network access device. 

0059 While illustrative systems and methods as described 
herein embodying various aspects of the present disclosure 
are shown, it will be understood by those skilled in the art that 
the disclosure is not limited to these embodiments. Modifi 
cations may be made by those skilled in the art, particularly in 
light of the foregoing teachings. For example, each of the 
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features of the aforementioned illustrative examples may be 
utilized alone or in combination or subcombination with ele 
ments of the other examples. Moreover, one of ordinary skill 
in the art will appreciate that the flowchart steps illustrated in 
the illustrative figures may be performed in other than the 
recited order, and that one or more blocks or steps illustrated 
in any of the figures may be optional in accordance with 
aspects of the disclosure. The description is thus to be 
regarded as illustrative of, rather than restrictive on, the 
present disclosure. 

1. A method, comprising: 
receiving, at a computing device associated with a user, an 

identification of a software application and an identifi 
cation of a local device communicatively coupled to the 
computing device, wherein the identification of the soft 
ware application comprises a first application signature; 

determining, by the computing device, whether a received 
data packet identifies the local device and is associated 
with the software application; 

assigning a user-identified priority indicator to the received 
data packet responsive to if a second application signa 
ture associated with the received data packet corre 
sponds to the first application signature and the received 
data packet identifies the local device, wherein the sec 
ond application signature is obtained from the received 
data packet by examining a format of the received data 
packet; and 

sending the data packet via a network flow associated with 
the priority indicator. 
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