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(57) Abstract: The present invention is applicable to the technical field of blockchains. Provided is a privacy protection and identi-
ty management method for a multi-mode identifier network. The method comprises: S1, utilizing blockchain technology to register
network identifiers, forming a multi-mode identifier network, and performing domain division to construct a hierarchical blockchain
system; S2, employing a group/ring signature mechanism to combine, according to differences in the identification of respective nodes
in the multi-mode identifier network, respective node signatures into a signature tree structure; and S3, performing authentication on a
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given higher-level node signature in the signature tree structure to realize authentication of a lower-level node signature by taking said
signature as a root in the signature tree structure. The present invention employs a group/ring signature technique to realize identity
privacy protection for members. A manager node and ordinary nodes form a group so as to generate an upper-level group signature
for multiple transactions. At the same time, the manager node and member nodes also form a ring so as to create an upper-level ring
signature for multiple voting messages.
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