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METHOD AND APPARATUS FOR 
DETECTING WEBSITE SECURITY 

CROSS - REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] This application is a continuation of U . S . patent 
application Ser . No . 15 / 303 , 216 filed Oct . 10 , 2016 , which 
was the National Stage of International Application No . 
PCT / CN2014 / 095944 filed Dec . 31 , 2014 , which claims 
priority to Chinese Patent Application No . 201410144318 . 7 
filed Apr . 11 , 2014 , all of which are incorporated herein by 
reference in their entirety . 

FIELD OF TECHNOLOGY 
[ 0002 ] The present invention relates to the field of Inter 
net , and in particular , to a method and apparatus for detect 
ing website security . 

BACKGROUND 
[ 0003 ] As Internet technologies are more and more widely 
used , a lot of routine work and entertainments are carried out 
online because networks are closely linked with our daily 
lives . Therefore , website security draws more and more 
attention . However , there are various potential safety haz 
ards in networks , for example , COOKIE poisoning , appli 
cation buffer overflow , cross - site scripting attack and known 
security vulnerability or the like , which make website users 
worry at any moment . The website users expect to know 
about degree of safety of websites and use safer websites , 
and webmasters expect to timely fix vulnerabilities and 
provide a safe browsing platform for website users . 
[ 0004 ] In today ' s highly developed information , website 
services ( codes ) serving as information carriers are fre 
quently updated , but information security professional allo 
cated by each company are not many enough to support so 
many and frequent security tests . 
[ 0005 ] For example , an island page is a page that cannot 
be snatched by a crawler , and thus huge risks may be caused 
once a vulnerability is discovered by a hacker . All existing 
vulnerability scanners perform security tests after snatching 
website links based on crawler technology , and thus neither 
can timely scan new online domain names nor can detect 
vulnerabilities on island pages . 

nation that the link is new ; or inserting the domain 
name into the to - be - scanned queue as a priority task to 
be scanned in response to a determination that the 
domain name is new ; and 

[ 0012 ] performing vulnerability scanning on the task to 
be scanned in the to - be - scanned queue . 

[ 0013 ] According to another aspect of the present inven 
tion , there is disclosed an electronic device for detecting 
website security , comprising : 

[ 0014 ] a memory having instructions stored thereon ; 
[ 0015 ] a processor configured to execute the instruc 

tions to perform operations for detecting website secu 
rity , the operations comprising : 

[ 0016 ] performing bypass interception on a network to 
snatch a hypertext transfer protocol request packet ; 

[ 0017 ] acquiring a link corresponding to the hypertext 
transfer protocol request packet ; 

[ 0018 ] determining whether the link is new ; or deter 
mining whether a domain name of the link is new ; 

[ 0019 ] inserting the link into a to - be - scanned queue as 
a priority task to be scanned in response to a determi 
nation that the link is new ; or inserting the domain 
name into the to - be - scanned queue as a priority task to 
be scanned in response to a determination that the 
domain name is new ; and 

[ 0020 ) performing vulnerability scanning on the task to 
be scanned in the to - be - scanned queue . 

[ 0021 ] According to yet another aspect of the present 
invention , there is provided a non - transitory computer 
readable medium having computer programs stored thereon 
that , when executed by one or more processors of an 
electronic device , cause the electronic device to perform 
operations for detecting website security , the operations 
comprising : 

[ 0022 ] performing bypass interception on a network to 
snatch a hypertext transfer protocol request packet ; 

[ 0023 ] acquiring a link corresponding to the hypertext 
transfer protocol request packet ; 

[ 0024 ] determining whether the link is new ; or deter 
mining whether a domain name of the link is new ; 

10025 ] inserting the link into a to - be - scanned queue as 
a priority task to be scanned in response to a determi 
nation that the link is new ; or inserting the domain 
name into the to - be - scanned queue as a priority task to 
be scanned in response to a determination that the 
domain name is new ; and performing vulnerability 
scanning on the task to be scanned in the to - be - scanned 
queue . 

[ 0026 ] According to a solution of the present invention , 
bypass interception is performed on a network , an http 
request packet is snatched , a link corresponding to the http 
request packet is acquired , the link is inserted into a to - be 
scanned queue as a priority task to be scanned if the link is 
determined to be new ; and / or a domain name corresponding 
to the link is extracted , the domain name is inserted into the 
to - be - scanned queue as a priority task to be scanned if the 
domain name is determined to be new , and vulnerability 
scanning is performed on the task to be scanned in the 
to - be - scanned queue . The link corresponding to a user 
request can be acquired by performing bypass interception 
on the network , and when the link or the domain name of the 
link is determined to be new , vulnerability scanning is 
preferentially performed on it , thus enabling to monitor a 

SUMMARY 
[ 0006 ] In the view of above problems , the present inven 
tion is proposed to provide a method for detecting website 
security , a corresponding apparatus for detecting website 
security , a corresponding computer program and a corre 
sponding computer - readable medium to overcome the afore 
mentioned problems or at least in part solve the aforemen 
tioned problems . 
[ 0007 ] According to one aspect of the present invention , 
there is provided a method for detecting website security , 
which comprises : 

[ 0008 ] performing bypass interception on a network to 
snatch a hypertext transfer protocol request packet ; 

[ 0009 ] acquiring a link corresponding to the hypertext 
transfer protocol request packet ; 

[ 0010 ) determining whether the link is new ; or deter 
mining whether a domain name of the link is new ; 

[ 0011 ] inserting the link into a to - be - scanned queue as 
a priority task to be scanned in response to a determi 
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website security problem in real time and facilitating a 
discovery of a security vulnerability of the website . 
[ 0027 ] Described above is merely an overview of a tech - 
nical solution of the present invention . In order to more 
apparently understand the technical means of the present 
invention to implement in accordance with the contents of 
specification , and to more readily understand above and 
other objectives , features and advantages of the present 
invention , particular embodiments of the present invention 
are provided hereinafter . 

BRIEF DESCRIPTION OF THE DRAWINGS 
[ 0028 ] Through reading the detailed description of the 
following preferred embodiments , various other advantages 
and benefits will become apparent to those of ordinary skills 
in the art . Accompanying drawings are merely included for 
the purpose of illustrating the preferred embodiments and 
should not be considered as limiting of the present invention . 
Further , throughout the drawings , like reference signs are 
used to denote like elements . In the drawings : 
[ 0029 ] FIG . 1 is a flow chart of a method for detecting 
website security according to an embodiment of the present 
invention ; 
( 0030 ) FIG . 2 is a flow chart of a method for detecting 
website security according to another embodiment of the 
present invention ; 
[ 0031 ] FIG . 3 is a structural block diagram of an apparatus 
for detecting website security according to an embodiment 
of the present invention ; 
[ 0032 ] FIG . 4 is a block diagram of an electronic device 
for performing the method according to the present inven 
tion ; and 
[ 0033 ] FIG . 5 is a schematic diagram of a storage unit for 
maintaining or carrying a program code for implementing 
the method according to the present invention . 

take the entity as a new additional subitem of resource 
specified by a requested URL in a request queue . The get 
request packet or the post request packet includes a URL of 
a webpage . 
[ 0038 ] Step S110 : acquire a link corresponding to the http 
request packet . 
0039 ] Since the http request packet includes a URL of a 
webpage , a link corresponding to the http request packet can 
be acquired according to a corresponding URL , namely , the 
URL of the webpage . 
[ 0040 ] Step S120 : insert the link into a to - be - scanned 
queue as a priority task to be scanned if the link is deter 
mined to be new ; and / or extract a domain name correspond 
ing to the link , insert the domain name into the to - be 
scanned queue as a priority task to be scanned if the domain 
name is determined to be new . 
[ 0041 ] In this embodiment , a priority task to be scanned 
may be determined according to a link and a domain name , 
or the priority task to be scanned may be determined only 
according to a link or a domain name . Namely , a link is 
inserted into a to - be - scanned queue as a priority task to be 
scanned if the link is determined to be new , or a domain 
name corresponding to the link is extracted , the domain 
name is inserted into the to - be - scanned queue as a priority 
task to be scanned if the domain name is determined to be 
new . 
[ 0042 ] Step S130 : perform vulnerability scanning on the 
task to be scanned in the to - be - scanned queue . 
[ 0043 ] According to the method provided by the present 
invention , bypass interception is performed on a network , an 
http request packet is snatched , a link corresponding to the 
http request packet is acquired , the link is inserted into a 
to - be - scanned queue as a priority task to be scanned if the 
link is determined to be new ; and / or a domain name corre 
sponding to the link is extracted , the domain name is 
inserted into the to - be - scanned queue as a priority task to be 
scanned if the domain name is determined to be new , and 
vulnerability scanning is performed on the task to be 
scanned in the to - be - scanned queue . The link corresponding 
to a user request can be acquired by performing bypass 
interception on the network , and when the link or the domain 
name of the link is determined to be new , vulnerability 
scanning is preferentially performed on it , thus enabling to 
monitor the website security problem in real time and 
facilitating the discovery of the security vulnerability of the 
website . 
100441 FIG . 2 is a flow chart of a method for detecting 
website security according to another embodiment of the 
present invention . As shown in FIG . 2 , the method includes 
following steps . 
[ 0045 ] Step S200 : snatch an http request packet by per 
forming bypass interception on a network . 
[ 0046 ] The http request packet mainly includes : a proto 
col , a server domain name , a port number , a request packet 
path , a get parameter name , a post parameter name , an 
extension name and a target server network segment , etc . 
The http request packet may be a get request packet or a post 
request packet , etc . The get request packet or the post 
request packet includes a URL of a webpage . 
[ 0047 ] A security detecting device is connected into a 
network by way of bypass interception to perform bypass 
interception on all network requests . A user may send an http 
request to a website when the user accesses the website 

DESCRIPTION OF THE EMBODIMENTS 
[ 0034 ] The following will describe in more detail the 
exemplary embodiments of the present invention with ref 
erence to the accompanying drawings . Although the accom 
panying drawings display the exemplary embodiments of 
the present invention , it should be understood that the 
present invention may be implemented in various forms but 
not limited by the embodiments set forth herein . Instead , 
these embodiments are provided to more thoroughly under 
stand the present invention , and completely convey the 
scope of the present invention to those skilled in the art . 
[ 0035 ] FIG . 1 is a flow chart of a method for detecting 
website security according to an embodiment of the present 
invention . As shown in FIG . 1 , the method includes follow 
ing steps . 
[ 0036 ] Step S100 : perform bypass interception on a net 
work to snatch an http packet . 
[ 0037 ] The http request packet may be a get request packet 
or a post request packet , etc . A get request is used for 
obtaining information of resource specified by requesting a 
uniform resource locator ( URL ) by way of an entity . If 
requesting a URL is merely a data generating process , finally 
resource pointed to a result of a processing procedure 
instead of a description of the processing procedure is 
returned in the response entity . A post request is used for 
sending a request to a destination server to ask the destina - 
tion server to accept an entity attached after the request and 
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through a client , and the security detecting device may 
snatch an http request packet according to the http request 
sent by the user . 
[ 0048 ] Step S210 : acquire a link corresponding to the 
hypertext transfer protocol request packet . 
[ 0049 ] Since an http request packet includes the URL of a 
webpage , correspondingly , a corresponding link ( namely , 
the URL of the webpage ) may be restored and obtained from 
the http request packet . 
[ 0050 ] Step S220 : analyze whether the link is a valid link , 
and execute Step S230 if yes , otherwise execute Step S200 . 
[ 0051 ] The valid link refers to a link that can normally 
open a webpage or download a file . An invalid link refers to 
a link that is invalid and cannot provide the user with a 
webpage having valuable information . A link is determined 
to be an invalid link if the link has following phenomena : 
there is no domain name , the domain name is incomplete , 
the link is incomplete or there is no content in a post protocol 
data packet . Taking a certain link whose domain name is 
abcd . com as an example , the link is determined to be an 
invalid link if the link does not have the domain name 
abcd . com or only has a part of the domain name such as 
ad . com . 
[ 0052 ] link acquired in Step S210 is analyzed to deter 
mine whether the link is a valid link . The link is determined 
to be an invalid link if the link has following phenomena : 
there is no domain name , the domain name is incomplete , 
the link is incomplete or there is no content in a post protocol 
data packet ; otherwise , the link is determined to be a valid 
link . Step S230 : add the link into a link library 
[ 0053 ] The link library is configured to store all valid links 
to be visited by the user . Links determined to be valid links 
in S220 are added into the link library . To avoid repeatedly 
adding the same link into the link library , after the link is 
determined to be a valid link , it is first determined whether 
the link is present in the link library , and the link is added 
into the link library if the link is not present in the link 
library . In the present invention , if the link is not present in 
the link library , the link can be regarded as a new link , which 
can be used as a basis of determining whether the link is new 
subsequently . 
[ 0054 ] Step S240 : summarize links having an identical 
domain name in the link library . 
[ 0055 ] For example , if a part of links in the link library 
have an identical domain name abcd . com , a part of links 
have an identical domain name cefg . com , and a part of links 
have an identical domain name fged . com , links in the link 
library are respectively summarized according to the domain 
names abcd . com , cefg . com and fged . com . 
[ 0056 Step S250 : extract domain names corresponding to 
the links . 
[ 0057 ) Domain names corresponding to the links summa 
rized in Step S240 are extracted , for example , domain names 
such as abcd . com , cefg . com and fged . com are obtained . 
[ 0058 ] Step S260 : determine whether the domain name to 
be new , and execute Step S270 if yes , otherwise execute 
Step S280 . 
[ 0059 ] Embodiments of the present invention provide two 
methods for determining whether a domain name is new , but 
determination methods are not limited to the methods enu 
merated as below . 
[ 0060 ] Method 1 : it is detected whether there is flow of the 
domain name within a preset time range , and it is determined 
the domain name to be new if no . 

[ 0061 ] The flow refers to an access to a website . Taking a 
preset time range of one week as an example , it is detected 
whether there is flow of the domain name within this week , 
and the domain name is determined to be a new domain 
name if no . 
[ 0062 ] For example , if no flow of the domain name 
fged . com is detected within one week , the domain name 
fged . com can be determined to be a new domain name . 
[ 0063 ] Method 2 : it is detected whether a validated 
domain name of a holder of the domain name is present in 
an IP address or an IP address range to which the domain 
name belongs , and it is determined the domain name to be 
the new domain name of the holder if yes . 
[ 0064 ] For example , supposing a validated domain name 
such as webscan . xxx . cn / www . xxx . cn is present in an IP 
network segment 220 . 181 . 158 . 1 - 220 . 181 . 158 . 255 and the 
IP network segment has been determined ( by means of a 
manual method or other methods ) to belong to Company 
xxx , if a domain name newdomain . com newly appears in the 
IP 220 . 181 . 158 . 220 , the domain name can be considered to 
be a new domain name of the company . 
[ 0065 ] It is determined whether the domain name is a new 
domain name by using the foregoing two methods . In the 
above example , it is assumed that the detected fged . com is 
a new domain name , and the abcd . com and the cefg . com are 
already existing domain names . 
10066 ] . Step S270 : insert the domain name into a to - be 
scanned queue as a priority task to be scanned . 
[ 0067 ] After the domain name fged . com is determined to 
be a new domain name , the domain name fged . com is 
inserted into a to - be - scanned queue as a priority task to be 
scanned , tasks to be scanned may be sorted to be , for 
example , fged . com , abcd . com and cefg . com , wherein the 
new domain name fged . com is ranked at the forefront of the 
tasks to be scanned . 
[ 0068 ] Step S280 : determine whether the link is new , 
execute Step S290 if yes , otherwise execute Step S300 . 
( 0069 ) When the domain name is determined not to be 
new , it is determined whether the link is new . A new link 
refers to a link having not appeared yet in the network when 
the domain name is present . For example , after it is deter 
mined that domain names abcd . com and cefg . com are 
already existing domain names , it is determined whether 
links having the foregoing domain names are new links , for 
example , it is determined whether a link http : / / www . abcd . 
com . * * * * * * * is a new link . 
[ 0070 ] Step S290 : insert the link into a to - be - scanned 
queue as a priority task to be scanned . 
[ 0071 ] A link is inserted into a to - be - scanned queue as a 
priority task to be scanned if the link is determined to be a 
new link . For example , if a link http : / / www . abcd . com . 
* * * ? * * * is determined to be a new link by using the 
foregoing method for determining a new link , the link is 
inserted into a to - be - scanned queue as a priority task to be 
scanned . 
10072 ] Step S300 : insert the link into the tail end of the 
to - be - scanned queue . 
[ 0073 ] Step S310 : send a test request to a target website 
corresponding to the task to be scanned , and perform vul 
nerability scanning according to a webpage returned by the 
target website . 
[ 0074 ] A test request is respectively sent to a target web 
site corresponding to a task to be scanned according to the 
task to be scanned , after receiving the test request , the target 
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website returns a webpage to the security detecting device to 
provide a vulnerability scanning service , and accesses a 
unique vulnerability library in Library Plan when providing 
the vulnerability scanning service to determine whether the 
task to be scanned is secure . 
[ 0075 ] Website security detection data include at least one 
of : horse hanging data , false and fraud data , search mask 
data , margent data , falsified data and vulnerability data . A 
security detection is performed on a website according to 
website security detection data and a website security detec 
tion rule corresponding to the website security detection 
data , wherein the website security detection rule includes at 
least one of : a horse hanging rule , false and fraud rules , a 
mask rule , a margent rule , a falsified rule and a vulnerability 
rule . In the present invention , it is mainly used for scanning 
a webpage by using the vulnerability rule . The vulnerability 
rule is used for determining a vulnerability in a website 
according to vulnerability data . 
[ 0076 ] Performing a security detection on a website 
according to vulnerability data and a vulnerability rule 
includes : acquiring a vulnerability characteristic prestored in 
a vulnerability characteristic database , determining whether 
the vulnerability data conform to the vulnerability charac 
teristic , and determining the website has a vulnerability if 
the vulnerability data conform to the vulnerability charac 
teristic ; otherwise determining the website has no vulner 
ability . The vulnerability in the website is determined 
according to a determination result , wherein the vulnerabil 
ity characteristic may be a vulnerability keyword . For 
example , a webpage status code 404 is taken as the vulner 
ability keyword ; or a page content of the webpage status 
code 404 is taken as the vulnerability keyword ; or by 
accessing a normal webpage of a website , extracting a page 
content , a webpage status code and an http header of the 
normal webpage , accessing an inexistent webpage of the 
website , extracting a page content , a webpage status code 
and an http header of a feedback webpage , and comparing 
the page content , the webpage status code and the http 
header of the normal webpage with those of the feedback 
webpage , a keyword of the webpage status code 404 is taken 
as the vulnerability keyword ; or by accessing an inexistent 
webpage , the page content , the webpage status code and the 
http header of the feedback webpage are taken as vulner 
ability keywords or the like , which is not limited by the 
present invention . 
[ 00771 . The embodiment as shown in FIG . 2 provides steps 
of determining a priority task to be scanned according to a 
domain name and a link . As another two embodiments , a 
priority task to be scanned may also be determined only 
according to a link or a domain name . 
[ 0078 ] To the embodiment in which a priority task to be 
scanned is determined only according to a link , the forego 
ing Step S240 - S300 may be replaced with determining 
whether a link is a new link , and inserting the link into a 
to - be - scanned queue as the priority task to be scanned if yes ; 
or inserting the link into the tail end of the to - be - scanned 
queue if no . 
[ 0079 ] To the embodiment in which a priority task to be 
scanned is determined only according to a domain name , the 
foregoing Step S240 - S300 may be replaced with summa 
rizing links having the same domain name in the link library , 
extracting a domain name corresponding to the link , deter 
mining whether the domain name is a new domain name , 
inserting the domain name into the to - be - scanned queue as 

a priority task to be scanned if yes ; or inserting the link into 
the tail end of the to - be - scanned queue if no . 
[ 0080 ] According to the method of the present invention , 
bypass interception is performed on a network , an hypertext 
transfer protocol request packet is snatched , a link corre 
sponding to the hypertext transfer protocol request packet is 
acquired , it is analyzed whether a link is a valid link , the link 
is added into a link library if the link is a valid link , links 
having an identical domain name in the link library are 
summarized , a domain name corresponding to the link is 
extracted , it is determined whether the domain name is a 
new domain name according to the link library , the domain 
name is inserted into a to - be - scanned queue as a priority task 
to be scanned if the domain name is determined to be a new 
domain name ; or it is determined whether the link is a new 
link if the domain name is determined not to be a new 
domain name ; the link is inserted into the to - be - scanned 
queue as a priority task to be scanned if the link is deter 
mined to be a new link ; or the link is inserted into the tail end 
of the to - be - scanned queue if the link is determined not to be 
a new link ; a test request is sent to a target website 
corresponding to the task to be scanned , and vulnerability 
scanning is performed according to a webpage returned by 
the target website . A link corresponding to a user request 
may be acquired by performing vulnerability scanning on a 
network , it is analyzed whether the link is a valid link , and 
links having an identical domain name in the link library are 
summarized . In this way , some invalid links can be removed , 
and a security detection is performed on the domain name . 
After the domain name is determined to be secure , it can be 
determined that links under the domain name are secure , 
thereby accelerating the security detection process . When 
the domain name is an existing domain name upon detec 
tion , it is determined whether a link is a new link , and a 
webpage that cannot be snatched by a web crawler can be 
detected . In this way , it is achievable to monitor a website 
security problem in real time , and it is advantageous to find 
a website security vulnerability . 
[ 0081 ] FIG . 3 is a structural block diagram of an apparatus 
for detecting website security according to an embodiment 
of the present invention . As shown in FIG . 3 , the apparatus 
includes : a snatching module 320 , an acquiring module 330 , 
an analyzing module 340 , a link library 350 , a summarizing 
module 360 , a determining module 370 , a processing mod 
ule 380 , an inserting module 390 and a scanning module 
400 . 
[ 0082 ] The snatching module 320 is configured to snatch 
an http request packet by performing bypass interception on 
a network . 
10083 ] The http request packet mainly includes : a proto 
col , a server domain name , a port number , a request packet 
path , a get parameter name , a post parameter name , an 
extension name and a target server network segment , etc . 
The http request packet may be a get request packet or a post 
request packet , etc . The get request packet or the post 
request packet includes a URL of a webpage . 
[ 0084 ] A security detecting device is connected into a 
network by way of bypass interception to perform bypass 
interception on all network requests . A user may send an http 
request to a website when the user accesses the website 
through a client , and the security detecting device may 
snatch an http request packet according to the http request 
sent by the user . 
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[ 0085 ] The acquiring module 330 is configured to acquire 
a link corresponding to the hypertext transfer protocol 
request packet . 
[ 0086 ] Since an http request packet includes the URL of a 
webpage , correspondingly , a corresponding link ( namely , 
the URL of the webpage ) may be restored and obtained from 
the http request packet . 
[ 0087 ] The analyzing module 340 is configured to analyze 
whether the link is a valid link . 
[ 0088 ] The valid link refers to a link that can normally 
open a webpage or download a file . An invalid link refers to 
a link that is invalid and cannot provide the user with a 
webpage having valuable information . A link is determined 
to be an invalid link if the link has following phenomena : 
there is no domain name , the domain name is incomplete , 
the link is incomplete or there is no content in a post protocol 
data packet . Taking a certain link whose domain name is 
abcd . com as an example , the link is determined to be an 
invalid link if the link does not have the domain name 
abcd . com or only has a part of the domain name such as 
ad . com . 
[ 0089 ] A link acquired by the acquiring module 330 is 
analyzed to determine whether the link is a valid link . The 
link is determined to be an invalid link if the link has 
following phenomena : there is no domain name , the domain 
name is incomplete , the link is incomplete or there is no 
content in a post protocol data packet ; otherwise , the link is 
determined to be a valid link . 
[ 0090 ] The link library 350 is configured to store links . 
[ 0091 ] The link library 350 is configured to store all valid 
links to be visited by the user . Links determined to be valid 
links by the analyzing module 340 upon analysis are added 
into the link library . To avoid repeatedly adding the same 
link into the link library 350 , after the link is determined to 
be a valid link , it is further determined whether the link is 
present in the link library , and the link is added into the link 
library 350 if the link is not present in the link library . 
[ 0092 ] The summarizing module 360 is configured to 
summarize links having an identical domain name in the link 
library . 
[ 0093 ] For example , if a part of links in the link library 
have an identical domain name abcd . com , a part of links 
have an identical domain name cefg . com , and a part of links 
have an identical domain name fged . com , links in the link 
library are respectively summarized according to the domain 
names abcd . com , cefg . com and fged . com . 
[ 0094 ] The determining module 370 is configured to deter 
mine whether the link and / or the domain name are ( is ) new 
according to the link library . 
[ 0095 ] When the domain name is determined not to be 
new , it is determined whether the link is new . A new link 
refers to a link having not appeared yet in the network when 
the domain name is present . For example , after it is deter 
mined that domain names abcd . com and cefg . com are 
already existing domain names , it is determined whether 
links having the foregoing domain names are new links , for 
example , it is determined whether a link http : / / www . abcd . 
com . * * * ? * * * is a new link . 
[ 0096 ] The processing module 380 is configured to deter 
mine the link to be new and / or extract a domain name 
corresponding to the link to determine the domain name to 
be new . 

[ 0097 ] The processing module 380 is specifically config 
ured to detect whether there is flow of the domain name 
within a preset time range , and determine the domain name 
to be new if no . 
[ 0098 ] The flow refers to an access to a website . Taking a 
preset time range of one week as an example , it is detected 
whether there is flow of the domain name within this week , 
and the domain name is determined to be a new domain 
name if no . 
[ 0099 ] For example , if no flow of the domain name 
fged . com is detected within one week , the domain name 
fged . com can be determined to be a new domain name . 
[ 0100 ] The processing module 380 is specifically config 
ured to detect whether a validated domain name of a holder 
of the domain name is present in an IP address or an IP 
address range to which the domain name belongs , and 
determine the domain name to be the new domain name of 
the holder if yes . 
[ 0101 ] For example , supposing a validated domain name 
such as webscan . xxx . cn / www . xxx . cn is present in an IP 
network segment 220 . 181 . 158 . 1 ~ 220 . 181 . 158 . 255 and the 
IP network segment has been determined ( by means of a 
manual method or other methods ) to belong to Company 
xxx , if a domain name newdomain . com newly appears in the 
IP 220 . 181 . 158 . 220 , the domain name can be considered to 
be a new domain name of the company . 
[ 0102 ] It is determined whether the domain name is a new 
domain name by using the foregoing two methods . In the 
above example , it is assumed that the detected fged . com is 
a new domain name , and the abcd . com and the cefg . com are 
already existing domain names . 
0103 ] . The inserting module 390 is configured to insert the 
link and / or the domain name into a to - be - scanned queue as 
a priority task to be scanned . 
[ 0104 ] After the domain name fged . com is determined to 
be a new domain name , the domain name fged . com is 
inserted into a to - be - scanned queue as a priority task to be 
scanned , tasks to be scanned may be sorted to be , for 
example , fged . com , abcd . com and cefg . com , wherein the 
new domain name fged . com is ranked at the forefront of the 
tasks to be scanned . 
[ 0105 ] When a link is determined to be a new link , the link 
is inserted into a to - be - scanned queue as a priority task to be 
scanned . For example , if a link http : / / www . abcd . com . 
* * * ? * * * is determined to be a new link by using the 
foregoing method for determining a new link , the link is 
inserted into a to - be - scanned queue as a priority task to be 
scanned . 
f0106 ] The scanning module 400 is configured to perform 
vulnerability scanning on the task to be scanned in the 
to - be - scanned queue . 
[ 0107 ] The scanning module 400 includes : 

[ 0108 ] a request unit 410 , configured to send a test 
request to a target website corresponding to the task to 
be scanned ; and 

10109 ) a scanning unit 420 , configured to perform vul 
nerability scanning according to a webpage returned by 
the target website . 

[ 0110 ] A test request is respectively sent to a target website 
corresponding to a task to be scanned according to the task 
to be scanned , after receiving the test request , the target 
website returns a webpage to the security detecting device to 
provide a vulnerability scanning service , and accesses a 
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unique vulnerability library in Library Plan when providing 
the vulnerability scanning service to determine whether the 
task to be scanned is secure . 
10111 ] Website security detection data include at least one 
of : horse hanging data , false and fraud data , search mask 
data , margent data , falsified data and vulnerability data . A 
security detection is performed on a website according to 
website security detection data and a website security detec 
tion rule corresponding to the website security detection 
data , wherein the website security detection rule includes at 
least one of : a horse hanging rule , false and fraud rules , a 
mask rule , a margent rule , a falsified rule and a vulnerability 
rule . In the present invention , it is mainly used for scanning 
a webpage by using the vulnerability rule . The vulnerability 
rule is used for determining a vulnerability in a website 
according to vulnerability data . 
[ 0112 ] Performing a security detection on a website 
according to vulnerability data and a vulnerability rule 
includes : acquiring a vulnerability characteristic prestored in 
a vulnerability characteristic database , determining whether 
the vulnerability data conform to the vulnerability charac 
teristic , and determining the website has a vulnerability if 
the vulnerability data conform to the vulnerability charac 
teristic ; otherwise determining the website has no vulner 
ability . The vulnerability in the website is determined 
according to a determination result , wherein the vulnerabil 
ity characteristic may be a vulnerability keyword . For 
example , a webpage status code 404 is taken as the vulner 
ability keyword ; or a page content of the webpage status 
code 404 is taken as the vulnerability keyword ; or by 
accessing a normal webpage of a website , extracting a page 
content , a webpage status code and an http header of the 
normal webpage , accessing an inexistent webpage of the 
website , extracting a page content , a webpage status code 
and an http header of a feedback webpage , and comparing 
the page content , the webpage status code and the http 
header of the normal webpage with those of the feedback 
webpage , a keyword of the webpage status code 404 is taken 
as the vulnerability keyword ; or by accessing an inexistent 
webpage , the page content , the webpage status code and the 
http header of the feedback webpage are taken as vulner 
ability keywords or the like , which is not limited by the 
present invention . 
[ 0113 ] According to the apparatus of the present inven 
tion , bypass interception is performed on a network , an 
hypertext transfer protocol request packet is snatched , a link 
corresponding to the hypertext transfer protocol request 
packet is acquired , it is analyzed whether a link is a valid 
link , the link is added into a link library if the link is a valid 
link , links having an identical domain name in the link 
library are summarized , a domain name corresponding to the 
link is extracted , it is determined whether the domain name 
is a new domain name according to the link library , the 
domain name is inserted into a to - be - scanned queue as a 
priority task to be scanned if the domain name is determined 
to be a new domain name ; or it is determined whether the 
link is a new link if the domain name is determined not to 
be a new domain name ; the link is inserted into the to - be 
scanned queue as a priority task to be scanned if the link is 
determined to be a new link ; or the link is inserted into the 
tail end of the to - be - scanned queue if the link is determined 
not to be a new link ; a test request is sent to a target website 
corresponding to the task to be scanned , and vulnerability 
scanning is performed according to a webpage returned by 

the target website . A link corresponding to a user request 
may be acquired by performing vulnerability scanning on a 
network , it is analyzed whether the link is a valid link , and 
links having an identical domain name in the link library are 
summarized . In this way , some invalid links can be removed , 
and a security detection is performed on the domain name . 
After the domain name is determined to be secure , it can be 
determined that links under the domain name are secure , 
thereby accelerating the security detection process . When 
the domain name is an existing domain name upon detec 
tion , it is determined whether a link is a new link , and a 
webpage that cannot be snatched by a web crawler can be 
detected . In this way , it is achievable to monitor a website 
security problem in real time , and it is advantageous to find 
a website security vulnerability . 
[ 0114 ] The security detecting device supports intranet / 
extranet / IDC deployment , supports single machine and dis 
tributed deployment , and can be applied to large - scale 
enterprises . After being connected to an intranet by way of 
bypass interception , the device performs bypass interception 
on all network requests , performs a security detection on a 
link to be restored from a request , and rapidly detects the 
security of a new website and / or webpage if the website 
and / or webpage is on line . Furthermore , the device may also 
perform a security detection on an island page that cannot be 
snatched by a web crawler to more comprehensively moni 
tor a website security problem . 
[ 0115 ] Algorithm and display provided herein are not 
inherently related to a particular computer , virtual system or 
other equipment . Various general systems may also be used 
with the teaching based on the disclosure . According to the 
above description , the required structure for constructing 
such a system is obvious . In addition , the present invention 
is not directed to any particular programming language . It 
should be understood that a variety of programming lan 
guages can be used to implement the disclosed contents of 
the present invention as described herein and above descrip 
tion to the particular programming language is to disclose 
the best inventive implementation mode . 
[ 0116 ] Many details are discussed in the specification 
provided herein . However , it should be understood that the 
embodiments of the disclosure can be implemented without 
these specific details . In some examples , the well - known 
methods , structures and technologies are not shown in detail 
so as to avoid an unclear understanding of the description . 
[ 0117 ] Similarly , it should be understood that , in order to 
simplify the disclosure and to facilitate the understanding of 
one or more of various aspects thereof , in the above descrip 
tion of the exemplary embodiments of the disclosure , vari 
ous features of the present invention may sometimes be 
grouped together into a single embodiment , accompanying 
figure or description thereof . However , the method of this 
disclosure should not be constructed as follows : the present 
invention for which the protection is sought specifies more 
features than those explicitly disclosed in each of claims . 
More specifically , as reflected in the following claims , the 
inventive aspect is in that the features therein are less than 
all features of a single embodiment as disclosed above . 
Therefore , claims following specific embodiments are defi 
nitely incorporated into the specific embodiments , wherein 
each of claims can be considered as a separate embodiment 
of the present invention . 
[ 0118 ] It should be understood by those skilled in the art 
that modules of the device in the embodiments can be 
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adaptively modified and arranged in one or more devices 
different from the embodiment . Modules , units or compo 
nents in the embodiment can be combined into one module , 
unit or component , and also can be divided into more 
sub - modules , sub - units or sub - components . Except that at 
least some of features and / or processes or units are mutually 
exclusive , various combinations can be used to combine all 
the features disclosed in specification ( including claims , 
abstract and accompanying figures ) and all the processes or 
units of any methods or devices as disclosed herein . Unless 
otherwise definitely stated , each of features disclosed in 
specification ( including claims , abstract and accompanying 
figures ) may be taken place with an alternative feature 
having same , equivalent or similar purpose . 
[ 0119 ] In addition , it should be understood by those skilled 
in the art , although some embodiments as discussed herein 
comprise some features included in other embodiment rather 
than other feature , combination of features in different 
embodiment means that the combination is within a scope of 
the present invention and forms the different embodiment . 
For example , in the claims , any one of the embodiments for 
which the protection is sought can be used in any combi 
nation manner . 
[ 0120 ] Each of devices according to the embodiments of 
the present invention can be implemented by hardware , or 
implemented by software modules operating on one or more 
processors , or implemented by the combination thereof . A 
person skilled in the art should understand that , in practice , 
a microprocessor or a digital signal processor ( DSP ) may be 
used to realize some or all of the functions of some or all of 
the modules in the device according to the embodiments of 
the present invention . The present invention may further be 
implemented as device program ( for example , computer 
program and computer program product ) for executing some 
or all of the methods as described herein . Such program for 
implementing the present invention may be stored in the 
computer readable medium , or have a form of one or more 
signals . Such a signal may be downloaded from the internet 
websites , or be provided in carrier , or be provided in other 
manners . 
[ 0121 ] For example , FIG . 4 is a block diagram of an 
electronic device for executing the method for detecting 
website security according to the present invention . Tradi 
tionally , the electronic device includes a processor 410 and 
a computer program product or a computer readable medium 
in form of a memory 420 . The memory 420 could be 
electronic memories such as flash memory , EEPROM ( Elec 
trically Erasable Programmable Read - Only Memory ) , 
EPROM , hard disk or ROM . The memory 420 has a memory 
space 430 for program codes 431 executing any steps in the 
above methods . For example , the memory space 430 for 
program codes may include respective program codes 431 
for implementing the respective steps in the method as 
mentioned above . These program codes may be read from 
and / or be written into one or more computer program 
products . These computer program products include pro 
gram code carriers such as hard disk , compact disk ( CD ) , 
memory card or floppy disk . These computer program 
products are usually the portable or stable memory cells as 
shown in FIG . 5 . The memory cells may be provided with 
memory sections , memory spaces , etc . , similar to the 
memory 420 of the electronic device as shown in FIG . 4 . The 
program codes may be compressed , for example , in an 
appropriate form . Usually , the memory cell includes com 

puter readable codes 431 ' which can be read , for example , by 
processors 410 . When these codes are operated on the 
electronic device , the electronic device may execute respec 
tive steps in the method as described above . 
[ 0122 ] The “ an embodiment " , " embodiments ” or “ one or 
more embodiments ” mentioned in the disclosure means that 
the specific features , structures or performances described in 
combination with the embodiment ( s ) would be included in 
at least one embodiment of the present invention . Moreover , 
it should be noted that , the wording in an embodiment " 
herein may not necessarily refer to the same embodiment . 
( 0123 ] Many details are discussed in the specification 
provided herein . However , it should be understood that the 
embodiments of the disclosure can be implemented without 
these specific details . In some examples , the well - known 
methods , structures and technologies are not shown in detail 
so as to avoid an unclear understanding of the description . 
( 0124 ] It should be noted that the above - described 
embodiments are intended to illustrate but not to limit the 
present invention , and alternative embodiments can be 
devised by the person skilled in the art without departing 
from the scope of claims as appended . In the claims , any 
reference symbols between brackets form no limit of the 
claims . The wording “ include ” does not exclude the pres 
ence of elements or steps not listed in a claim . The wording 
" a " or " an " in front of an element does not exclude the 
presence of a plurality of such elements . The disclosure may 
be realized by means of hardware comprising a number of 
different components and by means of a suitably pro 
grammed computer . In the unit claim listing a plurality of 
devices , some of these devices may be embodied in the same 
hardware . The wordings “ first " , " second ” , and “ third ” , etc . 
do not denote any order . These wordings can be interpreted 
as a name . 
[ 0125 ] Also , it should be noticed that the language used in 
the present specification is chosen for the purpose of read 
ability and teaching , rather than explaining or defining the 
subject matter of the present invention . Therefore , it is 
obvious for an ordinary skilled person in the art that modi 
fications and variations could be made without departing 
from the scope and spirit of the claims as appended . For the 
scope of the present invention , the publication of the inven 
tive disclosure is illustrative rather than restrictive , and the 
scope of the present invention is defined by the appended 
claims . 
What is claimed is : 
1 . A method for detecting website security , comprising : 
performing bypass interception on a network to snatch a 

hypertext transfer protocol request packet ; 
acquiring a link corresponding to the hypertext transfer 

protocol request packet ; 
determining whether the link is new ; or determining 
whether a domain name of the link is new ; 

inserting the link into a to - be - scanned queue as a priority 
task to be scanned in response to a determination that 
the link is new ; or inserting the domain name into the 
to - be - scanned queue as a priority task to be scanned in 
response to a determination that the domain name is 
new ; and 

performing vulnerability scanning on the task to be 
scanned in the to - be - scanned queue . 

2 . The method according to claim 1 , wherein the deter 
mining whether a domain name of the link is new further 
comprises : 
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detecting whether there is flow of the domain name within 
a preset time range ; and 

determining that the domain name is new when there is no 
flow of the domain name within the predetermined 
period of time . 

3 . The method according to claim 1 , wherein the deter 
mining whether a domain name of the link is new further 
comprises : 

determining the domain name is new domain name of a 
holder of the domain name when a validated domain 
name of the holder is present in an IP address or an IP 
address range to which the domain name belongs upon 
detection . 

4 . The method according to claim 1 , wherein the deter 
mining whether the link is new further comprises : 

comparing the link with links pre - stored in a link library ; 
and 

determining the link is new when there is no identical link 
in the link library . 

5 . The method according to claim 1 , further comprises : 
adding the link into a link library . 
6 . The method according to claim 5 , wherein before the 

adding the link into the link library , the method further 
comprises : 

analyzing whether the link is a valid link . 
7 . The method according to claim 5 , wherein the adding 

the link into the link library further comprises : 
summarizing links having an identical domain name in 

the link library . 
8 . The method according to claim 7 , wherein the deter 

mining whether a domain name of the link is new further 
comprises : 

detecting whether there is flow of the domain name within 
a preset time range ; and 

determining that the domain name is new when there is no 
flow of the domain name within the predetermined 
period of time . 

9 . The method according to claim 7 , wherein the deter 
mining whether a domain name of the link is new further 
comprises : 

determining the domain name is new domain name of a 
holder of the domain name when a validated domain 
name of the holder is present in an IP address or an IP 
address range to which the domain name belongs upon 
detection . 

10 . The method according to claim 1 , wherein the per 
forming vulnerability scanning on the task to be scanned in 
the to - be - scanned queue specifically comprises : 

sending a test request to a target website corresponding to 
the task to be scanned , and performing vulnerability 
scanning according to a webpage returned by the target 
website . 

11 . An electronic device for detecting website security , 
comprising : 

a memory having instructions stored thereon ; 
a processor configured to execute the instructions to 

perform operations for detecting website security , the 
operations comprising : 

performing bypass interception on a network to snatch a 
hypertext transfer protocol request packet ; 

acquiring a link corresponding to the hypertext transfer 
protocol request packet ; 

determining whether the link is new ; or determining 
whether a domain name of the link is new ; 

inserting the link into a to - be - scanned queue as a priority 
task to be scanned in response to a determination that 
the link is new ; or inserting the domain name into the 
to - be - scanned queue as a priority task to be scanned in 
response to a determination that the domain name is 
new ; and 

performing vulnerability scanning on the task to be 
scanned in the to - be - scanned queue . 

12 . The electronic device according to claim 11 , wherein 
the operation of determining whether a domain name of the 
link is new further comprise : 

detecting whether there is flow of the domain name within 
a preset time range ; and 

determining that the domain name is new when there is no 
flow of the domain name within the predetermined 
period of time . 

13 . The electronic device according to claim 11 , wherein 
the operation of determining whether a domain name of the 
link is new further comprise : 

determining the domain name is new domain name of a 
holder of the domain name when a validated domain 
name of the holder is present in an IP address or an IP 
address range to which the domain name belongs upon 
detection . 

14 . The electronic device according to claim 11 , wherein 
the operation of determining whether the link is new further 
comprise : 

comparing the link with links pre - stored in a link library ; 
and 

determining the link is new when there is no identical link 
in the link library . 

15 . The electronic device according to claim 11 , wherein 
the operations further comprise : 

adding the link into a link library . 
16 . The electronic device according to claim 15 , wherein 

the operation of adding the link into the link library further 
comprises : 

summarizing links having an identical domain name in 
the link library . 

17 . The electronic device according to claim 16 , wherein 
the operation of determining whether a domain name of the 
link is new further comprise : 

detecting whether there is flow of the domain name within 
a preset time range ; and 

determining that the domain name is new when there is no 
flow of the domain name within the predetermined 
period of time . 

18 . The electronic device according to claim 16 , wherein 
the operation of determining whether a domain name of the 
link is new further comprise : 

determining the domain name is new domain name of a 
holder of the domain name when a validated domain 
name of the holder is present in an IP address or an IP 
address range to which the domain name belongs upon 
detection . 

19 . The electronic device according to claim 11 , wherein 
the operation of performing vulnerability scanning on the 
task to be scanned in the to - be - scanned queue specifically 
comprises : 

sending a test request to a target website corresponding to 
the task to be scanned , and performing vulnerability 
scanning according to a webpage returned by the target 
website . 
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20 . A non - transitory computer - readable medium having 
computer programs stored thereon that , when executed by 
one or more processors of an electronic device , cause the 
electronic device to perform operations for detecting website 
security , the operations comprising : 

performing bypass interception on a network to snatch a 
hypertext transfer protocol request packet ; 

acquiring a link corresponding to the hypertext transfer 
protocol request packet ; 

determining whether the link is new ; or determining 
whether a domain name of the link is new ; 

inserting the link into a to - be - scanned queue as a priority 
task to be scanned in response to a determination that 
the link is new ; or inserting the domain name into the 
to - be - scanned queue as a priority task to be scanned in 
response to a determination that the domain name is 
new ; and 

performing vulnerability scanning on the task to be 
scanned in the to - be - scanned queue . 

* * * * * 


