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ONLINE SYSTEM CHECKPOINT defined code cache , dumping hash metadata and physical 
RECOVERY ORCHESTRATION layout metadata to a separate location in the storage system 

and enabling new metadata updates to a default location , and 
BACKGROUND redirecting the new data and metadata input / outputs ( IOS ) to 

5 stripes reserved during preparation of the separate location 
Flash based enterprise storage systems , also referred to relating to the checkpoint and protecting checkpointed data 

herein as content addressable storage system ( such as and metadata . The method also includes generating a con 
XtremIO ) , support a rich set of advanced data services such sistent checkpoint copy of a system management module 
as single data instance , compression , snapshots , thin provi- repository in the reserved area of storage . 
sioning and the like . These systems are able to achieve the 10 Another embodiment provides a system for online system 
advanced data services by decoupling storage access , logical checkpoint generation recovery orchestration for a storage 
volume address space , and physical on - disk location of data . system . The system includes a processor and memory stor 
Conventional storage sys may use metadata journals to ing computer program code that when executed on the 
preserve the consistency of a system . In the case of system processor causes the processor to operate a storage system . 
failure and reboot , the persisted journal could be used to 15 The storage system is operable to perform operations . The 
recover the system . However , if for some reason the journal operations include generating a checkpoint for a storage 
fails to persist , the system needs to be recovered via more system containing an image for a point in time for the 
traditional approaches , such as restoring from one or more storage system . The operations also include storing , in a 
backups , or manually fixing the on - disk metadata configu- reserved area of the storage location , volume configuration 
ration and data . Those approaches require taking the system 20 data corresponding to volumes for the point in time , a 
offline for a prolonged period of time , expertise on disk plurality of layers of metadata for the point in time , and 
data / metadata layout and content , or both . Even so , there is physical data for the point in time . The operations further 
no guarantee that the system can be recovered if the con- include creating consistent snapshots for the volumes , 
figuration has changed or been lost , or if the metadata failed destaging a control module journal and persisting a control 
to persist on - disk . 25 module hash tree and dirty tree metadata , destaging 

defined code cache , dumping hash metadata and physical 
SUMMARY layout metadata to a separate location in the storage system 

and enabling new metadata updates to a default location , and 
This Summary is provided to introduce a selection of redirecting the new data and metadata input / outputs ( IOS ) to 

concepts in a simplified form that are further described 30 stripes reserved during preparation of the separate location 
below in the Detailed Description . This Summary is not relating to the checkpoint and protecting checkpointed data 
intended to identify key features or essential features of the and metadata . The operations also include generating a 
claimed subject matter , nor is it intended to be used to limit consistent checkpoint copy of a system management module 
the scope of the claimed subject matter . Note that each of the repository in the reserved area of storage . 
different features , techniques , configurations , etc. discussed 35 Another embodiment provides a computer program prod 
in this disclosure can be executed independently or in uct for online system checkpoint generation recovery 
combination . Accordingly , embodiments of the present orchestration for a storage system . The computer program 
invention can be embodied and viewed in many different product includes a non - transitory computer readable storage 
ways . For additional details , elements , and / or possible per- medium having computer program code encoded thereon 
spectives ( permutations ) of the invention , the reader is 40 that when executed on a processor of a computer causes the 
directed to the Detailed Description section and correspond- computer to operate a storage system . The computer pro 
ing figures of the present disclosure as further discussed gram product performs operations . The operations include 
below . generating a checkpoint for a storage system containing an 

In the event of a system failure , an online system check- image for a point in time for the storage system . The 
point may provide a way to recover the system . In one 45 operations also include storing , in a reserved area of the 
embodiment , a consistent online system checkpoint accom- storage location , volume configuration data corresponding 
plishes recovery by maintaining a consistent point in time to volumes for the point in time , a plurality of layers of 
image including at least a volume configuration , logical metadata for the point in time , and physical data for the point 
volume space , layers of metadata and physical data storage , in time . The operations further include creating consistent 
as well as other information . In the case of a system failing 50 snapshots for the volumes , destaging a control module 
to come up regularly due to data / metadata inconsistency , the journal and persisting a control module hash tree and dirty 
system can be recovered using the consistent online system tree metadata , destaging a user defined code cache , dumping 
checkpoint . The creation of a consistent online system hash metadata and physical layout metadata to a separate 
checkpoint is transparent to a user application without location in the storage system and enabling new metadata 
impacting normal host reads and writes . 55 updates to a default location , and redirecting the new data 
One embodiment provides a method for online system and metadata input / outputs ( IOS ) to stripes reserved during 

checkpoint generation recovery orchestration for a storage preparation of the separate location relating to the check 
system . The method includes generating a checkpoint for a point and protecting checkpointed data and metadata . The 
storage system containing an image for a point in time for operations also include generating a consistent checkpoint 
the storage system . The method also includes storing , in a 60 copy of system management module repository in the 
reserved area of the storage location , volume configuration reserved area of storage . 
data corresponding to volumes for the point in time , a 
plurality of layers of metadata for the point in time , and BRIEF DESCRIPTION OF THE DRAWING 
physical data for the point in time . The method further FIGURES 
includes creating consistent snapshots for the volumes , 65 
destaging a control module journal and persisting a control Objects , aspects , features , and advantages of embodi 
module hash tree and dirty tree metadata , destaging a user ments disclosed herein will become more fully apparent 
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from the following detailed description , the appended A content addressable storage system supports a rich set 
claims , and the accompanying drawings in which like ref- of advanced data services such as single data instance , 
erence numerals identify similar or identical elements . Ref- compression , snapshots , thin provisioning and the like . 
erence numerals that are introduced in the specification in These systems are able to achieve advanced data services by 
association with a drawing figure may be repeated in one or decoupling storage access , logical volume address space , 
more subsequent figures without additional description in and physical on - disk location of data . Volume and physical 
the specification in order to provide context for other fea layout metadata offers flexibility in decoupling and virtual 
tures . For clarity , not every element may be labeled in every ization . However , because of this , there may be relatively 
figure . The drawings are not necessarily to scale , emphasis little straightforward mapping between how data is pre 
instead being placed upon illustrating embodiments , prin- 10 sented to a host , and how the data and metadata are stored . ciples , and concepts . The drawings are not meant to limit the When a system fails due to hardware or software issues , the scope of the claims included herewith . 

FIGS . 1A and 1B are block diagrams of a data storage flexibility may translate into complexity in recovery , and 
system in accordance with one illustrative embodiment ; consistency may need to be restored between data and 
FIG . 2 is a block diagram of a consistent online system various layers of metadata . 

checkpoint in accordance with one illustrative embodiment ; Embodiments of the presently disclosed method and 
FIGS . 3A and 3B are flowchart of an illustrative process apparatus for providing a consistent online system check 

of generating a consistent online system checkpoint in point addresses the recovery complexity of restoring a 
accordance with illustrative embodiments ; storage system to a known good state by generating an 
FIG . 4 is a flowchart of an illustrative process of preparing 20 online system wide checkpoint that maintains consistency 

a storage area for generation of an online consistent system among volume configuration , logical volume space , meta 
checkpoint in accordance with illustrative embodiments ; data and physical data storage . In the case of a system failing 
FIGS . 5A - 5C depict a flowchart of an illustrative process to come up regularly due to data / metadata inconsistency , the 

of providing an online system checkpoint recovery orches- system can be recovered using the checkpoint . The creation 
tration in accordance with illustrative embodiments ; 25 of system wide checkpoint is transparent to the user appli 

FIGS . 6A - 6b depict a flowchart of an illustrative process cation and does not impact to normal host reads and writes . 
of maintaining consistency for an online system checkpoint Embodiments of the presently described methods and 
in accordance with illustrative embodiments ; apparatus for providing an online consistent system check 
FIG . 7 depicts a flow chart of an illustrative process for an point permit a user to proactively create a consistent system 

online checkpoint notification and handling in accordance 30 checkpoint without interruption to host 10. In the event the 
with illustrative embodiments ; system fails to boot up , a user could instruct the system to FIG . 8 depicts a flow chart of an illustrative process for start from a previous consistent online system checkpoint calculating different storage values for use in the process of with a command . The system will in turn load the check FIG . 7 in accordance with illustrative embodiments ; FIG . 9 depicts a flow chart of an illustrative process for 35 pointed configuration , metadata and data , and recover the 
handling a checkpoint notification in accordance with illus system to a known good state , which is the state when the 
trative embodiments ; checkpoint was generated . 
FIG . 10 depicts a flow chart for maintaining volume data Referring to the embodiment of FIG . 1a , a data storage 

consistency for a checkpoint in accordance with illustrative system 10 includes a plurality of nodes 20 connected over a 
embodiments ; 40 network by a switch 22. The system 10 includes data storage 
FIG . 11 depicts a flow diagram for volume recovery in devices 12 on which data blocks are stored . One or more of 

accordance with illustrative embodiments ; and data storage devices 12 may be production volumes , which 
FIG . 12 is a block diagram of an example of a hardware are used by the storage system during processing of 10 

device that may perform at least a portion of the processes requests . One or more of data storage devices 12 may 
depicted in the flow charts . 45 include journals 24. Journals 24 may include control module 

journals and / or data module journals A particular storage 
DETAILED DESCRIPTION device may also include a checkpoint 100. Each node 20 

includes one or more computing modules , such as control 
Before describing embodiments of the concepts , struc- modules 14 , data modules 16 , and routing modules . In many 

tures , and techniques sought to be protected herein , some 50 embodiments , a given node may include at least one of a 
terms are explained . In some embodiments , the term “ I / O routing , control , or data module . In certain embodiments , a 
request ” , “ I / O ” or “ 10 ” may be used to refer to an input or node may include a multiplicity of any or all of these 
output request ( e.g. , a data read or data write request ) . The modules . 
term “ storage system ” may encompass physical computing Referring again to FIG . 1 , the storage devices 12 are 
systems , cloud or virtual computing systems , or a combi- 55 networked to computing modules , including control mod 
nation thereof . The term " storage device ” may refer to any ules 14 and data modules 16. The control modules 14 control 
non - volatile memory ( NVM ) device , including hard disk execution of read and write commands . The control modules 
drives ( HDDs ) , solid state drives ( SSDs ) , flash devices ( e.g. , 14 contain the address to hash mapping table which is the 
NAND flash devices ) , and similar devices that may be first layer of indirection . Data services such as snapshots , 
accessed locally and / or remotely ( e.g. , via a storage attached 60 de - duplication , thin provisioning , are handled in the control 
network ( SAN ) ) . The term " storage device ” may also refer modules 14 in example embodiments . 
to a storage array including multiple storage devices . The The data modules 16 are connected to the storage devices 
term “ system control module ” may refer to a system - wide 12 and , under control of a respective control module 14 , pass 
management module that provides a complete view of the data to or from the storage devices 12. The data modules 16 
hardware and software components , is responsible for sys- 65 contain the hash to physical ( H2P ) Solid State Drive ( SSD ) 
tem availability and initiates any changes in system con- address mapping . The data modules 16 are also responsible 
figuration to achieve maximum availability and redundancy . for IO operations to the SSDs themselves , as well as 
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managing the data protection scheme . In a particular In many embodiments , routing modules may use hash 
embodiment the data module may include a plurality of values , calculated from data associated with the operations , 
counters 28 . to select the control module for the distribution . In certain 

Routing modules 18 route processing throughout the embodiments , a control module may be selected based on a 
system 10. In some embodiments , routing modules may 5 user - specified address . In many embodiments , the hash 
terminate storage and retrieval operations and distribute value may be used for selecting the data module , and for 
command parts of any operations to control modules that are setting the physical location for data storage within the data 
explicitly selected for the operation in such a way as to retain module . In some embodiments , the routing modules and / or 
balanced usage within the system . In a particular embodi- data modules may provide deduplication by comparing the 
ment , the routing module 18 is responsible for two Fiber 10 extracts or hash values of write data with hash values of 
Channel and two Internet Small Computer System Intercon- already stored data , and where a match is found , simply 
nect ( ISCSI ) ports on the node and functions as the ingress / point to the matched data and avoid rewriting . 
egress point for 10 of the node . The routing module 18 is In various embodiments , routing modules decouple data 
also responsible for breaking I / O into chunks and calculating storage patterns from I / O patterns . In some embodiments , a 
the data hash values using a secure hash algorithm . 15 routing module may break up incoming blocks that are 

In certain embodiments , the computing modules ( e.g. , larger than a given granularity size and send the relevant 
data , control , and / or routing modules ) may include execut- parts to the appropriate control modules . In many embodi 
able computer code configure to perform processing ments , a control module may handle a range or set of 
described below in conjunction with FIGS . 3-4 . In many addresses within a logical unit ( LU ) . In particular embodi 
embodiments , each node runs multiple processes in parallel . 20 ments , a control module may break up a block it receives for 

In some embodiments , the computing modules carry out distribution to data modules , at a pre - determined granularity . 
content addressing for storage and retrieval . In certain In one embodiment , a request to write a sixty - four ( 64 ) KB 
embodiments , control and data modules may retain extracts block may end up being broken up into sixteen ( 16 ) internal 
of the data stored in the storage device , and the extracts may writes , each write comprising a four ( 4 ) KB block . 
be used for the content addressing . In many embodiments , 25 In some embodiments a system control module 26 deter 
the extracts may be computed by cryptographic hashing of mines which modules are to execute on what storage con 
the data , e.g. , the modules may calculate hash values for data troller , initiates failovers of data ownership from one storage 
that are the subject of 1/0 commands , and the hash values controller to another , and initiates rebuilds upon SSD fail 
may later be used for retrieval . In particular embodiments , ures . Only one system control module is the active manage 
hashing used for the content addressing produces evenly 30 ment entity , and the sole entity that makes system - wide 
distributed results over the allowed input range . The hashing decisions , at any single point in time . Should the component 
defines the physical addresses so that data storage makes running the active system control module fail , another 
even use of the system resources . system control module becomes active , and takes over . 

In certain embodiments , data is stored in blocks , where Additional software logic running on each storage controller 
each block has a unique large hash signature . In some 35 verifies that one , and only one , system control module is 
embodiments , relatively small granularity may be used for active in the system , to eliminate the possibility of not 
blocks , for example with a block size of 4 KB , although having a running system control module or having more 
smaller or larger block sizes may be selected . In many than one operating system control module . 
embodiments , a user I / O request larger than 4 KB or other Referring now to FIG . 1B another block diagram of an 
system - determined block size may be converted into a 40 example storage system 50 according to an illustrative 
plurality of I / O operations within the system , each one embodiment of the disclosure . The storage system 50 may 
separately hashed and separately processed . include a plurality of subsystems 52a - 52d ( generally 

In particular embodiments , data blocks are stored to denoted 52 herein ) , a storage array 56 comprising a plurality 
solid - state disks ( SSDs ) . In some embodiments , a data of storage devices 58a ... 58n ( generally denoted 58 herein ) , 
storage system is a flash - based key / value cluster storage 45 and a primary memory 68. In some embodiments , the 
array . In some embodiments , the storage devices may storage devices 58 may be provided as random access 
include solid - state random access storage devices . In other storage devices , such as solid - state devices ( SSDs ) . 
embodiments , the storage devices may include spinning disk The primary memory 68 can be any type of memory 
devices . having access times that are significantly faster compared to 

In some embodiments , content addressable storage ( CAS ) 50 the storage devices 58. In some embodiments , primary 
can be used to ensure that data appearing twice is stored at memory 68 may be provided as dynamic random - access 
the same location ( e.g. , to identity and avoid duplicate write memory ( DRAM ) . In certain embodiments , primary 
operations ) . In many embodiments , CAS can be used to memory 68 may be provided as synchronous DRAM 
provide de - duplication within a data storage system , ensur- ( SDRAM ) . In one embodiment , primary memory 68 may be 
ing that the same data is not stored twice in different places . 55 provided as double data rate SDRAM ( DDR SDRAM ) , such 

In some embodiments , the separation of control and data as DDR3 SDRAM . The primary memory elements are 
may enable a substantially unlimited level of scalability , shown as 66a - 66n . 
since control operations can be split over any number of In the embodiment shown , the subsystems 52 include a 
processing elements , and data operations can be split over routing subsystem 52a , a control subsystem 52b , a data 
any number of data storage elements . In many embodiments , 60 subsystem 52c , and a management subsystem 52d . In one 
the separation of control and data may provide one or more embodiment , subsystems 52 may be provided as software 
of the following : ( a ) parallel operation of certain control and components , i.e. , computer program code that , when 
data actions over multiple nodes / modules ; ( b ) use of optimal executed on a processor , may cause a computer to perform 
internal communication / networking technologies per the functionality described herein . In a certain embodiment , the 
type of operation ( control or data ) , designed to minimize the 65 storage system 50 includes an operating system ( OS ) and 
latency ( delay ) and maximize the throughput of each type of one or more of the subsystems 52 may be provided as user 
operation . space processes executable by the OS . In other embodi 
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ments , the subsystems 52 may be provided , at least in part , mapping of the logical space to hashes and another level 
as hardware , such as digital signal processor ( DSP ) or an includes mapping of the hashes to physical space . The 
application specific integrated circuit ( ASIC ) configured to logical mapping metadata 106 may comprise metadata for 
perform functionality described herein . mapping of logical volume space to the hashes which is 

The routing subsystem 52a may be configured to receive 5 handled by the control module . 
I / O operations from clients 60 using , for example , an The example embodiment of the checkpoint shown in 
external application - programming interface ( API ) and to FIG . 2 also includes physical data storage 108 which is 
translate client I / O operations into internal commands . In accessed by the second level of indirection using the physi 
some embodiments , the routing subsystem 52a is configured cal storage metadata 110. The physical storage metadata 110 
to receive commands from small computer system interface 10 comprises metadata for mapping the hashes to physical 
( SCSI ) clients 60. The control subsystem 52b may be storage 108. This mapping is handled by the data module in 
configured to maintain a mapping between 1/0 addresses some embodiments . Also shown in FIG . 2 are the snapshots 
associated with data and the corresponding chunk hashes . of volumes and consistency groups 112 comprising a modi 

The data subsystem 52c may be configured to maintain a fying write replica of each volume . A consistency group can 
mapping between chunk hashes and physical storage 15 include multiple volumes . In some embodiments the snap 
addresses 64 ( i.e. , storage locations within the storage array shots comprise a random access memory - only consistent 
56 and / or within individual storage devices 58 ) . The data copy of a volume at a particular point in time . The random 
subsystem 52c may be also be configured to read and write access memory snapshots may be hardened ( written to disk 
data from / to the storage array 56 ( and / or to individual and protected ) . 
storage devices 108 therein , as shown in FIG . 2 ) . The example checkpoint of FIG . 2 further includes an 

The management subsystem 52d may be configured to object database 114 which is used by the system control 
monitor and track the status of various hardware and soft- process to determine which modules are to execute on what 
ware resources within the storage system 50. In some storage controller , initiate failovers of data ownership from 
embodiments , the management subsystem 52d may manage one storage controller to another , and initiate rebuilds upon 
the allocation of memory by other subsystems ( e.g. , subsys- 25 SSD failures . Also shown is the snapshot tree 116. Snapshot 
tems 52a - 52c ) . In some embodiments , the management tree 116 comprises a unique metadata tree structure that 
subsystem 52d can also be configured to monitor other directs 1/0 to the right version of the data . Hash - based 
subsystems 52 ( e.g. , subsystems 52a - 52c ) and to use this hardening 118 is used to provide a secured permanent set of 
information to determine when the storage system 50 may data from which a recovery may be performed . 
begin processing client I / O operations after a restart using a 30 By way of embodiments of the above - described check 
checkpoint 100 ( e.g. , the checkpoint shown in FIG . 1A ) . point , a system can be restored to a known good state in an 
A subsystem 52 may store various types of information efficient and safe manner . The checkpoint is generated in 

within primary memory 68. In some embodiments , subsys- such a way as to not impact normal host reads and writes as 
tems 52 cache metadata within primary memory 68 to well as being transparent to a user . 
improve system performance . In some embodiments , a 35 Referring now to FIGS . 3A , 3B and 4 , flow charts of 
subsystem 52 ( e.g. , control subsystem 52c ) may maintain a embodiments of the presently disclosed methods are 
change journal 62 to efficiently handle changes to metadata depicted . It will be appreciated by those of ordinary skill in 
or other information . Such change journals may also be the art that unless otherwise indicated herein , the particular 
stored in primary memory 68 . sequence of steps described is illustrative only and can be 

Referring now to FIG . 2 , a block diagram of a particular 40 varied without departing from the spirit of the invention . 
embodiment of a checkpoint 100 is shown . As shown in FIG . Thus , unless otherwise stated the steps described below are 
1 the checkpoint 100 is stored on a particular storage device . unordered meaning that , when possible , the steps can be 
In this particular embodiment the checkpoint 100 includes performed in any convenient or desirable order . The rect 
volume configuration 102 , a logical space volume 104 , angular elements are herein denoted “ processing blocks ” 
logical mapping metadata 106 , physical data storage 108 , 45 and represent computer software instructions or groups of 
physical storage metadata 110 , snapshots of volumes and instructions . 
consistency groups 112 , an object database 114 , a snapshot Alternatively , the processing blocks represent steps per 
tree 116 and a hash - based hardening object 118 . formed by functionally equivalent circuits such as a digital 

In embodiments information in checkpoint 100 may pro- signal processor circuit or an application specific integrated 
vide enough information to recover a system that has failed 50 circuit ( ASIC ) . The flow diagrams do not depict the syntax 
to come up properly and needs to be restored to a known of any particular programming language . Rather , the flow 
good previous state of data , metadata and configuration diagrams illustrate the functional information one of ordi 
information . As shown in FIG . 2 , a particular embodiment of nary skill in the art requires to fabricate circuits or to 
a consistent online system checkpoint includes a volume generate computer software to perform the processing 
configuration 102 which specifies the volumes and their 55 required in accordance with the present invention . It should 
components in detail , including options and relevant infor- be noted that many routine program elements , such as 
mation about the volumes . initialization of loops and variables and the use of temporary 
FIG . 2 also shows a logical volume space 104 which variables are not shown . 

defines each volume group , and / or one or more logical FIGS . 3A and 3B are flow diagrams of an illustrative 
volumes within a volume group . Data on logical volumes 60 process 200 for generating an online consistent system 
appears to be contiguous to the user but can be discontiguous checkpoint . Process 200 starts with processing block 202 
on the physical volume . This allows file systems , paging which discloses generating a checkpoint for a storage system 
space , and other logical volumes to be re - sized or relocated , containing an image for a point in time for the storage 
to span multiple physical volumes , and to have their contents system . 
replicated for greater flexibility and availability in the stor- 65 Processing block 204 shows storing volume configuration 
age of data . In embodiments , the storage system includes data for the point in time in a reserved area of storage on a 
first and second levels of indirection . The first level includes designated storage device . Processing block 206 shows 
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storing logical volume space for the point in time in the A data module is loaded from the checkpoint copy of 
reserved area of storage . The reserved area of storage may persisted metadata and physical layout metadata and is used 
be the area where the checkpoint will be stored . to recover user data and logical volume metadata . The 

Processing block 208 recites storing a plurality of layers control module is loaded based on recovered volume meta 
of metadata for the point in time in the reserved area of 5 data and user data . 
storage . In some embodiments the plurality of levels of When a system fails due to hardware or software issues , 
metadata include the metadata for mapping of the logical the flexibility provided by decoupling the storage access , 
space to hashes , also referred to as a first level of indirection , logical volume address space , and physical on - disk location 
and the mapping of the hashes to physical space , also of data translates into complexity in recovery , and consis 
referred to as a second level of indirection . Processing block 10 tency needs to be restored between data and various layers 
210 discloses storing physical data accessed by the second of metadata . Embodiments of the presently described online 
level of indirection in the reserved area of storage . system checkpoint recovery orchestration describes embodi 

ments of a process for recovering different components in Processing block 212 shows generating consistent snap 
shots for volumes and consistency groups . A consistency 15 achieves automated reliable system recovery based on the the system using the checkpoint on - disk content , and 
group can include multiple volumes . The snapshots may checkpoint . 
comprise a Random Access Memory ( RAM ) -only consistent An online system checkpoint provides a way to recover 
copy of a volume at a particular point in time . content addressable storage systems , by maintaining a con 

Processing block 214 recites destaging the control module sistent point in time image among volume configuration , 
journal and persist control module hash tree and dirty tree 20 logical volume space , metadata and physical data storage . In 
metadata . The dirty tree metadata comprises an original the case of system failing to come up regularly due to 
metadata tree which has subsequently been modified . This data / metadata inconsistency , the storage system may be 
involves writing the journal for the control module and recovered using the persistent checkpoint image . The recov 
making a permanent copy of the control module hash tree ery from checkpoint is an elaborate and complex process , 
and the updated metadata tree . 25 and certain recovery flow and synchronization should be 

Processing block 216 ( FIG . 3B ) discloses destaging the followed . Without clear orchestration and precise timing of 
user defined code cache , dumping hash metadata and physi- individual steps , the recovery may fail to bring up the system 
cal layout metadata to a separate location and allowing new in a consistent manner . 
metadata updates to a default location . This is done so the By way of the above - described checkpoint , a system may 
current version of the data captured by the checkpoint does 30 be restored to a known good state in an efficient and safe 
not get overwritten by updates occurring after the check- manner . An example embodiment of an automated recovery 
point was created . orchestration described below provides a way to reliably and 

Processing block 218 shows redirecting new data and automatically recover the system to the stat when the 
metadata IOs to stripes reserved during the preparation of a checkpoint was created . There are multiple scenarios from 
separate area relating to a checkpoint and protecting check- 35 which a system may start recovery using a checkpoint . In 
pointed on - disk data and metadata . An example preparation one scenario , the cluster could encounter sudden power loss 
process is described below in the explanation of FIG . 4 . and battery failure . When the controller nodes come back up , 

Processing block 220 recites making a consistent check- a platform module will try to recover a system management 
point copy of system control repository to a separate loca- process as in a normal reboot case . However , system man 
tion . The system control repository may comprise an object 40 agement may not be able to start successfully due to loss of 
database used for managing the checkpoint processing . journal , or failure to bring up recovery , control and data 

Having performed the example process of FIGS . 3A and modules due to metadata / data loss . In another scenario a 
3B , an online consistent system checkpoint may be gener- user is able to stop the cluster , and try to restart from a 
ated which will permit recovery to a known good state in the checkpoint . This is more common in planned maintenance , 
event of a system failure . 45 or test checkpoint cases . Other scenarios may also exist that 

Referring now to FIG . 4 , a particular embodiment of a require recovery using a checkpoint . 
process 300 for preparing a separate storage area for an In an exemplary embodiment , an online system check 
online consistent system checkpoint is shown . In embodi- point recovery orchestration process starts by the platform 
ments this process 300 is performed before the checkpoint module receiving a user request to recover a system man 
generation process described in FIGS . 3A and 3B . In this 50 agement process from the checkpoint . If there is a system 
embodiment process 300 begins with processing block 302 management process running , the running system manage 
which discloses writing new IOs and metadata to the sepa- ment process is terminated . The cluster component in the 
rate storage area to prevent overwriting data and metadata platform module updates the system management initializa 
that are already part of the checkpoint . This prevents incon- tion parameter file by setting a “ start from checkpoint ” 
sistency between the different layers of metadata and the 55 option , and a new system management process is started 
data captured by the checkpoint . with the updated initialization parameter . 

Processing block 304 shows running a defragmentation When a system management module starts from the 
routine to free up storage space and to mark a certain amount checkpoint , the system management module loads a check 
of free space . The checkpoint stripes may be used as point copy of the system management repository instead of 
available stripes for use by non - checkpoint data . 60 from the default location . The system management metadata 

The online consistent system checkpoint can be used in a is loaded first , where there is a flag to indicate if system 
recovery operation . System control is started using the management module management object database was 
checkpoint repository and constructing in memory a data- stored successfully or not . The checkpoint system manage 
base based on the checkpointed configuration . A volume ment object database is loaded , and the object database is 
identifier of production volumes is assigned to checkpoint 65 reconstructed in memory based on the checkpoint . Journal 
snapshots and the potentially corrupted production volumes chunks are reformatted and journal entries created after 
are deleted . checkpoint generation are discarded . The RAID 1.3 section 
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is mounted , and in - memory system management repository 408. When the determination is that a system management 
is stored in the default RAID 1.3 location . process is not currently running , then processing continues 

Referring back to FIG . 1 , the volumes are recovered from with processing block 410 . 
the checkpoint snapshots before data path module activa- Processing block 408 recites terminating the currently 
tion . After recovery of the snapshots from the checkpoint , 5 running system management process . This is done to prevent 
the data modules 16 are activated with physical location of a situation wherein multiple system management processes 
checkpointed metadata and data module journals 24 are may be running at the same time . 
reformatted . Following data module activation , the control Processing block 410 recites starting a new system man 
modules 14 are activated with recovered volume configu agement process with the updated initialization parameter 
ration and the control module journals 24 stored on one of 10 file . This ensures the system management process uses the checkpoint to begin the recovery process . storage devices are reformatted . Processing continues as shown in FIG . 5B with process The defragmentation mode is set to rollback mode and ing block 412 which discloses loading a checkpoint copy of data on checkpoint stripes that were written after checkpoint a repository of the system management module . Processing creation are deleted . Once defragmentation rollback has 15 block 414 shows loading system management metadata first . completed the host IO direction is set to the checkpoint Processing block 416 recites loading checkpoint system 
stripes . Routing modules are activated and host 10 opera management object database and reconstructing an 
tions are allowed . Upon successful system activation , check- in - memory object database based on the checkpoint . Pro 
point recovery is marked as complete and the flag in the cessing block 418 discloses reformatting journal chunks and 
platform module is reset . 20 discarding left over journals after checkpoint generation . 

Referring now to FIGS . 5A - 5C , a flow chart of an Processing block 420 states mounting on - disk RAID section 
exemplary embodiment of the presently disclosed methods and dumping in - memory system management repository to 
are depicted . It will be appreciated by those of ordinary skill default RAID location . 
in the art that unless otherwise indicated herein , the Processing block 422 recites recovering volumes from 
sequence of steps described is illustrative only and can be 25 snapshots of the checkpoints before activation of one or 
varied without departing from the spirit of the invention . more data path modules . This places the volumes in a known 
Thus , unless otherwise stated the steps described below are good state . 
unordered meaning that , when possible , the steps can be Processing block 424 discloses activating one of the data 
performed in any convenient or desirable order . The rect- modules with checkpoint metadata offset information and 
angular elements are herein denoted “ processing blocks ” 30 reformatting data module journals . Processing block 426 
and represent computer software instructions or groups of shows using the data module to recover persisted metadata / 
instructions . The diamond shaped elements are herein physical location metadata and user data from hardened 
denoted “ decision blocks ” and represent computer software checkpoint copy in normal data stripes and waiting for 
instructions , or groups of instructions which affect the harvested metadata recovery to complete . 
execution of the computer software instructions represented 35 Processing continues as shown in FIG . 5C with process 
by the processing blocks . ing block 428 which recites activating control modules with 

Alternatively , the processing blocks and decision blocks recovered volume objects configuration and reformatting 
represent steps performed by functionally equivalent circuits control module journals . Processing block 430 discloses 
such as a digital signal processor circuit or an application using the control module to load hash backup metadata 
specific integrated circuit ( ASIC ) . The flow diagrams do not 40 based on recovered data module data content . Processing 
depict the syntax of any particular programming language . block 432 states using the control module to reconstruct an 
Rather , the flow diagrams illustrate the functional informa- address to hash mapping table in - memory hash tree and dirty 
tion one of ordinary skill in the art requires to fabricate tree for recovered volumes . 
circuits or to generate computer software to perform the Processing block 434 recites setting a defragmentation 
processing required in accordance with the present inven- 45 mode to rollback mode and deleting data on checkpoint 
tion . It should be noted that many routine program elements , stripes that were written after creation of the checkpoint and 
such as initialization of loops and variables and the use of waiting for defragmentation rollback to complete . This 
temporary variables are not shown . allows recovery using only the data captured by the check 

Referring now to FIGS . 5A - 5C , an example embodiment point . 
of a process 400 for providing online system checkpoint 50 Processing block 436 discloses setting host IO direction to 
recovery orchestration is shown . Process 400 begins with the checkpoint stripes . Processing block 438 shows activat 
processing block 402 which discloses receiving at a platform ing routing modules and allowing host IO operations . Pro 
module , a request to recover a system management module cessing block 440 recites upon successful system activation , 
process from a checkpoint . A platform module is responsible marking recovery of the checkpoint complete and resetting 
for monitoring the hardware of the system . At least one node 55 the flag in the platform module . 
may run a platform module . This may occur after a sudden In such a manner , the proper steps have been performed 
power loss and / or battery failure or as part of a planned in the correct order and at the proper times to make a 
maintenance event . recovery of the storage system to a known good state . 

Processing block 404 shows updating an initialization In certain embodiments , it may be desirable to ensure 
parameter file of the system management module by setting 60 consistency of the management database in several aspects 
a flag to start from the checkpoint . This ensures that the across different stages of checkpoint life cycle . To support 
checkpoint is used so that a recovery to a known good state checkpoint consistency , a checkpoint object is utilized . A 
can be accomplished . checkpoint object is generated when the first checkpoint 

Decision block 406 determines whether a system man- preparation operation starts . A checkpoint unique identifier 
agement process is currently running . When the determina- 65 and state machine attributes are persisted in the checkpoint 
tion is that a system management process is currently objects . The checkpoint state machine is designed in such 
running then processing continues with processing block way that each state handling is idempotent , and the state 
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machine can resume and replay any state . Persistent state checkpoint object . As shown in processing block 518 , this 
attribute updates only occur at the end of a state machine may further include a data module sending the physical 
handling routine . layout offsets of harvested metadata and physical layout 

Logical volume configuration consistency may be metadata to a system management module and storing the 
achieved by utilizing volume snapshots to persist consistent 5 physical offsets of harvested metadata and physical layout 
point in time volume images online . The system manager metadata in a system management module repository man 
goes through valid consistency groups and volumes to agement database . 
generate online snapshot sets for each one of them . Each Processing block 520 recites maintaining disk manage 
checkpoint snapshot set is marked with a unique checkpoint ment database copy consistency using a persistent flag in 
owner identifier . A checkpoint volume snapshot cannot be 10 system management module metadata record indicating 
modified or deleted except through checkpoint recovery and whether a checkpoint copy of a system management module 
checkpoint delete operations . repository was successfully generated and stored so it can be 

In addition , each snapshot set persists the object identifier used when a checkpoint recovery operation using the check 
attribute , which is the source consistency group or produc- point object is initiated . 
tion volume external identifier , and is used to re - assign 15 In another embodiment , it may require additional storage 
volume identity during recovery . space to store the consistent on - disk checkpoint image . 

Normally harvested metadata and physical layout meta- When the system becomes full and IOs are in danger of 
data are saved in RAID 1.3 through direct IO , for example . failing due to an out of space condition , it may be desirable 
In an online system checkpoint creation case , however , the to free up space reserved by checkpoint . The checkpoint is 
copy of harvested metadata and physical layout metadata 20 sacrificed to provide additional storage and prevent an 
may be saved in RAID 6 , for example , so that normal IO out - of - space condition . 
metadata can still write to default location RAID 1.3 without Embodiments of the presently described online system 
interruption . Because of that , there is a need to persist the checkpoint alert and cleanup provide techniques for auto 
physical layout offsets of harvested metadata and physical matically detecting a potential out of space situation , and 
layout metadata in RAID 6 so that they can be found during 25 proactively notify and free up checkpoint storage space to 
checkpoint recovery . Each data module produces a list of ensure host 10 success . Without effective out of space 
offsets at the end of data module hardening . Since the offsets detection and handling , a user may run into an out of space 
are only fully available at the end of data module hardening , issue with checkpoint activities which take up storage space . 
there is a need to store the list of offsets outside of the data To ensure that the online system checkpoint feature does not 
module metadata , thus the data module sends the informa- 30 bring adverse effects to system storage provisioning , an alert 
tion to the system management module which stores this of a system low in space condition and alert handling 
information in the system management repository database . mechanism provide a way to free up space . The automatic 

After control module metadata hardening and data mod- checkpoint alert and following clean up alleviate the concern 
ule metadata hardening , a consistent copy of the configura- of additional space usage by online system checkpoint , and 
tion database also needs to be preserved . Since it may be 35 minimize any out of space IO errors due to available system 
desirable to continue to support all normal management storage getting low . 
functions after checkpoint creation , there may be a require- In one embodiment , each data module maintains space 
ment to store the checkpoint database copy to a separate usage counters 28 for each type of stripes , including normal 
location . A persistent flag is stored in the system manage- and checkpoint stripes . The system management module 
ment metadata record to indicate whether a checkpoint copy 40 monitors the in use , free , and checkpoint space counters in 
of system management repository is successful or not . The each data module . In one embodiment , free space is how 
flag is later used in recovery to check whether the system much remaining space can be used for host writes . If 10 
management repository checkpoint copy is consistent or not . writes to normal stripes , the free space is the remaining free 

Referring now to FIGS . 6A - 6B , an example process 500 storage in all types of normal stripes . If 10 writes to 
for maintaining checkpoint consistency is shown . Process 45 checkpoint stripes , the free space is the remaining free 
500 begins with processing block 502 which discloses storage in all types of checkpoint stripes . The in - use amount 
maintaining checkpoint consistency using a checkpoint is the total free space subtracted from the total space minus . 
object when a checkpoint generation operation begins . As In certain embodiments , the total space is the total avail 
shown in processing block 504 , this may include generating able storage from RAID , and the total checkpoint space may 
the checkpoint object when checkpoint preparation begins . 50 be defined as the total available storage from checkpoint 
As further shown in processing block 506 , this may also stripes . The system manager module calculates the system 
include persisting a checkpoint unique identifier and state wide total space , in use space , and free space by aggregating 
machine attributes in the checkpoint object . worst case space usage from all data modules . The system 

Processing block 508 shows maintaining logical volume management module calculates the checkpoint free space 
consistency using a source object identifier wherein the 55 ratio by dividing the free space with the checkpoint total 
source object identifier is persisted in the checkpoint object . space , and triggers an alert if the checkpoint free space ratio 
As shown in processing block 510 this may include marking runs low . The system management module triggers a check 
each checkpoint snapshot set with a unique checkpoint point alert if either the checkpoint free space ratio is lower 
owner identifier . Processing block 512 recites persisting the than a threshold value or if the overall system free space 
checkpoint owner identifier for each snapshot set . Process- 60 ratio is lower than system space threshold . 
ing block 514 discloses using the checkpoint owner identi- A checkpoint state machine starts alert handling by redi 
fier to reassign the volume identity during recovery . rect 10 to normal stripes if needed . The checkpoint state 

Processing continues in FIG . 6B with processing block machine will commit checkpoint stripes , which converts 
516 which shows maintaining harvested metadata and physi- checkpoint stripes back to normal stripes , and delete the 
cal layout metadata consistency by persisting physical lay- 65 checkpoint snapshots to further free up space . 
out offsets of harvested metadata and physical layout meta- Referring now to FIGS . 7-9 , example embodiments of a 
data for discovery during checkpoint recovery using the process for providing checkpoint alerts and alert handling 
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are shown . As shown in FIG . 7 , process 600 begins with stripes so that checkpoint stripes are converted back to 
processing block 602 which discloses maintaining , by each normal stripes . After this step , there are no longer any 
data module , a plurality of counters for normal stripes and checkpoint stripes . 
for checkpoint stripes , the plurality of counters including in Processing block 806 recites deleting checkpoint snap 
use space counters , free space counters , and checkpoint 5 shots . The deleted snapshots free up additional storage 
space counters . The space usage counters will be used to space . As a result of the example process described with 
provide different calculations relating to the normal stripes respect to FIG . 9 , free space has been made available and 
and the checkpoint stripes and relating to disk space . processing can continue without encountering potential IO 

Processing block 604 shows monitoring the in use space errors related to an out of space condition . 
There is a desire to maintain volume data consistency by counters , the free space counters , and the checkpoint space 

counters in each data module . These various counters may leveraging the advanced online snapshot technology and the 
capability of decoupling storage access object from storage also be used to provide different calculations relating to disk data objects in modern storage arrays . During online check space . point creation , the system creates consistent snapshots for all Processing block 606 recites calculating system wide total 15 production volumes and consistent groups , and saves refer space , in use space , free space and checkpoint space by ence to host access attributes such as Small Computer aggregating maximum case space usage from all data mod System Interconnect ( SCSI ) identity of a production volume 

ules . The different values from each data module are aggre along with its snapshot . At recovery time , the system rolls 
gated to provide a system level accounting of disk space . back the content of production volumes to checkpoint cre 

Processing block 608 recites calculating a checkpoint free 20 ation time by re - assigning the host access identity to snap 
space ratio using the checkpoint space counters and an shot volumes . 
overall system free space ratio using the free space counters . In generating the checkpoint the system management 
This provides value of what percentage of space is module , goes through valid consistency groups and creates 
available and if remedial action may need to be taken . an online snapshot set for each one of them . The system 

Processing block 610 discloses triggering a checkpoint 25 management module then generates snapshots for each 
alert when the checkpoint free space ratio is lower than a external volume that is not in a consistency group . If a 
first threshold or when the overall system free space ratio is volume is already part of a consistency group , there is no 
lower than a second threshold . When this alert happens , the need to create checkpoint snapshot for itself , as it will get 
system is in danger of encountering an out of space issue and protected via the consistency group snapshot . The check 
having resulting 10 errors . 30 point snapshots are read - only and internal ; their data content 

is immutable once created . Processing block 612 recites performing checkpoint alert 
handling to free up space in the system . By acting to free up Each checkpoint snapshot set is marked with a unique 

checkpoint owner identifier . In addition , each snapshot set space , IO error conditions may be avoided . persists the object identifier attribute , which is the source Referring now to FIG . 8 , an example process 700 for 35 consistency group or production volume external identifier , calculating different free space values is shown . Process 700 and may be used to re - assign volume identity later . begins with processing block 702 which discloses calculat The control module background volume merge and delete ing free space comprises calculating an amount of free space are suspended so that snapshots and their ancestor backup 
that can be used for host writes . and hash backup metadata stay intact . The control module 

Processing block 704 shows when 10 writes are to normal 40 performs an online journal destage to persist all hash backup 
stripes , then calculating an amount of free space comprises metadata of snapshots and their ancestors on disk . The 
calculating the remaining free storage in all types of normal system management module takes a checkpoint copy of the 
stripes . Processing block 706 discloses wherein when IO volume configuration repository , so that it is protected from 
writes are to checkpoint stripes , the calculating an amount of journal loss . 
free space comprises calculating the remaining free storage 45 The consistency among volume configuration , volume 
in all types of checkpoint stripes . The free space for either data and metadata are preserved in the checkpoint . There 
normal stripe or checkpoint stripes is calculated , dependent may be multiple checkpoints , and the checkpoint owner 
on which type of stripes are being written to . identifier specifies which checkpoint the snapshot is a part 

Processing block 708 recites calculating the in use amount of . 
by subtracting the free space amount from the total space 50 During checkpoint recovery , before all other data path 
amount . Processing block 710 discloses calculating the total modules start up , the system module starts and loads the 
space amount comprises calculating the total available stor- checkpoint copy of system management module repository 
age from Redundant Array of Inexpensive Disks ( RAID ) . to in memory database . It then starts to recover volumes 
All the storage system disks are included as part of this from checkpoint snapshots . 
calculation . As shown in processing block 712 , calculating 55 The system management module will go through the 
the total checkpoint space comprises calculating a total snapsets in the database . If a snapshot set is created for 
available storage from checkpoint stripes . Only the check- checkpoint with a matching checkpoint ID , the snapshot 
point stripes are included as part of the total checkpoint source volume objects are looked up based on the snapped 
space determination . object identifier attribute . Note that for a consistency group , 

Referring now to FIG . 9 , an example embodiment of a 60 a group of volumes are involved , a sort and match operation 
process 800 for alert handling is shown . Process 800 begins between snapshot set volume members and consistency 
with processing block 802 which discloses the performing group volume members may be performed . 
checkpoint alert handling includes redirecting 10 to normal Once checkpoint snapshot volumes are matched with the 
stripes . Any new writes to checkpoint stripes are not per- original source volumes , the snapshot volumes are re - as 
mitted . 65 signed the external identifier of the source volumes , and 

Processing block 804 shows wherein the performing those source volumes that lost the identify during recovery 
checkpoint alert handling includes committing checkpoint are deleted from the database . Alternatively , a snapshot of 
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the checkpoint snapshot is made , and then the source volume Processing block 1004 shows matching snapshot volumes 
identifier can be assigned to the snapshot of the snapshot . having a checkpoint owner identifier matching the selected 
The benefit of doing the latter way is that recovery can be checkpoint with original volumes . Processing block 1006 
performed multiple times if needed , as long as data path discloses assigning an external identifier of the original 
metadata hasn't been overwritten . 5 volume to one of the matching snapshot volume or to a 
Once the system management module completes volume snapshot of the matching snapshot volume . Processing block 

recovery based on snapshots , it can then start the recovery 1008 shows deleting the original volume that had an external 
of the data module , the control module , and the routing identifier assigned to a snapshot volume . 
module . Processing block 1010 discloses recovering the data mod 

The data module recovers on disk logical volume data and 10 ule which involves recovering logical volume data and 
metadata . The control module rebuilds in memory the logi metadata . Processing block 1012 shows recovering the 
cal volume metadata after data module recovery is complete . control module by rebuilding the in memory logical volume 

metadata after the data module recovery completes . Pro Note that the original production volume configuration is not cessing block 1014 recites recovering the routing module by sent to the control module during recovery , so that the 15 obtaining updated mapping between logical unit identifiers control module will not try to load potentially corrupted and logical volumes . 
volume metadata . Once the volumes have been recovered along with the The routing module gets updated mapping between iden data module , the control module and the routing module , as 
tifier logical unit and the logical volume recovered from shown in processing block 1016 all snapshot sets having a 
checkpoint snapshot volumes underneath . When the host 20 matching checkpoint identifier for the selected checkpoint 
starts to access volumes , it sees the data content of volumes used for performing the recovery are deleted . 
at the time when the checkpoint was created . Once all the The processes described herein are not limited to use with 
routing modules , data modules and control modules in the the hardware and software of FIG . 12 and may find appli 
data path are activated , the system can start serving host cability in any computing or processing environment and 
application IOs . 25 with any type of machine or set of machines that may be 

Snapshot clean up may be performed when the checkpoint capable of running a computer program . The processes 
is no longer needed . The checkpoint state machine goes described herein may be implemented in hardware , soft 
through all the snapshot sets in the database , find the ones ware , or a combination of the two . 
generated for the checkpoint with a matching checkpoint The processes described herein are not limited to the 
identifier , and deletes them . 30 specific embodiments described . For example , the processes 

Referring now to FIG . 10 , an example method 900 for are not limited to the specific processing order shown in the 
ensuring volume consistency for an online system check- flow diagrams . Rather , any of the blocks of the processes 
point is shown . Method 900 begins with processing block may be re - ordered , combined or rei d , performed in 
902 which discloses generating a first online checkpoint parallel or in serial , as necessary , to achieve the results set 
snapshot for at least one valid consistency group . 35 forth herein . 

Processing block 904 shows generating a second online The processor 1102 may be implemented by one or more 
checkpoint snapshot for at least one external volume that is programmable processors executing one or more computer 
not part of a consistency group . As shown in processing programs to perform the functions of the system . As used 
block 906 checkpoint snapshots for both consistency groups herein , the term “ processor ” describes an electronic circuit 
and individual volumes are hidden and are read - only . Once 40 that performs a function , an operation , or a sequence of 
the checkpoint snapshots have been generated , they cannot operations . The function , operation , or sequence of opera 
be modified . tions may be hard coded into the electronic circuit or soft 

Processing block 908 recites marking the first and second coded by way of instructions held in a memory device . A 
checkpoint snapshots with respective unique checkpoint " processor " may perform the function , operation , or 
owner identifier to distinguish between multiple check- 45 sequence of operations using digital values or using analog 
points . There may be multiple checkpoints , all generated at signals . In some embodiments , the “ processor ” can be 
different times , to provide different sets of known good state embodied in one or more application specific integrated 
to recover from . circuits ( ASICs ) . In some embodiments , the “ processor ” 

Processing block 910 discloses persisting in the first and may be embodied in one or more microprocessors with 
second checkpoint snapshot an object identifier . As shown in 50 associated program memory . In some embodiments , the 
processing block 912 , the object identifier comprises one of " processor ” may be embodied in one or more discrete 
a source consistency group external identifier or a produc- electronic circuits . The “ processor ” may be analog , digital or 
tion volume identifier and wherein the object identifier is mixed - signal . In some embodiments , the “ processor ” may 
used to reassign volume identity during recovery . be one or more physical processors or one or more “ virtual ” 

Processing block 914 shows suspending control module 55 ( e.g. , remotely located or “ cloud ” ) processors . 
background volume merge and delete operations so that Various functions of circuit elements may also be imple 
snapshots and their ancestor backup and hash backup meta- mented as processing blocks in a software program . Such 
data stay intact during checkpoint generation . Processing software may be employed in , for example , one or more 
block 916 recites destaging online journals to persist hash digital signal processors , microcontrollers , or general pur 
backup metadata of snapshots and ancestors to disk . Pro- 60 pose computers . Described embodiments may be imple 
cessing block 918 discloses generating a checkpoint copy of mented in hardware , a combination of hardware and soft 
a volume configuration repository so that it is protected from ware , software , or software in execution by one or more 
journal loss . physical or virtual processors . 

Referring now to FIG . 11 , an exemplary method 1000 for Some embodiments may be implemented in the form of 
performing volume recovery is shown . Method 1000 begins 65 methods and apparatuses for practicing those methods . 
with processing block 1002 which discloses loading the Described embodiments may also be implemented in the 
checkpoint copy of the volume configuration repository . form of program code , for example , stored in a storage 
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medium , loaded into and / or executed by a machine , or may be re - ordered , combined or removed , performed in 
transmitted over some transmission medium or carrier , such parallel or in serial , as necessary , to achieve the results set 
as over electrical wiring or cabling , through fiber optics , or forth herein . 
via electromagnetic radiation . A non - transitory machine- Processor 1102 may be implemented by one or more 
readable medium may include but is not limited to tangible programmable processors executing one or more computer 
media , such as magnetic recording media including hard programs to perform the functions of the system . As used 
drives , floppy diskettes , and magnetic tape media , optical herein , the term “ processor ” describes an electronic circuit 
recording media including compact discs ( CDs ) and digital that performs a function , an operation , or a sequence of 
versatile discs ( DVDs ) , solid state memory such as flash operations . The function , operation , or sequence of opera 
memory , hybrid magnetic and solid state memory , non- tions may be hard coded into the electronic circuit or soft 
volatile memory , volatile memory , and so forth , but does not coded by way of instructions held in a memory device . A 
include a transitory signal per se . When embodied in a " processor ” may perform the function , operation , or 
non - transitory machine - readable medium and the program sequence of operations using digital values or using analog 
code is loaded into and executed by a machine , such as a signals . In some embodiments , the “ processor ” can be 
computer , the machine becomes an apparatus for practicing embodied in one or more application specific integrated 
the method . circuits ( ASICs ) . In some embodiments , the " processor ” 
When implemented on one or more processing devices , may be embodied in one or more microprocessors with 

the program code segments combine with the processor to associated program memory . In some embodiments , the 
provide a unique device that operates analogously to specific 20 “ processor ” may be embodied in one or more discrete 
logic circuits . Such processing devices may include , for electronic circuits . The “ processor ” may be analog , digital or 
example , a general - purpose microprocessor , a digital signal mixed - signal . In some embodiments , the “ processor ” may 
processor ( DSP ) , a reduced instruction set computer ( RISC ) , be one or more physical processors or one or more “ virtual ” 
a complex instruction set computer ( CISC ) , an application ( e.g. , remotely located or “ cloud ” ) processors . 
specific integrated circuit ( ASIC ) , a field programmable gate 25 Various functions of circuit elements may also be imple 
array ( FPGA ) , a programmable logic array ( PLA ) , a micro mented as processing blocks in a software program . Such 
controller , an embedded controller , a multi - core processor , software may be employed in , for example , one or more 
and / or others , including combinations of one or more of the digital signal processors , microcontrollers , or general pur above . Described embodiments may also be implemented in 
the form of a bitstream or other sequence of signal values 30 mented in hardware , a combination of hardware and soft pose computers . Described embodiments may be imple 
electrically or optically transmitted through a medium , ware , software , or software in execution by one or more stored magnetic - field variations in a magnetic recording physical or virtual processors . edium , etc. , generated using a method and / or an apparatus 
as recited in the claims . Some embodiments may be implemented in the form of 

In some described embodiments , hosts 104 of FIG . 1 may 35 methods and apparatuses for practicing those methods . 
each correspond to one computer , a plurality of computers , Described embodiments may also be implemented in the 
or a network of distributed computers . For example , in some form of program code , for example , stored in a storage 
embodiments , the computers may be implemented as one or medium , loaded into and / or executed by a machine , or 
more computers such as shown in FIG . 12. As shown in FIG . transmitted over some transmission medium or carrier , such 
12 , computer 1100 may include processor 1102 , volatile 40 as over electrical wiring or cabling , through fiber optics , or 
memory 1104 ( e.g. , RAM ) , non - volatile memory 1106 ( e.g. , via electromagnetic radiation . A non - transitory machine 
one or more hard disk drives ( HDDs ) , one or more solid state readable medium may include but is not limited to tangible 
drives ( SSDs ) such as a flash drive , one or more hybrid media , such as magnetic recording media including hard 
magnetic and solid state drives , and / or one or more virtual drives , floppy diskettes , and magnetic tape media , optical 
storage volumes , such as a cloud storage , or a combination 45 recording media including compact discs ( CDs ) and digital 
of physical storage volumes and virtual storage volumes ) , versatile discs ( DVDs ) , solid state memory such as flash 
graphical user interface ( GUI ) 1110 ( e.g. , a touchscreen , a memory , hybrid magnetic and solid state memory , non 
display , and so forth ) and output device 1108 ( e.g. , a mouse , volatile memory , volatile memory , and so forth , but does not 
a keyboard , etc. ) . Non - volatile memory 1106 stores com- include a transitory signal per se . When embodied in a 
puter instructions 1112 , an operating system 1114 and data 50 non - transitory machine - readable medium and the program 
1116 such that , for example , the computer instructions 1112 code is loaded into and executed by a machine , such as a 
are executed by the processor 1102 out of volatile memory computer , the machine becomes an apparatus for practicing 
1104 to perform at least a portion of the processes described the method . 
herein . Program code may be applied to data entered using When implemented on one or more processing devices , 
an input device of GUI 1110 or received from 1/0 device 55 the program code segments combine with the processor to 
420 . provide a unique device that operates analogously to specific 
The processes described herein are not limited to use with logic circuits . Such processing devices may include , for 

the hardware and software of FIG . 12 and may find appli- example , a general - purpose microprocessor , a digital signal 
cability in any computing or processing environment and processor ( DSP ) , a reduced instruction set computer ( RISC ) , 
with any type of machine or set of machines that may be 60 a complex instruction set computer ( CISC ) , an application 
capable of running a computer program . The processes specific integrated circuit ( ASIC ) , a field programmable gate 
described herein may be implemented in hardware , soft- array ( FPGA ) , a programmable logic array ( PLA ) , a micro 
ware , or a combination of the two . controller , an embedded controller , a multi - core processor , 

The processes described herein are not limited to the and / or others , including combinations of one or more of the 
specific embodiments described . For example , the processes 65 above . Described embodiments may also be implemented in 
are not limited to the specific processing order shown in the form of a bitstream or other sequence of signal values 
FIGS . 3 and 4. Rather , any of the blocks of the processes electrically or optically transmitted through a medium , 
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stored magnetic - field variations in a magnetic recording 3. The method of claim 2 , wherein maintaining the 
medium , etc. , generated using a method and / or an apparatus checkpoint consistency using the checkpoint object com 
as recited in the claims . prises : 

Various elements , which are described in the context of a generating the checkpoint object when checkpoint prepa 
single embodiment , may also be provided separately or in 5 ration is initiated ; and 
any suitable subcombination . It will be further understood persisting a checkpoint unique identifier and state 
that various changes in the details , materials , and arrange- machine attributes in the checkpoint object . 
ments of the parts that have been described and illustrated 4. The method of claim 2 , wherein maintaining the logical herein may be made by those skilled in the art without volume consistency using the source object identifier departing from the scope of the following claims . includes : As described above , the present method and apparatus for marking each checkpoint snapshot set with a unique providing an online consistent system checkpoint , a user can 
proactively generate a consistent system checkpoint without checkpoint owner identifier ; 
interruption to host IO . When a system failure occurs and the persisting the checkpoint owner identifier for each check 
system fails to boot up , a user could instruct system to start 15 point snapshot set ; and 
from a previous online consistent system checkpoint with a using the checkpoint owner identifier to reassign volume 
single command . The system will in turn load the check identity during checkpoint recovery . 
pointed configuration , metadata and data , and recover the 5. The method of claim 2 , further comprising performing 
system to a known good state ( when the checkpoint was the checkpoint recovery , comprising : 
created ) . receiving a request to recover a system management 

Various elements , which are described in the context of a module process from a checkpoint ; 
single embodiment , may also be provided separately or in updating a system management module initialization 
any suitable subcombination . It will be further understood parameter file by setting a flag to start from the check 
that various changes in the details , materials , and arrange point ; 
ments of the parts that have been described and illustrated 25 starting a new system management module process with 
herein may be made by those skilled in the art without the updated initialization parameter ; 
departing from the scope of the following claims . loading a checkpoint copy of the system management 

module repository ; 
We claim : recovering volumes from checkpoint snapshots before 
1. A method comprising : any data path module activation ; 
generating a checkpoint for a storage system containing activating data modules with checkpoint metadata offset 

an image for a point in time for the storage system ; information and reformatting data module journals ; 
storing , in a reserved area of the storage location , volume activating control modules with recovered volume con 

configuration data corresponding to volumes for the figuration and reformatting control module journals ; 
point in time , a plurality of layers of metadata for the 35 setting defragmentation mode to rollback mode and delet 
point in time , and physical data for the point in time ; ing data on checkpoint stripes that were written after 

creating consistent snapshots for the volumes ; checkpoint creation and waiting for defragmentation 
destaging a control module journal and persisting a con- rollback to complete ; 

trol module hash tree and dirty tree metadata ; setting host Input Output ( IO ) direction to checkpoint 
destaging a user defined code cache , dumping hash meta- 40 stripes ; 

data and physical layout metadata to a separate location activating routing modules and allowing host IO opera 
in the storage system and enabling new metadata tions ; and 
updates to a default location ; upon successful system activation , marking checkpoint 

redirecting the new data and metadata input / outputs ( IOs ) recovery complete and resetting the flag in the plat 
to stripes reserved during preparation of the separate 45 form . 
location relating to the checkpoint and protecting 6. The method of claim 5 wherein the loading checkpoint 
checkpointed data and metadata ; and copy of system management module repository further 

generating a consistent checkpoint copy of a system comprises loading system management module metadata 
management module repository in the reserved area of first . 
storage . 7. The method of claim 5 wherein said loading a check 

2. The method of claim 1 , further comprising : point copy of system management module repository further 
maintaining checkpoint consistency using a checkpoint comprises : 

object when a checkpoint generation operation begins ; loading a checkpoint system management module man 
maintaining logical volume consistency using a source agement object database data base and reconstructing 

object identifier , the source object identifier persisted in 55 in memory object database based on checkpoint ; 
the checkpoint object ; reformatting journal chunks and discarding left over journals 

maintaining harvested metadata and physical layout meta- after checkpoint generation ; and 
data consistency by persisting physical layout offsets of mounting on - disk RAID 1.3 section and dumping 
the harvested metadata and the physical layout meta- in - memory system management module repository to 
data for discovery during checkpoint recovery using the 60 default RAID 1.3 location . 
checkpoint object ; and 8. The method of claim 5 wherein : 

maintaining disk management database copy consistency activating data modules with checkpoint offset informa 
using a persistent flag in a system management module tion and reformatting data module journals further 
metadata record indicating a checkpoint copy of the comprises using the data module to recover harvested 
system management module repository was success- 65 metadata / physical layout metadata and user data from 
fully generated and stored for use in checkpoint recov- hardened checkpoint copy in normal data stripes , and 
ery using the checkpoint object . waiting for harvested meta data recovery to complete ; 

50 
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activating control modules with recovered volume con- using the checkpoint owner identifier to reassign volume 
figuration and reformatting control module journals identity during checkpoint recovery . 
further comprises using the control module to load hash 13. The system of claim 10 , wherein the operations further 
backup metadata based on recovered data module data comprise performing the checkpoint recovery , comprising : 
content ; and receiving a request to recover a system management 

using the control module to reconstruct an address to hash module process from a checkpoint ; 
mapping table in memory hash tree and dirty tree for updating a system management module initialization 
recovered volumes . parameter file by setting a flag to start from the check 

9. A system comprising : point ; 
a processor ; and starting a new system management module process with 
memory storing computer program code that when the updated initialization parameter ; 

executed on the processor causes the processor to loading a checkpoint copy of the system management 
operate a storage system , the storage system operable module repository ; 
to perform the operations of : recovering volumes from checkpoint snapshots before 

generating a checkpoint for a storage system containing any data path module activation ; 
an image for a point in time for the storage system ; activating data modules with checkpoint metadata offset 

storing , in a reserved area of the storage location , volume information and reformatting data module journals ; 
configuration data corresponding to volumes for the activating control modules with recovered volume con 
point in time , a plurality of layers of metadata for the 20 figuration and reformatting control module journals ; 
point in time , and physical data for the point in time ; setting defragmentation mode to rollback mode and delet 

creating consistent snapshots for the volumes ; ing data on checkpoint stripes that were written after 
destaging a control module journal and persisting a con- checkpoint creation and waiting for defragmentation 

trol module hash tree and dirty tree metadata ; rollback to complete ; 
destaging a user defined code cache , dumping hash meta- 25 setting host Input Output ( 10 ) direction to checkpoint 

data and physical layout metadata to a separate location stripes ; 
in the storage system and enabling new metadata activating routing modules and allowing host IO opera 
updates to a default location ; tions ; and 

redirecting the new data and metadata input / outputs ( IOS ) upon successful system activation , marking checkpoint 
to stripes reserved during preparation of the separate 30 recovery complete and resetting the flag in the plat 
location relating to the checkpoint and protecting form . 
checkpointed data and metadata ; and 14. The system of claim 13 wherein the loading check 

generating a consistent checkpoint copy of a system point copy of system management module repository further 
management module repository in the reserved area of comprises loading system management module metadata 
storage . 35 first . 

10. The system of claim 9 , wherein the operations further 15. The system of claim 13 wherein the loading a check 
comprise : point copy of system management module repository further 

maintaining checkpoint consistency using a checkpoint comprises : 
object when a checkpoint generation operation begins ; loading a checkpoint system management module man 

maintaining logical volume consistency using a source 40 agement object database data base and reconstructing 
object identifier , the source object identifier persisted in in memory object database based on checkpoint ; 
the checkpoint object ; reformatting journal chunks and discarding left over journals 

maintaining harvested metadata and physical layout meta- after checkpoint generation ; and 
data consistency by persisting physical layout offsets of mounting on - disk RAID 1.3 section and dumping 
the harvested metadata and the physical layout meta- 45 in - memory system management module repository to 
data for discovery during checkpoint recovery using the default RAID 1.3 location . 
checkpoint object ; and 16. The system of claim 13 wherein : 

maintaining disk management database copy consistency activating data modules with checkpoint offset informa 
using a persistent flag in a system management module tion and reformatting data module journals further 
metadata record indicating a checkpoint copy of the 50 comprises using the data module to recover harvested 
system management module repository was success- metadata / physical layout metadata and user data from 
fully generated and stored for use in checkpoint recov hardened checkpoint copy in normal data stripes , and 
ery using the checkpoint object . waiting for harvested meta data recovery to complete ; 

11. The system of claim 10 , wherein maintaining the activating control modules with recovered volume con 
checkpoint consistency using the checkpoint object com- 55 figuration and reformatting control module journals 
prises : further comprises using the control module to load hash 

generating the checkpoint object when checkpoint prepa- backup metadata based on recovered data module data 
ration is initiated ; and content ; and 

persisting a checkpoint unique identifier and state using the control module to reconstruct an address to hash 
machine attributes in the checkpoint object . mapping table in memory hash tree and dirty tree for 

12. The system of claim 10 , wherein maintaining the recovered volumes . 
logical volume consistency using the source object identifier 17. A computer program product including a non - transi 
includes : tory computer readable storage medium having computer 

marking each checkpoint snapshot set with a unique program code encoded thereon that when executed on a 
checkpoint owner identifier ; 65 processor of a computer causes the computer to operate a 

persisting the checkpoint owner identifier for each check- storage system , the computer program product performing 
point snapshot set ; and operations , comprising : 
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generating a checkpoint for a storage system containing generating the checkpoint object when checkpoint prepa 
an image for a point in time for the storage system ; ration is initiated ; and 

storing , in a reserved area of the storage location , volume persisting a checkpoint unique identifier and state 
configuration data corresponding to volumes for the machine attributes in the checkpoint object . 
point in time , a plurality of layers of metadata for the 5 20. The computer program product of claim 18 , wherein 
point in time , and physical data for the point in time ; maintaining the logical volume consistency using the source 

object identifier includes : creating consistent snapshots for the volumes ; marking each checkpoint snapshot set with a unique 
destaging a control module journal and persisting a con checkpoint owner identifier ; 

trol module hash tree and dirty tree metadata ; persisting the checkpoint owner identifier for each check 
destaging a user defined code cache , dumping hash meta- point snapshot set ; and 

data and physical layout metadata to a separate location using the checkpoint owner identifier to reassign volume 
in the storage system and enabling new metadata identity during checkpoint recovery ; 
updates to a default location ; wherein the operations further comprise performing the 

redirecting the new data and metadata input / outputs ( IOS ) checkpoint recovery , comprising : 
to stripes reserved during preparation of the separate receiving a request to recover a system management 
location relating to the checkpoint and protecting module process from a checkpoint ; 
checkpointed data and metadata ; and updating a system management module initialization 

generating a consistent checkpoint copy of a system parameter file by setting a flag to start from the check 
management module repository in the reserved area of point ; 

starting a new system management module process with storage . 
18. The computer program product of claim 17 , wherein the updated initialization parameter ; 

the operations further comprise : loading a checkpoint copy of the system management 
maintaining checkpoint consistency using a checkpoint module repository ; 

object when a checkpoint generation operation begins ; recovering volumes from checkpoint snapshots before 
maintaining logical volume consistency using a source any data path module activation ; 

object identifier , the source object identifier persisted in activating data modules with checkpoint metadata offset 
the checkpoint object ; information and reformatting data module journals ; 

maintaining harvested metadata and physical layout meta activating control modules with recovered volume con 
data consistency by persisting physical layout offsets of figuration and reformatting control module journals ; 
the harvested metadata and the physical layout meta setting defragmentation mode to rollback mode and delet 
data for discovery during checkpoint recovery using the ing data on checkpoint stripes that were written after 
checkpoint object ; and checkpoint creation and waiting for defragmentation 

maintaining disk management database copy consistency rollback to complete ; 
using a persistent flag in a system management module setting host Input Output ( 10 ) direction to checkpoint 
metadata record indicating a checkpoint copy of the stripes ; 
system management module repository was success activating routing modules and allowing host IO opera 

tions ; and fully generated and stored for use in checkpoint recov 
ery using the checkpoint object . upon successful system activation , marking checkpoint 

19. The computer program product of claim 18 , wherein recovery complete and resetting the flag in the plat 
maintaining the checkpoint consistency using the check form . 
point object comprises : 
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