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based storage of a registered user's data In a network-based cache (e.g., 140). The registered user's data (e.g., 136) Is available
via the user's data source (e.g., 130) coupled to a packet-based network (e.g., 105, via a user's home or business computer
coupled to the Internet). The server controls remote access to data stored in the cache as well as data accessible via the registered
user's data source. For instance, when a request for data transfer Is received from a remote packet-communicating device

(e.g., 120), the network-based server authenticates the request and, for authenticated requests, facilitates a transfer of the
requested data from one or both of a registered user's data source and the cache.
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(57) Abstract: Data transfer to a remote packet-communicating device over a network is effected using a network-based cache to
selectively store data. According to an example embodiment of the present invention, a network-based server (e.g., 110) facilitates
selective, rule-based storage of a registered user’s data in a network-based cache (e.g., 140). The registered user’s data (e.g., 136) is
& available via the user’s data source (e.g., 130) coupled to a packet-based network (e.g., 105, via a user’s home or business computer
e\ coupled to the Internet). The server controls remote access to data stored in the cache as well as data accessible via the registered
user’s data source. For instance, when a request for data transfer is received from a remote packet-communicating device (e.g., 120),
the network-based server authenticates the request and, for authenticated requests, facilitates a transfer of the requested data from

one or both of a registered user’s data source and the cache.
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RULE-BASED CACHING FOR PACKET-BASED DATA TRANSFER

Field of the Invention
The present invention relates generally to communications and, more particularly,

to the remote access of local data over a packet-based network and using a network-based

cache for selectively storing the local data.

Background of the Invention

Data communications over a variety of networks, such as Internet protocol (IP)
networks, mobile telephone networks and others have increased at an astonishing rate over
recent years. The affordability and availability of computers, telephones, wireless devices
and other network access appliances has made their use prevalent in a variety of
applications. Further, as the demand for network access devices has increased, the
diversity in types of network access appliances has also increased, with different devices
often implementing different protocols and performance-based operational characteristics.

As access to the Internet and other communications networks becomes easier,
convenient and more readily available, these networks are increasingly used for
transferring data such as images, audio, email, video and text. In many applications, such
data is desirably transferred or shared from a user’s computer (or other network access
appliance) on a selective basis. For example, data for computer software, music, video,
news services, games and other applications is often desirably shared and/or accessed
remotely via the Internet and, for many applications, via wireless networks such as those
implemented for cellular telephones. Today, the number of network subscribers, data
providers, and requests by those subscribers for data transfer, streaming data and other
content are growing exponentially. In many such applications, access to data or other
content by users owning or subscribing to the data is desirably flexible and controllable by
such users. However, the limitations of current systems restrict the ability to meet demands

for flexible, controllable access to data or other content in a reliable, secure, efficient and
affordable manner.

Content (e.g., audio, images or video) has evolved in application and is readily
stored electronically. For example, the storage of music in rewritable electronic media has
become a popular method in which to maintain and access music collections. Another
example involves video applications, where digital recording and storage of television and

personal video collections has become popular, as has the streaming (via the Internet) of
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audio and video. Photos are often stored and accessed electronically, instead of relying
upon conventional printed photos and physical photo albums.

As the electronic storage of content and other data grows in popularity, access to
the data as well as convenient manners in which to store the data and become increasingly
important. For example, sales of music in downloadable audio formats are becoming
increasingly popular. Digital audio players based in the home or office or mobile players
that can be used in autos, laptop computers, personal listening devices and others are used
for playback of this downloaded music. In order to play the music, audio data 1s loaded
onto mobile players or local computers and used to locally play the music. Typically, the
amount of storage space required for storing a large volume of audio data exceeds the
memory capacity of digital audio players, computers or other appliances capable of playing
music. In this regard, the management and use of audio, as well as other data such as
image data and video data, has become increasingly burdensome in view of the demand for
and use of this data.

As applied to conventional documents and other types of data (e.g., text-based
documents, spreadsheets or presentations), the demand for flexible and efficient access to
such data has also grown. For example, many workplaces have become increasingly
mobile; employees are often working from a remote location such as at home or at
traveling locations. Access to data from remote locations has been particularly usetul for
facilitating mobility while maintaining a desirable level of access to information.
However, the growing size of data files desirably transferred to facilitate mobility or to
otherwise provide flexible data access has presented challenges to the delivery of such data
over communications channels. For instance, email is generally limited in its ability to
transfer large data files, such as audio, video, text and presentation files.

For many communication applications, the increase in use and lack of availability
of data transfer approaches requires the creative use of communications channels and data.
To meet these and other data transfer needs, networks have been enhanced both in the
ability to process larger quantities of data and in the ability to process data at a higher rate
of speed. In addition, network access appliances have been improved to increase the speed
at which data can be processed and transferred. However, as the demand for high quantity
data transfer increases, these needs become more difficult to meet.

One challenge to data transfer on the Internet stems from the inflexibility of data
transfer channels. For example, 1f a data supplier sells data to an end user via the Internet,

the end user typically downloads the data using one of only a handful of download
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locations operated at the control of the supplier. This type of operation can be cumbersome
and expensive because the data may have to travel a significant distance and thus take up
more time and space in the communications network. In addition, the transfer of data 1s
limited by the location of the download locations.

Another challenge to the effective transfer and management of data is related to the
provision of data at an acceptable transfer rate (e.g., as related to bandwidth). Certain
network access appliances are limited in their ability to process audio data at different
speeds, either by their internal configurations or by the availability of network access. For
instance, mobile (wireless) type network access appliances can be limited by the available
connectivity to mobile networks. In addition, certain network appliances may be adaptable
for Wiréd and wireless communications, with their respective ability to access data being
relatively higher (e.g., faster) via wired communications, relative to wireless; when these
appliances are operating via wireless communications, they may be able to receive data at a

lower speed, or bitrate.

Yet another challenge to data transter and management stems from the existence of
a myriad of different types of data, as well as different types of data access appliances. For
cxample, a variety of different data types are implemented for storing audio files. Often,
these data types are associated with a particular type of digital audio device that is being
used for playback. In addition, with each data type, there are often different manners in
which the data 1s stored, typically involving ditferent levels of quality (e.g., with different
playback bitrates). In this regard, a digital audio player must not only have access to data

but also have access to data 1n a particular format.

Still another challenge to network data transfer involves the management of media
rights associated with digital rights management (DRM). As discussed above, digital
media such as audio or video can be purchased via electronic delivery. In order to inhibit
and/or prevent copying, distribution or other unauthorized use of data, security precautions
are taken. In some applications, these security precautions require specific approaches to
enable playback, which can further exacerbate difficulties associated with data transfer and
subsequent use (e.g., playback).

Effectively and efficiently managing shared data transfer via communication
networks has been challenging 1n the face of the advancement of technologies and trade

channels that use or could use network-based data transfer.
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Summary of the Invention

The present invention is directed to approaches to data routing, management and
associated applications for making a registered user’s data accessible to a remote device.
The present invention 1s exemplified in a number of implementations and applications,
some of which are summarized below.

According to an example embodiment of the present invention, an approach to data
routing and sharing involves the creation of a network-based cache to selectively store data
accessed via a registered user’s data source in accordance with user- or network-defined
policies. An authenticated remote user accesses registered-user data at one or both of the
registered user’s data source and the network-based cache, with the access and transfer of
data controlled and facilitated by a network-based server in communication with the
registered user’s data source.

According to another example embodiment of the present invention, remote-user access to
registered-user data 1s facilitated over a packet-based network using a server-hosted
approach for an environment involving registered users that provide the data. Data 1s sent
from a registered user data source to a network cache in accordance with the caching rules
specified via the registered user. At the registered user data source, a communications link
is initiated between the data source and the server. In response to a content request from a
remote user, the request is authenticated at the server as a function of authentication
information provided by the registered user and information in the request. When the
request 1s authenticated, availability of the requested data at the cache is ascertained in
accordance with the caching rules. If the requested data is available at the cache, and in
accordance with the caching rules, the transfer of the requested data is directed from the
cache to the remote user at a remote packet-communicating device. In response to the
availability of the requested data at the cache and to the caching rules, the transfer of the
requested data is directed from the data source to the remote user at a remote packet-
communicating device, over the packet-communicating network.

According to another example embodiment of the present invention, data 1s cached
for transfer on a packet-communicating network. At a server, a user 1s registered for
sharing data from the registered user’s packet-communicating device. The packet-
communicating device is programmed with cache engine functions for storing shared data
at a network-based cache. Caching policies are received from the registered user, and used
to indicate a manner in which to store shared data at the network-based cache. The cache

engine sends data to the network-based cache, over the packet-communicating network, as
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a function of the caching policies and of a current status of shared data that is stored at the
network-based cache for the user. The server responds to a remote request for shared data
by directing the transfer of shared data in the network-based cache over the packet-
communicating network.

In connection with another example embodiment of the present invention, and in an
environment involving registered users that provide data for transfer over a packet-based
network to a remote packet-communicating device, a server-hosted system facilitates
remote-user access to registered-user data over a packet-based network. The system
includes a network server and a network cache adapted to receive and store data for
caching from registered user data sources. A registered user data source sends data to the
network cache in accordance with the caching rules specified via the registered user, and
initiates a communications link between the data source and the network server. The
network server responds to a content request from a remote user by authenticating the
request as a function of authentication information provided by the registered user and
information in the request. If the request is authenticated, the server ascertains availability
of the requested data at the cache in accordance with the caching rules. If the requested
data is available at the cache, in accordance with the caching rules, the server selectively
directs the transfer of the requested data from the cache to the remote user at a remote
packet-communicating device. In response to the availability of the requested data at the
cache and to the caching rules, the server selectively directs the transfer of the requested
data from the data source to the remote user at a remote packet-communicating device, via

the established communications link.

According to another example embodiment of the present invention, remote cache-
based access to data over a packet-based network is facilitated in an environment involving
a registered-user that provides data for authenticated remote access via the packet-based
network. Data is sent from the registered-user data source to a network cache, over the
packet-based network and in accordance with caching rules specified by the registered user
of the registered-user data source. Data received at the network cache from the registered-
user data source is maintained in accordance with the caching rules. In response to a
content request from a remote user, the request is authenticated and, in response to the
request being authenticated, the transfer of the requested data is directed from the cache to

a remote user at a remote packet-communicating device, over the packet-based network.
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According to another example embodiment of the present invention there is
provided a method comprising: at a computer, registering a user for sharing data from a
packet-communicating terminal; programming the packet-communicating terminal with
cache engine functions for storing shared data at a network-based cache; receiving, from the
registered user, caching policies by which to store shared data at the network-based cache;
implementing the cache engine to send data to the network-based cache, over a packet-
communicating network, as a function of the caching policies and of a current status of
shared data that is stored at the network-based cache for the user; and at the computer,
responding to a remote request for shared data by directing the transfer of shared data in the
network-based cache over the packet-communicating network.

According to another example embodiment of the present invention there 1s
provided an apparatus comprising: at least one processor; and at least one memory including
computer program code for one or more programs, the computer program code comprising
instructions which, when executed by the at least one processor, cause the apparatus to
perform at least the following: receive a content request from a remote user; authenticate the
request as a function of authentication information provided by a registered user and
information in the request; in response to the request being authenticated, ascertain
availability of the requested data at a network cache in accordance with caching rules
specified by the registered user; in response to the requested data being available at the
network cache and in accordance with the caching rules, selectively direct the transfer of the
requested data from the network cache to the remote user at a remote packet-communicating
device; and responsive to the availability of the requested data at the network cache and to
the caching rules, selectively direct, via an established communication link, the transfer of
the requested data from a registered user data source to the remote user at the remote packet-
communicating device, wherein the registered user data source 1s configured to send data to

the network cache by: comparing information about the data to be sent with the information

characterizing data previously sent to the network cache; and determining, via the
comparison, whether the data to be sent is already in the network cache and, therefrom,

sending a portion of the data that is not already in the network cache.
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According to another example embodiment of the present invention there 1s
provided a method comprising: at a network cache, receiving data from a registered-user
data source over a packet-based network and in accordance with caching rules specified by a
registered user of the data source; at the network cache, maintaining data received from the
data source in accordance with the caching rules; in response to a content request from a
remote user, authenticating the request; and in response to the request being authenticated,
transferring the requested data from the network cache to the remote user at a remote
packet-communicating terminal, over a packet-based network.

According to another example embodiment of the présent invention there is
provided an apparatus comprising: at least one processor; and at least one memory including
computer program code for one or more programs, the computer program code comprising
instructions which, when executed by the at least one processor, cause the apparatus to
perform at least the following: administratively control registered user data source to send
user-provided data to a network cache in accordance with caching rules specified by a
registered user, using a communications link initiated by each data source for transfer
therefrom, in response to a content request from a remote user; authenticate the request as a
function of authentication information provided by the registered user and information in the
request; in response to the request being authenticated, ascertain availability of the requested
data at the network cache in accordance with the caching rules; in response to the requested
data being available at the network cache and in accordance with the caching rules,
selectively direct the transfer of the requested data from the network cache to the remote
user at a remote packet-communicating terminal; and in response to the availability of the
requested data at the network cache and to the caching rules, selectively direct, via the
established communications link, the transfer of the requested data from the data source to

the remote user at a remote packet-communicating terminal.
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According to another example embodiment of the present invention there is
provided a method comprising: authenticating a content request from a remote user as a
function of authentication information provided by a registered user and information in the
request; in response to the request being authenticated, ascertaining availability of the
requested data at a network cache in accordance with caching rules specified by the
registered user; in response to the requested data being available at the network cache and in
accordance with the caching rules, selectively directing the transfer of the requested data
from the network cache to the remote user at a remote packet-communicating device; and in
response to the requested data not being available at the network cache and in accordance
with the caching rules, selectively directing the transfer of the requested data from a data
source for delivery to the remote packet-communicating device using the established
communications link.

According to another example embodiment of the present invention there is
provided an apparatus comprising: at least one processor; and at least one memory including
computer program code for one or more programs, the computer program code comprising
instructions which, when executed by the at least one processor, cause the apparatus to
perform at least the following: authenticate a content request from a remote user as a
function of authentication information provided by a registered user and information in the
request; in response to the request being authenticated, ascertain availability of the requested
content at a network cache in accordance with caching rules specified by the registered user;
in response to the requested data content being available at the network cache and in
accordance with the caching rules, selectively direct the transfer of the requested content
from the network cache to the remote user at a remote packet-communicating device; and 1n
response to the requested data not being available at the network cache and in accordance
with the caching rules, selectively direct the transfer of the requested content from a data

source for delivery to the remote packet-communicating device using the established

communications link.
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The above summary of the present invention is not intended to describe each
embodiment or every implementation of the present invention. The figures and detailed

description that follow more particularly exemplify these embodiments.

Brief Description of the Drawings

The 1invention may be more completely understood in consideration of the detailed
description of various embodiments of the invention that follows in connection with the
accompanying drawings, in which:

FIG. 1 1s a system for routing data via a packet-based network using a server-hosted
data access approach with selective, policy-based data caching, according to an example

embodiment of the present invention;

FIG. 2 shows a system 200 for providing remote access to user data, according to

another example embodiment of the present invention;

FIG. 3 shows an arrangement and approach for uploading content to hosted content
storage, according to another example embodiment of the present invention;

FIG. 4 shows an arrangement and approach for managing the storage of content
with hosted content storage, according to another example embodiment of the present
invention;

FIG. 5 shows an arrangement and approach for providing content to a remote user

from hosted content storage, according to another example embodiment of the present

invention; and

FIG. 6 shows an arrangement and approach for directing the storage of content at

hosted content storage, as well as access to the stored content, according to another

example embodiment of the present invention.

While the invention is amenable to various modifications and alternative forms,

specifics thereof have been shown by way of example in the drawings and will be

described in detail. It should be understood, however, that the intention is not to limit the
invention to the particular embodiments described. On the contrary, the intention 1s to

cover all modifications, equivalents, and alternatives falling within the spirit and scope ot

the invention as defined by the appended claims.

Detailed Description

The present invention 1s believed to be applicable to a variety of difterent types of
communications, and the invention has been found to be particularly suited for providing

remote access to registered-user data via a packet-based network such as the Internet, with
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selective, policy-based caching of data in accordance with user characteristics to facilitate
the remote access. While the present invention 1s not necessarily limited to such
applications, various aspects of the invention may be appreciated through a discussion of
various examples using this context.

According to an example embodiment of the present invention, a data routing
system 1s adapted for communicating registered-user data to a remote user over a packet-
based network, selectively using a network-based cache to store registered-user data. Users
register with a server for making data at a user data source remotely accessible via the
packet-based network. In some applications, the user registration involves the selection of
a particular cache size or other cache characteristic, with fees selectively associated with
the seléction. An agent (e.g., software) is implemented at each registered user’s data
source and functions in response to the server for controlling the delivery of data from the
data source over the packet-based network.

Each registered user establishes caching rules (e.g., caching policies) that are
implemented by one or both of the server and the user’s agent for accessing and storing the
user’s data in the network-based cache. For instance, a registered user may specify caching
rules indicating that a certain type of data and/or or data in a certain location, be stored
(e.g., mirrored) at the network-based cache. The agent implements these caching rules at
the data source by accessing and sending the data to the cache.

In some applications, the agent acts directly using caching rules specified locally at
a registered user’s data source. For example, where the data source includes a computer
running the agent software and receiving caching rules as inputs from the registered user,
the agent can act independently from the server in sending data to the cache.

In other applications, the agent acts in response to the server. For example, a
registered user may specify caching rules that are provided to the server. The server then
implements the caching rules by communicating with the agent to direct the agent to access

date for the cache and to send the data to the cache (or to the server, which in turn can send
the data to the cache).

The transfer of data to the cache is effected in different manners, depending upon
the particular application and associated rules or policies. Some applications are directed
to a one-time upload of data to the cache. Other applications involve updating the cache as
data changes at the data source. For instance, where a registered user specifies that a
particular file at his or her home or business computer be mirrored in the cache, the agent

and/or server can selectively update the cache when data in the particular file changes via
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deletion, addition or modification. Still other applications involve the update of the cache
upon a condition such as a specified time interval or upon remote access to data in the
cache (e.g., where the current status of data in the cache 1s verified when a request for
access thereto is made). In this regard, data in the cache is updated, or mirrored, using one
or more of a variety of approaches.

Once stored in the network-based cache, the registered-user data in the cache 1s
available to authorized remote users requesting access to the data. When a remote user
requests data via the server, the user is authenticated in accordance with the request using
authorization criteria such as a user name and password. For authenticated requests, the
server facilitates the delivery of the requested data from one or both of the cache and a
registered-user device bearing the data, selecting which source from which to access the
data using one or more of a variety of approaches. For instance, access to requested data
directly from the cache may, for example, be faster, more efficient, cheaper or otherwise
more desirable, relative to accessing the requested data from a registered-user device. In
addition, when a registered user’s data source 1s offline or otherwise inaccessible, the cache
is used for accessing the requested data (when the requested data 1s available at the cache);
this approach is particularly useful when a registered user device does not have consistent
network access or 1s offline at times.

In another example embodiment of the present invention, an electronic token 1s
created for providing remote-user access to specified files from a registered-user data
source, with the specified files stored in a network-based cache for remote access. The
registered user creates share information that specifies data to be shared with a particular
remote user. The share information is included with an electronic token that 1s sent to the
remote user, who can use the token to request data specified via the token.

Registered user data that 1s the subject of the token 1s uploaded, pushed or
otherwise sent from the registered-user data source to the cache, where the data 1s
maintained for access by the remote user. This transfer is effected in a variety of manners.
In some applications, the registered user selects data to send to the cache. This approach
may be useful, for example, where the token specifies a particular file name or type of file
to be shared, with actual data in the file location (or having the file type) at the cache not
necessarily specified in the token. In other applications, the registered user simply
specifies data in the token to be shared, such as by specifying specific files or a specific file

location at the data source, and the data is automatically sent to the cache based on the

information in the token.
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The token is created in different manners, depending upon the application. In some
applications, the token is created directly by a registered user using, e.g., data routing
software implemented at the registered user’s device. In other applications, the registered
user provides share information to the server and the server responds by creating the
electronic token and making the electronic token available to the remote user.

A server (i.e., as discussed above) hosts the registered user’s data sharing functions,
and communicates with the registered user’s data source and the network-based cache to
facilitate data transfer to remote users. The server processes token-bearing requests tor
data transfer by authenticating the token (e.g., using information from the registered user
and in the token) and facilitating the delivery of the data specified via the token to the
remote user. Generally, this specified data is stored in the network-based cache; however,
if the cache does not contain the data, or if data transfer from the registered user’s data

source is preferable, the server selectively processes the data request by routing data

directly from the data source.

For general information regarding data transfer and for specific information
regarding the creation and implementation of an electronic token in connection with one or
more cache-based applications discussed herein, reference may be made to U.S. Patent
Application Serial No. 11/374,414, filed March 13, 2006 and entitled “Token-Based
Remote Data Access,” which is fully incorporated herein by reterence.

In another example embodiment, remote acceés to registered-user data (selectively
via a network-based cache) is controlled using a browser gateway implemented at a host
server. Remote users accessing the browser gateway provide authentication information

that is used by the host server to determine registered user data to which the remote user

has access. In some applications, the browser gateway parses a user-provided token

bearing authentication and identification-type information and uses information 1n the

token to control access to data by a particular user specified by the token as discussed

above.

Generally, the host server authenticates remote users accessing the browser gateway
and provides, to the remote users and via the browser gateway, information specifying data
available to remote users. Such available data includes data in a cache for a registered user

granting access to the remote user (including scenarios wherein the remote user is also the
registered user, remotely accessing his or her data) as well as data available directly via a

registered user data source, where appropriate.
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In some applications, the browser gateway identifies location information about
requested data. For instance, where data is only available at a registered user’s data source,
the browser gateway identifies the data as such. Where data is available at a cache and the
registered user’s data source either does not have the data or 1s inaccessible, the browser
gateway identifies the data as available only via the cache. Where data is available at both
the cache and the registered user’s data source, the browser identifies the data as such.

When a remote user requests data via the browser gateway, the host server serves
the request by controlling the routing of data from the cache and/or the appropriate
registered user’s data source. In some applications, the host server identifies availability of
the requested data in the cache and directs routing of the data from the cache (when
available) or from the registered user’s data source (when the data is not available in the
cache).

In connection with the examples described herein, the registered-user data
includes data that is available to a registered user’s packet-communicating device, such as a
personal computer, set top box, web camera, secure monitoring system and/or content
storage system at a home or business location with network access, or any combination
thereof. Furthermore, a remote user (e.g., using a remote network access appliance) may
include one or more individuals, such as members of a household, employees of a business
entity or simply an individual given access authorization by a registered user. Further, a
“user” may be a machine functioning automatically, for example, as programmed by an
individual.

In the context of various examples described herein and shown 1n the figures,
reference is made to several representative devices, networks and network communication
approaches. Various terms such as Internet, web-enabled, packet and others may be
applicable in the context of different embodiments to facilitate the description of different
examples. However, the devices, networks and network communications approaches
described in connection with example embodiments herein may be applicable to variety
implementations and descriptive terms. For instance, devices that could be described as a
web-enabled or Internet appliance may include one or more devices that communicate over
a path characterized by one or more of a packet-communicative, web-based and/or
Internet-based communications link. In this regard, devices referred to as web-enabled or
Internet-related are selectively implemented using one or more of a variety of packet-
communicative approaches. Such devices may, for example, access the Internet via non-

Internet-based communications approach, such as via one or more wired and/or wireless
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links that use one or more of a variety of communications approaches. Moreover, packet-
communicative approaches described herein are applicable to a variety of network
communications approaches, including those involving communications referred to 1n
connection with one or more terms relating to packet, frame, block, cell and segment terms.

FIG. 1 shows a system 100 for providing access to and routing data between
registered user data sources and remote packet-communicating devices using a selective
caching approach, according to another example embodiment of the present invention. The
system 100 includes a network-based server 110, a plurality of remote packet-based
devices 120 — M, a plurality of registered data sources 130 — N and a network cache 140,
all of which communicate via a packet-based network 105. The remote packet-based
devices include, for example, a mobile telephone, a personal computer (PC), digital media
device such as an mp3 player or video player, automobile entertainment system or personal
data assistant (PDA) device. Such devices may also be implemented as the registered data
sources 130-N, and generally facilitate access to registered-user data at a remote packet-
based device either directly or via the network cache 140.

The network 105 includes one or more packet-based networks such as the Internet
and, where appropriate, other networks such as a mobile telephone network or a local area
network (LAN). In some applications, the network 1035 1s a local area network
implemented for a locality such as a home or business. In other applications, the network
105 is or includes a virtual network or set of virtual application communication channels
within a processor or group of processors associated with a computing appliance.

The network cache 140 includes data storage media and has access to the packet-
based network 105. While shown as a single item in FIG. 1, the network cache 140 may be
implemented with a plurality of devices, at one or more of a plurality of locations. For
example, some or all of the network cache 140 may be located at the network-based server
110 or at the registered data source 130.

Each of the registered data sources 130-N includes a user application router
(U.A.R.) (see U.A.R. 132 of registered data source 130) that facilitates communication
between the registered data source and the network-based server 110, and directs the
routing of data from the registered data source over the packet-based network 105. Each
registered data source also includes a caching engine (see caching engine 134 of registered
data source 130) that facilitates the push of data 136 from the registered data source to the

network cache 140 in accordance with caching policies 138.
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The network-based server 110 includes a network router 112 that communicates
with the registered data sources 130-N for directing the routing of data therefrom. The
network-based server 110 selectively uses server caching policies 116 1n directing or
otherwise controlling the caching of data in the network cache 140. The network-based
server 110 also uses authorization criteria 114 to facilitate remote access by remote packet-
based devices 120-M to registered user data at the registered data sources 130-N and the
network cache 140. The authorization criteria 114 also includes authorization information
for registered users and uses the authorization, for example, in specifying registered user
preferences for accessing data, caching data or other data-transfer-related functions.

The caching policies 116 and 138 are selectively stored at various locations,
depending upon the application. In one instance, all caching policies are stored with the
server caching policies 116, with the caching engine 134 accessing the server caching
policies remotely. In another instance, all caching policies relative to a particular
registered user are stored with the caching policies 138 (referring to registered data source
130 by way of example), with the network-based server accessing the caching policies
remotely. In still another instance, the caching policies are stored in another remote
location accessible by the network-based server 110 and the registered data sources 130-N.

In some applications, the network router 112 and the U.A.R. 132 (using registered
data source 130 by way of example) facilitate communications between each other as
follows. When the registered data source 130 powers up, connects to the packet-based
network 105 or endures another condition (where no current communications link 1s
established with the network-based server 110), it automatically initiates contact the
network-based server. The network-based server then responds to the contact by
authenticating the registered data source 130 via authorization criteria 114, and uses the
information in the initiating contact to communicate back to the registered data source 130
over the packet-based network 105, therein establishing a communications link. This
communications link is then kept active and used for the passing of control information
from the network router 112 for controlling the passing of data from the registered data
source 130.

Using registered data source 130 by way of example, the caching engine 134 uses
caching policies 138 in determining policies to follow, such as those specifying what
portions of the data 136 to send to the network cache 140, when to push the data and other
conditions as appropriate. For instance, the caching policies 138 may specify a particular

data folder to mirror in the network cache 140. The caching engine 134 1s responsive to
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such a caching policy by pushing (sending) data in the particular data folder to the network
cache 140. The mirroring involves keeping the data at the network cache 140 up to date
by, for example, pushing new data to the network cache and/or deleting data from the
network cache in a manner commensurate with changes made to the particular data folder
at the registered data source 130.

In some applications, the caching engine 134 (and the U.A.R. 132, as appropriate)
works with the network router 112 to facilitate the storage of data at the network cache
140. For instance, data pushed to the network cache 140 may be sent via the network-
based server 110. Similarly, updated data for the network cache 140 may be sent via the
network-based server 110. Requests for deletion of data from the network cache 140 from
the caching engine 134 may also be sent to the network-based server 110, which responds
by directing the deletion of the data in the network cache.

The network-based server 110 also selectively controls the network cache 140 for
functions such as deleting data in the cache, at the direction of the caching engine 134 or
otherwise as specified in server caching policies 116. For instance, where data in the cache
has a specified lifetime, or where data in the cache is to be deleted after it is accessed

(discussed further below), the network-based server 110 deletes data when such conditions

are met.

In some implementations, registered users purchase space in the network cache 140;
the network-based server 110 tracks information relative to the purchased space and
manages the storage of the registered user’s data in the network cache. For instance, where
a user purchases and pays for time-limited usage of the network cache 140, the network-
based server 110 selectively deletes the registered user’s data from the network cache 140
upon expiration of such time (or, e.g., when payment for the usage is not received).

In some applications, the network-based server 110 suspends registered user
accounts that are unpaid or otherwise non-current without necessarily immediately deleting
data in the network cache 140. The network-based server 110 notifies or otherwise
controls the network cache 140 to make data for suspended accounts inaccessible until the
account is reinstated. In some applications, this approach involves the denial of requests
for data in the network cache 140 received at the network-based server. In other

applications, this approach involves setting criteria at the network cache 140 such that the

network cache itself limits or prevents access to data.

In applications where the network cache 140 is located at the registered data source

130, the cache may be implemented with networked storage such as that commonly
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referred to as network-attached storage (NAS) device. For example, the registered data
source 130 may have a persistent network connection (e.g., a modem that remains active)
and a personal computer (PC) in which the U.A.R. 132 and caching engine 134 reside (i.e.,
are programmed). Often, a user may wish to power down his or her PC, yet wish to enable
remote access to data. In this regard, the user may specify in the caching policies 138 that
selected data be cashed on a local NAS device as the network cache 140, and configure the
NAS device for remote access by the network-based server 110.

In another embodiment, the system 100 facilitates electronic token-based access to
registered data as follows. When a user at registered data source 130 wishes to share
particular data with another user (or remotely access the data himself or herself), the
registered user directs the creation of an electronic token that specifies information that can
be used to identify the data to which access is to be provided. The data that is the subject
of the token is pushed to the network cache 140 and the electronic token is provided for
access by a remote user. When such a remote user implements the token (e.g., by
providing the token with authorization information toe the network-based server 110), the
network-based server responds by directing appropriate data from the network cache 140 to
the requesting remote user. Once the data specified in the token has been accessed
remotely (e.g., and downloaded), the data is selectively removed from the network cache
140. In some applications, data specified in the token is pushed to the network cache 140
at the direction of the registered user directing the creation of the token. In other
applications, the network-based server directs the pushing of the data to the network cache
when information regarding the electronic token is received thereat. For general
information regarding data transfer, and for specific information regarding token-based
data transfer applications that may be implemented in connection with these and other
example embodiments, reference may be made to U.S. Patent Application Serial No.
11/374,414, entitled “Token-based Remote Data Access” and filed on March 13, 2006,
which is fully incorporated herein by reference.

The system 100 is adapted to work in a variety of environments involving disparate
networks, data source devices, remote packet-communicating devices, data and
characteristics thereof. One particular use scenario involves remote data access as follows.
When a particular user who is party to the registered data source 130 (e.g., a homeowner
having media content stored at his or her home computer) wishes to establish remote access
to data, the user signs up for a service provided via the network-based server 110. The

network-based server 110 prompts the user for access information to the user’s registered
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data source 130 so that the host application router 112 can interact with the registered data
source. This access information (e.g., user names, passwords, access restrictions) 1s stored
with authorization criteria 114.

Once registered, the registered data source 130 makes data 136 available either via
the registered data source itself or at the network cache 140 by pushing data to the network
cache. In some applications, data for a particular user is made available only via the
network cache 140 (i.e., such that the network router 112 does not control or otherwise
facilitate the routing of data from the registered data source 130). Once data 1s made
available either directly via the registered data source 130 and/or via the network cache
140, a user at one of the remote packet-based devices 120-M can request and receive data
from the registered data source 130 with appropriate authorization and data transter

control, also as discussed above.

Data is transferred via the system 100 in one or more of a variety of manners. The
following example approach involves remote user access to data originating at a registered-
user’s data source, with at least a portion of the data cached. For illustration, this example
is discussed in the context of a remote user at the remote packet-based device 120
accessing data originating at registered data source 130, with a portion of the data 136
stored at the network cache 140.

The network-based server 110 hosts a web page accessible by the remote packet-
based device 120. The remote user accesses the hosted web page at the remote packet-
based device 120 and enters in authorization information that is presented to the network-
based server 110. In response, the network-based server uses the authorization criteria 114
with the provided authorization information to either authorize or deny the user access to
data originating from the registered data source 130. In some applications, this
authorization is selective based upon the type of data requested by the user.

Once authorized, a data request initiated by the user at the remote packet-based
device 120 is processed by the network-based server 110. If some or all of the requested
data is available at the network cache 140, the network-based server selectively directs
transfer of the data in the network cache 140 to the remote packet-based device 140. For
instance, when requested data is available at the network cache 140 and the registered data
source 130 is offline or otherwise incapable of delivering the data, the network-based
server 110 directs data transfer from the network cache 140. Similarly, where the
registered user (of the registered data source 130) specifies in caching policies 138 that

certain data be routed from the network cache 140, those caching policies are implemented
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to serve the request. In some applications, the registered data source 130 implements the
caching policies 138 to pass information, (either directly to the network cache 140 or via
the network-based server 110) that directs the routing of requested data from the network
cache 140. In other applications, the network-based server 110 implements caching

policies directly for serving data requests. In some instances, the network-based server 110
simply tracks information characterizing data stored in the network cache 140 and routes

data therefrom accordingly, without necessarily implementing caching policies.
In some applications where data is available for transfer from the network cache
140 as well as from the registered data source 130, the network-based server 120 selects

which source from which to transfer data to satisfy the request. For instance, transter from

one of the network cache 140 and the registered data source 130 may be faster, exhibit

higher quality or be less expensive than transfer from the other one of the network cache
and the registered data source.

Data transfer to the remote packet-based device 120 from one or both of the
network cache 140 and the registered data source 130 1s effected in different manners,
depending upon the application, available equipment, characteristics of the remote packet-
based device or other condition. In some applications, data is routed through the network-
based server 110 and passed to the remote packet-based device 120. In other applications,
data is routed directly from one or both of the registered data source 130 and the network
cache to the remote packet-based device 120 (via the packet-based network 105), without
necessarily passing the data through the network-based server 110.

The system 100 is implemented in a variety of manners, depending upon the
application. For general information regarding data transfer, and for specific information
regarding approaches to data transfer that are selectively implemented with network
caching in accordance with one or more example embodiments, reference may be made to
U.S. Patent Application Serial No. 11/056,345, to which priority 1s claimed above.

FIG. 2 shows a system 200 for providing remote access to user data, according to
another example embodiment of the present invention. The system 200 includes an agent
gateway 210, a browser gateway 220 and hosted content storage 250 that facilitate the
provision of data, originating via an origin agent at a PC 240, to a mobile device 230 (or
other remote device, such as a personal computer). The agent gateway 210 provides a
cateway for communications with the PC 240 using, for example, origin agent software
implemented at the PC to communicate with the agent gateway 210. The browser gateway

220 provides a gateway for communications with the mobile device 230 using, for
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example, a web browser interface provided to the mobile device over a packet-based
network (e.g., the Internet together with an appropriate mobile communications link).
Generally, the agent gateway 210, browser gateway 220 and hosted content storage
250, together with software implemented at the PC 240, facilitate the access to content,
originating at the PC 240, to a user at the mobile device 230. This hosted content access
provided via the system 200 can be implemented using, for example, one or more of the

example embodiments discussed above, in connection with FIG. 1 and otherwise.

Content is pushed to the hosted content storage 250 in one or more of a variety of
manners. In some applications, the origin agent at the PC 240 uses caching policies set by
a user thereof to select and push content from the PC to the hosted content storage 250. In
other applications, the agent gateway 210 uses similar caching policies to direct the origin
agent at the PC 240 to push content to the hosted content storage 250. In still other
applications, a user at the PC 240 manually directs the push of content to the hosted content

storage 250. A combination of these approaches can also be used to suit particular

implementations as appropriate. Once stored at the hosted content storage 250, content
available for access by a user at the remote device 230, selectively controlled via the
browser gateway 220.

In some applications, content stored at the hosted content storage 250 1s actively
managed via one or both of the agent gateway 210 and the origin agent 240. For example,
when content in a particular file at the PC 240 is mirrored at the hosted content storage 250,

changes to content in the particular file at the PC are reflected at the hosted content storage

to ensure that the mirrored content 1s current.

When a user at the mobile device 230 requests content that is available at the hosted
content storage 250, the browser gateway 220 selectively facilitates the request by directing
the routing of data at the hosted content storage to the mobile device 230. In some
applications, the browser gateway 220 directs the routing of requested data from the hosted
content storage 250 when the PC 240 is offline, and directs routing of the requested data
from the origin agent (via agent gateway 210) when the origin agent is online. In other
applications, the browser gateway 220 uses other criteria, such as type of data, available
communications links, priority, and cost in determining whether to route data from the
hosted content storage 250 or the PC 240. In addition, where requested data 1s not

available at the hosted content storage 250, the browser gateway selectively denies the

request or facilitates the routing of the requested data from the PC 240,
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Communications between some or all of the different components of the system
200 are facilitated over a packet-communicating network. For example, the origin agent at
the PC 240 accesses the agent gateway 210 via a packet-communicating network such as
the Internet, with information communicated between the PC and agent gateway over the
packet-based network. Similarly, the mobile device 230 communicates with the browser
gateway 220 over the packet-based network, either directly (e.g., via direct coupling to a
network such as the Internet) or indirectly via a mobile communications link such as a

mobile telephone link or a wireless network link.

While shown with a single PC 240 and mobile device 230, the system 200 can be
implemented for a multitude of users, with an agent gateway 210 and browser gateway 220
hosted for each respective origin agent (with a PC or other packet-communicating device)
and mobile device. For instance, referring to FIG. 1 by way of example, the system 200

can be selectively implemented with a network-based server (110) hosting the agent

gateway 210 and browser gateway 220, the PC 240 implemented at a registered data source
(130) and a mobile device 230 implemented with a remote packet-based device (120). In
addition, in some applications, one or more of the agent gateway 210, browser gateway 220
and hosted content storage 250 are implemented 1n a common arrangement.

The system 200 is amenable to implementation with a variety of approaches to
establishing and facilitating the transfer of content, using registration, authentication and
other approaches such as those discussed above in connection with other embodiments. In
one example embodiment, a user at the PC 240 registers for providing content to remote
users by providing authentication information with other information characterizing
content to be made remotely available. The user installs origin agent software at the PC
240 that facilitates communication with the agent gateway 210 for directing routing of
content from the PC 240. The user at the PC 240 also specifies policies for storing content
in the hosted content storage 250, with the policies used to push data to the hosted content

storage and, where appropriate, to automatically manipulate (add, delete or change) the

stored data.

When a remote user at the mobile device 230 wishes to access data originating trom

the PC 240 (or otherwise associated with the registered user of the PC), he or she accesses

a web page hosted by the browser gateway 220 and provides authentication criteria. The

browser gateway 220 and/or the agent gateway facilitate authorization of the remote user in

accordance with the provided authentication criteria and the authentication information

provided by the registered user. When the remote user requests data for which he or she 1s
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authorized, the browser gateway 220 facilitates the request by selectively transferring the
requested data from the hosted content storage 250 and/or the origin agent 240 as
appropriate.

The following discussion in connection with FIGs. 3-6 is applicable to a variety of
arrangements and applications, and in some applications, to an arrangement similar to that
shown in FIG. 2 and discussed above. In addition, each of FIGs. 3-6 are selectively
implemented in connection with one another. In this regard, various reference numbers in
the following figures correspond to reference numbers in FIG. 2 and/or to other Figures by
way of example, and as such are applicable for implementation with approaches as
described above. For example, beginning with FIG. 3 below, the origin agent/PC 340 may
be selectively implemented in a manner not inconsistent with that discussed above with PC
240 and according origin agent 240 in FIG. 2.

FIG. 3 shows an arrangement 300 and approach for uploading content to hosted
content storage, according to another example embodiment of the present invention. A PC
340 is programmed with an origin agent that makes data available and/or pushes data to a
hosted content storage arrangement 350.

Data including caching policy (or policies) 341 and asset space information 342 is
stored at the PC 340 or in a location that the PC can access. The caching policy 341
includes information specifying policies for caching data available via the PC 340, such as
by identifying a particular asset space to mirror in the hosted content storage 350. The asset
space 342 characterizes data using one or more characteristics pertaining to the data, such as
particular data files, type of data (e.g., images or documents), associated dates, data storage
locations or metatags other information. For general information regarding data transfer,
and for specific information regarding asset space, example implementations thereof and
particular applications for use in connection with one or more example embodiments of the

present invention, reference may be made to U.S. Patent Application Serial No. 11/219,529,

filed on September 2, 2005 and entitled “Data Communication With Remote Network
Node”.

In the context of an application wherein a user at the PC 340 sets preferences (in
caching policy 341) for (persistently) mirroring a selected data file in the hosted content

storage 350, the origin agent at the PC 340 evaluates the policy 341 at block 343 to identify
data to be mirrored at the hosted content storage 350. At block 344, the origin agent
evaluates information specified in cache state data 346, if available. If the cache state data

1s not available (e.g., where data has not yet been mirrored), the origin agent uploads
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specified data to be mirrored at block 345, with the data going to the hosted content storage
350. Uploading data in this context may include, for example, using simple object access
protocol (SOAP), as indicated by example only in FIG. 3, as many communications
approaches may be implemented.

[f the cache state data 346 is available at block 344, the origin agent compares the
state of the date in the hosted content storage to the state of the data at whatever origin the
origin 'agent 340 is pushing the data from. That is, the origin agent compares the state local
data (e.g., at PC 340 or at a device coupled there to via a local area network (LAN)) with
the last state of data mirrored to the hosted content storage 350. For data that has not
changed, the origin agent does not necessarily upload the data to the hosted content storage
350. For data that has been changed, such as indicated via a date or metatags associated
with the data, or for data that has been added or deleted to a particular data file, the origin
agent uploads changes in the data to the hosted content storage 350. Where data from a
particular file has been deleted or where the caching policy 341 otherwise specifies that
data is to be removed, the origin agent instructs or otherwise directs the hosted content
storage 350 to remove the data.

In some applications, the origin agent also uploads caching policy information at
block 345, which is used by the hosted content storage 350 in managing the data stored
thereat. Such rules may include, for example, rules for maintaining mirrored data in the
cache for a specified amount of time, until a certain event happens (e.g., the data 1s
downloaded to a remote user or a license expires), or until another condition applies.

FIG. 4 shows an arrangement 400 and approach for managing the storage of content
with a hosted content storage arrangement 450, according to another example embodiment
of the present invention. The hosted content storage arrangement 450 includes one or more
storage devices such as computers, databases or other storage devices, with access to a
packet-communicating network such as the Internet. Here, a database-type arrangement
455 is shown for storing content, and metadata for the content is stored in another database-
type arrangement 454. In various applications, the hosted content storage arrangement 450
is implemented in a manner similar to that described above in connection with the hosted
content storage 250 or 450 1n FIG. 2 or FIG. 3.

Data received from a PC 440 (i.e., at the direction of an origin agent at the PC) 1s
sent to the hosted content storage 450, which implements cache managing functions at
block 451 to store and otherwise manage the received data. Caching policy information

452 1s used in managing the cache, such as described above in connection with FIG. 3. The
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content metadata in the database-type arrangement 454 is used to identify characteristics ot
the stored data, such as dates, data type, file location or other data that can be used in
implementing caching policies.

In some applications, user capacity data 453 specifies a capacity of data that can be
stored for a particular user. Using this information at block 451, the amount of data (e.g.,
content) stored with the database-type arrangement 455 is controlled. In some applications,
the hosted content storage sends a message to the origin agent at the PC 440 when such a
capacity has been met, or would be exceeded with a proposed data transfer. In the latter
case, any data transfer exceeding a particular user’s capacity is either denied or, in some
applications, accepted and a notification is sent back to the origin agent at the user’s PC to
alert a user of the capacity condition.

In certain applications, a fee is automatically assessed to a user in accordance with
the user capacity data 453 and the amount of content stored at the database-type
arrangement 455. For example, where the caching policy information 452 specifies that a
user capacity can be exceeded but at a fee, the fee is assessed accordingly when that
capacity 1s exceeded.

FIG. 5 shows an arrangement 500 and approach for providing content to a remote
user 530 from a hosted content storage arrangement 550, according to another example
embodiment of the present invention. Generally, the remote user 530 accesses a browser
gateway 520 with a remote packet-communicating device such as a PC, mobile telephone
or digital media player. In various applications, the remote user accesses the browser
gateway in a manner not inconsistent with that described in connection with the mobile
device 230 accessing the browser gateway 230 shown in FIG. 2 and discussed above.

To facilitate the access, the browser gateway 520 generally authorizes the user 530
and any particular content request from the user and, for authorized user requests, accesses
the hosted content storage arrangement 550 for retrieving the requested data, or for
otherwise directing the hosted content storage arrangement to send the requested data to the

user 530.

In response to a request from the browser gateway 520, the hosted content storage
arrangement 550 implements cache server functions at block 556 to identify data at a
database-type arrangement 555 using metadata information in a database-type arrangement

554. Data corresponding to the request is then sent to the user 530, via the browser

gateway 520 or otherwise.
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FIG. 6 shows an arrangement 600 and approach for directing the storage of content
at hosted content storage, as well as access to the stored content, according to another
example embodiment of the present invention. The arrangement 600 includes an agent
cateway 610 that interacts with a browser gateway 620, and which is optionally
implemented in a common arrangement. The agent gateway 610 interacts with an agent
640 via a packet-communicating network such as the Internet. The agent 640 1s
implemented at a registered user’s packet-communicating device or system using, for
example, software-based programming at a user’s PC.

A cache engine 641, also at the registered user’s packet-communicating device or
system, communicates with a cache manager 651, also via a packet-communicating
network such as the Internet. The cache engine 641, as with the agent 640, may be
implemented via software programmed at the user’s PC. In some applications, the agent
640 and cache engine 641 are implemented with common software on a common PC at the
registered user’s packet-communicating device or system. Where appropriate, the cache
engine 641 and/or agent 640 interact with other content devices at the registered user’s
packet-communicating system, such as via a LAN, wireless, USB or other type ot
communications link. '

The cache engine 641 uses rules specified by the registered user to push content

(e.g., data) to the cache manager 651 for storage with a content database 655. The cache

manager 651 stores the content and further stores metadata characterizing the stored at a
content metadata database 654. The cache manager 651 also uses rules received via the
cache engine 641, or other generally cache-based rules, to manage the storage ot the
content 655. For example, the cache manager 651 may use date-specific rules, storage
limits, event-driven rules and others as described above in connection with the other figures
in managing the stored content at the database 653.

A cache server 656 interacts in response to the browser gateway 620 for recelving
and processing data access requests. When a particular request is received, the cache
server 656 uses content metadata at the database 654 to identify data to retrieve and
according accesses the data from the content database 655 and sends it either to the

browser gateway 620 (for distribution) or directly to a remote location specified by the

browser gateway.

Generally, when a remote user accesses the browser gateway 620 and requests
content, the browser gateway authenticates the user is authenticated for receiving the

requested content and identifies availability of the content at the content database 6355
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and/or via the agent 640. When the requested content is available at the content database
655 and/or when the agent 640 1s not accessible, the browser gateway 620 directs the
routing of the requested content via the cache server 656. When the requested content 1s not
available at the content database 655 and/or when the agent 640 is accessible for retnieving
requested content, the browser gateway directs the routing of the requested content via the
agent gateway 610.

The various embodiments described above and shown in the figures are provided by
way of 1llustration only and should not be construed to limit the invention. Based on the
above discussion and illustrations, those skilled in the art will readily recognize that various
modifications and changes may be made to the present invention without strictly following
the exemplary embodiments and applications illustrated and described herein. For example,
the functions carried out by servers, data sources and network caches are selectively
implemented together and/or in different arrangements, depending upon the application.
Further, data sources (or home network arrangements/devices) are selectively implemented
with mobile-type devices, such as mobile Internet appliances (e.g., mobile telephones,
laptops or personal devices); data can be made available from such devices to other remote
devices.

These approaches are implemented in connection with various example
embodiments of the present invention. The scope of the claims should not be limited by the
example embodiments set forth above, but should be given the broadest interpretation

consistent with the description as a whole.
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What is claimed is:

1. A method comprising:

at a computer, registering a user for sharing data from a packet-communicating
terminal;

programming the packet-communicating terminal with cache engine functions for
storing shared data at a network-based cache;

recerving, from the registered user, caching policies by which to store shared data at
the network-based cache;

implementing the cache engine to send data to the network-based cache, over a
packet-communicating network, as a function of the caching policies and of a current status
of shared data that is stored at the network-based cache for the user; and

at the computer, responding to a remote request for shared data by directing the

transfer of shared data in the network-based cache over the packet-communicating network.

2. The method of claim 1, further comprising:

recerving, from the registered user, share information specifying a remote user with
whom to share data; and

specifying data to be shared,

wherein responding to a remote request for shared data includes responding to a
remote request from the remote user specified in the share information, and

wherein directing the transfer of shared data includes directing the transfer of data

specifited in the share information.

3. The method of claim 2, further comprising, in response to the share information:
generating a notification for the remote user that specifies the data to be shared; and

sending the notification to the specified remote user, wherein the remote request

includes information in the notification.

4, An apparatus comprising:

at least one processor; and

at least one memory including computer program code for one or more programs,
the computer program code comprising instructions which, when executed by the at least
one processor, cause the apparatus to perform at least the following:

receive a content request from a remote user;
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authenticate the request as a function of authentication information
provided by a registered user and information in the request;

in response to the request being authenticated, ascertain availability of the
requested data at a network cache in accordance with caching rules specified by the
registered user;

in response to the requested data being available at the network cache and
in accordance with the caching rules, selectively direct the transfer of the requested data
from the network cache to the remote user at a remote packet-communicating device; and

responsive to the availability of the requested data at the network cache and
to the caching rules, selectively direct, via an established communication link, the transfer of
the requested data from a registered user data source to the remote user at the remote packet-
communicating device,

wherein the registered user data source is configured to send data to the

network cache by:

comparing information about the data to be sent with the
information characterizing data previously sent to the network cache; and

determining, via the comparison, whether the data to be sent is
already in the network cache and, therefrom, sending a portion of the data that 1s not already

in the network cache.

S. The apparatus of claim 4, wherein the network cache maintains stored data in

accordance with the caching rules.

6. The apparatus of claim 4, wherein the data source mirrors, at the network cache, a
data file at the data source by sending updated data to the network cache in response to a

change in the data file at the data source.

7. The apparatus of any one of claims 4 to 6, wherein the at least one processor, the

network cache and the data source are operated independent from the packet-based network.

8. The apparatus of any one of claims 4 to 7, wherein the at least one processor, based
on the caching rules, causes the data source to selectively direct the routing of data to the

network cache.
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9. The apparatus of any one¢ of claims 4 to 6, wherein the at least one processor 1s
further configured to respond to the content request by:

directing the transfer of the requested data from the data source when the data
source 1s available via the packet-based network; and

directing the transfer of the requested data from the network cache when the data

source 1S not available via the packet-based network.

10. The apparatus of any one of claims 4 to 9, wherein the network cache removes data

from the network cache in accordance with the caching rules.

11. The apparatus of any one of claims 4 to 9, wherein the network cache removes data

from the network cache in accordance with an expiration of the data established via the data

SOUrcc.

12. The apparatus of any one of claims 4 to 11, wherein the at least one processor
specifies storage capacity for each registered user storing data in the network cache, the

network cache storing data for each registered user in accordance with the specified storage

capacity.

13. A method comprising:

at a network cache, receiving data from a registered-user data source over a packet-
based network and in accordance with caching rules specified by a registered user of the
data source;

at the network cache, maintaining data received from the data source in accordance

with the caching rules;
in response to a content request from a remote user, authenticating the request; and

in response to the request being authenticated, transferring the requested data from
the network cache to the remote user at a remote packet-communicating terminal, over a

packet-based network.

14. An apparatus comprising:

at least one processor; and

at least one memory including computer program code for one or more programs,
the computer program code comprising instructions which, when executed by the at least

one processor, cause the apparatus to perform at least the following:
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administratively control registered user data sources to send user-provided
data to a network cache in accordance with caching rules specified by a registered user,
using a communications link initiated by each data source for transter therefrom,;

in response to a content request from a remote user, authenticate the request
as a function of authentication information provided by the registered user and information
in the request;

in response to the request being authenticated, ascertain availability of the
requested data at the network cache in accordance with the caching rules;

in response to the requested data being available at the network cache and
in accordance with the caching rules, selectively direct the transfer of the requested data
from the network cache to the remote user at a remote packet-communicating terminal; and

in response to the availability of the requested data at the network cache and
to the caching rules, selectively direct, via the established communications link, the transfer
of the requested data from the data source to the remote user at a remote packet-

communicating terminal.

15. A method comprising:

authenticating a content request from a remote user as a function of authentication
information provided by a registered user and information in the request;

in response to the request being authenticated, ascertaining availability of the
requested data at a network cache in accordance with caching rules specified by the
registered user;

in response to the requested data being available at the network cache and 1n
accordance with the caching rules, selectively directing the transfer of the requested data
from the network cache to the remote user at a remote packet-communicating device; and

in response to the requested data not being available at the network cache and in

accordance with the caching rules, selectively directing the transfer of the requested data
from a data source for delivery to the remote packet-communicating device using the

established communications link.

16. The method of claim 15, further comprising directing the transfer ot data from the
network cache to a remote packet-communicating device in response to the data source

being unavailable to effect the data transfer.
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17. The method of claim 15 or 16, further comprnising storing, at the network cache,

data in a selected data file at a registered user data source.

18. The method of claim 17, further comprising updating the data stored at the network
cache at a predefined interval or in response to a change at the selected data file at the

registered user data source.

19. The method of any one of claims 15 to 18, further comprising sending data
indicating an expiration date for the data, and automatically removing data in the network

cache at the expiration date.

20. The method of any one of claims 15 to 19, further comprising detecting a status of
data in the network cache and, in response to the status, selectively replacing data in the

network cache that is indicated to be out of date via the detected status.

21. The method of claim 15 or 16, further comprising:

storing a record of data transferred from a registered user data source to the network
cache, the record indicating a date of the data; and

checking the stored record in accordance with the caching rules and, in response
thereto, selectively directing the transfer of data from the registered user data source to

replace data in the network cache that is out-of-date.

22. The method of claim 15 or 16, further comprising communicating with and

controlling a registered user data source to transfer the data.

23. A computer-readable storage medium for use by a packet-based server and storing

computer program code for one or more programs, the computer program code comprising
instructions which, when executed by at least one processor, carry out the method of any

one of claims 15 to 22.

24. An apparatus comprising:

at least one processor; and

at least one memory including computer program code for one or more programs,
the computer program code comprising instructions which, when executed by the at least

one processor, cause the apparatus to perform at least the following:
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authenticate a content request from a remote user as a function of
authentication information provided by a registered user and information in the request;

in response to the request being authenticated, ascertain availability of the
requested content at a network cache 1n accordance with caching rules specified by the
registered user;

in response to the requested data content being available at the network
cache and 1n accordance with the caching rules, selectively direct the transfer of the
requested content from the network cache to the remote user at a remote packet-

communicating device; and

in response to the requested data not being available at the network cache
and 1n accordance with the caching rules, selectively direct the transfer of the requested
content from a data source for delivery to the remote packet-communicating device using

the established communications link.

235. The apparatus of claim 24, wherein the network cache is configured to maintain

stored data in accordance with the caching rules.

26. The apparatus of claim 24 or 25, wherein the computer program code further
comprises instructions which, when executed by the at least one processor, cause the
apparatus to pertorm at least the tollowing:

receive caching policy data by receiving share data specifying a remote user with
whom to share data, and specifying data to be shared; and

respond to a remote request for shared data by responding to a remote request from
the remote user specified in the received share data, and by directing the transfer of shared

data specified in the received share data.

27. The apparatus of claim 24 or 25, wherein the computer program code further
comprises instructions which, when executed by the at least one processor, cause the
apparatus to perform at least the following:

receive caching policy data by receiving share data specifying a remote user with
whom to share data, and specifying data to be shared;

in response to the received share data, generate notification data that identifies data

to be shared with the specified remote user, and by sending the notification data to the

specified remote user; and



CA 02652154 2014-08-18

30

respond to a remote request for shared data by responding to a remote request that
includes the notification data, the request being received from the remote user specified in
the received share data, and by directing the transfer of shared data specified in the share

data.
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