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(57) ABSTRACT 

A method of securing a container includes inserting, into a 
seal device at a container, an electronic bolt; reading, by the 
seal device, a serial number stored in the electronic bolt; 
communicating, from the seal device, to a user application, 
insertion of the bolt; Scanning, by the user via a handheld 
device, a barcode on the seal device representative of an 
identification of the seal device; communicating, from the 
handheld device to the user application, the identification of 
the seal device; inputting, by a user at the container via the 
handheld device, information associated with the container; 
communicating, from the handheld device to the user appli 
cation, the information associated with the container, asso 
ciating, in a database by the user application, the information 
associated with the container with the bolt serial number and 
the identification of the seal device; communicating, by the 
user application, a confirmation to the seal device. 
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Table 1 
Woice Seals PADD Registered Available IS Description/Requirement 

X X Standard Association 
BOS Sete to activa 

The Seal shall store buffer the activation EDR until the Seal registers with a network, whereupon it 
immediately reports the EDR (which the networklsystem forwards to appropriate user applications). 
Upon encountering an appropriate network, the Seal shall be permitted to register and shall be otherwise 
treated by the system as if fully Associated. When registration is reported, the absence of the "Authorized" 
flag shall cause anotification to appear in the SealManagement application. 
Bois inserted to activate Sea 

Association data are entered manually with the PADD. 
The Sealshall store/buffer the activation EDR until the Seal registers with a network, whereupon it 
immediately reports the EDR (which the networklsystem forwards to appropriate user applications). 
Upon encountering an appropriate network, the Seal shall be permitted to register and shall be otherwise 
treated by the system as if fully Associated. When registration is reported, the absence of the "Authorized" 
lag shall cause a notification to appear in the SealManagement application. 
Bolt is inserted to activate Seal. 
Worker using Seal Management application manually enters Association data readfreported by a worker at 
he Seal. 
The Seal shall store/buffer the activation EDR until the Seal registers with a network, whereupon it 
immediately reports the EDR (which the networkisystem forwards to appropriate user applications). 
Upon encountering an appropriate network, the Seal shall be permitted to register and shall otherwise treated 
by the system as if fully Associated. When registration is reported, the absence of the "Authorized" flagshall 
cause a notification to appear in the SealManagement application. 
he process replicates the standard Association process, but has the worker at the SealManagement 

application entering the ASSociation data with the assistance of the worker at the Seal. Seal is Authorized. 
Seal is treated by the networkiswstem as if ASSOciated by the standard process, 
Bolt is inserted to activate Seal. 
Seal activation is immediately reported to appropriate applications as is done for a standard association. If 
he bolt is a e-Bolt, then the e-Bolt's serial number is also reported. 
Upon encountering an appropriate network, the Seal shall be permitted to register and shall be otherwise 
reated by the system as if fully Associated. When registration is reported, the absence of the "Authorized" 
Flag shall cause anotification to appearin the Seal Management application. 

Bolt is cuttpushed-through. 
Event is stored/buffered until the Seal registers with a network, whereupon it immediately reports the EDR 
(which the network/system forwards to appropriate user applications). 
Upon encountering an appropriate network, the Seal shall be permitted to register and shall be otherwise 
treated by the system as if fully Associated. When registration is reported, the absence of the "Authorized 
flagshall cause anotification to appear in the SealManagement application, 
Bolt is cut pushed-through. 
Seal UD, bolt number, and container number are entered manually by worker using SealManagement 
application with data read/reported by a worker at the Seal. 
Event is stored/buffered until the Seal registers with a network, whereupon it immediately reports the EDR 
(which he melworkisystem forwards lo appropriate user applications). 
Upon encountering an appropriate network, the Seal shall be permitted to register and shall be otherwise 
treated by the system as if fully Associated. When registration is reported, the absence of the "Authorized" 
flag shall cause a notification to appear in the SealManagement application. 
Bolt is cuttpushed-through. 
Seal UID, bolt number, and container number are entered manually with the PADD. 
Event is stored/buffered until the Seal registers with a network, whereupon it immediately reports the EDR 
(which the networkisystem forwards to appropriate user applications). 
Upon encountering an appropriate network, the Seal shall be permitted to register and shall be otherwise 
treated by the system as if fully ASSOciated, When registration is reported, the absence of the "Authorized 
flag shall cause a notification to appear in the Seal Management application. 
The process replicates the standard opening process, but has the worker at the SealManagement 
application entering the opening data with the assistance of the Worker at the Seal. Opening is Authorized. 
Bolt is cuttpushed-through. 
Event is immediately reported to appropriate applications as is done for a standard opening. If the bolt is a e 
Bolt, then the e-Bolt's serial number is also reported. 
No "Authorized" flag shall be set. For any subsequent registration reporting of the Seal before a new bolt is 
inserted, the absence of the "Authorized" flag shall cause a notification to appear in the SealManagement 
application, 

Nule. airnes he PADD fray be urla wailable because of device failure, tiere ful being Urie, of u :Urrrrurialiuris Oelweerlie PADD and a 
network; and woice communications are between a worker at the Sealand another worker who has access to a Seal Management Application. 
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Conjunction with the TeraHop Seal Management Application 
and with TeraHop network infrastructure, to arm and disarm 
TeraHop Seals for shipping Containers. 
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RFID RTLS THN Mesh Satellite 

Device cost Very Low LOW Medium LOW Very High 
Infrastructure Cost LOW High Medium Medium None 

Subscription Cost None None LOW None High 

Annual TOC Very Low LOW Medium LOW High 

Device Size Very Small Small Medium Small Large 

Internal Battery Life No Battery Needed 2 Years > 2 Years < 1 year Unavailable 
Location Precision At a Gate 1O-50' Site presence Site presence 10-30' 

Range or Coverage Area Very Limited Site, Limited Site, extended Site, limited Very Wide 
Sensor Monitoring None None Standard Optional Optional 
Query Capability No Limited Standard Standard Standard 

Data Storage No No Standard Optional Optional 
Device Density Unlimited Limited High Limited Unlimited 

Use at Temporary Sites Limited No Unlimited Limited Unlimited 
Infrastructure Complexity LOW High LOW Medium NA 

FIG. 89 

Table 5 
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Remote Monitoring 
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Islands of Coverage are linked via the WAN, 
enabling visibility as Cargo moves from Origin to destination. 
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SECURING, MONITORING AND TRACKING 
SHIPPING CONTAINERS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is a U.S. continuation 
patent application of, and claims priority under 35 U.S.C. 
S120 to, U.S. nonprovisional patent application Ser. No. 
12/468,047, filed May 18, 2009, which nonprovisional pat 
ent application published as U.S. patent application publi 
cation no. 2009/0322510, which patent application and any 
patent application publications thereof are incorporated by 
reference herein, and which 047 application is a continua 
tion-in-part of, and claims priority under 35 U.S.C. S 120 to, 
each of international patent applications PCT/US09/44276 
and PCT/US09/44277, both filed in English on May 16, 
2009, and both designating the United States; and which 
047 application is a nonprovisional of and claims priority 
under 35 U.S.C. S 119(e) to, each of U.S. provisional patent 
application 61/053,665, filed May 16, 2008; U.S. provi 
sional patent application 61/109,494, filed Oct. 29, 2008; 
and U.S. provisional patent application 61/151,168, filed 
Feb. 9, 2009; and which '047 application is further a 
nonprovisional application of and claims priority under 
S119(e) to, each of U.S. provisional patent application Nos. 
61/140,882: 61/140,887: 61/140,888: 61/141,021: 61/147, 
917: 61/147,839; and 61/155,887. Each of these provisional 
applications from which priority is claimed, and the disclo 
Sures thereof, are incorporated herein by reference. 
0002 Additionally, the present application hereby incor 
porates herein by reference each of the following identified 
U.S. patent applications-as well as any publications thereof 
and any patents issuing therefrom; the following identified 
U.S. patent application publications; and the following iden 
tified U.S. patent Ser. Nos. 12/367,544; 12/367,543: 12/367, 
542; 12/353, 197: 12/352,992: 12/343,865 (US 2009 
0.104902 A1); Ser. No. 12/343,822 (US 2009-0103462 A1); 
Ser. No. 12/271,850 (US 2009-0092082 A1); Ser. No. 
12/140,253 (US 2008-0303897 A1); Ser. No. 11/930,797 
(US 2008-0151850 A1); Ser. No. 11/930,793 (US 2008 
0112378 A1); Ser. No. 11/930,788 (US 2008-0165749 A1); 
Ser. No. 11/930,785 (US 2008-0143484 A1); Ser. No. 
11/930,782 (US 2008-0212544 A1); Ser. No. 11/930,779 
(US 2008-0129458 A1); Ser. No. 11/930,777 (US 2008 
011 1692 A1); Ser. No. 11/930,770 (US 2008-0144554 A1); 
Ser. No. 11/930,761 (US 2008-01 12377 A1); Ser. No. 
11/930,753 (US 2008-0142592 A1) now U.S. Pat. No. 
7,535,339; Ser. No. 11/930,749 (US 2008-0130536A1) now 
U.S. Pat. No. 7,538,658; Ser. No. 11/930,740 (US 2008 
0150723 A1) now U.S. Pat. No. 7,538,657; Ser. No. 1 1/930, 
736 (US 2008-0143483 A1) now U.S. Pat. No. 7,538,656; 
Ser. No. 1 1/847,309 (US 2007-0291724 A1); Ser. No. 
11/847,295 (US 2007-0291690 A1); Ser. No. 11/832,998 
(US 2007-0273503 A1) now U.S. Pat. No. 7,378,959; Ser. 
No. 1 1/832,991 (US 2007-0268134 A1) now U.S. Pat. No. 
7,378,958: Ser. No. 11/832,979 (US 2007-0268126A1) now 
U.S. Pat. No. 7,378,957; Ser. No. 11/610,427 (US 2007 
0159999 A1); Ser. No. 11/618,931 (US 2007-0155327 A1); 
Ser. No. 1 1/555,173 (US 2007-0099629 A1); Ser. No. 
11/555,164 (US 2007-0099628 A1); Ser. No. 1 1/465,466 
(US 2007-0043807 A1); Ser. No. 11/465,796 (US 2007 
0041333 A1); Ser. No. 1 1/460,976 (US 2008-0315596 A1); 
Ser. No. 1 1/428,536 (US 2007-0002793 A1); Ser. No. 
11/428,535 (US 2007-0002792 A1); Ser. No. 11/425,047 
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(US 2007-0069885 A1); Ser. No. 11/425,040 (US 2006 
0287008 A1) now U.S. Pat. No. 7,539,520; Ser. No. 11/424, 
850 (US 2007-0004331 A1); Ser. No. 1 1/424,849 (US 
2007-0004330 A1); Ser. No. 1 1/424,847 (US 2007-0001898 
A1); Ser. No. 1 1/424,845 (US 2006-0287822 A1); Ser. No. 
11/423,127 (US 2006-0289204 A1); Ser. No. 11/422,306 
(US 2006-0282217 A1); Ser. No. 11/422,304 (US 2006 
0276963 A1) now U.S. Pat. No. 7,526,381; Ser. No. 11/422, 
321 (US 2006-0276.161 A1); Ser. No. 1 1/422,329 (US 
2006-0274698 A1) now U.S. Pat. No. 7,529,547: Ser. No. 
11/306,765 (US 2008-0136624 A1) now U.S. Pat. No. 
7,394,361; Ser. No. 1 1/306,764 (US 2006-0237490 A1) now 
U.S. Pat. No. 7,391,321; Ser. No. 11/193,300 (US 2007 
0024.066A1) now U.S. Pat. No. 7,438,334: Ser. No. 11/161, 
550 (US 2007-0002808 A1) now U.S. Pat. No. 7,430,437; 
Ser. No. 1 1/161,545 (US 2006-0018274 A1) now U.S. Pat. 
No. 7,221,668; Ser. No. 1 1/161,542 (US 2006-0023679 A1) 
now U.S. Pat. No. 7,522,568: Ser. No. 1 1/161,540 (US 
2007-0004431 A1) now U.S. Pat. No. 7,200,132; Ser. No. 
11/161,539 (US 2006-0023678 A1) now U.S. Pat. No. 
7,209,468; Ser. No. 10/987,964 (US 2005-0093703 A1) now 
U.S. Pat. No. 7,155,264; Ser. No. 10/987,884 (US 2005 
0093702 A1) now U.S. Pat. No. 7,133,704; Ser. No. 10/604, 
032 (US 2004-0082296A1) now U.S. Pat. No. 6,934,540: 
Ser. No. 10/514,336 (US 2005-0215280 A1) now U.S. Pat. 
No. 7,209.771; and Ser. No. 09/681,282 (US 2002-01 19770 
A1) now U.S. Pat. No. 6,745,027. 
0003. Each of these foregoing patent properties is hereby 
incorporated herein by reference for purposes of disclosure 
of common designation (“CD) technology (such as, e.g., 
class-based network (“CBN) technology); wake-up 
(“WU) technology; and networks and systems that utilize 
such technologies, such as those of TeraHop Networks 
(“THN), Inc. of Alpharetta, Ga. It is intended that the 
CD/CBN and WU technologies—and related features, 
improvements, and enhancements—as disclosed in these 
incorporated patent references may be utilized in combina 
tion with various embodiments and implementations of the 
present invention. 

COPYRIGHT STATEMENT 

0004 All of the material in this patent document is 
Subject to copyright protection under the copyright laws of 
the United States and other countries. The copyright owner 
has no objection to the facsimile reproduction by anyone of 
the patent document or the patent disclosure, as it appears in 
official governmental records but, otherwise, all other copy 
right rights whatsoever are reserved. 

BACKGROUND 

Field of the Invention 

0005. The primary invention of focus in the present 
application relates to the Securing, monitoring and tracking 
of shipping containers. 
0006 Preferred embodiments of systems, methods and 
apparatus of the present invention represent a solution 
(hereinafter the “Solution') to needs believed to exist in 
business and government relating to the securing, monitor 
ing and tracking of shipping containers as the secured 
shipping containers move from origin to destination, 
whether national or international in scope. The Solution 
combines Sophisticated radio and data-networking technolo 



US 2016/0300183 A1 

gies with container sealing technologies so as to enable 
effective near-real-time, end-to-end monitoring and tracking 
of the location and status of secured shipping containers. 
Moreover, Such knowledge is consolidated at one or more 
remote locations and utilized by one or more entities having 
access to Such knowledge. 
0007 
0008. It is believed that intermodal, international ship 
ping containers made their first appearance in the 1950s, as 
a brainchild of North Carolina trucking entrepreneur Mal 
colm McLean. Although the use of containers had immedi 
ate potential for greatly increasing port and shipping effi 
ciencies, the high infrastructure cost for port facilities, e.g., 
cranes, made initial adoption slow. The Vietnam War trig 
gered the initial growth in container use, as the U.S. Army 
sought to improve its logistics efficiency and security. 
0009. The eventual widespread adoption of containers 
tremendously increased the rate at which cargo could be 
loaded and unloaded and greatly reduce in-port time with 
corresponding cost reductions. Specifically, in 1959, U.S. 
ports were loading and unloading 0.627 tons per man-hour. 
By 1976, with container shipping well established, the 
loading/un-loading rate was 4.234 tons per man-hour, and 
in-port time shrank from an average of three weeks to 18 
hours—for larger ships, with larger loads. 
0010 Various sizes of containers have been used since 
their inception. However, the industry has settled on variants 
of the 20-foot ISO-standard container (20"x8"x8.5"), such 
that the industry overwhelmingly uses 20-footers and 
40-footers, and refers to container capacity in TEUs: 
Twenty-foot Equivalent Units (with a volume of 1169 cubic 
feet). Thus, a 40-foot container is referred to as a "2-TEU’ 
container. Container ships now have capacity for over ten 
thousand TEU containers. 

0011 Each container has a unique alphanumeric ID 
painted on its exterior that identifies the owner and the 
container number. There is an international clearing house 
that keeps track of the ownership, leasing, and use of 
containers, and coordinates payments from users and lessees 
to owners. Today there are about 20 million containers in 
global use, and about half of all containers enter U.S. ports 
each year. Each one has the potential for loss and for 
concealing Smuggling, including Smuggling of weapons of 
mass destruction (WMDs). The annual value of cargo lost to 
theft alone is estimated at twelve to twenty-four billion, not 
including associated insurance and recovery costs. Security 
measures added since Sep. 9, 2001 (e.g., open-door inspec 
tions, radiation inspections, etc.) have slowed throughput at 
ports. 
0012. Therefore, there is great potential for technologies 
that can further improve efficiency and security of cargo 
transport using shipping containers. 
0013. It is furthermore of interest to note that shipping 
containers have an average container life span often years; 
shipping containers embark on average between five-to-six 
times per year, a 2-TEU container has an average new cost 
of S3,500; the typical shipping cost (end-to-end, transoce 
anic, including transport, handling fees, documentation fees, 
etc.) is about $3,800-S4,800; the average value of the 
contents of a shipping container is about S66,000; there is 
usually a single seal that is used during transit of a shipping 
container, but as many as five or more seals may be used; 
there are twenty or more handoffs during transit of a 
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shipping container; and there can be more than twenty-five 
documents associated with a shipping container during 
transit. 
0014 With particular regard to the structure of a shipping 
container, a shipping container is basically a welded steel 
box used to moved goods from an origin to a destination. 
The steel is heavy-gauge, and the sides, front end, and top 
are corrugated. The bottom can be wood decking over Steel 
supports or can be linoleum over sheet steel. The rear end 
has two hinged doors. There are small ventilation holes 
spaced along the upper few inches of both sides. The doors 
have rubber gaskets to seal around the doorframe and where 
the doors meet against casual ingress of liquids. Containers 
have only basic mechanical security features. Other than the 
sides, top, and front end being Solid steel, those features are 
all at the doors. The hinges are either welded or attached 
with carriage bolts. Each door has two locking bars that are 
seated in the upper and lower edges of the door frame. The 
locking handle is on the right-hand door, and it has a hasp 
that fits over it when in the closed position and accept a lock 
or seal device. The locking handle and hasp are also secured 
with carriage bolts. There is a steel plate/box welded to the 
right-hand door that extends several inches over the left 
hand door, to inhibit opening of the left-hand door without 
first opening the right-hand door. There is some variability 
of the location of strengthening ribs of the doors versus the 
locking handles, which may affect seal positioning. 
(0015 With reference to FIG. 1, the most commonly used 
seal device is a sheathed steel bolt, as defined by the 
International Standards Organization (ISO) in the Standard 
for Freight Containers Mechanical Seals (ISO-17712). Not 
all ISO-17712-compliant bolts are the same, however. 
Although most have the form of a large nail, almost all differ 
by shank length and outer diameter, latching-groove con 
figuration, and head shape. This variability is acceptable 
because each bolt is paired with a matching “nut” and the 
two need only mate with each other. There is no requirement 
for mating between bolts of different manufacturers or 
COntOurS. 

0016 Some bolts are naked steel with an abrupt head 
to-shank joint. Others have a plastic jacket and an angled 
head-to-shank transition. The jacket helps minimize Surrep 
titious bolt-cutting by making any attempt to glue the pieces 
back together obvious. An angled transition further mini 
mizes Surreptitious cut-and-glue by making it more difficult 
to hide a glued joint at the head-shank interface. 
0017. In the use of such bolts, there is also no require 
ment for using the same type or brand of bolt on a given 
container as the bolt is changed, nor as the container moves 
through the Supply chain, nor is there any need for continuity 
and tracking of bolt serial numbers All that is required, either 
by Some ports, some jurisdictions, and/or some users, is that 
some bolt is affixed to the container and that the bolt and its 
nut have matching serial numbers. So, when a bolt is needed, 
whoever is affixing the bolt simply grabs whatever bolt is 
handy and affixes it to the container. 
0018. At the origin, an empty container arrives, goods are 
loaded into the container, and the loaded container is hauled 
away. At the destination, the loaded container arrives, goods 
are removed, and the empty container is hauled away. For 
large operations—either origin or destination—empty con 
tainers may be stored on-site or nearby for ready use. These 
stored containers may be in mountainous stacks up to 7 
containers high, with near-Zero spacing. However, for the 
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overwhelming number of shipments, containers are around 
only when actually loading or unloading goods. Containers 
have no wheels nor have motive power of their own. So, at 
both origin and destination, containers arrive/leave on a 
chassis. A chassis is a steel frame with wheels (tires) and a 
Suspension Suitable to hold a container securely and to carry 
the weight, pulled by a tractor. For any given transit, 
containers overwhelmingly pass through two marine ports— 
one at or near the country of origin, and one at or near the 
country of destination. Between origin or destination and a 
port, containers are always transported by over-the-road 
chassis and, over Some segment of the route, may also be 
transported by rail. Containers may stop for consolidation or 
deconsolidation between origin/destination and a port. At 
these stops, the container may be opened and contents added 
or removed, and/or the tractor may be changed, but only 
rarely is the chassis changed. Containers may also stop at 
truck stops and weigh stations. There is no handling of the 
container at Such stops, unless unauthorized. 
0019. It is at the ports that the overwhelming majority of 
container handling takes place. From the time a container 
enters a port until it is loaded onto a ship, a container is 
typically lifted and changes conveyance about five times. In 
particular, a container is lifted from the transport chassis and 
placed in a temporary stack, is lifted from the temporary 
stack, set on yard chassis, and taken to a staging stack; is 
lifted from a yard chassis and placed in a staging stack, is 
lifted from the staging stack, set on a yard chassis, and taken 
to the dock; and is lifted from the yard chassis on the dock 
and placed onto/into a ship. In the temporary stacks, if a 
given container is behind or beneath other containers, and/or 
it blocks a targeted container, then it may be lifted and 
placed several additional times. When unloaded from a ship, 
the reverse occurs, except that the container is placed in just 
one holding stack to await pickup by transport. The excep 
tion would be for any container that requires a customs or 
other security inspection. FIG. 2 illustrates these foregoing 
steps in traveling from origin to destination of a shipping 
container, together with the entities involved. 
0020 Containers arriving at a port, regardless whether by 
truck or rail, are initially placed in temporary stacks. The 
temporary stacks are a place for the containers to be put so 
that the transport carrier who brought the container in can 
leave and take his chassis with him. Each container is taken 
to a specific row/aisle per directions given to the transport 
driver, at the gate, when he enters the port. At the designated 
row? aisle, an over-size, fork-lift-like machine called a 
“picker' lifts the container from the chassis and places it in 
the appropriate stack. These stacks are usually up to five 
containers high, with one-to-two foot spaces in-between 
stacks, which minimally allows for yard equipment and 
people to move among the rows/aisles for later retrieval. 
0021. Within 24 hours of the expected arrival of its ship, 
a given container is removed from the temporary stacks and 
taken to the staging stacks. The container is lifted from the 
temporary stacks, again using a picker, is set on yard 
chassis/tractor belonging to the port, and is taken to a 
specific location among the staging stacks. The staging 
stacks are mapped per a ship's load-plan. This plan is 
optimized to place each container in a specific position in?on 
the ship, per its weight, its size, its contents, and at what port 
it will be off-loaded. The staging stacks are similarly up to 
five containers high, with five-to-six rows that are hundreds 
of feet in length. 
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0022. With the ship at the dock, the containers destined 
for that ship are lifted in order, per the load plan from the 
staging Stacks, and set onto a yard chassis/tractor. This lift is 
usually done by a Rubber Tired Gantry (RTG), which 
straddles several rows. From there containers are taken to 
the dock. At the dock, they are lifted and placed into/onto the 
ship by a Rail Mounted Gantry (RMG). RMGs are the 
cyclopean cranes along the dock that have the giant arms 
that extend over the ship and that one always sees in port 
photos. 
0023 Ports operations usually occur twenty-four hours a 
day year round, with only a few holidays being observed. 
However, port gates usually are open only from about 6:00 
AM to about 6:00 PM on weekdays for in-coming and 
out-going traffic. Ship loading and off-loading can occur at 
any time. However, the overnight and weekend hours are 
used to stage containers for ship loading, without the danger 
and disruption of delivery/removal vehicles buzzing around 
the port. 
0024. A given container may sit in the port up to three 
days, but usually no more than eighteen hours. Having 
containers piled up in a port too far in advance of a ship's 
arrival causes congestion. Consequently, transport carriers 
receive notices of when their ships are due in port and are 
given a time window in which to arrive. If they arrive too 
early, they may be turned away. If they fail to pick up within 
their window, they may be charged a demurrage fee. 
0025 If a truck arrives with a container after the gates are 
closed, the driver may choose to unload the container in a 
nearby, off-site storage yard, still on its chassis. Arrange 
ments are then made to pickup and transport the container to 
the port when the gates are open. 
0026 Notably, there are many handoffs among various 
players in an end-to-end containershipment, and each player 
may have an effect on the seals and/or an interest in their 
performance in rendering improved efficiency and security. 
Those players include: the originating shipper and the buyer 
of the goods (including the owner/management, dock work 
ers and any associated unions, logistics managers and staff); 
drayage providers (including owner/management and driv 
ers); shipment consolidators and freight forwarders (includ 
ing owner/management, dock workers and any associated 
unions, logistics managers and staff); intermodal freight 
yards (including operations such as yard workers and man 
agement, security, and unions); road and rail transporters 
(including owner/management, drivers, logistics managers 
and staff); ports and terminals (including port operations, 
port security, long-shore labor unions, and steamship lines 
and crew); government authorities (including customs and 
border protection (“CBP), the Coast Guard, and the Depart 
ment of Homeland Security (DHS)): logistics manage 
ment companies; and insurers representing the shippers, 
steamship lines, buyers, and other container handlers. 
0027 Problems in Shipping Container Use 
0028 Mechanical seals commonly used in the industry 
with shipping containers are single-use devices that are 
applied to the doors and/or door handles of containers and 
function as an indicator of whether the container has been 
opened. If a shipper, Customs, or other authorized player in 
a given shipment discovers a broken seal, then it is likely 
that the container has been opened improperly, and goods 
have been taken or added. Mechanical seals may be simple 
paper strips across the door seam, metal strips laced through 
the handle hasp and crimped, fancy tie-wraps through the 
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hasps, or high-strength-steel bolts through the hasp with a 
one-way nut to hold it in place. Some mechanical seals may 
be numbered. 
0029 Mechanical container seals are better than no seals; 
however, even when numbered seals are mated to matched 
housings, there is often no end-to-end record of seal serial 
numbers as they are changed in the normal course of a given 
end-to-end shipment. Consequently, valid seals can be 
removed, goods taken or added to a container, and a coun 
terfeit—but perfectly legitimate-looking seal installed. 
Similarly, valid seals can be cut and repaired to appear 
intact. The next entity in the supply chain will likely be none 
the wiser that something is amiss (including customs and 
yard/terminal security). Mechanical seals have no memory, 
nor do they have any kind of reporting capability. Conse 
quently, no one but the criminals themselves know that 
Something improper has occurred until the container fails to 
arrive at its intended destination, or until it arrives and the 
contents are not what are expected. 
0030 Similarly, mechanical seals may be left in place and 
the hinge pin of the container's latch lever can be drilled out, 
allowing the container doors to be opened without disturbing 
the seal. The seal has no sensitivity to Such tampering, and 
the tampering is easily disguised with a new pin and paint. 
While the door is open, goods may be taken and/or added. 
0031. Further, brute-force methods can be applied to 
circumvent the door and any seal entirely. Portable power 
saws can quickly and easily cut holes into the sides of 
containers large enough to remove contents. Some thieves 
simply bring in a tractor to take the entire container away 
and remove the contents later at a concealed location, while 
others coerce or bribe the tractor driver and steal the entire 
rig. 
0032 Mechanical seals also have no radio-reporting nor 
locating capability. In none of the above examples is any 
timely reporting made that could launch real-time interrup 
tion of the events or lead to recovery of the container and its 
contents. Also, in none of the above examples is any 
date/time record of the events made, which could greatly aid 
making Successful claims for damages and loss. 
0033 Current Technological Solutions in Use: RFID 
Technology 
0034. One technology currently in use to aid container 
efficiency and security involves radio frequency identifica 
tion (RFID) devices. 
0035 RFID, “active” and “passive,” is employed in cer 
tain types of container seals and are sometimes referred to as 
electronic Seals or “e-seals', as opposed to simply mechani 
cal seals without electronics, which are referred to herein as 
merely "mechanical seals'. E-seals may be single-use or 
reusable. These seals are about the size of a matchbox and 
are used to record/store time-stamped seal open/close events 
associated with the container number. Each has a bolt that is 
inserted into the seal housing to effect sealing. The bolt must 
be cut to open the seal. Reporting of stored seal data requires 
an interrogation by a reader or a monitoring beacon in close 
proximity (tens of feet). These seals are covered by the 
standard set forth in ISO-18185, which issued in the Spring 
of 2007. RFID-based systems can be used for custody 
forensics and for coarse locating. They can also be used to 
detect/record arrival to and departure from a controlled 
aCCCSS aca. 

0036 Although these seals are an improvement on 
mechanical seals, they have several shortcomings. For 
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example, the e-seals are not autonomous, in that they do not 
initiate a report when a breach occurs and they must wait 
until they are interrogated before delivering their data. The 
e-seal systems rely on choke-point infrastructure to assure 
accurate reading of stored seal data. Furthermore, the e-seal, 
and the container to which it is attached, must be brought 
within close proximity to a reader (such as a gate or portal), 
or the reader must be brought within close proximity to the 
e-seal, in order for the e-seal to be read. Of course, if a 
container is high on or deep within a stack, reading of the 
e-seal can be problematic. Additionally, e-seals also have no 
motion-sensing capability. They have no capability to detect 
or report unauthorized movement or mechanical distur 
bance. Consequently, whole containers could be stolen from 
a monitored facility, with e-seals intact and little risk of 
timely discovery. 
0037. Furthermore, e-seals are used in RFID-based sys 
tems that are limited in detecting and reporting presence of 
the e-seal and respective container to which it is attached. 
The e-seals must either periodically broadcast their pres 
ence, thereby consuming battery power and diminishing the 
useful life of the e-seal, or wait to be interrogated as to 
whether they are still present, which requires extensive 
infrastructure and opens time windows during which losses 
Cal OCC. 

0038 Moreover, e-seals also generally have no hopping 
capabilities. Each e-seal must be able to “see' a reader/ 
beacon directly. Consequently, the amount of infrastructure 
required to cover an entire port, yard, ship, or train can be 
very extensive; coverage can therefore be spotty; and/or 
readers must be located at choke points, which can slow 
traffic considerable. For mobile applications (e.g., ships and 
trains), effective infrastructure may be unworkable. 
0039 Still further, the locating of e-seals can be done 
only at monitored facilities. The cost of the infrastructure 
required for even this capability appears to be prohibitive for 
most yards and ports to justify, and out of question for other 
public sites Such as weigh stations and truck stops. 
0040 E-seals also have no capabilities for sharing infra 
structure among several parties (in order to minimize per 
use costs) while providing privacy and data security as 
between such parties. Operational life and efficiency can 
also be negatively impacted, especially in areas of high 
traffic RF transmissions. Indeed, confusion often results 
when a multitude of e-seals are in close proximity and 
attempt to transmit over each other. Needless to say, battery 
life can also be limited, especially for single-use, disposable 
e-seals. 
0041. It will thus be appreciated that systems utilizing 
RFID technology in such e-seals are limited by poor scal 
ability, poor wireless security, RF noise and interference, 
lack of real-time alerting, and high infrastructure require 
mentS. 

0042 Current Technological Solutions in Use: RTLS 
Technology 
0043. Another technology that is used to aid container 
efficiency and security is referred to as RTLS or RealTime 
Locating System. RTLS technology uses active RFID and 
either precise transmission timing and/or precise transmis 
sion angle-of-arrival to determine the location of a device, 
within the confines of some covered area. RTLS can be 
incorporated into container seals and offers the prospect of 
precise locating of containers within a yard or port, includ 
ing covered areas where GPS would not work. However, in 
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addition to most of the limitations cited above for RFID, 
RTLS is additionally limited by extensive/expensive infra 
structure that is required to achieve useful precision across 
a large area. The nature of the technology is such that a 
device requires a favorable position relative to at least 
three-and preferably four—locating transceivers in order 
to achieve high precision (e.g., less than ten feet). If the 
device is offset far towards one side, precision diminishes 
rapidly. Also, the effectiveness of RTLS technology is 
affected by changes in RF propagation, and the movement 
and storage of large numbers of containers atyards and ports 
can change RF propagation significantly. Consequently, 
many locating transceivers are needed, and they must be 
very carefully calibrated and maintained. 
0044. Due to the limitations of RTLS technology, its use 
in cargo and shipping container implementations is usually 
limited to yard management, for which RTLS technology is 
used to pinpoint the location of containers, to possibly 
enable faster retrieval of staged containers, and to improve 
yard/port throughput. 
0045. Current Technological Solutions in Use: GPS 
Technology 
0046 Global Positioning System or “GPS technology is 
used to track the exact location of containers. Devices with 
a GPS receiver, processor, and battery are mounted to 
containers and to over-the-road cargo tractors. Either on 
demand or at programmed intervals, the devices report their 
GPS location, either by satellite or cellular/GSM/3G/4G (or 
later version) data link. 
0047 GPS-based systems—and similar systems like 
SkyBitz—are useful for route management; however, for 
container applications, GPS-based system have severe short 
comings. For example, no real-time motion detection is 
provided. Motion can only be deduced by comparing GPS 
positions after some time interval. The time interval and the 
resolution of the associated mapping application make it 
unlikely that there could be timely intervention to thwart a 
theft. 
0048. Additionally, no mechanical disturbance detection 
or reporting is provided, and no seal breach detection or 
reporting is provided. 
0049 GPS technology also enables very limited presence 
detection. In this respect, presence can be detected only if a 
GPS reading happens to be made when a container is at a 
specific location. A container could easily be stolen if the 
timing and interval of the GPS readings were off, unless 
GPS updates and reports were frequent. However, frequent 
reporting is usually very expensive. 
0050 GPS technology also works poorly, if at all, when 
containers are stacked, as GPS devices must have visibility 
to a large portion of the sky. 
0051. Thus, systems utilizing GPS really are no more 
ideal, as GPS requires line-of-sight reception from multiple 
satellites, which limits system utility with assets that are 
located indoors or in other obscured sites. It will be appre 
ciated that systems utilizing GPS are limited by its high 
consumption of battery power, high device costs, high 
operating costs, and need for a separate data communica 
tions link to report asset position and/or to report sensor 
data. 
0052. As will thus be appreciated, Mechanical seals are in 
widespread use. On the other hand, the use of e-seals has not 
been widely or rapidly adopted. The principal objections 
appear to be the cost of infrastructure (which the ports are 
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unwilling to bear), cost of the devices (S10s each), lack of 
a complete standard, and lack of a government mandate. 
0053. Therefore, for any e-seal design to be adopted, it is 
likely that it will have to be driven by shippers/buyers whose 
cargo has sufficient value, for which the seals return suffi 
cient benefit, as to make it worthwhile to bear the costs of 
seals and infrastructure. The benefits derive from protecting 
the cargo from loss. For effective protection of high-value 
cargo, one needs tracking (presence), seal-change/breach, 
and movement/intrusion detection and reporting benefits. To 
render these benefits at an acceptable per-use cost, the seal 
device must be re-usable. To make the seal fail-safe com 
patible with current practices and capabilities along the 
entire end-to-end logistics path (over most of which a 
shipper may not have complete control), the seal must also 
use a standard one-time-use seal bolt. 

0054. In view of the foregoing, it is believed that to 
achieve an acceptable per-use cost, and to promote adoption, 
the cost of infrastructure must be shared. Although the cost 
may initially be borne by ports and yards, the cost is 
eventually borne by shippers. Therefore, infrastructure (and 
the systems that Support it) must accommodate sharing 
among the diverse users of the ports and yards. For example, 
Maersk containers and Evergreen containers must be able to 
share port infrastructure (e.g., GWs and data links) with each 
other and with port authorities. Similarly, containers with 
Samsung TVs must be able to share infrastructure with 
containers carrying Sony TVs. This sharing, though, must 
also accommodate preferential hopping and data privacy. 
0055. The wild card is government mandate. In its 
absence, adoption will be driven by economics, which 
means that satisfying commercial needs will determine 
Success. However, a government mandate focused on a 
particular design could force widespread and rapid adoption 
of that design. So far, the US government has been the global 
driver for a solution but has been slow to define require 
ments, apparently not wishing to disrupt commerce or 
irritate commercial interests with a solution that is focused 
overwhelmingly on security. For instance, the U.S. govern 
ment has implemented the Customs-Trade Partnership 
Against Terrorism (C-TPAT) program and while compliance 
with C-TPAT is not mandatory, those shippers that do not 
comply may encounter added delays when passing through 
customs checkpoints. To comply with the C-TPAT, contain 
ers must be sealed with an ISO-17712-compliant seal and 
shippers must meet other Supply-chain integrity require 
ments. Because the ISO-seals are better than nothing, 
because they are easy to use and inexpensive (generally less 
than a dollar), and because there are real incentives for using 
them, ISO-17712-compliant seals are in widespread use. 
0056. The U.S. Department of Homeland Security (DHS) 
also has attempted to define requirements for electronic seal 
devices and systems. The two principal efforts in this respect 
are the Marine Asset Tag Tracking System (MATTS) pro 
gram and the Conveyance Security Device (CSD) program. 
MATTS as the name implies—is aimed at tracking and 
monitoring for a possible problem with a shipping container 
before it arrives at a U.S. port; however, MATTS is currently 
a GPS-based means simply for tracking container location as 
it progresses from origin to destination and reporting devia 
tions. The CSD program is aimed at minimizing the time/ 
effort needed to accurately determine the history of the 
openings and closures of a container's door after the con 
tainer is at a terminal location. The CSD program is based 



US 2016/0300183 A1 

on RFID technology and closely resembles a system known 
as CommerceCuard and provided by General Electric. 
Unfortunately, the RDI technology requires that the con 
tainer pass close by a reader or that a reader be brought close 
to the CSD device for the historical data to be read from the 
RFID technology of the CSD. The two MATTS and CSD 
systems are primary focused on security. Neither includes a 
physical seal or lock. Neither (so far) considers the needs of 
commercial interests, nor the burdens that these security 
driven systems may put on those interests. DHS has a 
long-term goal of eventually combining the two into an 
integrated system. MATTS has been tested in a single field 
trial with no published results, and the CSD program has 
only recently been the Subject of an open request for 
information (RFI). 
0057 Needless to say, the integrity of cargo container 
seals affects both commercial interests (businesses) and 
national security (government). Commercial interests (in 
cluding ports) are overwhelmingly concerned with speed of 
cargo movement (affecting capacity, transport, and carrying 
costs) and cargo losses (things removed from the container 
or damage). Government is more concerned with whether 
things have been added to a container, such as WMDs and 
drugs. Checking whether things having been added requires 
Some level of inspections, which costs time. So, the concerns 
of commercial interest and government are sometimes at 
odds. Regarding WMDs, the sooner a security alert can be 
received and the farther away from shore, the better. If a 
given container is inspected, and a device is consequently 
detonated (or detonates automatically), better that detona 
tion occurs at Sea or away from populated areas. Conse 
quently, government desires solutions that enable over-the 
horizon (i.e., blue-water) notification of problem containers. 
0058 Accordingly, it is believed that a solution is in high 
demand that meets the needs of both commercial interests 
and government, and that can be brought to market ahead of 
a government mandate. One or more embodiments or the 
present invention are believed to meet Such demand. In 
particular, it is believed that the Solution addresses the 
following problems related to the security and efficiency of 
using shipping containers: 

0059 Mechanical seals are easily circumvented, tam 
pered with, or substituted with counterfeit seals. 

0060. When mechanical seals are circumvented, tam 
pered with, or substituted: the event often occurs at a 
time and place that makes detection and recovery 
unlikely (e.g., at night when no one is around to 
observe or react to the event), the method foils timely 
detection (e.g., the latch hinge pin is removed and 
replaced), there is no date/time/location record associ 
ated with the tampering, making claims for loss and 
damages problematic. 

0061 Checking mechanical seals visually/manually 
adds time and is prone to error. 

0062 Re-checking containers because seal integrity is 
Suspect adds time. 

0063 Current practice does not provide for seal serial 
number integrity as a container moves through the 
Supply chain for any given transit. 

0064 Visual/manual and common electronic methods 
for detecting and recording the arrival and departure of 
containers are unreliable in detecting and reporting the 
continued presence of a container. Consequently, in a 
busy or congested yard, one cannot be sure that a given 
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container is still in the yard, and one may not be alerted 
that a checked-in container is missing. 

0065 Drivers are often (some say, nearly always) 
complicit in unauthorized-opening events (theft or 
addition). 

0.066 Paperwork associated with shipments (primarily 
manifests) move separately from the shipments, which 
can cause throughput delays. 

0067. In addressing these problems, the Solution enables 
the following capabilities: 

0068. The automatic detection and reporting of the 
installation and removal of container bolt seals, and the 
continuous monitoring of their integrity as the contain 
ers travel through the Supply chain and as custody 
changes hands, combined with reporting that occurs 
immediately when at monitored locations. 

0069. The automatic detection and visibility of seal 
serial numbers throughout the end-to-end transit of a 
container. 

0070 The automatic detection and immediate report 
ing of inappropriate disturbance and unauthorized 
movement of individual containers when at monitored 
locations, during user-set times and conditions. 

0071. The automatic detection and reporting of the 
presence of individual containers at certain fixed 
points, in near real-time. 

0.072 The minimization of the required involvement of 
drivers in initiation, maintenance, and completion of a 
seal transit, and minimization of the effect of driver 
actions on Seal integrity. 

0073. The provision of coverage at the key/most-Vul 
nerable points along the Supply chain, including at 
ships, ports, weigh stations, struck stops, and distribu 
tion centers. 

0.074 The physically storing of an electronic copy of 
shipment manifest and/or other documents in the e-seal 
attached to the container. 

0075. Using the Solution, shippers, logistics providers, 
ports, customers, and others are equipped to: 

0.076 Add impediments to hinder unauthorized activi 
ties and add forensic tools to capture perpetrators. The 
impediments add little added cost to either commercial 
or government operations, but significantly increase the 
risks and costs for thieves and others to act. 

0.077 Automatically receive timely and accurate infor 
mation regarding the location of containers and deter 
mine when, and in some cases where, container seals 
were installed and removed. 

0078 Automatically receive alerts when a container at 
monitored locations is being disturbed or moved at 
times when there should be no disturbance or move 
ment (e.g., after normal business hours), and have that 
alert provided soon enough either to interrupt the event 
or to recover the container before serious loss or 
contents tampering. 

0079 Automatically receive alerts when a checked-in 
container is no longer present, and have that alert soon 
enough that a search has much higher likelihood of 
recovery than by current means. 

0080 Have an accurate, sequential, date/time-stamped 
records of all events, which records are automatically 
collected and stored. 

0081. Automatically receive “over-the-horizon' (i.e., 
“blue-water) notifications of anomalies. 
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0082 Have both mechanical and electronic features to 
protect shipments from unauthorized activity, wherein 
the structural features will be familiar to users of the 
container seals and will work regardless of enablement 
of the electronic features 

0083. It is further believed that the Solution equips a 
logistics provider with a clearly visible and differentiable 
service to their customers while, at the same time, reducing 
time spent on manually tracking shipments and determining 
where and when container and contents losses occur. With 
the loss knowledge in hand, future losses may be able to be 
avoided or procedures put in place to reduce their likelihood 
of occurrence (with possible corresponding reductions in 
insurance costs). 
0084 End-customers, in turn, are able to better determine 
when containers are likely to arrive and the condition of the 
container seals to determine if sealing and opening has 
occurred as expected. This information will allow them to 
better plan their business logistics after the containers have 
been received. The Solution moreover includes such high/ 
trusted integrity that it can be integrated into a risk-scoring 
system of containers at origin that permits customs/security 
green-lanes at the destination, thereby minimizing inspec 
tion-related delays. 
0085. The Solution thus addresses the needs/concerns of 
both commercial and governmental interests. Moreover, the 
Solution addresses these needs with small, incremental 
changes to existing standard operating procedures and sys 
temS. 

I0086. In deploying the Solution, it is believed that ship 
pers will be likely buyers of seals and likely buyers/users of 
the Supporting infrastructure. In this respect, shippers desire 
to minimize losses (both to minimize direct costs and 
insurance costs) and maximum speed (to minimize working 
capital costs). Their dock workers will likely install seals. 
Their logistics staff will likely want to track shipments and 
seal status, and will respond to alarms. 
0087 Consolidators and freight forwarders also are likely 
buyers of seals and likely buyers/users of infrastructure. 
They desire minimum losses (to minimize claims and insur 
ance costs) and maximum speed (to maximize utilization of 
their facilities, people, and equipment). Their dock workers 
may remove seals and will likely install seals. Their logistics 
staff will likely want to track shipments and seal status, and 
they will likely respond to alarms. 
0088. It is believed that port and terminals operators and 
authorities are likely buyers/users/sharers of infrastructure. 
They desire minimum losses (to minimize claims and insur 
ance costs) and maximum speed (to maximize utilization of 
their facilities, people, and equipment). Their operations 
staff will likely want to track shipments and seal status, and 
they and security may respond to alarms. They will likely 
never remove, or replace a seal. Their infrastructure will 
likely be shared with all users of the port. 
0089 Additionally, it is believed that steamship compa 
nies may be likely buyers of infrastructure and may be 
providers of infrastructure services on their ships, but they 
will likely not use the infrastructure. They desire minimum 
losses to minimize claims and insurance costs. In contract, 
it is believed that steamship companies will likely not install, 
remove or replace a seal, nor even be aware of an alarm 
initiated by a seal. 
0090. It is also believed that transporters and other yards 
will be likely buyers/users/sharers of infrastructure. These 
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parties desire minimum losses in order to minimize claims 
and insurance costs, and desire maximum speed in order to 
maximize utilization of their facilities, people, and equip 
ment. Similar to steamship companies, these parties will 
likely never install, remove, or replace a seal. Their infra 
structure also will likely be shared with all users of the yard 
as a service, and their logistics staff may desire to track 
shipments and seal status and may respond to alarms. 
0091 Governmental authorities are believed to be likely 
buyers of seals and may be buyers of limited infrastructure. 
Such authorities desire integrity of the seal, container, and 
goods, and Such authorities may remove and replace seals. 
The authorities further may use infrastructure provided by 
the port, but may also have their own that only they use. 
Authorities also may respond to alarms and may desire 
access to shipment records as evidence in investigations. 
0092 Logistics management companies are likely users 
of infrastructure, especially software, which they will likely 
purchase or pay to use. These parties also desire minimum 
losses to minimize claims and insurance costs, and desire to 
maximum speed in order to maximize utilization of their 
facilities, people, and equipment. They also will likely never 
install, remove, or replace a seal (unless they are also 
engaged in other functions, such as consolidation); however, 
their logistics staff will likely desire to track shipments and 
seal status and will likely respond to alarms. If used in a 
closed-loop system, such parties also will likely have to 
manage seals for reuse. 
(0093. The buyers of the shipped goods will likely be 
buyers of seals and likely buyers/users of the infrastructure. 
These parties desire minimum losses (both to minimize 
direct costs and insurance costs) and maximum speed (to 
minimize working capital costs). Their dock workers will 
likely remove seals, and their logistics staff will likely desire 
to track shipments and seal status and respond to alarms. If 
used in a closed-loop system, buyers also will likely have to 
manage seals for reuse. 
0094. Insurance companies are neither buyers nor users 
of either seals or infrastructure; however, they will desire to 
minimize losses from claims by their insureds. It is believed 
that their interest and involvement with seals is solely as a 
means to satisfy this desire to minimize losses. 
(0095 All of these parties are illustrated in FIG. 2. 

SUMMARY OF THE INVENTION 

0096. The invention generally relates to networks, appa 
ratus, methods and systems for securing, monitoring and 
tracking shipping containers. 
0097. The present invention includes many aspects and 
features. Moreover, while many aspects and features relate 
to, and are described in, the context of container security, the 
present invention is not limited to use only in container 
security, as will become apparent from the following Sum 
maries and detailed descriptions of aspects, features, and one 
or more embodiments of the present invention. 
0098. Accordingly, one aspect of the present invention 
relates to a method of reconfiguring a wireless communica 
tions device in a network, comprising: connecting, by a 
wireless communications device of a plurality of wireless 
communications devices, to a network via a gateway of a 
plurality of gateways, each gateway of the plurality of 
gateways being associated with a location; communicating 
an indication of the wireless communications device's con 
nection to a user application running at a remote server; 
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comparing, by the user application at the remote server, the 
location associated with the gateway to a stored database; 
selecting, based on this comparison, a profile corresponding 
to the location associated with the gateway; communicating, 
from the user application at the remote server, to the wireless 
communications device, an instruction to engage the 
selected profile; and engaging, by the wireless communica 
tions device, the identified profile. 
0099. Another aspect of the present invention relates to a 
method of reconfiguring a wireless communications device 
in a network, comprising: connecting, by a wireless com 
munications device of a plurality of wireless communica 
tions devices, to a network via a gateway of a plurality of 
gateways, each gateway of the plurality of gateways being 
associated with a location; communicating an indication of 
the wireless communications device's connection to a user 
application running at a remote server; comparing, by the 
user application at the remote server, the location associated 
with the gateway to a stored database; selecting, based on 
this comparison, a profile corresponding to the location 
associated with the gateway; communicating, from the user 
application at the remote server, to the wireless communi 
cations device, an identification of the selected profile 
together with an instruction to engage the selected profile; 
comparing, by the wireless communications device, the 
communicated identification of the selected profile to a list 
of profiles stored at the wireless communications device; 
determining, based on Such comparison, that the selected 
profile does not correspond to any profile of the list of 
profiles stored at the wireless communications device; com 
municating, from the wireless communications device, an 
identification of the selected profile to a remote database: 
comparing, at the remote database, the communicated iden 
tification of the selected profile to stored profiles; selecting, 
from the remote database, a stored profile corresponding to 
the selected profile; communicating, to the wireless com 
munications device, the stored profile; engaging, by the 
wireless communications device, the identified profile. 
0100 Another aspect of the present invention relates to a 
system, comprising: a plurality of gateways connected to a 
network, each gateway being associated with a location; a 
plurality of wireless communications devices, each wireless 
communications device being configured to connect to the 
network via a gateway of the plurality of gateways; wherein 
each wireless communications device is configured, upon 
connecting to the network via a gateway of the plurality of 
gateways, to engage a profile selected based on the location 
associated with the gateway. 
0101 Another aspect of the present invention relates to a 
method, comprising registering, by a wireless communica 
tions device, with a first gateway of a network; receiving, by 
the wireless communications device from the first gateway, 
a first location identification stored at the first gateway; 
engaging, by the wireless communications device, a first 
profile corresponding to the received first location identifi 
cation; registering, by the wireless communications device, 
with a second gateway of the network; receiving, by the 
wireless communications device from the second gateway, a 
second location identification stored at the second gateway; 
engaging, by the wireless communications device, a second 
profile corresponding to the received second location iden 
tification. 

0102) Another aspect of the present invention relates to a 
method of beaconing, comprising broadcasting, by a gate 
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way of a network, a beacon; receiving, by a wireless 
communications device of the network, the beacon; select 
ing, by the wireless communications device, a random 
value; setting, by the wireless communications device, a 
timer of the wireless communications device based on the 
randomly selected value; 
0103) if a beacon is received by the wireless communi 
cations device prior to expiration of the timer, then selecting, 
by the wireless communications device, a random value, and 
setting, by the wireless communications device, the timer 
based on the randomly selected value; upon expiration of the 
timer, broadcasting, by the wireless communications device, 
a beacon. 
0104. Another aspect of the present invention relates to a 
method, comprising broadcasting, by a gateway of a net 
work, a beacon including a location identification; receiving, 
at a wireless communications device, the beacon; in 
response to receiving the beacon, communicating, by the 
wireless communications device to the gateway, a registra 
tion request; communicating, by the gateway, an acknowl 
edgment to the wireless communications device; receiving, 
at the wireless communications device, the acknowledg 
ment; engaging, by the wireless communications device, a 
profile corresponding to the location identification. 
0105. Another aspect of the present invention relates to a 
method of beaconing, comprising: broadcasting, by a gate 
way of a network, a first beacon, and setting, by the gateway, 
a timer of the gateway based on a pre-selected maximum 
value; receiving, by a first wireless communications device 
of the network, the first beacon; upon receipt of the first 
beacon, setting, by the first wireless communications device, 
a timer of the first wireless communications device based on 
a randomly selected value which is less than the pre-selected 
maximum value; broadcasting, by a second wireless com 
munications device of the network, a second beacon, and 
setting, by the second wireless communications device, a 
timer of the second wireless communications device based 
on a randomly selected value which is less than the pre 
selected maximum value; upon receipt of the second beacon, 
setting, by the first wireless communications device, the 
timer of the first wireless communications device based on 
the pre-selected maximum value. 
010.6 Another aspect of the present invention relates to a 
method of securing a container, comprising: inserting, into 
a seal device at a container, an electronic bolt; reading, by 
the seal device, a serial number stored in the electronic bolt; 
communicating, from the seal device, to a user application, 
insertion of the bolt; inputting, by a user at the container via 
a handheld device, information associated with the con 
tainer, communicating, from the handheld device to the user 
application, the information associated with the container; 
associating, in a database by the user application, the infor 
mation associated with the container with the bolt serial 
number and an identification of the seal device; communi 
cating, by the user application, a confirmation to the seal 
device. 
0107 A method of securing a container, comprising: 
inserting, into a seal device at a container, a bolt; 
0.108 communicating, from the seal device, to a user 
application, insertion of the bolt; inputting, by a user at the 
container via a handheld device, a serial number of the bolt; 
communicating, from the handheld device to the user appli 
cation, the serial number of the bolt; inputting, by a user at 
the container via a handheld device, information associated 
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with the container, communicating, from the handheld 
device to the user application, the information associated 
with the container; associating, in a database by the user 
application, the information associated with the container 
with the bolt serial number and an identification of the seal 
device; communicating, by the user application, a confir 
mation to the seal device. 

0109 Another aspect of the present invention relates to a 
method of securing a container, comprising: 
0110 inserting, into a seal device at a container, a bolt; 
communicating, from the seal device, to a user application, 
insertion of the bolt; communicating, by a worker at the 
container to a remote user, via a voice channel, a serial 
number of the bolt; inputting, by the remote user via a user 
application, the serial number of the bolt; inputting, by the 
remote user via the user application, information associated 
with the container; associating, in a database by the user 
application, the information associated with the container 
with the bolt serial number and an identification of the seal 
device; communicating, by the user application, a confir 
mation to the seal device. 

0111. Another aspect of the present invention relates to a 
method of securing a container, comprising: inserting, into 
a seal device at a container, an electronic bolt; reading, by 
the seal device, a serial number stored in the electronic bolt; 
communicating, from the seal device, to a user application, 
insertion of the bolt; Scanning, by the user via a handheld 
device, an electronically readable element on the seal device 
representative of an identification of the seal device; com 
municating, from the handheld device to the user applica 
tion, the identification of the seal device; inputting, by a user 
at the container via the handheld device, information asso 
ciated with the container, communicating, from the hand 
held device to the user application, the information associ 
ated with the container, associating, in a database by the user 
application, the information associated with the container 
with the bolt serial number and the identification of the seal 
device; communicating, by the user application, a confir 
mation to the seal device. 

0112 Another aspect of the present invention relates to a 
method of securing a container, comprising: inserting, into 
a seal device at a container, an electronic bolt; reading, by 
the seal device, a serial number stored in the electronic bolt; 
communicating, from the seal device, to a user application, 
insertion of the bolt; Scanning, by the user via a handheld 
device, an electronically readable element on the seal device 
representative of an identification of the seal device; com 
municating, from the handheld device to the user applica 
tion, the identification of the seal device; associating, in a 
database by the user application, the bolt serial number and 
the identification of the seal device; communicating, by the 
user application, a confirmation to the seal device; commu 
nicating, by the user application, a confirmation to the 
handheld device. 

0113 Another aspect of the present invention relates to a 
system comprising: a shipping container, a seal device 
attached to the shipping container configured for receipt of 
a bolt and including a barcode thereon representative of a 
unique identification of the seal device; a handheld device 
configured to scan the barcode located on the seal device; a 
user application in electronic communications with both the 
seal device and the handheld device, and configured to 
associate the unique identification of the seal device with a 

Oct. 13, 2016 

serial number of a bolt inserted into the seal device in 
response to an association request received from the hand 
held device. 
0114. Another aspect of the present invention relates to a 
system comprising: a shipping container a seal device 
attached to a container and having a bolt received therein 
effectively locking the container, and including a barcode 
thereon representative of a unique identification of the seal 
device; a handheld device configured to scan the barcode 
located on the seal device; a user application in electronic 
communications with both the seal device and the handheld 
device, and configured to disarm the seal device in response 
to a disarm request received from the handheld device. 
0.115. Another aspect of the present invention relates to a 
system comprising: a shipping container; a seal device 
attached to the shipping container configured for receipt of 
a bolt and including a barcode thereon representative of a 
unique identification of the seal device; a handheld device 
configured to scan the barcode located on the seal device; a 
user application in electronic communications with both the 
seal device and the handheld device, and configured to 
associate the unique identification of the seal device with a 
serial number of a bolt inserted into the seal device in 
response to an association request received from the hand 
held device, and further configured to disarm the seal device 
in response to a disarm request received from the handheld 
device. 
0116. Another aspect of the present invention relates to a 
method of unsecuring a shipping container Secured with an 
armed seal device having a bolt received therein, the method 
comprising: Scanning, by a user via a handheld device, an 
electronically readable element on the seal device represen 
tative of an identification of the seal device; communicating, 
from the handheld device to a user application, the identi 
fication of the seal device; associating, in a database by the 
user application, the bolt serial number and the identification 
of the seal device; communicating, by the user application, 
a confirmation to the seal device; communicating, by the 
user application, a confirmation to the handheld device. 
0117. Another aspect of the present invention relates to a 
method of alerting a user of unauthorized tampering with a 
shipping container, comprising: Securing a seal device to a 
shipping container, the seal device including a bolt receiving 
area; inserting, by a user at the container, an electronic bolt 
into the bolt receiving area of the seal device; reading, by the 
seal device, a serial number stored in the electronic bolt; 
communicating, from the seal device, to a user application, 
insertion of the bolt; Scanning, by the user via a handheld 
device, an electronically readable element on the seal device 
representative of an identification of the seal device; com 
municating, from the handheld device to the user applica 
tion, the identification of the seal device; associating, in a 
database by the user application, the bolt serial number and 
the identification of the seal device; communicating, by the 
user application, a confirmation to the seal device; commu 
nicating, by the user application, a confirmation to the 
handheld device; receiving, at the seal device, sensor data 
indicative of tampering; communicating, by the seal device 
to the user application, an alert. 
0118. Another aspect of the present invention relates to a 
method of alerting a user of unauthorized tampering with a 
shipping container, comprising: Securing a seal device to a 
shipping container, the seal device including a bolt receiving 
area and at least one sensor; inserting, by a user at the 
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container, a bolt into the bolt receiving area of the seal 
device; inputting, by the user via a handheld device, infor 
mation associated with the seal device; communicating, by 
the handheld device, the information associated with the seal 
device to a user application; communicating, from the user 
application to the seal device, an arming confirmation; 
receiving, at the seal device, sensor data indicative of 
tampering; communicating, by the seal device, an alarm. 
0119) Another aspect of the present invention relates to a 
method of providing data on a shipment, comprising secur 
ing a seal device to a shipping container, the seal device 
including a bolt receiving area and at least one sensor; 
scanning, by a user at the container via a handheld device, 
an electronically readable element on the seal device repre 
sentative of an identification of the seal device; communi 
cating, from the handheld device to the user application, the 
identification of the seal device; retrieving, by the user 
application, information associated with the seal device 
based on the communicated identification; communicating, 
from the user application to the handheld device, the infor 
mation associated with the seal device; displaying, on a 
screen of the handheld device, the information associated 
with the seal device. 

0120 Another aspect of the present invention relates to a 
system comprising: a plurality of networks, each network 
comprising one or more gateways, and a plurality of wireless 
communications devices connected to the respective net 
work via the one or more gateways; one or more user 
applications running on one or more computing devices; a 
management system comprising control Software running on 
one or more servers, the management system being config 
ured to handle requests for, and establish, connections 
between a network of the plurality of networks and a user 
application of the one or more user applications. 
0121 Another aspect of the present invention relates to a 
wireless two-way RF data communication device that forms 
a node of a data communications network, the device 
comprising: a memory having stored therein an unique 
identifier of the wireless two-way RF data communication 
device that uniquely identifies the wireless two-way RF data 
communication device within the data communications net 
work; a receiver configured to receive radio frequency 
transmissions; a transmitter configured to make radio fre 
quency transmissions; and electronic components arranged 
and configured, such that the wireless two-way RF data 
communication device communicates with other nodes of 
the data communications network in communicating mes 
sages from originating nodes to destination nodes. Such that 
each message that is communicated by the wireless two-way 
RF data communication device either as an originating node 
or an intermediate node includes the unique identification of 
the wireless two-way RF data communication device, such 
that the wireless two-way RF data communication device 
communicates a presence message to a presence server at 
routine intervals based on a chronometer; and Such that the 
measurement of the time until the next check-in message is 
to be sent by the wireless two-way RF data communication 
device is reset upon, communicating, as an intermediate 
node, a check-in message originating at another node of the 
data communications network, and receiving, for delivery to 
the originating node of the check-in message, an acknowl 
edgement of receipt by the presence server for Such check-in 
message. 
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I0122) Another aspect of the present invention relates to a 
data communications network, comprising: a plurality of 
wireless two-way radio frequency (RF) data communication 
devices, each wireless two-way RF data communication 
device forming a node of the data communications network 
and each wireless two-way RF data communication device 
including a memory having stored therein an unique iden 
tifier of the wireless two-way RF data communication 
device; wherein each wireless two-way RF data communi 
cation device comprises, a receiver configured to receive 
radio frequency transmissions, a transmitter configured to 
make radio frequency transmissions, and electronic compo 
nents arranged and configured such that the wireless two 
way RF data communication device communicates with 
other nodes of the data communications network in com 
municating messages from originating nodes to destination 
nodes, such that each message that is communicated by the 
wireless two-way RF data communication device, either as 
an originating node or an intermediate node, includes the 
unique identification of the wireless two-way RF data com 
munication device, whereby a pathway by which each 
message is communicated in the data communications net 
work is included with the message as the message is 
communicated in the data communications network, Such 
that the wireless two-way RF data communication device 
communicates a presence message to a presence server at 
routine intervals based on a chronometer, and Such that the 
measurement of the time until the next check-in message is 
to be sent by the wireless two-way RF data communication 
device is reset upon, communicating, as an intermediate 
node, a check-in message originating at another node of the 
data communications network, and receiving, for deliver to 
the originating node of the check-in message, an acknowl 
edgement of receipt by the presence server for Such check-in 
message. 

I0123. Another aspect of the present invention relates to, 
in a data network comprising a plurality of wireless two-way 
radio frequency (RF) data communication devices, each 
wireless two-way RF data communication device forming a 
node of the data communications network, a method of 
tracking a pathway by which a message is communicated 
within a data communications network, a method compris 
ing the steps of maintaining a unique identification of each 
of the plurality of wireless two-way RF data communication 
devices that form a node of the data communications net 
work; and for each wireless two-way RF data communica 
tion device that communicates a message in the data com 
munications network, including with the message the unique 
identification of the wireless two-way RF data communica 
tion device Such that the pathway by which the message is 
sent from an originating node to a destination node is 
communicated to the destination node upon delivery of the 
message to the destination node, and wherein each wireless 
two-way RF data communication device performs the steps 
of communicating a message from a first node of the data 
communications network to a gateway device along a path 
way, the pathway including the wireless data communica 
tion device as an intermediary node of the pathway, includ 
ing with the message the pathway by which the message is 
communicated in the wireless data communication device, 
storing, in a computer readable medium at the gateway 
device, information representing the pathway, updating, at 
the gateway device, presence information of the wireless 
data communication device, communicating an acknowl 
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edgment of the message to the first node along the reverse 
pathway, and upon communicating the acknowledgement of 
the message by the wireless data communication device in 
said step (f), resetting a timer used by the wireless data 
communication device to trigger the sending of a presence 
indication of the wireless data communication device to the 
gateway device. 
0.124. Another aspect of the present invention relates to a 
method of maintaining presence information associated with 
a wireless data communication device of a data communi 
cations network, comprising the steps of communicating a 
message from a first node of the data communications 
network to a gateway device along a pathway, the pathway 
including the wireless data communication device as an 
intermediary node of the pathway; including with the mes 
sage the pathway by which the message is communicated in 
the wireless data communication device; storing, in a com 
puter readable medium at the gateway device, information 
representing the pathway; updating, at the gateway device, 
presence information of the wireless data communication 
device; communicating an acknowledgment of the message 
to the first node along the reverse pathway; and upon 
communicating the acknowledgement of the message by the 
wireless data communication device in said step (f), reset 
ting a timer used by the wireless data communication device 
to trigger the sending of a presence indication of the wireless 
data communication device to the gateway device. 
0.125. Another aspect of the present invention relates to a 
method of indicating presence by a wireless data commu 
nication device that forms a node in a data communications 
network, comprising the steps of receiving, at the wireless 
data communication device, a message originating at a first 
node and addressed to a gateway device; storing, in a 
computer readable medium of the wireless data communi 
cation device, information associated with the message; 
communicating, by the wireless data communication device, 
for delivery to gateway device, the message to another node 
of the data communications network; receiving, at the wire 
less data communication device, an acknowledgment of the 
message by the gateway device; resetting a timer at the 
wireless data communication device; and communicating, 
by the wireless data communication device, for delivery to 
the first node, the acknowledgment of the message by the 
gateway device; wherein the wireless data communication 
device is configured to communicate a message to the 
gateway device indicating the presence of the wireless data 
communication device as a node in the data communications 
network at predetermined intervals based on the timer. 
0126. In addition to the aforementioned aspects and fea 
tures of the present invention, it should be noted that the 
present invention further encompasses the various possible 
combinations and Subcombinations of Such aspects and 
features. 
0127. The present invention according to one aspect is a 
method for arming a shipping container security system as 
disclosed herein. 

0128. In features of this aspect, an identification of the 
shipping container, an identification of a bolt locking the 
shipping container door, and an identification of the locking 
module receiving the bolt in locking engagement, may be all 
bound by a server application in a database remotely located 
to the shipping container; the locking module may include a 
locking body in which a portion of the bolt is received and 
an articulating electronics housing connected to the locking 
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body and containing electronic components of a remote 
sensor node or “RSN (and sometimes also referred to as a 
remote sensor interface or “RSI); the binding may be 
performed commensurate with the sealing of the shipping 
container, and the binding may be performed following 
sealing of the shipping container and commensurate with the 
availability of a Reader for communications with the RSN. 
I0129. In further features of this aspect, the identification 
of the bolt and the identification of the locking module may 
be communicated by the RSN to the server application over 
a satellite communications network, a cellular network, a 
wired network including the Internet, an intranet, or any 
combination of the foregoing; the identification of the ship 
ping container and the identification of the locking module 
may be communicated by a wireless handheld data commu 
nication device to the server application over a satellite 
communications network, a cellular network, a wired net 
work including the Internet, an intranet, or any combination 
of the foregoing; the identification of the shipping container 
may be obtained from an exterior Surface of the shipping 
container, the identification of the shipping container may be 
manually read from an exterior Surface of the shipping 
container and manually entered into the wireless handheld 
data communication device; and the identification of the 
locking module may be manually read from an exterior 
Surface of the shipping container and manually entered into 
the wireless handheld data communication device. 

0.130. In still further features of this aspect, the identifi 
cation of the bolt and the identification of the locking 
module may be communicated by the RSN to the server 
application generally at the same time as the identification of 
the shipping container and the identification of the locking 
module are communicated by a wireless handheld data 
communication device to the server application; the identi 
fication of the shipping container and the identification of 
the locking module may be communicated by a wireless 
handheld data communication device to the server applica 
tion, and wherein the server application may communicate 
with the RSN identified by the wireless handheld data 
communication device, whereupon the RSN communicates 
the identification of the bolt to the server application; the 
identification of the locking module may be acquired by the 
wireless handheld data communication device by reading a 
bar code displayed on the RSN; and the locking module may 
be activated upon the locking insertion of the bolt within the 
bolt and the identification of the RSN is communicated by 
the RSN upon insertion of the bolt and reading of a bar code 
displayed on the locking module. 
I0131) Another aspect of the present invention relates to a 
system that includes a gateway corresponding to a location 
identification; and a wireless communications device. The 
gateway is configured to broadcast a beacon signal, includ 
ing the location identification, upon expiration of a beacon 
timer of the gateway, and upon broadcasting the beacon 
signal, reset the beacon timer of the gateway based on a 
pre-selected maximum value. The wireless communications 
device is configured to, in response to receipt of the beacon 
signal, attempt to register with the gateway, when registered 
with the gateway, utilize a beacon timer of the wireless 
communications device to control broadcasting of beacon 
signals, in response to receipt of another beacon signal 
which includes the location identification, reset the beacon 
timer of the wireless communications device based upon a 
randomly selected value, upon expiration of the beacon 
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timer of the wireless communications device, broadcast a 
device beacon signal, which device beacon signal includes 
the location identification, and upon broadcasting the device 
beacon signal, reset the beacon timer of the wireless com 
munications device based on the pre-selected maximum 
value. The wireless communications device is further con 
figured to, when registered with the gateway, forward mes 
sages received from other wireless communications devices 
registered with the gateway to the gateway, and append an 
identification of the wireless communication device to the 
message; communicate a check-in message to the gateway, 
upon expiration of a check-in timer of the wireless commu 
nications device, upon communicating the check-in mes 
sage, reset the check-in timer of the wireless communica 
tions device. The gateway is further configured to, in 
response to receipt of a message originated by one of the 
other wireless communications devices that was forwarded 
by the wireless communications device, communicate an 
acknowledgment message to the wireless communications 
device. The wireless communications device is still further 
configured to, in response to receiving the acknowledgment 
message, reset the check-in timer of the wireless commu 
nications device, and forward the acknowledgment message 
to the originating one of the other wireless communications 
devices. 
0132) Additional features of the foregoing principal 
aspects also are set forth elsewhere herein. 
0133. The present invention according to another aspect 

is a shipping container security system in which a shipping 
container is armed as disclosed herein. 
0134. The present invention according to another aspect 

is a shipping container tracking system in which a shipping 
container is armed as disclosed herein. 
0135 The present invention according to another aspect 

is a shipping container monitoring system in which a ship 
ping container is armed as disclosed herein. 
0136. The present invention according to another aspect 

is a method for disarming a shipping container security 
system as disclosed herein. 
0.137 The present invention according to another aspect 

is a method for tracking a shipping container as disclosed 
herein. 
0.138. The present invention according to another aspect 

is a method for monitoring a shipping container as disclosed 
herein. 
0.139. The present invention according to another aspect 

is a system for disarming a shipping container security 
system as disclosed herein. 
0140. The present invention according to another aspect 

is a system for tracking a shipping container as disclosed 
herein. 
0141. The present invention according to another aspect 

is a system for monitoring a shipping container as disclosed 
herein. 
0142. The present invention according to another aspect 

is a system in accordance with any of the foregoing claimed 
systems, wherein coverage islands are utilized in the system 
as disclosed herein. Moreover, in this regard, an “island' is 
considered to be the location defined by a gateway, as fully 
described below. 
0143. The present invention according to another aspect 

is a method in accordance with any of the foregoing claimed 
methods, wherein coverage islands are utilized in the 
method as disclosed herein. 
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0144. The present invention according to another aspect 
is a method in accordance with any of the foregoing claimed 
methods, wherein unsecured PDAs and secured PDAs 
(SSHRs) are both utilized in the method as disclosed herein. 
0145 The present invention according to another aspect 

is a system in accordance with any of the foregoing claimed 
systems, wherein unsecured PDAs and secured PDAs 
(SSHRs) are both utilized in the system as disclosed herein. 
0146 The present invention according to another aspect 

is a method in accordance with any of the foregoing claimed 
methods, wherein operational parameter sets are utilized by 
RSNs in the method as disclosed herein. 
0147 The present invention according to another aspect 

is a system in accordance with any of the foregoing claimed 
systems, wherein operational parameter sets are utilized by 
RSNs in the system as disclosed herein. 
0.148. The present invention according to another aspect 

is Software utilized in any of the foregoing claimed systems 
as disclosed herein. 
014.9 The present invention according to another aspect 

is software utilized in any of the foregoing claimed methods 
as disclosed herein. 
0150. It should be understood that it is explicitly con 
templated that preferred embodiments of systems, networks, 
and apparatus of the present invention may employ and 
utilize—and do employ and utilize—each and any of the 
inventive aspects and features of the incorporated patent 
references including, by way of example, and not limitation: 
the inventive aspects and features of incorporated U.S. 
patent application publication titled “Class Switched Net 
works for Tracking Articles': the inventive aspects and 
features of incorporated U.S. patent application publication 
titled “Systems and Methods Having LPRF Device Wake Up 
Using Wireless Tag: the inventive aspects and features of 
incorporated U.S. patent application publication titled 
“Forming Communication Cluster of Wireless Ad Hoc Net 
work Based on Common Designation'; the inventive aspects 
and features of incorporated U.S. patent application publi 
cation titled “Forming Ad Hoc RSI Networks Among Trans 
ceivers Sharing Common Designation’; the inventive 
aspects and features of incorporated U.S. patent application 
publication titled “Communications Within Population of 
Wireless Transceivers Based On Common Designation’; the 
inventive aspects and features of incorporated U.S. patent 
application publication titled “Transmitting Sensor-Ac 
quired Data Using Step-Power Filtering'; the inventive 
aspects and features of incorporated U.S. patent application 
publication titled “Network Formation in Asset-Tracking 
System Based on Asset Class'': the inventive aspects and 
features of incorporated U.S. patent application publication 
titled “LPRF Device Wake Up Using Wireless Tag'; the 
inventive aspects and features of incorporated U.S. patent 
application publication titled “Propagating Ad Hoc Wireless 
Networks Based on Common Designation and Routine': the 
inventive aspects and features of incorporated U.S. patent 
application publication titled “Remote Sensor Interface 
(RSI) Stepped Wake-Up Sequence'; the inventive aspects 
and features of incorporated U.S. patent application publi 
cation titled “All Weather Housing Assembly for Electronic 
Components'; the inventive aspects and features of incor 
porated U.S. patent application publication titled “Operating 
GPS Receivers in GPS-Adverse Environment'; the inven 
tive aspects and features of incorporated U.S. patent appli 
cation publication titled “Remote Sensor Interface (RSI) 
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Having Power Conservative Transceiver for Transmitting 
and Receiving Wakeup Signals'; the inventive aspects and 
features of incorporated U.S. patent application publication 
titled “Event-Driven Mobile HAZMAT Monitoring'; the 
inventive aspects and features of incorporated U.S. patent 
application publication titled “Communicating via Nonde 
terministic and Deterministic Network Routing'; the inven 
tive aspects and features of incorporated U.S. patent appli 
cation publication titled “Maintaining Information 
Facilitating Deterministic Network Routing'; the inventive 
aspects and features of incorporated U.S. patent application 
publication titled “Determining Relative Elevation Using 
GPS and Ranging'; the inventive aspects and features of 
incorporated U.S. patent application publication titled 
“Using GPS and Ranging to Determine Relative Elevation 
of an Asset'; the inventive aspects and features of incorpo 
rated U.S. patent application publication titled “Determining 
Presence of Radio Frequency Communication Device'; the 
inventive aspects and features of incorporated U.S. patent 
application publications titled “Communications and Sys 
tems Utilizing Common Designation Networking'; and the 
inventive aspects and features of incorporated U.S. patent 
application publications titled “Bolt-Type Seal Lock'. 
0151. In addition to the aforementioned aspects and fea 
tures of the present invention, it should be noted that the 
present invention further encompasses the various possible 
combinations, Subcombinations, and permutations of Such 
aspects and features. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0152 One or more preferred embodiments of the present 
invention now will be described in detail with reference to 
the accompanying drawings wherein: 
0153 FIG. 1 is a perspective view of a prior art mechani 
cal seal. 
0154 FIG. 2 illustrates steps or stages through which a 
shipping container passes in traveling from an origin to a 
destination, together with the entities involved. 
(O155 FIG. 3 generally illustrates the overall system of 
the Solution. 
0156 FIG. 4 illustrates the process for arming a seal in 
“Step 1”, “Step 2 and “Step 3 as well for removing a seal 
after it has been disarmed in “Step 4. 
0157 FIG. 5 is a perspective view of a shipping container 
secured by a Seal that has been armed. 
0158 FIG. 6 and FIG. 7 each illustrate a screenshot of the 
Solution’s Seal Management Application or “SMA’ of the 
Solution. 
0159 FIG. 8 illustrates deep penetration into container 
stacks that is achieved in accordance with the Solution, as 
well as the ability to communicate with a gateway by 
Satellite and the capability of a gateway to determine its 
position using GPS technology. 
(0160 FIG. 9 and FIG. 10 illustrate detailed views of a 
preferred e-bolt and a fragmented view of the Seal for use 
therewith, in accordance with the Solution. 
0161 FIG. 11 and FIG. 12 each illustrates an exemplary 
seal for use in the CSD context. 
(0162 FIG. 13 and FIG. 14 illustrate the RSN housing 
component of the CSD of FIGS. 11 and 12. 
0163 FIG. 15 illustrates an exemplary housing of the 
gateway controller. 
0164 FIG. 16 illustrates an intro screen of software for 
execution on a PADD in accordance with the Solution. 
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0.165 FIG. 17 illustrates an exemplary authentication 
popup of the PADD software. 
(0166 FIG. 18 illustrates an error popup of the PADD 
Software that occurs upon an unsuccessful login attempt. 
(0167 FIG. 19 illustrates a main page of the PADD 
Software that is displayed upon a successful login attempt. 
0168 FIG. 20 illustrates an exemplary arming and asso 
ciation screen of the PADD software. 
0169 FIG. 21 illustrates an exemplary input popup 
screen of the PADD software for entering a unique number 
of a seal and, specifically, a unique ID of the RSN of the 
Seal, which may be manually entered but preferably is 
scanned from a barcode displayed on the Seal. 
0170 FIG.22 illustrates an exemplary error popup screen 
of the PADD software that is displayed upon entry of an 
invalid Seal number. 
0171 FIG. 23 illustrates an exemplary popup screen of 
the PADD software that is displayed for prompting a user to 
confirm that the container is ready for transit after the Seal 
has been armed. 
0172 FIG. 24 illustrates a main arming screen of the 
PADD software that has been updated to show the informa 
tion associated during the arming process. 
0173 FIG. 25 illustrates an exemplary disarming screen 
of the PADD software that is displayed. 
0.174 FIG. 26 illustrates an exemplary popup screen of 
the PADD software that prompts the user to cut the bolt and 
push the bolt stub out of the seal. 
0.175 FIG. 27 illustrates an exemplary popup screen of 
the PADD software that again prompts the user to cut the 
bolt and push the bolt stub out of the seal, 
(0176 FIG. 28 illustrates a Table setting forth various 
scenarios that may occur in arming and disarming a Seal. 
0177 FIG. 29 illustrates an exemplary lookup screen of 
the PADD software that is displayed. 
0.178 FIG. 30 illustrates an exemplary seal data screen of 
the PADD software that is displayed. 
0179 FIG. 31 illustrates an alarm popup that may be 
displayed upon an attempt to disarm a seal when an alarm 
flag has been set. 
0180 FIG. 32 illustrates an exemplary “About page 
displaying information about the PADD software. 
0181 FIG. 33 illustrates an exemplary navigation menu 
of Software for the SMA. 
0182 FIG. 34 illustrates an exemplary popup screen of 
the SMA that enables the user to add information about a 
shipment. 
0183 FIG. 35 illustrates an exemplary a location details 
popup screen of the SMA. 
0.184 FIG. 36 illustrates an exemplary location history 
Screen of the SMA. 
0185 FIG. 37 illustrates an exemplary alarm details page 
of the SMA. 
0186 FIG. 38 illustrates an exemplary arm/disarm his 
tory page of the SMA. 
0187 FIG. 39 illustrates an exemplary search screen of 
the SMA. 
0188 FIG. 40 illustrates an exemplary profile selection 
tool intro popup screen of the SMA. 
0189 FIG. 41 illustrates an exemplary profile selection 
tool popup screen of the SMA. 
(0190 FIG. 42 illustrates that the SMA is configured to 
communicate with a PADD to effect arming or disarming of 
a Seal as outlined therein. 



US 2016/0300183 A1 

0191 FIG. 43 is a schematic diagram of a basic wireless 
sensor network configuration. 
(0192 FIG. 44 is a perspective view of an RSN. 
(0193 FIG. 45 is a perspective view of a Gateway with the 
RSN of FIG. 44 for comparative size reference. 
0194 FIG. 46 is a block diagram illustrating a wake-up 
process. 
0.195 FIG. 47 is a schematic diagram illustrating com 
mon designation networking. 
0.196 FIG. 48 is a schematic diagram illustrating a vari 
ety of deployment possibilities for a system in accordance 
with one or more preferred embodiments of the present 
invention. 
0.197 FIG. 49 is a block diagram of a basic system 
according to one or more preferred embodiments of the 
present invention. 
0198 FIG.50 is a block diagram of a Message Manage 
ment and Routing System in accordance with one or more 
preferred embodiments of the present invention. 
(0199 FIG. 51 is a flowchart illustrating the steps of a 
validation and authentication process carried out by the NLS 
and Authentication Server of FIG. 50 
0200 FIG. 52 is a schematic diagram illustrating the 
operational flow of a process of arming a CSD with a PDA. 
0201 FIG. 53 is a schematic diagram illustrating the 
logical data flows associated with a cargo operator arming a 
CSD. 
0202 FIG. 54 is a flowchart illustrating the steps of the 
process of FIG. 52. 
0203 FIG.55 is a flowchart illustrating the steps of the 
process of FIG. 53. 
0204 FIG. 56 is a schematic diagram illustrating the 
logical data flow between the CSD, a Reader, and the DCP. 
0205 FIG. 57 is a flowchart illustrating the steps of the 
process of FIG. 56. 
0206 FIG. 58 is a schematic diagram illustrating the 
logical data flow between a CSD, a DCP and an application 
server in a logistics-management system in which deep 
water notification is provided. 
0207 FIG. 59 is a flowchart illustrating the steps of the 
process of FIG. 58. 
0208 FIG. 60 is a schematic diagram illustrating the 
operational data flow for a CSD deactivation process. 
0209 FIG. 61 is a flowchart illustrating the steps of the 
process of FIG. 60. 
0210 FIG. 62 is a schematic diagram illustrating the 
logical data flows associated with a cargo operator deacti 
vating a CSD. 
0211 FIG. 63 is a flowchart illustrating the steps of the 
process of FIG. 62. 
0212 FIG. 64 is a schematic diagram illustrating, in 
Summary form, the overall topology for end-to-end data 
flow in the system for a transoceanic shipment of intermodal 
shipping containers. 
0213 FIG. 65 is a flowchart illustrating the steps of the 
process of FIG. 64. 
0214 FIG. 66 
0215 FIG. 66 illustrates point to multi-point networking 
where connectivity is determined by proximity in a conven 
tional ad hoc network. 
0216 FIG. 67 illustrates the same array of nodes depicted 
in FIG. 66, only networked using CBN technology. 
0217 FIG. 68 illustrates an expanded footprint of a 
Gateway resulting from RSN hopping. 
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0218 FIG. 69 illustrates layers in a preferred communi 
cation system of the Solution. 
0219 FIG. 70 illustrates a payload carrying frame in 
accordance with the Solution. 
0220 FIG. 71 illustrates a WU ATTN frame in accor 
dance with the Solution. 
0221 FIG. 72 and FIG. 73 illustrate exemplary messag 
ing with respect to layers of FIG. 69. 
0222 FIG. 74 illustrates a radio network comprising a 
captured gateway and five RSNs, wherein Table 2 of FIG. 74 
provides an example of beaconing in the radio network of 
FIG. 74. 
0223 FIG. 75 illustrates the addition of a plurality of 
RSNs to the network of FIG. 74. 
0224 FIG. 76 illustrates a data communications network 
110 having multiple user servers 128,130,132 and client 
applications as well as multiple locations, each having a 
presence server. 
0225 FIG. 77 illustrates an exemplary network 210 
including fifteen nodes 211-239. 
0226 FIG. 78 illustrates that a check-in message origi 
nating at node 219 requires three hops to get from node 219 
to the gateway 241. 
0227 FIG. 79 illustrates a system comprising multiple 
radio networks, wherein each radio network includes a 
gateway controller, and further includes one or more gate 
ways and RSNs. 
0228 FIG.80 illustrates that a Class ID is represented by 
a 32 bit (4 byte) field which is partitioned into three 
sub-fields: an owner sub-field, an entity sub-field, and an 
asset type sub-field. 
0229 FIG. 81 illustrates a strawman example of Class ID 
partitioning for a shipping user, for example FedEx. 
0230 FIG. 82 illustrates that, in addition to radio net 
works, a system of the Solution can include one or more 
complementary networks as well. 
0231 FIG. 83 illustrates major functional elements which 
Support customer interaction with the system. 
0232 FIG. 84 illustrates latency requirements of each 
corresponding logical Subsystem, which generally corre 
sponds to the vertical ordering of the blocks shown in FIG. 
79, and FIG. 84 additionally illustrates the flow of data 
between a wireless island—in this example a radio net 
work—and a customer application host. 
0233 FIG. 85 illustrates that, in order to enable commu 
nication between a radio network and a customer applica 
tion, the MMR routes addresses to both a gateway controller 
of the radio network and an EGW associated with the 
customer application, at which point communications 
between the radio network and the user application will 
follow the primary data path shown. 
0234 FIG. 86 is a more detailed reference model illus 
trating logical Subsystems of an exemplary MMR imple 
mentation. 
0235 FIG. 87 illustrates, via the vertical placement of the 
Subsystems, differences in the latency and response time 
requirements for each Subsystem. 
0236 FIG. 88 shows a table that represents a summary 
comparison of the major seal categories and what each 
offers, wherein features and benefits of the Solution are 
compared with those offered by GPS-based and RFID-based 
technologies. 
0237 FIG. 89 shows a table illustrating additional tech 
nology comparisons regarding the Solution. 
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0238 FIG. 90 illustrates the shared infrastructure that is 
enabled in accordance with the Solution, wherein data is 
segregated and secure. 
0239 FIG.91 illustrates visibility at a remote monitoring 
location that is provided throughout the transit process by 
the islands of coverage that are linked by the WAN, from 
origin to destination, in accordance with the Solution. 

DETAILED DESCRIPTION 

0240. As a preliminary matter, it will readily be under 
stood by one having ordinary skill in the relevant art 
(“Ordinary Artisan') that the present invention has broad 
utility and application. Furthermore, any embodiment dis 
cussed and identified as being “preferred is intended to be 
part of a best mode contemplated for carrying out the present 
invention. Other embodiments also may be discussed for 
additional illustrative purposes in providing a full and 
enabling disclosure of the present invention. Moreover, 
many embodiments, such as adaptations, variations, modi 
fications, and equivalent arrangements, will be implicitly 
disclosed by the embodiments described herein and fall 
within the scope of the present invention. 
0241. Accordingly, while the present invention is 
described herein in detail in relation to one or more embodi 
ments, it is to be understood that this disclosure is illustrative 
and exemplary of the present invention, and is made merely 
for the purposes of providing a full and enabling disclosure 
of the present invention. The detailed disclosure herein of 
one or more embodiments is not intended, nor is to be 
construed, to limit the scope of patent protection afforded the 
present invention, which scope is to be defined by the claims 
and the equivalents thereof. It is not intended that the scope 
of patent protection afforded the present invention be 
defined by reading into any claim a limitation found herein 
that does not explicitly appear in the claim itself. 
0242. Thus, for example, any sequence(s) and/or tempo 

ral order of steps of various processes or methods that are 
described herein are illustrative and not restrictive. Accord 
ingly, it should be understood that, although steps of various 
processes or methods may be shown and described as being 
in a sequence or temporal order, the steps of any Such 
processes or methods are not limited to being carried out in 
any particular sequence or order, absent an indication oth 
erwise. Indeed, the steps in Such processes or methods 
generally may be carried out in various different sequences 
and orders while still falling within the scope of the present 
invention. Accordingly, it is intended that the scope of patent 
protection afforded the present invention is to be defined by 
the appended claims rather than the description set forth 
herein. 
0243 Additionally, it is important to note that each term 
used herein refers to that which the Ordinary Artisan would 
understand Such term to mean based on the contextual use of 
Such term herein. To the extent that the meaning of a term 
used herein—as understood by the Ordinary Artisan based 
on the contextual use of such term—differs in any way from 
any particular dictionary definition of Such term, it is 
intended that the meaning of the term as understood by the 
Ordinary Artisan should prevail. 
0244. Furthermore, it is important to note that, as used 
herein, “a” and “an each generally denotes “at least one.” 
but does not exclude a plurality unless the contextual use 
dictates otherwise. Thus, reference to “a picnic basket hav 
ing an apple' describes “a picnic basket having at least one 
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apple' as well as “a picnic basket having apples. In 
contrast, reference to “a picnic basket having a single apple' 
describes “a picnic basket having only one apple.” 
0245. When used herein to join a list of items, 'or' 
denotes “at least one of the items, but does not exclude a 
plurality of items of the list. Thus, reference to “a picnic 
basket having cheese or crackers' describes “a picnic basket 
having cheese without crackers”, “a picnic basket having 
crackers without cheese’, and “a picnic basket having both 
cheese and crackers.’ Finally, when used herein to join a list 
of items, “and” denotes “all of the items of the list.” Thus, 
reference to “a picnic basket having cheese and crackers' 
describes “a picnic basket having cheese, wherein the picnic 
basket further has crackers, as well as describes “a picnic 
basket having crackers, wherein the picnic basket further has 
cheese.” 
0246 Referring now to the drawings, one or more pre 
ferred embodiments of the present invention are next 
described. The following description of one or more pre 
ferred embodiments is merely exemplary in nature and is in 
no way intended to limit the invention, its implementations, 
O USS. 

0247 Brief Overview of Elements, Architecture and 
Operation of the Solution 
0248 Use of the Solution is believed to require few if any 
changes in normal container operations and management 
along the entire end-to-end shipping path. The electronic 
seals of the Solution (“Seals’) are attached to shipping 
containers and each includes a mechanism configured to 
receive in secure engagement therewith a bolt for locking of 
a shipping container and, in combination, a remote sensor 
node or “RSN' which sometimes is referred to as a remote 
sensor interface or “RSI. 
0249. The RSN generally is a wireless device prefer 
ably about the size of a deck of cards—that is attached to or 
carried by assets in which monitoring or tracking interests 
are taken. The RSN includes radiofrequency (RF) compo 
nents and either sensor components or sensor interface 
components, or both. RSNs also preferably include an 
internal power source such as batteries, and RSNs may be 
incorporated into other devices as components thereof, like 
in Seals of the Solution. RSN's collect data about the assets 
and forward the data to gateways, which then forward the 
data to database and/or application servers over other, exter 
nal networks. With the data, users know the condition and 
location of the assets and make decisions accordingly. 
(0250. In accordance with the Solution, each Seal detects, 
stores and reports: descriptive information about the ship 
ping container, the opening and closing of the door; move 
ment and disturbance; shock; deviations from sensors, e.g., 
temperature and gas sensors. Moreover, Seals communicate 
only when an event meets a predetermined threshold so as 
to warrant an alarm; otherwise, the an event data record is 
created and merely stored for later communication via a 
gateway. 
0251 Each Seal furthermore preferably is able to change 
profiles/operating parameters based on either a command 
that is received or based on predetermined conditions 
detected per sensor input(s). Each profile comprises a set of 
operating conditions including the predetermined thresholds 
for sending alarms. The thresholds may be day and time 
dependent as well as location dependent. Moreover, Seals 
preferably are configured to download and implement new 
or updated profiles from configurators via gateways. 
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0252. The gateways or “GWs’ which term generally 
refers to gateway routers (“GRs), gateway servers (“GSs), 
or gateways controllers (“GCs”)—are installed at various 
monitoring points between origin and destination. 
0253) As used herein, reference to a "gateway’ generally 
means a wireless electronic device that communicates with 
RSNs of the Seals for collecting and forwarding data col 
lected by RSNs to database and/or application servers over 
other networks. Gateways are about the size of a pizza box, 
and preferably are mounted, for example, to or on vehicles, 
buildings, poles, ships, aircraft, bridges, and trains for gath 
ering status and data from Seals as the Seals and associated 
containers travel from origin to destination. The precise 
location of gateways can be known when gateways include 
optional internal GPS capability. Moreover, gateways may 
be powered from external sources or may include an internal 
power source, or both. 
0254 Persons along the path between origin and desti 
nation are provided with handheld portable arm/disarm 
devices (“PADDs) for arming and disarming the Seals of 
the shipping containers, as necessary. 
0255 Computer systems—including servers with sys 
tem-management and logistics-management software— 
implement the Solution in the background, monitoring the 
Seals and Supplying information to existing logistics-man 
agement and security systems, including status and alarm 
information. Alarms are raised only when conditions war 
rant, per user-defined configurations. The only noticeable 
added activity is the management of the Seals between 
shipments when the Seals are to be reused by the parties. 
Configurators are used to setup and maintain the systems as 
well as customize various features of the systems. 
0256 FIG. 3 generally illustrates the overall system of 
the Solution. In basic operation of the Solution, the Seals are 
attached to shipping containers in much the same way as 
conventional mechanical seals. Specifically, an ISO-17712 
compliant bolt is inserted through the locking-handle hasp 
and is received and secured in locking engagement within 
the Seal. This process is represented by “Step 1”, “Step 2 
and “Step 3 in FIG. 4. A perspective view of a shipping 
container secured by an armed Seal is shown in FIG. 5. FIG. 
4 further illustrates removal of the bolt after disarming the 
Seal by cutting the bolt and removing the head of the bolt 
from the top of the Seal housing and the remainder of the 
bolt from the bottom of the Seal housing. (Moreover, after 
removal of the bolt, the Seal is ready for accepting the next 
bolt.) 
0257. Upon secured engagement by the Seal, the Seal 
preferably automatically activates and communicates its 
activation and the fact that the shipping container has been 
sealed, via a gateway, to the central database server. If a 
gateway is not present at the time, then the Seal communi 
cates its activation and sealing of the shipping container to 
the central database server at a later time when communi 
cations with a gateway (either direct or via hopping) are 
available. 
0258. During the container closing process, a PADD is 
used by the person closing and sealing the container (i.e., 
arming the shipping container). This process associates the 
Seal—and specifically, the unique ID of the RSN of the 
Seal—with both a unique identification of the shipping 
container and a unique identification of the contents of the 
shipping container comprising the shipment number in 
cluding any identification of reference documents pertaining 
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to the contents of the shipping container. This information is 
communicated from the PADD. Via a gateway, to a central 
database server and accessed and used by the application 
server at a customer's location. In conjunction therewith, the 
Seal communicates the unique ID of the RSN and the serial 
number read from the bolt (if an e-bolt), via a gateway, to the 
central database server and accessed and used by the appli 
cation server at customer's location. The unique ID of the 
RSN is used to match the bolt serial number with the unique 
identification of the shipping container and a unique iden 
tification of the contents of the shipping container compris 
ing the shipment number, as communicated by the PADD. A 
PADD also is used to disarm the Seal for opening of the 
shipping container, either when the shipping container 
arrives at the destination, or when the shipping container 
arrives at a consolidation or deconsolidation center or 
requires actual inspection of the contents, such as by cus 
toms. As will be appreciated, a particular Seal, a particular 
bolt, a particular container, and a particular shipment num 
ber are uniquely associated together when the seal is armed 
during each transit. Moreover, if the Seal is broken, such as 
during consolidation or inspection, a new bolt is used to 
reseal the shipping container by repeating this process of 
arming the Seal using a PADD. In this respect, a plurality of 
bolts may be used in series and associated with a particular 
transit of the Seal and associated shipping container. 
0259. It will also be appreciated that, as shipping con 
tainers with their respective Seals travel from origin to 
destination, they encounter gateways along the way at 
monitored locations. Such monitored locations may include, 
for example, ports, ships, factories, distribution centers, 
consolidation and deconsolidation centers, truck stops, 
weigh stations, border crossings, transient parking, and 
major highway structures like bridges, tollbooths, and tun 
nels. As the Seals encounter gateways, the Seals communi 
cate with the gateways, automatically exchanging data as to 
the Seal identity and status, including any events that may 
have been monitored and recorded by the Seal for commu 
nication to the central database server. The data then can be 
accessed by appropriate users and customers, affording them 
near-real-time, end-to-end visibility using the seal manage 
ment application from an office workstation or a logged-in 
laptop, for example. 
0260 Importantly, in day-to-day use the Solution oper 
ates in a “seal-and-forget modem, in that the Seals behave 
autonomously. Data and messages are automatically routed 
to/from each of the Seals, and current data is automatically 
displayed and updated to a customers office computer via 
application software of the Solution. For example, illustra 
tive screenshots of the Solution's Seal Management Appli 
cation or “SMA are shown in FIG. 6 and FIG. 7. In FIG. 
6, the status of Seals pertaining to shipments for which the 
customer is responsible (here, the customer is identified as 
“Fenwick Logistics, Ltd.) are conveniently shown. Because 
this information is near-real time, this information can be 
extremely valuable to the customer. FIG. 7 represents an 
example of the customer drilling down on data regarding a 
particular one of the Seals/shipments. Specifically, the user 
has selected one of the Seals listed in the screen shot of FIG. 
6 (i.e., the Seal having unique ID 005826562TH). 
0261 The data also is automatically updated, as locations 
and status change, in near-real time or on demand by query 
of the user (e.g., by selecting the "Refresh Data” button 
shown in FIG. 6). The SMA further provides access to 
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historical data of Seals and their corresponding shipments. 
Preferably, the SMA is used at an office workstation or is 
accessed from anywhere using a laptop with Internet con 
nectivity. 
0262 Thus, in accordance with the Solution, automatic 
notification is provided by the Seal if something is amiss; 
current and historical seal and shipment data are available at 
a mouse-click; alarm status and alerts are provided when 
conditions meet predetermined criteria; all events are date 
and time stamped, including when events were reported and 
by which location, i.e., by which gateway. 
0263. Furthermore, the Solution obviates the current 
problems of choke-points and special travel lanes; deep 
penetration into container stacks, whether in yards or aboard 
ships, is provided (as illustrated, for example, in FIG. 8): 
necessary infrastructure is minimized, as the infrastructure 
may be shared among system users while keeping data 
segregated and private; arming of shipping containers is 
accommodated when the shipping containers are away from 
monitored locations; and after a Seal is armed, human 
involvement is required only to disarm the Seal, barring any 
exception event requiring human investigation (e.g., receipt 
of an alarm). 
0264. It also is believed that the sealing operation adds 
less than 90 seconds to the time required by current pro 
cesses and that the added cost per container-transit for 
implementing the Solution is less than S40. 
0265 A detailed, walk-through illustration of the basic 
operation of the Solution is set forth in greater detail below 
with regard to a shipment of flutes from China. 
0266 The elements of the Solution are now further 
addressed in turn below. 
0267 Elements of the Solution: The Seals 
0268 Each Seal includes a housing comprising two parts 
that are hinged together and that articulate relative to one 
another. A first one of the parts includes a mechanism for 
receiving and securing a bolt therein, and the other part 
includes the RSN therein. 
0269. The Seal accommodates two types of bolts, both of 
which are high-strength security bolts that preferably bearan 
externally-marked, unique serial number. This serial number 
preferably is marked or stamped on the bolt's shank or on a 
sleeve that may be disposed over the shank. The first type of 
bolt further includes a matching, embedded electronic com 
ponent having the same serial-number stored therein, which 
serial number is readable by electronic components in the 
housing when the bolt is inserted and secured therein. Such 
bolts of the Solution are sometimes referred to as “e-bolts'. 
The other type of bolt does not include a matching, embed 
ded electronic component having the same serial-number 
stored therein; however, the insertion of this bolt into the 
housing in secured engagement therein nevertheless is 
detected by electronic components in the housing, whereby 
sealing of the container is determined. 
0270. Detailed views of the preferred e-bolt and a frag 
mented view of the Seal for use therewith collectively are 
shown in FIG. 9 and FIG. 10. 
0271 Thus, using either type of bolt, the electronic 
components facilitate automatic detection of the insertion of 
the bolt into the bolt-receiving opening in the housing 
orifice. This detection furthermore causes the Seal to acti 
vate, if not already activated. Furthermore, if an e-bolt is 
used, then the detection of the insertion preferably com 
prises the reading of the serial number from the e-bolt. 
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0272. Moreover, as a bolt is inserted into the Seal and 
locks in engagement therewith, the Seal reads the bolts 
serial number and associates each new serial number with 
the Seal and the container. The Seal also records the date/ 
time that each bolt is inserted and, if at a monitored location, 
immediately transmits all of the new bolt information to a 
gateway, and on to the appropriate logistics-management 
systems of those who have an interest/involvement in a 
given shipment, as further described in detail below. 
0273 Both types of bolts preferably are very similar in 
dimensions and configuration to bolts currently in use. Both 
types of bolts and the bolt-receiving portion of the housing 
are configured to meet ISO-17712 standards, and the bolt 
dimensions and configuration preferably mirror a bolt model 
offered by E. J. Brooks, which bolt dimensions and con 
figuration are considered to be a de facto industry standard 
Subject to widespread use and adoption. 
0274 The materials and configuration should be suffi 
cient to meet mechanical and environmental requirements 
while not impairing RF communications. 
0275. The overall dimensions of the Seal should not 
exceed 6"x4"x11/2". The entire integrated package of the 
Seal is about the size of a paperback book. 
0276 Rare-earth magnets are located on the back surface 
of the RSN housing portion of the Seal and serve to mount 
the RSN housing portion to the right hand door of an 
ISO-standard cargo container immediately below the lock 
ing handle and in general alignment with the locking hasp. 
(0277. The articulation between the two parts of the 
housing enabled by the hinge permits accommodation of 
variation in locking hasp configuration. In particular, the 
articulation preferably accommodates up to one-half of an 
inch misalignment between the bolt-receiving hole of the 
housing and the container door-handle hasp, with the bolt 
receiving hole of the housing still able to receive a bolt 
through the hasp, when the Seal is magnetically mounted to 
the container door. 
0278. It is believed that, due to the use of rare Earth 
magnets and the number of magnets, the Seal is held to the 
door with Sufficient force that the full range of non-damag 
ing container movement and handling has less that about 1% 
probability dislodging the Seal from the door. 
0279. Furthermore, because of the magnetic attachment, 
a Seal attached to a container that is taken out of service can 
readily be removed from that container and reused on 
another container. The process requires no screws or user 
applied adhesive. It is believed that this process requires, at 
most, an ordinary Screwdriver, to be used as a lever, for 
removing the Seal from the door without damage to either 
the Seal or the door. 
0280 For additional details regarding the structure of the 
Seal, reference is hereby made to FIGS. 8-17 and the 
accompanying text of incorporated patent reference US 
Patent Application Publication 2008-0315596 A1 which 
includes a similar structure. 
0281 Optionally, the RSN portion of the Seal housing 
includes a set of appropriately sized holes for securely 
holding unused bolts, sometimes referred to as a “quiver. 
The quiver preferably includes a minimum capacity of three 
bolts, aligned vertically, side-by-side, inserted from the top 
along the rear face of the RSN portion of the Seal housing. 
(0282) Exemplary RSN of the Seal 
0283 An exemplary RSN in accordance with one or 
more preferred embodiments will now be described. It will 
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be appreciated that although described as including various 
elements and functionality, in alternative embodiments and 
implementations, an RSN might reasonably be practiced in 
the absence of one or more of these elements, or in the 
absence of some or all of this functionality. 
0284 Exemplary RSN: General Overview 
0285) To begin, the RSN includes an onboard controller, 

i.e. a processor, that manages radios, messaging, memory, 
state-changes, power consumption, and JO functionality of 
the RSN, and controls all other RSN functionality. 
0286 The RSN further includes non-volatile memory, i.e. 
computer-readable storage, Sufficient to store data and 
instructions needed for the functionality described herein. 
This memory is sufficiently large as to allow for at least 64 
KB of user/asset data. User/asset data stored in one or more 
user/asset data fields is configurable using one or more 
configuration tools as described in more detail elsewhere 
herein. Further, user/asset data is capable of being rendered 
unreadable, e.g. erased or over-written, in response to a 
configuration tool or user application command. 
0287. The RSN includes a pre-loaded, i.e. factory loaded, 
basic load of software and firmware minimally required for 
basic RSN functionality and post-factory customization to 
applications. Preferably, the RSN is implemented utilizing 
MiniPEOS. This factory-new state is preferably utilized as a 
reference point and Supports verification test Suites. The 
RSN is configured to be reset to this factory-new state, and 
its factory defaults as discussed in more detail hereinbelow, 
upon receipt of a wireless command from the managing 
entity, or in response to a command from a configuration 
tool. Preferably, such reset is not possible by command from 
a user application. 
0288 The RSN is configured to allow updating and 
upgrading of both its onboard Software and its onboard 
firmware. This can be accomplished either via a wireless 
link or by a physical connection to a Suitable configuration 
device. Notably, any messages queued at the RSN must be 
transferred to a gateway router or gateway controller, or 
storage device, and Such transfer acknowledged, prior to 
processing of an update or upgrade. Preferably, however, 
neither updates nor upgrades disrupt or erase any stored 
data. 
0289 An indicator of the version of any and all RSN 
software, firmware, and hardware is readable via a radio 
network the RSN is a part of, such as, for example, in 
response to a gateway router or gateway controller inquiry, 
in response to a configuration tool inquiry, or via an appro 
priate user application. 
0290. The RSN includes a unique ID (UID) encoded into 
firmware at the manufacturer. UIDS are unique, i.e. are not 
duplicated, in that no two RSNs have the same UID. The 
numbering system used for the UID accommodates at least 
ten billion (i.e. 109, or 10,000,000,000) unique IDs. 
0291. The RSN includes data fields for common user 
attributes that have a fixed configuration, but which are 
field-populated using a configuration tool or an appropriate 
user application. The common user attribute fields prefer 
ably include: an owner/company name field, which prefer 
ably includes one line of fifteen characters; a location field, 
which preferably includes three lines of fifteen characters 
each; an assigned-to field, which preferably includes an 
indication of an asset or function the RSN is assigned to and 
preferably includes two lines of fifteen characters each; and 
another data field, which preferably includes four lines of 
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fifteen characters each. Notably, the common user attribute 
fields do not use user/asset data storage. Common user 
attributes are readable via a radio network the RSN is a part 
of Such as, for example, in response to a gateway router or 
gateway controller inquiry, in response to a configuration 
tool inquiry, or via an appropriate user application with 
appropriate authentication. 
0292 Exemplary RSN: Internal Radio Components 
0293. The RSN also includes a reduced complexity radio 
(RCR), i.e. a wake-up transceiver, together with one or more 
appropriate internal antennas. The RCR is normally in a 
dormant state in which it is ready to receive an incoming 
transmission, but is not ready to transmit. When in the 
dormant state, the RCR awaits an event input or an appro 
priate wake-up message. The RCR generally functions in 
accordance with RCR technology as described both herein 
above, and in several of the references incorporated herein. 
0294 The RSN is further configured in accordance with 
class-based networking as described in many of the incor 
porated references, as well as elsewhere herein, Such that an 
appropriate wake-up message is preferably an in-band wake 
up message associated with a class that the RSN belongs to. 
The RCR is configured to communicate using messages 
having a total message length Sufficient to provide class 
functionality, reliability, a payload, authentication, routing 
functionality, error correction, and other data or instructions 
as needed to ensure that the RSN communicates with only 
in-class networks and in a manner appropriate to those 
networks and attendant applications, which may be user 
applications or otherwise. 
0295). Notably, the RSN is not limited to membership in 
a single class. The RSN is configured for assignment of 
multiple, concurrently active classes, and thus, for example, 
may be configured to respond to wake-up messages of two 
or more different classes. Preferably, the RSN is capable of 
maintaining up to 16 concurrently active class memberships. 
0296. The RSN includes a Bluetooth radio, i.e. a complex 
transceiver, configured in accordance with IEEE 802.15. 
together with one or more appropriate internal antennas. The 
Bluetooth radio is normally in an off state until turned on by 
a command from the onboard controller, e.g. a command 
triggered by an event. 
0297 Preferably, both the RCR and Bluetooth radio, 
using their internal antennas, have a range, for communica 
tions with the RCR or Bluetooth radio of another RSN, or of 
a gateway router or gateway controller, of at least three 
hundred feet in the most challenging RF environment con 
templated for the target applications. Similarly, both the 
RCR and Bluetooth radio preferably enjoy an open-space, 
line-of-sight range of at least eight hundred feet. 
0298. The RSN is configured to receive commands from 
a gateway router or gateway controller that sets frequencies 
on which the radios, i.e. the RCR and Bluetooth radio, 
operate. It will be appreciated that a gateway router or 
gateway controller can thus be configured to command the 
RSN to utilize particular frequencies based on regulatory 
requirements of the country in which the gateway router or 
gateway controller is located. 
0299 Similarly, the radios, i.e. the RCR and Bluetooth 
radio, are configured to transmit at a maximum power that 
does not exceed the lowest power level of any applicable 
country/jurisdiction in which the RSN is intended to be used. 
0300 Each radio, i.e. the RCR and Bluetooth radios, 
preferably exhibit a generally omni-directional radiation 
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pattern. Radiation patterns are preferably optimized in 
anticipation that the RSN is likely to be in close proximity 
or contact with metal objects and/or masses with high water 
COntent. 

0301. It will be appreciated from the description herein 
that the RSN can “hop' messages through other RSNs to 
reach a gateway router or gateway controller. The RSN 
includes hopping algorithms and rules such that up to 16 
hops can be made, using appropriate Classes, in the appro 
priate order, e.g. fifteen RSN to RSN hops, and then one 
RSN to gateway router orgateway controller hop. The RSN 
is configured to learn and store hop-path information that 
helps minimize network latency and battery consumption. 
As described hereinbelow, the RSN is configurable via 
profile parameters to enable or disable hopping, such as, for 
example, when the battery is low. 
0302) It will further be appreciated that the RSN may be 
in range of more than one gateway router or gateway 
controller. Preferably, the RSN includes preferential regis 
tration functionality which allows one or more gateway 
routers or gateway controllers to be indicated as preferred, 
and ranked in order of preference. 
0303 Exemplary RSN: Motion/Vibration Sensor 
0304. The RSN includes a motion/vibration sensor, i.e. 
sensing capability, that can sense, differentiate, and report 
the commencement of motion or the absence of motion 
(no/motion). Preferably, motion is characterized as the com 
mencement of vibration or acceleration that is associated 
with movement or with physical disturbance. 
0305 The sensitivity of the motion/vibration sensor is 
configurable and selectable using either an appropriate con 
figuration tool or an appropriate user application. The 
motion/vibration sensor includes five sensitivity levels rang 
ing from 1, which is the lowest sensitivity level, to 5, which 
is the highest sensitivity level. A user can select one of the 
five sensitivity levels, and additionally can set each of the 
five sensitivity levels, using an appropriate configuration 
tool or an appropriate user application. 
0306 Factory default values are provided for each sen 
sitivity level. The factory default lowest sensitivity level is 
calibrated to detect the motion of an RSN in a seal (as 
described hereinbelow) that is attached to a shipping con 
tainer being hauled on a chassis through a yard or port. The 
factory default highest sensitivity level is calibrated to detect 
the motion of an RSN due to casual walking and bending 
motions by an adult. The remaining factory default sensi 
tivity levels are set linearly between the factory default 
lowest and highest sensitivity levels. Preferably, levels are 
calibrated such that motion of the RSN during the associated 
activity has a high probability, e.g. ninety percent of being 
detected, but the probability of a false positive owing to 
nearby activities which are not desired to be sensed is less 
than ten percent. Notably, it is contemplated that factory 
default calibration levels might be changed in response to 
characterization of sensor behavior. A factory default selec 
tion is made as to which sensitivity level is initially in effect. 
0307 With respect to this motion/vibration sensor, the 
RSN includes three motion sensing modes: a “disabled' 
motion sensor mode in which the motion/vibration sensor is 
non-functioning, an “enabled-motion' motion sensor mode 
in which the RSN senses and reports the commencement of 
motion, and an “enabled-no?motion' motion sensing mode 
in which the RSN senses and reports that motion has failed 
to occur during some period of defined length. The length of 
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the no/motion period is selectable using a configuration tool 
or an appropriate user application. Preferably, the period is 
selectable in: one minute intervals for lengths between one 
minute and ten minutes; five minute intervals for lengths 
between ten minutes and thirty minutes; and ten minute 
intervals for lengths between thirty and sixty minutes. 
0308. In some implementations, the same sensitivity set 
tings are utilized regardless of what mode the RSN is in, 
while in other implementations the RSN utilizes different 
sensitivity settings in its “enabled-motion' motion sensor 
mode as compared to its “enabled-no?motion' motion sensor 
mode. 
0309 The RSN is capable of both self-assuming a motion 
sensing mode, and of assuming a motion sensing mode in 
response to a command from a configuration tool or an 
appropriate user application. 
0310 More specifically, the RSN is capable of self 
assuming a motion-sensing mode based on any combination 
of programmable conditions, such as, for example, a time of 
day, a day of the week, whether the RSN is captured by a 
gateway controller, and an identifier included a beacon 
message, e.g. an identifier that a gateway controller is 
associated with a marine port, an airport, or a ship. These 
conditions are configurable and programmable via both a 
configuration tool and an appropriate user application. 
0311 Exemplary RSN: Shock Sensor 
0312 The RSN includes an internal shock sensor and 
appropriate conditioning circuitry capable of detecting and 
reporting moderate-magnitude, i.e. damage-causing rough 
handling, shocks in at least one axis. Preferably, no mea 
surement is required. Further, preferably, a preferential axis 
of the shock sensor is horizontal, e.g. when the RSN is 
mounted on the door of an ISO shipping container, the 
preferential axis is perpendicular to the long axis of the 
shipping container. 
0313 The sensitivity of the shock sensor is configurable 
and selectable using either an appropriate configuration tool 
or an appropriate user application. The shock sensor 
includes five sensitivity levels ranging from 1, which is the 
lowest sensitivity level, to 5, which is the highest sensitivity 
level. A user can select one of the five sensitivity levels, and 
additionally can set each of the five sensitivity levels, using 
an appropriate configuration tool or an appropriate user 
application. 
0314 Factory default values are provided for each sen 
sitivity level. The factory default lowest sensitivity level is 
calibrated to detect to detect the dropping of a container 
from 5 feet onto asphalt. Preferably, the lowest sensitivity 
level is set to correspond to between 10-20 Gs. The factory 
default highest sensitivity level is calibrated to just avoid 
detection of a banging container door-closures, common 
loading-dock bump-ups which are non-damage-causing, and 
rail-yard humping collisions. Preferably, the highest sensi 
tivity level is set to correspond to at least approximately 3 
Gs. The remaining factory default sensitivity levels are set 
linearly between the factory default lowest and highest 
sensitivity levels. Notably, it is contemplated that factory 
default calibration levels might be changed in response to 
characterization of sensor behavior. A factory default selec 
tion is made as to which sensitivity level is initially in effect. 
0315. With respect to the shock sensor, the RSN includes 
two shock sensing modes: enabled and disabled. The shock 
sensor can be enabled or disabled in response to a command 
from a configuration tool or an appropriate user application. 
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0316 Exemplary RSN: Magnetic Reed Switch 
0317. The RSN includes a magnetic reed switch. The 
reed Switch, together with associated circuitry, acts as a 
sensor that enables the RSN to detect and report whether a 
gate or door has been opened or closed, i.e. has changed 
from open to closed, or Vice-versa. The reed Switch sensing 
circuitry includes “de-bounce' circuitry to prevent false 
tripping due to Sudden transient shocks or motion. The reed 
Switch is located, internally, along one side of a case of the 
RSN and otherwise configured and arranged such that the 
RSN can be used directly to detect the opening or closing of 
inter alia, a door, lid, or gate. 
0318. With respect to this sensing functionality, the RSN 
includes two magnetic reed sensing modes: enabled and 
disabled. This sensing functionality can be enabled or dis 
abled in response to a command that is received. 
0319. The RSN is capable of both self-assuming a mag 
netic reed sensing mode, and of assuming a magnetic reed 
sensing mode in response to a command from a configura 
tion tool or an appropriate user application. 
0320 More specifically, the RSN is capable of self 
assuming a magnetic reed sensing mode based on any 
combination of programmable conditions, such as, for 
example, a time of day, a day of the week, whether the RSN 
is captured by a gateway controller, and an identifier 
included a beacon message, e.g. an identifier that a gateway 
controller is associated with a marine port, an airport, or a 
ship. These conditions are configurable and programmable 
via both a configuration tool and an appropriate user appli 
cation. 
0321) Additionally, sensor data from this magnetic reed 
sensing functionality can be used as a trigger to awaken the 
RSN from a dormant state into an enabled state. 
0322 Specifically, the RSN following manufacture is in 
a dormant state, in which all radios are powered off and the 
only current drawn is that Sufficient to respond to an enable 
signal. The enable signal is preferably a non-RF signal. Such 
as, for example, an electrical, mechanical, or magnetic 
signal. In a preferred implementation, a magnetic enable 
signal which is sensed by the magnetic reed sensing func 
tionality is used to awaken the RSN from the dormant state 
to a fully functional, enabled state. Thereafter, the RSN can 
be rendered back into the dormant state by an RF or 
electrical command, and can be repeatedly transitioned 
between its dormant state and its enabled state in this 
a. 

0323 Exemplary RSN: Power 
0324. The RSN includes an internal battery of sufficient 
capacity to operate the RSN at full capability for a period of 
at least 2 years, assuming at least 10,000 message events per 
year, per the environmental profile and space/weight con 
straints described herein. Each message event is assumed to 
include a wake-up/find-path transmission, a path-found 
receipt, a data transmission, and an acknowledgment data 
receipt. This requirement is exclusive of powering external 
sensors. The battery has a manufacturer code and date 
printed on its exterior. 
0325 Notably, the battery is preferably not user replace 
able, but is implemented to facilitate replacement at a 
factory or service-center, preferably without soldering. 
0326. The RSN is configured to monitor and report a 
battery level of the internal battery, both on-demand, i.e. 
upon a query from a configuration tool or an appropriate user 
application, and automatically per fixed threshold settings. 
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There are two thresholds that trigger Such automatic report 
ing. A low battery alert threshold corresponds to approxi 
mately thirty days of useful battery life, assuming average 
usage, and a critical low battery alert corresponds to 
approximately ten days of useful battery life, assuming 
average usage. When each threshold is reached, a message 
is sent to a user application providing an alert that a 
low-battery condition exists for that RSN. The reporting 
preferably merely indicates either a “Low Battery Alert” or 
a “Critical Low Battery Alert”. 
0327. Additionally, battery level reporting is capable of 
being used to transition, either automatically or by a user via 
a configuration tool or user application in response to a 
report, the RSN into a state where it no longer facilitates 
hopping for other RSNs, thus conserving its battery. 
0328. The RSN is preferably configured to suspend mes 
saging in the event of a mass event, such as, for example, an 
earthquake, high winds, a storm, etc., until the mass event is 
over so as to prevent excess battery drain and network 
congestion caused by events that affect large numbers of 
RSNs in a given area simultaneously. This functionality is 
preferably implemented via logic, i.e. programming, at the 
RSN. Alternatively, the RSN is configured to receive 
instructions from a gateway router or gateway controller 
indicating either the occurrence of Such a mass event or that 
the RSN should suspend messaging. 
0329 Exemplary RSN: Behavioral States 
0330. The RSN is capable of being assigned to user 
application-level behavioral states, such as, for example, via 
a gateway router or gateway controller message, or user 
input, and these states affect how the RSN behaves, e.g. with 
respect to subsequent inputs. For example, if the RSN is 
attached to a container that is not scheduled to move, then 
the RSN is sent a message that changes the RSN's behav 
ioral state such that it reports movement. 
0331. The RSN is also capable of self-assuming such 
states, based on known or sensed conditions, such as, for 
example, the commencement of motion or a lack of motion 
for a specified length of time, a time of day, a magnetic reed 
Switch state change, a sensed shock, a battery level, or a 
change in state from captured to free or Vice-versa. 
0332 Exemplary RSN: Integrated Seal Device 
0333. In a preferred implementation, the RSN is incor 
porated into an integrated wireless security-bolt-seal device, 
i.e. a seal, for container-monitoring applications. For 
example, a bolt-type seal lock module as disclosed in 
incorporated U.S. Patent Application Publication 2008 
0315596 may be used. FIG. 11 and FIG. 12 each illustrates 
an exemplary seal for use in the CSD context (discussed in 
great detail below). More specifically, the RSN does not 
include its own separate housing, but instead an integrated 
board of the RSN is mounted as a component within a 
housing of the seal. The board preferably includes a version 
indicator printed thereon. Notably, the RSN and the seal are 
configured such that, in implementations in which the RSN 
is integrated in the seal, the RSN still performs RF wise at 
least as well as in implementations in which the RSN 
includes its own housing, as described hereinbelow. 
0334. The seal housing, in addition to the RSN, further 
incorporates an electronic bolt receiver, a battery, and, in at 
least some embodiments, special antennas. Rather than 
being configured simply to satisfy the requirements of the 
RSN, the battery is configured to satisfy the requirements of 
the integrated seal device. The seal housing preferably 
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includes one or more external labels, one of which prefer 
ably includes the UID of the RSN and a barcode corre 
sponding to the UID. 
0335. As detailed more fully elsewhere herein, the RSN 

is configured to read and report states, conditions, and 
properties of electronic bolts, i.e. e-bolts, including, for 
example: the insertion of Such an e-bolt; an event leading to 
compromised functionality of Such an e-bolt, Such as, for 
example cutting; the removal of Such an e-bolt; or the serial 
number of such an e-bolt. The RSN is also configured to 
detect, record, and report the insertion and Subsequent 
removal of any metallic bolt or rod conforming to the 
dimensions of an ISO-17712-compliant bolt, i.e. a compliant 
bolt, or the insertion and Subsequent removal of any metallic 
bolt or rod conforming to the dimensions of an e-bolt. 
Preferably, the RSN will not respond to the insertion of any 
item that is not conductive or that does not conform to the 
dimensions of an ISO-17712 bolt. 
0336. In at least some implementations, the seal com 
prises separate bolt receiver and RSN units joined mechani 
cally by a hinge, and connected electrically by a wire 
running through the hinge. The RSN is configured to detect 
whether a bolt is in the bolt receiver, and monitor the 
integrity of a bolt, if the bolt has a circuit loop along its 
shank. 
0337. In use, a seal is preferably mounted on the exterior 
of a container, at the door. A bolt is run through a locking 
hasp and locking bar, and into the seal. The seal is held to 
the door by either temporary means, such as, for example, 
magnets, or permanent means, such as, for example, rivets 
O. SCCWS. 

0338. In at least some implementations, external sensors 
are mounted within the container or on its exterior. Data 
from these external sensors is treated the same as data from 
an RSN's internal sensors and as bolt-presence data. 
0339. Both internal sensors and external sensors of a seal 
or RSN can be configured to detect gas concentrations, 
radiation, humidity and moisture, atmospheric pressure, or 
the passing of sensor thresholds of any of these. 
(0340. The RSN preferably further includes up to 8 MB of 
user/asset-data in non-volatile memory located within the 
seal housing, although in alternative embodiments this 
amount may be exceeded. The RSN is configured to manage, 
write to, and read from this user/asset-data memory. Read 
write operations are preferably carried out via a wireless link 
with a gateway controller. 
0341 The seal is configured to be rendered into a sus 
pended state in which all radios and other subsystems of the 
seal are powered down to a level sufficient only to respond 
to an awakening signal. The insertion of any metallic rod or 
bolt that conforms to the dimensions of an ISO-17712 
compliant bolt functions as the awakening signal. It will be 
appreciated that the Suspended State of the seal is Substan 
tially similar to the dormant state described hereinabove. 
(0342. Exemplary RSN: Housing 
0343. In an alternative implementation, the RSN includes 

its own housing. The housing is in the shape of a chamfered, 
elongated, and compressed box which is slightly rounded at 
its ends, and is illustrated in FIG. 13 and FIG. 14. The 
housing is bilaterally symmetrical along all 3 axes. The 
housing does not exceed an envelope having dimensions of 
three and a half inches by two and a half inches by one and 
a half inches. The housing preferably comprises molded 
plastic. A bottom of the housing is preferably flat over at 
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least 75% of its surface, to facilitate attachment to flat 
Surfaces. The housing preferably includes a quality-foren 
sics code, e.g. a date code, molded into an interior Surface. 
The housing further preferably includes one or more exter 
nal labels, one of which preferably includes the UID of the 
RSN and a barcode corresponding to the UID. 
(0344) Exemplary RSN: Interfaces and Sleds 
0345 Whether housed in a seal housing, or in its own 
housing, the RSN preferably includes one or more physical/ 
electrical interfaces, and the respective housing is preferably 
configured to provide access to Such interfaces, although at 
least some implementations may not include interfaces or 
may not provide access to such interfaces. 
0346 Each interface includes some form of physical 
protection to prevent inadvertent metal-to-metal contact 
across connector pins when the interface is not engaged, i.e. 
in use. Each interface preferably also includes a means to 
minimize the probability of electrostatic discharge (ESD) 
damage, and to thwart reverse-polarity connections. The 
housing preferably includes covers and other interface 
access features configured for manipulation by qualified 
service technicians in a service-depot environment. Such 
covers and features are configured to minimize the prob 
ability of inadvertent opening, deliberate tampering, and 
incorrect re-installation. 
0347 The interfaces are configured for connection to 
"sleds', which are separate components configured for 
attachment to the RSN which expand the functionality of the 
RSN. Further, preferably, the interfaces provide connectivity 
to at least one TTL-level serial port. 
0348 Preferably, sleds are configured to mate smoothly, 
electrically and physically, with the bottom of the RSN, with 
no gaps between the mating Surfaces of the respective 
housings. 
0349 Upon connection to a sled, or other external device, 
the RSN preferably does not reset any data, configuration, or 
state, and does not make attempt to transmit or transfer data, 
unless configured or commanded to do so. A sled is prefer 
ably attached in Such a manner as to resist accidental 
detachment due to shock or vibration, and as to resist casual 
tampering, such as, for example, using Torx screws. 
0350. The RSN is configured to report to other network 
elements and to a configuration tool or appropriate user 
application information corresponding to a sled attached to 
it, e.g. a model number. The RSN is further configured to 
ascertain, and report, whether it has connectivity and com 
munications with a sled. 
0351. The RSN is also configured to be able to “turn off 
a sled upon command from a user application. Preferably, 
this is accomplished via battery interrupt, unless otherwise 
defined for specific sled types, e.g., a sled is configured to be 
rendered into a dormant state. 
0352 Exemplary sleds include: a GPS sled; an external 
battery sled, which preferably includes circuitry configured 
to avoid conflicts with the internal battery; and external 
low-power sensor sleds. These low-power sensors are con 
figured to be attached to, and read by, the RSN without the 
need for an additional battery, and preferably do not cause 
more than a 10% impairment in the battery life of the RSN. 
0353 Exemplary RSN: Timing and Events 
0354. The RSN includes a clock. The clock is configured 
to be synchronized with GPS time via a gateway router or 
gateway controller, but the RSN may keep, i.e. measure, 
time by any method. Time is reported or recorded for use by 
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applications utilizing 24-hour GMT, plus a local-time offset 
indicator. All records requiring a time stamp are stamped per 
this time. 
0355 The RSN is configured to reset, or synchronize, its 
time while connected to a gateway router or gateway con 
troller. This synchronization is configured to function prop 
erly even when the RSN is connected to the gateway router 
or gateway controller via a plurality of other RSNs. Even 
when so connected, the RSN's time is synchronized to 
within plus or minus five seconds of the gateway router's or 
gateway controller's time, including the time required for 
network transit. When such synchronization is not possible, 
the RSN's time drifts at most plus or five minutes per month. 
0356. The RSN is configured to store event data of 
defined events and activities in its memory. Defined events 
include, for example: the commencement of motion per a set 
threshold; a shock that exceeds a set threshold; a low battery 
warning; a critical low battery warning; sled sensor events; 
the insertion of a bolt; the cutting of a bolt; the removal of 
a bolt; the serial reporting of a serial number of a bolt; and 
a magnetic Switch state change. 
0357 Event data includes an event-type identifier and a 
date/time stamp. The RSN is capable of transmitting raw 
event data to gateway routers and gateway controllers. The 
RSN preferably includes sufficient memory capacity to store 
at least thirty event records. When storage capacity of the 
RSN is exceeded, older events are overwritten by newer 
events in a first-in-first-out manner. The RSN is configured 
to erase all event records upon the command of an appro 
priate user application, after proper authentication. 
0358. The RSN is capable of timing the duration of 
activities, and of timing intervals between events, based on 
the needs of an application, e.g. a user application. 
0359. The RSN is configured to allow it to count events, 
and to use Such counting to determine what state or condi 
tion the RSN is to assume. For example, the RSN can be 
configured such that it must “hear three consecutive gate 
way router orgateway controller beacons before responding, 
in order to minimize abrupt connections and disconnections 
if the RSN is moving rapidly through an area. 
0360. Further, the RSN is configured to respond to que 
ries for the current status of its sensors and the settings of all 
configurable items from a configuration tool or appropriate 
user application. The RSN is configured to supply data to 
gateway routers and gateway controllers as required to 
Support network diagnostics. This data includes, for 
example, data related to or data that can be used to deter 
mine—latency, the percentage of instances that the RSNs are 
awakening due to in-band noise, the percentage of instances 
that RSNs are awakening due to wrong-class requests, the 
percentage of instances of initial message failures, the 
average number of message retries, and the average number 
of hops. 
0361 Elements of the Solution: Gateways 
0362 Gateways (“GW) provide management of local 
network islands and local-WAN communications connec 
tivity. GWS generally representing all gateway-associated 
devices, including gateway routers, gateway controllers, and 
gateway servers. Gateways generally establish whether and 
where a location is monitored. GWs are used to control and 
communicate with the Seals. The GWs also manage the 
network of Seals and act as a gateway from Seal networks 
to other networks and resources, as well as communicate 
with other GWs. It is the communications to/through other 
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networks that enables the System to send information back 
to logistics providers regarding the state of Seals and con 
tainers. At a given site, GWS are arranged to communicate 
with each other (i.e., they are networked) so as to maximize 
coverage of the site, using the fewest GWs. Fixed GW's may 
be networked together via Wi-Fi or broadband wireline 
Ethernet or DSL links, which are commonly available at 
fixed sites. 
0363 Exemplary Gateway Controllers 
0364 With particular regard to GCs, a gateway controller 
can be implemented as a logical gateway controller, com 
prising a gateway server connected to a gateway router, or 
as an integrated gateway controller, comprising a gateway 
server physically integrated with a gateway router. 
0365 More specifically, in some preferred implementa 
tions, a logical gateway controller comprises a gateway 
router, as well as a gateway server that is hosted on, or 
comprises, a separate, e.g. remote, computer, and that is 
connected to the gateway router via a high-capacity, high 
reliability data link. 
0366. In other preferred implementations, an integrated 
gateway controller comprises a gateway, i.e. a gateway 
router, and a gateway server housed in a gateway server 
module. This gateway server module is either contained 
within a housing of the gateway controller, or else is 
contained within a separate housing in intimate and semi 
permanent attachment to the gateway controller housing. 
Power for the gateway server module is sourced through the 
gateway controller, but the module preferably includes all 
other hardware required to render the functionality described 
herein, although in at least Some alternative implementations 
Some or all hardware may be integrated with gateway server 
hardware. 
0367 Preferably, in both types of implementations, the 
gateway router generally provides for communications with 
RSNs, while the gateway server generally provides local 
network control and management, event data storage, and 
management of communications with external networks. 
Preferred elements and functionality of gateway controllers 
will now be described via description of one or more 
exemplary gateway controllers. Where possible, functional 
ity and elements will be described in a manner generic to 
both integrated gateway controller implementations and 
logical gateway controller implementations. It will be appre 
ciated that, to the extent practicable, and generally unless 
otherwise noted, the elements and functionality described 
are contemplated for use in both types of implementations. 
It will further be appreciated that although described as 
including various elements and functionality, in alternative 
embodiments and implementations, a gateway controller 
might reasonably be practiced in the absence of one or more 
of these elements, or in the absence of some or all of this 
functionality. 
0368 Exemplary GCs: General Overview 
0369 A gateway controller includes one or more onboard 
controllers, i.e. processors, that manage the radios, messag 
ing, memory, state-changes, power consumption, IO func 
tionality, and applications of the gateway controller, and that 
control all other gateway controller functions as described 
elsewhere herein. Preferably, both the gateway router and 
the gateway server of the gateway controller include Such a 
processor. The processor is selected and configured Such that 
its power and speed are sufficient to Support all on-board 
applications at their normal performance levels. 
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0370. The gateway controller further includes non-vola 
tile memory, i.e. computer-readable storage, such as, for 
example, a hard drive, sufficient to store a plurality of event 
data records (“EDRs), and other network management/ 
control records, and to support network server functions, as 
described herein. The memory is partitionable as needed to 
provide the functionality described herein. This memory is 
preferably a part of gateway server hardware. Additionally, 
the gateway controller is preferably implemented using 
Linux, e.g. the gateway server and gateway router of the 
gateway controller are both implemented using Linux. 
0371. Furthermore. Each EDR preferably includes a 
time/date-stamp regarding the occurrence of Some event 
related to the system and its operation, or of the of absence/ 
failure of an expected event. EDRS record the nature of the 
event (e.g., bolt inserted or initial presence detected), what 
element of the system was affected (e.g., the bolt), and when 
the event occurred (time & date). Each EDR is associated 
with a container and shipment number. EDRS may be 
temporarily stored on gateways as generated until uploaded 
as a batch file to a central data archive server. 

0372. The gateway controller includes whatever BIOS, 
operating system, protocol converters, generic APIs, or other 
software or firmware are required to establish basic func 
tionality, enable further programming, and Support function 
ality described herein. 
0373 The gateway controller is configured to readily 
accept loading and use of APIs for user interfaces or 
applications. For example, it is anticipated that multiple 
logical connections might be required for event data records, 
a bi-directional API, and an interface for RSN routing and 
authentication. Further, different message types will some 
times require different routing and handling. Message types 
include, for example, event data record messages and API 
messages. 

0374 Multiple logical connections are also contemplated 
for use for a Simple Network Management Protocol 
(SNMP) manager for RSNs, and an SNMP agent for internal 
gateway controller function monitoring and control. 
0375. The gateway controller is configured such that the 
version of any and all software, firmware, and hardware of 
the gateway controller is readable via a configuration tool, 
the message management and routing (MMR) system (as 
described elsewhere herein), and appropriate user applica 
tions. 

0376. The gateway controller is configured such that its 
onboard Software and firmware can be updated or upgraded 
through any available communications link Supported by the 
gateway controller. In at least some implementations, the 
gateway controller can be upgraded or updated by physical 
connection to a suitable configuration device. Notably, no 
queued messages are lost due to Such an update or upgrade, 
and no user-desirable stored data is erased or disrupted. 
0377 The timing of updates and upgrades is preferably 
selected or controlled by the owner of the gateway control 
ler, so as to afford the owner the opportunity to minimize 
disruption of the owners intra-network and inter-network 
message traffic. Notably, however, neither updating nor 
upgrading takes the gateway controller out of service, except 
in that a reboot might be required to implement some 
changes. In at least some implementations, updates or 
upgrades can effect changes to one or more profiles of the 
gateway controller. 
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0378. The gateway controller includes a unique ID (UID) 
encoded into firmware at the manufacturer. UIDS are unique, 
i.e. are not duplicated, in that no two RSNs have the same 
UID. The numbering system used for the UID accommo 
dates at least ten billion (i.e. 109, or 10,000,000,000) 
unique IDs. 
0379 The gateway controller includes space in non 
Volatile memory for storing a unique Area ID, as described 
hereinabove. This Area ID is loaded using a configuration 
tool. 

0380. The gateway controller includes data fields for 
common user attributes that have a fixed configuration, but 
which are field-populated using a configuration tool or an 
appropriate user application. The common user attribute 
fields preferably include: an area name field, which prefer 
ably includes one line of fifteen characters; an owner/ 
company name field, which preferably includes one line of 
fifteen characters; a location field, which preferably includes 
three lines of fifteen characters each; an assigned-to field, 
which preferably includes an indication of an asset or 
function the gateway controller is associated with and pref 
erably includes two lines of fifteen characters each; and 
another data field, which preferably includes four lines of 
fifteen characters each. Common user attributes are readable 
over the network, e.g. in response to a configuration tool 
inquiry, or via an appropriate user application with appro 
priate authentication. 
0381. The gateway controller includes power-on self-test 
(POST) functionality, which includes a programmed script 
that runs when first turned on for purposes of checking basic, 
minimally-required operating behavior. Errors and/or excep 
tions are reported if detected. The gateway controller is also 
equipped with diagnostics, initiated by command via a user 
interface, e.g. a user application or configuration tool, 
capable of testing or detecting: operating system anomalies; 
TX & RX operation of all transceivers; LAN connectivity; 
and WAN connectivity. The gateway controller maintains 
and stores statistics and peg counters that can be read and 
reset remotely to aide in performance monitoring, including, 
but not limited to: POST anomalies; latency; a percentage of 
instances that RSNs are awakening due to in-band noise; a 
percentage of instances that RSNs are awakening due to 
wrong-class requests; a percentage of initial message fail 
ures; an average number of message retries; and an average 
number of hops. 
0382. The gateway controller is configured to be capable 
of rebooting its gateway server upon command, either 
wirelessly or via a wired line. This command is issue-able 
only by the affected network owner or administrator. The 
gateway controller preferably also includes a fail-safe means 
of rebooting the gateway server that can be effected in the 
absence of wireless or wireline connectivity, Such as, for 
example, a power interrupt. Preferably, however, no means 
or method of server rebooting corrupts settings, configura 
tions, or stored data. 
0383. The gateway controller includes an audio codec 
and low-level analog circuitry capable of playing prere 
corded, messages stored digitally onboard. The messages are 
downloadable via a configuration tool. The messages are 
played back via an external audio speaker connected through 
a port on the gateway controller housing. Messages are 
played upon command of a user application. Preferably, 
messages are at most ten seconds long, and comprise low 
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fidelity, e.g. AM-radio, speech. Preferably, fewer than ten 
messages are stored at any one time. 
0384 Exemplary GCs: Gateway Controller Communica 
tions 
0385. The gateway controller includes a reduced com 
plexity radio (RCR), i.e. a wake-up transceiver, together 
with one or more appropriate internal antennas. Preferably, 
this RCR is part of gateway router hardware of the gateway 
controller. The RCR is normally in a dormant state in which 
it is ready to receive an incoming transmission, but is not 
ready to transmit. When in the dormant state, the RCR 
awaits an event input or an appropriate wake-up message. 
The RCR generally functions in accordance with RCR 
technology as described both hereinabove, and in several of 
the references incorporated herein. 
0386 The gateway controller is further configured in 
accordance with class-based networking as described in 
many of the incorporated references, as well as elsewhere 
herein, Such that an appropriate wake-up message is pref 
erably an in-band wake-up message associated with a Class 
that the gateway controller belongs to. The RCR is config 
ured to communicate using messages having a total message 
length sufficient to provide Class functionality, reliability, a 
payload, authentication, routing functionality, error correc 
tion, and other data or instructions as needed to ensure that 
the gateway controller communicates with only in-Class 
networks and in a manner appropriate to those networks and 
attendant applications, which may be user applications or 
otherwise. 
0387. The gateway controller is configurable to operate in 
one of three operational modes. In a private mode, the 
gateway controller is configured to respond to a fixed set of 
classes, which fixed set can be modified and updated. In a 
public mode, the gateway controller is configured to respond 
to any class. Lastly, in a shared mode, the gateway controller 
is configured to respond to a fixed number of classes, 
selected by the owner of the gateway controller. Preferably, 
in this shared mode, whether the gateway controller 
responds is based at least in part upon the identity of the user 
or owner of the asset sending a message, as described in a 
user-ID portion of the message header. Preferably, this 
identity is verified by a DNS query. 
0388. The gateway controller includes a Bluetooth radio, 

i.e. a complex transceiver, configured in accordance with 
IEEE 802.15, together with one or more appropriate internal 
antennas. Preferably, this Bluetooth radio is part of gateway 
router hardware of the gateway controller. The Bluetooth 
radio is normally in an off state until turned on by a 
command from the onboard controller, e.g. a command 
triggered by the need to communicate with an RSN. 
0389. Preferably, both the RCR and Bluetooth radio, 
using their internal antennas, have a range, for communica 
tions with the RCR or Bluetooth radio of another RSN, or of 
a gateway router or gateway controller, of at least three 
hundred feet in the most challenging RF environment con 
templated for the target applications. Similarly, both the 
RCR and Bluetooth radio preferably enjoy an open-space, 
line-of-sight range of at least eight hundred feet, and more 
preferably enjoy an open-space, line-of-sight range of at 
least 300 meters. 
0390 The RSN is configured to receive commands from 
a gateway router or gateway controller that sets frequencies 
on which the radios, i.e. the RCR and Bluetooth radio, 
operate. It will be appreciated that a gateway router or 
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gateway controller can thus be configured to command the 
RSN to utilize particular frequencies based on regulatory 
requirements of the country in which the gateway router or 
gateway controller is located. 
0391 The gateway controller includes at least one Wi-Fi 
transceiver configured in accordance with IEEE 802.11, 
together with one or more appropriate antennas, for back 
haul communication and for communications with user 
interface devices and other gateway controllers. Preferably, 
this Wi-Fi transceiver is part of gateway router hardware of 
the gateway controller. Wi-Fi is available for electronic 
communications with local user devices, such as, for 
example, a laptop or PDA running a user application. 
0392 Preferably, in an office or an urban environment, 
Wi-Fi range is at least 300 feet, while in open areas, Wi-Fi 
range is preferably at least 800 feet, line-of-sight, and more 
preferably at least 300 meters, line-of-sight. The number of 
transceivers and operating bands is preferably engineered to 
minimize the likelihood of in-band interference disrupting 
network performance. 
0393. In at least some implementations, Wi-Fi is avail 
able for electronic communications between the gateway 
controller and a separate gateway router. 
0394 The gateway controller is configured for 10/100 
Ethernet connectivity. Ethernet connectivity is provided 
through a connector on the gateway controller housing. The 
connector preferably conforms to a commonly available, 
industry-standard design, Suitable for Ethernet connectivity 
and environment requirements. The connector interface 
includes an automatic cable polarity detection Switch, Such 
that either straight or crossed cables may be used for 
interconnection. In at least some implementations, both 
gateway router hardware and gateway server hardware 
includes Ethernet connectivity. 
0395. The gateway controller is preferably capable of 
being quickly modified to allow for the use of GSM/3G/4G 
(or later version) or CDMA bi-directional data communica 
tions. This may be accomplished, for example, via insertion 
of a card by a technician, and the use of a configuration tool. 
The gateway controller contains internal, customer configu 
rable logic that allows the gateway controller to establish 
connections based upon: an elapsed time since a previously 
established Successful connection; a set periodic interval; the 
occurrence of some number of buffered messages. 
0396 The gateway controller is preferably capable of 
being quickly modified to support a 9.6 KB/sec. bi-direc 
tional serial link, which can be used to interface with 
external satellite or Land-Mobil Radio (LMR) devices. This 
may be accomplished, for example, via insertion of a card by 
a technician, and the use of a configuration tool. This 
functionality is capable of being implemented with hardware 
flow-control. 

0397 Gateway router hardware of the gateway controller 
is capable of providing point-to-point, bi-directional gate 
way functionality within a local network island via WiFi, 
LMR, fixed terrestrial RF link, or satellite, if equipped with 
one or more appropriate cards or modules as described. 
Preferably, these links will appear to be nailed-up, i.e. 
non-dialup, connections, that exhibit latency consistent with 
other timeout and re-try time intervals established for the 
overall system. Gateway router hardware is configured to 
store in non-volatile memory the addresses of wireless link 
LAN and WAN connections. 
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0398. The radios of the gateway controller preferably 
transmit at a power and frequency acceptable in all juris 
dictions in which the gateway controller is intended to be 
operated. If the radios are not inherently compliant for all 
jurisdictions, the gateway controller preferably includes one 
or more tables or rules to govern gateway controller and 
RSN operating frequencies and transmit power levels for 
non-US jurisdictions. The selection of power levels and 
frequencies is preferably governed by a fixed selection made 
using a configuration tool, or based on current GPS coor 
dinates. 

0399. Each internal radio preferably exhibits a generally 
omni-directional radiation pattern. Radiation patterns are 
preferably optimized in anticipation that the gateway con 
troller is likely to be in close proximity, e.g. less than one 
half of an inch, with a conductive surface. Preferably, the 
gateway controller is mounted Such that a narrow side of the 
gateway controller with connectors is facing downwards. 
0400. The gateway controller is configured to communi 
cate with user-input devices, e.g. a laptop or PDA, and is 
preferably configured to recognize and authenticate Such 
user-input devices. For example, this functionality might be 
achieved utilizing a stored list of unique identifiers of 
specific trusted user devices or accepted passwords and 
encryption keys, where any user device that does not have 
a matching identifier or accepted password or key shall not 
be permitted to communicate with the gateway controller, 
and the identifiers, passwords, and keys are configurable 
using a configuration tool, but not user applications. Such 
functionality may be implemented in a similar manner as 
commercial Wi-Fi routers. Such functionality preferably 
applies to both wireless and wired communications, but may 
differ for each. 

04.01. As noted hereinabove, radio networks are config 
ured to allow for “hopping between RSNs and other 
network devices. The gateway controller includes hopping 
algorithms and rules such that up to 16 hops can be man 
aged, using appropriate Classes, with appropriate priority. 
0402. The gateway controller further includes message 
handling algorithms and rules configured Such that messages 
to or from RSNs or other gateway controllers are queued, 
messages are handled with appropriate priority, and no 
critical messages are inadvertently lost. 
0403. This functionality is applicable both among RSNs 
and gateway controllers of a local network island, and 
between a local network island and other networks, e.g. to 
or from a WAN. 

04.04 The gateway controller is configured to support the 
management of RSN behavior-states as required to meet the 
needs of a network and user applications. 
04.05 The gateway controller is programmed with oper 
ating parameters and instructions that are designed to: 
minimize instances of the local network and its RSNs 
responding to mass events, e.g. earthquakes, thunder, pass 
ing rail traffic, high winds, etc., avoid network paralysis; and 
prevent RSNs from wasting battery life with useless mes 
SageS. 

0406. The gateway controller is further configured to 
collect and store event data records automatically, and to 
upload such EDRs via a WAN connection to appropriate 
servers and applications. Such uploading preferably occurs 
upon receipt of an EDR from another device or process 
when WAN connectivity is available, when a user-set time 
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has a expired, when a user-set number of EDRs have been 
buffered, or upon command from a user application. 
(0407. If WAN connectivity is not available, then EDRs 
are buffered until connectivity is re-established. If buffer 
capacity is exceeded, then buffered EDRs are discarded in a 
first-in-first-out manner. EDRS preferably include an EDR 
type, and in such event, EDRs are discarded in a first-in 
first-out manner by EDR type. 
0408. The buffer is configured such that it has sufficient 
capacity to store, at least 2400 EDRs. The buffer medium is 
non-volatile. The gateway controller otherwise is capable of 
storing EDRs indefinitely until uploaded. Once uploaded, 
buffered EDRs may be cleared. 
04.09. Notably, EDRs are handled by the gateway con 
troller so as to not interfere with other messaging, e.g. 
control and status messaging. EDR functionality is config 
ured to minimize the effect of EDRs on gateway controller 
and network loading. If EDR types are utilized, EDRs 
preferably are handled with priority based upon EDR type. 
0410 Exemplary GCs: Motion/Vibration Sensor 
0411. The gateway controller includes a motion/vibration 
sensor, i.e. sensing capability, that can sense, differentiate, 
and report the commencement of motion (motion) or the 
absence of motion (no/motion). Preferably, motion is char 
acterized as the commencement of vibration or acceleration 
that is associated with movement or with physical distur 
bance. 
0412. The sensitivity of the motion/vibration sensor is 
configurable and selectable using either an appropriate con 
figuration tool or an appropriate user application. The 
motion/vibration sensor includes five sensitivity levels rang 
ing from 1, which is the lowest sensitivity level, to 5, which 
is the highest sensitivity level. A user can select one of the 
five sensitivity levels, and additionally can set each of the 
five sensitivity levels, using an appropriate configuration 
tool or an appropriate user application. 
0413 Factory default values are provided for each sen 
sitivity level. The factory default lowest sensitivity level is 
calibrated to detect the motion of a gateway controller 
mounted to a passenger automobile driving on a paved 
asphalt surface at 20 MPH, while the factory default highest 
sensitivity level is calibrated to detect tool-assisted tamper 
ing attempts. The remaining factory default sensitivity levels 
are set linearly between the factory default lowest and 
highest sensitivity levels. Preferably, levels are calibrated 
Such that motion of the gateway controller during the 
associated activity has a high probability, e.g. ninety percent 
of being detected, but the probability of a false positive 
owing to nearby activities which are not desired to be sensed 
is less than ten percent. Notably, it is contemplated that 
factory default calibration levels might be changed in 
response to characterization of sensor behavior. A factory 
default selection is made as to which sensitivity level is 
initially in effect. 
0414 With respect to this motion/vibration sensor, the 
gateway controller includes three motion sensing modes: a 
“disabled' motion sensor mode in which the motion/vibra 
tion sensor is non-functioning, an “enabled-motion' motion 
sensor mode in which the gateway controller senses and 
reports the commencement of motion, and an “enabled-nof 
motion' motion sensing mode in which the gateway con 
troller senses and reports that motion has failed to occur 
during some period of defined length. The length of the 
no/motion period is selectable using a configuration tool or 
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an appropriate user application. Preferably, the period is 
selectable in: one minute intervals for lengths between one 
minute and ten minutes; five minute intervals for lengths 
between ten minutes and thirty minutes; and ten minute 
intervals for lengths between thirty and sixty minutes. 
0415. In some implementations, the same sensitivity set 
tings are utilized regardless of what mode the gateway 
controller is in, while in other implementations the gateway 
controller utilizes different sensitivity settings in its 
“enabled-motion' motion sensor mode as compared to its 
“enabled-no?motion' motion sensor mode. 
0416) The gateway controller is capable of both self 
assuming a motion sensing mode, and of assuming a motion 
sensing mode in response to a command from a configura 
tion tool or an appropriate user application. 
0417. More specifically, the gateway controller is capable 
of self-assuming a motion-sensing mode based on any 
combination of programmable conditions, such as, for 
example, a time of day or a day of the week. These 
conditions are configurable and programmable via both a 
configuration tool and an appropriate user application. 
0418 Exemplary GCs: Temperature Sensor 
0419. The gateway controller includes an internal tem 
perature sensor, as well as logic that can sense, differentiate, 
and report temperatures that exceed limits that could be 
dangerous to the gateway controller. The gateway controller 
is preferably initially programmed with a factory-default 
range of -20° C. to +55° C. The gateway controller is 
configured such that if temperatures measured by the tem 
perature sensor are outside of this range for more than ten 
consecutive seconds, a message is sent to the MMR, and 
appropriate user applications, that a dangerous temperature 
condition exists. Such a warning is resent every 10 minutes 
until the condition is rectified. 

0420 Exemplary GCs: GPS and Clock 
0421. The gateway controller includes a GPS receiver. 
The gateway controller is configured to report its GPS 
coordinates, i.e. GPS data, to remote applications via an 
onboard or external WAN connection. 
0422 The GPS data is capable of being sent upon request 
from the MMR, another gateway controller, or by command 
that originates from either a remote or a local user applica 
tion, e.g. in response to a user pressing a send-this-location 
button on a keypad in the operator's cabin of a port's rubber 
tired gantry (RTG). 
0423 GPS data is included in all inbound EDR messages. 
The data corresponds to the GPS-enabled device that is 
physically closest to the asset that originates the EDR, 
within the constraints of network connections. 

0424 Preferably, the GPS receiver outputs almanac, 
ephemeris, and timing information potentially for use by 
RSN GPS sleds, for network-aided GPS operation. 
0425 The gateway controller includes a clock, which is 
synchronized with GPS time. Time is reported or recorded 
for use by applications utilizing 24-hour GMT, plus a date 
indication. All records requiring a time stamp is stamped per 
this time and date. 
0426. The gateway controller synchronizes to GPS time, 
assuming it has satellite visibility, each time GPS coordi 
nates are reported to any application, and at least once every 
24 hours. The gateway controller may keep or measure time 
by any method, but preferably the clock is accurate to within 
plus or minus five seconds per day. 
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0427 Clock operation and reporting is settable to a local 
time Zone via the MMR, a configuration tool, or appropriate 
user applications; automatically adjusts for daylight savings 
time; is aware of the day of the week; automatically adjusts 
for leap years. The gateway controller clock is used to 
update RSN clocks, as described hereinabove. 
0428 Exemplary GCs: Power 
0429. The gateway controller does not include a power 
Switch, but instead is configured to power on when power is 
applied via a power connector, i.e. a single plug-in connector 
on the housing. The gateway controller is operable from 
common vehicle power, i.e. nominal 12 VDC negative 
ground. The gateway controller preferably includes internal 
power-conditioning capability Such that common vehicular 
power may be used without resorting to external devices. 
However, the gateway controller is configured for mounting 
of a power conditioner directly below and behind the 
gateway controller in contact therewith. The power condi 
tioner accepts nominal 12/24VDT input and provides con 
ditioned 12 VDC out for the gateway controller. The power 
conditioner provides a delayed-turn-off relay to permit 
proper shutdown of the gateway controller, and further 
provides transient protection. 
0430. When power is applied, the gateway controller 
automatically boots, performs POST, runs other self-diag 
nostics as required to assure proper functioning of all 
onboard Sub-systems, and performs all other required and 
as-configured tasks to render it ready to perform its assigned 
network functions. 
0431. The gateway controller is capable of being func 
tionally shut down, i.e. transitioned to a soft off, by com 
mand from a user application, via the MMR, or from a 
configuration tool. Removal of external power shall also 
cause the gateway controller to be powered off, but the 
gateway controller is configured to minimize problems 
should this occur. 
0432 More specifically, the gateway controller includes 
an internal means to protect the gateway controller from 
damage and to protect data from corruption in the event of 
an unexpected and Sudden loss of external power. If 
engaged, this means immediately begins to render the gate 
way controller into an off state, but in a manner that avoids 
damage and corruption. This means preferably minimizes 
on-off cycling should external power be restored intermit 
tently. 
0433. Notably, this means is not intended to provide 
Sustained power nor Sustained operation of the gateway 
controller. 
0434. The gateway controller includes fusing and other 
protection circuitry configured to protect the gateway con 
troller from reverse polarity, over-Voltage, spikes, etc., on all 
external connections. 
0435 Such fuses are preferably slow-blow fuses of 
appropriate capacity, mounted internally, and intended 
exclusively for depot replacement. 
0436 Alternatively or additionally, if the gateway con 
troller is installed in a fixed installation, the gateway con 
troller preferably includes an uninterruptible power supply 
and lightning protection on power and data lines. 
0437. The gateway controller is configured for attach 
ment to an optional 12V AGM, 33AH rechargeable battery. 
The battery is powered from 90-130 VAC, 50/60 Hz fused: 
has 3 outputs at nominal 12 VDC, each fused at 6.3 A; fits 
within the dimensions of thirteen inches by eighteen inches 
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by seven inches; weighs no more than 60 lb., has an 
operating temp. range of -20° C. to +55° C.; and has a 
storage temp. range of -40°C. to +85°C. Preferably, power 
sensing allows for automatic Switching to engage when line 
power to the gateway controller is list. 
0438. The gateway controller is configured for use with 
an outdoor power Supply. The outdoor power Supply accepts 
110/208/220 VAC, 50-60 Hz, and provides 12 VDC out for 
the gateway controller. The input voltage is selectable via a 
mechanical Switch. The outdoor power Supply has fused 
input. The outdoor power Supply is disposed in an enclosure 
that is suitable for protecting the device from outdoor 
environments, that has connection features Suitable for hard 
wiring into a site electrical system and for hard-wiring to a 
cable that plugs into the gateway controller, and that has 
features to facilitate mounting to a flat surface, e.g. mounting 
tabs. 
0439. The gateway controller is also configured for use 
with a basic power supply for 110 VAC, 50-60 Hz. The 
charger configuration may be a cube-on-the-wall plug and a 
cord, with a matching connector for the GC, or may be a 
table-sitting or floor-sitting “brick' with in and out cords. 
Preferably, the basic power supply has a cord length of at 
least six feet, and fused inputs. 
0440 Exemplary GCs: Housing 
0441 The gateway controller preferably includes hous 
ing which is part metallic, for RF shielding and heat dissi 
pation, and part plastic, for RF transparency. FIG. 15 illus 
trates an exemplary housing of the gateway controller. The 
housing preferably does not exceed an envelope having 
dimensions often inches by seven and a half inches by four 
and a halfinches. The housing includes integral features for 
mounting to a flat Surface, e.g. mounting feet or tabs. The 
housing is preferably contoured for strength, and preferably 
has rounded corners so as to reduce stress loads and shed 
precipitation. The housing is preferably an industrial gray or 
other neutral color, consistent with thermal dissipation and 
Sun loading. The housing is preferably resistant to UV and 
corrosive atmospheres, including air pollution. 
0442. The housing is configured to accommodate the 
addition or integration of additional hardware, e.g. WAN 
communications devices, or the Substitution of housing 
components to accommodate configurations including a 
gateway server module. The entire gateway controller, 
including any additional components or Substitute housing 
components, preferably conforms to the dimensions noted 
hereinabove. 
0443) The housing is configured and held together in such 
a way that casual tampering is difficult, yet field-service 
technicians can open the case with tools that they commonly 
have. For example, Torx screws may be utilized. 
0444 The housing preferably includes one or more labels 
affixed to the outside thereof, one of which preferably 
includes the UID of the gateway controller and a barcode 
corresponding to the UID. 
0445. The gateway controller includes power and net 
work connections accessible on the outside of the housing 
for Ethernet, power (plug-in), audio out (line level), and a 
serial port (RJ). 
0446. The connection ports each have a locking mecha 
nism to inhibit accidental or casual disconnect and do not 
degrade housing integrity with respect to dust or water. 
0447 The gateway controller includes indicator lights 
visible on the outside of the housing to indicate whether 
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power is on or off, LAN connectivity, and WAN connectiv 
ity. The lights are configured to maintain housing integrity. 
The lights are designed to minimize crowding on the hous 
ing, yet preferably have a diameter of at least one and a half 
millimeters. The RSN is preferably configured such that 
various combinations of lights illuminate and flash in a 
meaningful manner during diagnostics. 
0448. The gateway controller is configured to be reset to 

its factory defaults via a non-wireless means that is acces 
sible through the housing. 
0449 The gateway controller preferably weighs less than 
four and a half pounds even with a full suite of WAN radios 
and a gateway server module. 
0450 Elements of the Solution: PADDs 
0451. As described below in greater detail, handheld 
devices are preferably utilized for the secure sealing and 
unsealing of containers. More specifically, these handheld 
devices are used to effect association, closure, and initiate 
authorized opening of seals on containers. These handheld 
devices are preferably configured for communication with a 
customer/user application, i.e., a seal management applica 
tion (SMA), as well as databases, to effect on-site, e.g., on 
a dock, arming and disarming of seals. These handheld 
devices include a processor, computer readable memory for 
storing computer executable instructions as well as data, and 
an RF component for wireless radio communications, such 
as, for example, Wi-Fi communications, and are capable of 
executing application Software, such as, for example, an 
arming/disarming application to allow a user of the handheld 
device to arm and disarm seals. These devices are thus 
characterized as Portable Arm/Disarm Devices (PADDs), 
and such software is characterized as PADD software. 
0452 A PADD in accordance with one or more preferred 
embodiments may comprise either an integrated hardware 
and software solution, i.e., a dedicated communications 
device with PADD software loaded thereon, or may simply 
comprise a software solution, i.e., user-loadable Software for 
installation onto a user-owned PDA. In implementations 
utilizing a dedicated communications device, the device is 
preferably preloaded with a basic load of software and 
firmware minimally required for basic functioning, running 
the PADD application, and post-factory configuration. 
0453 As used herein, unless otherwise noted, the term 
“PADD’ is intended to refer both to the PADD software; to 
any communications device having—or configured to 
have PADD software loaded thereon for use in the Solu 
tion, including a user-owned PDA, and any combination 
thereof. Further, the terms PADD hardware and PADD 
device are intended to refer to both a dedicated communi 
cations device, and a user-owned PDA, unless otherwise 
noted. 
0454. PADDs preferably include barcode-reading capa 
bility for reading a unique ID of a seal from a barcode 
located on seal. PADDS may comprise either general per 
Sonal digital assistants (PDAs), or other commercially avail 
able communications devices, that have PADD application 
Software loaded thereon, or alternatively may comprise 
dedicated devices designed and configured specifically for 
use with PADD software. Either way, the wireless device is 
preferably configured to receive software updates and down 
loads wirelessly from a gateway, and to transfer files and 
uploads wirelessly to a gateway. 
0455 The PADD application software and graphical user 
interfaces thereof renders a limited and generic suite of 
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network and resource reporting/command/communications 
functions described in more detail hereinbelow for manag 
ing seals and tracking their status. Briefly, this includes 
arming and disarming of seals. As a security feature, how 
ever, PADDs do not communicate directly with seals. 
Rather, communication occurs indirectly via data and com 
mands that are routed through a gateway, to an appropriate 
SMA instance, and then back through the same gateway, to 
the seal in question. 
0456. Notably, the PADD software is preferably suitable 
for loading and operating on fixed servers for remote user 
access and Suitable for loading and operating from common 
user computers. Further, it is preferably accessible via the 
MMR, compatible with APIs that permit exchange/compari 
son with common logistics management applications, and 
preferably includes a seal configurator. 
0457. In this regard, a configurator is a software tool, e.g. 

is loaded on a computer, that is used to set parameters for 
system operation. For example, a configurator would be 
used set the times during which container movement or seal 
removal raises an alarm. The seal management application 
noted above can be characterized as a configurator, as it 
allows a user to, inter alia, configure the association of 
network location types with seal profiles, as described in 
more detail hereinbelow. The SMA further enables visibility 
of seal activity and status, displays related notifications, 
records seal association data, and sends seal association 
confirmations to PADDs. 

0458 While PADDS are used to arm and disarm Seals, 
servers host logistics-management Software applications and 
other applications—such as database applications—in 
accordance with the Solution using data received from 
PADDS and Seals. The customer application software is 
generally referred to herein as SMA and serves to provide 
clarity of and security for shipping containers as they travel 
from origin to destination. Access to SMA may be provided 
via local network or Internet. Servers also host system and 
network-management applications. Such as, for example, 
configurators. The SMA is discussed in further detail below. 
0459 Data presented or input via a PADD is available for 
retrieval and presentation by a PADD or SMA, from some 
combination of system and local-host databases. A standard 
ID convention is used by all network hardware and appli 
cations that uniquely identifies entities, i.e., companies, that 
are valid users. A database stores these IDs in association 
with the entities they represent, and user applications may 
communicate with that database, as required, upon a proper 
login. For users, a database is maintained that associates seal 
UIDs to entities such that users may view and act on only 
those seals that are associated with the user's entity, as 
indicated by the user's login credentials. Notably, e-bolts are 
preferably not part of this database, and there is preferably 
no tracking of e-bolts until they are inserted into and 
associated with a specific seal. 
0460 Additional specific details of PADDs are now set 
forth below. 

0461) PADD: Authentication 
0462. In at least Some implementations, upon power-on 
and after POST, the PADD application launches automati 
cally. The PADD application then performs application 
specific diagnostics, a battery check, and a network-connec 
tivity check. An anomaly causes an appropriate explanatory 
message to be displayed, together with instructions for a 
USC. 
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0463 Subsequently, the PADD displays an intro screen, 
as illustrated in FIG. 16. Notably, a logo displayed on the 
intro screen may be changed, based, for example, on a login. 
Several seconds after the intro screen appears, a popup 
appears that requires a user to authenticate his permission to 
use the PADD hardware and/or the PADD application. 
Authentication may be accomplished via entry of an authen 
tication code, an ID/password combination, by Scanning an 
identifying barcode, Such as, for example, a barcode located 
on a transportation worker identity card, or by any other 
appropriate means, such as, for example, those commonly in 
use. This functionality is preferably a user-configurable 
option, selected during offline configuration. 
0464 An exemplary authentication popup is illustrated in 
FIG. 17. Authentication of the PADD hardware and its user 
is made via reference to a profile that is configured offline 
and stored in a remote server. 
0465. Upon an unsuccessful login attempt, a correspond 
ing error popup is displayed, as illustrated in FIG. 18, and 
the entry field or fields at the PADD are reset to be blank. A 
given instance is allowed four retries before being blocked 
from logging in. Upon the occurrence of five consecutive 
failed login attempts, a popup is displayed conveying that 
login has been blocked due to repeated failures and that 
someone with administrator-level permissions will be 
needed to remove the block. Such a block is removable by 
a person with administrator-level permissions using a utility 
in the SMA. 
0466 A PADD is configured with the capability of adopt 
ing common-name profiles, which are used to uniquely 
identify a PADD device and its user in human-readable data 
files and on-screen messages as they appear on other display 
devices and applications, such as the SMA. Each profile has 
a unique login authentication associated with it. The profile 
that is adopted by the PADD is determined by the login 
entered when the PADD is turned on. 
0467. The profiles are established during configuration, 
and can be read and displayed by appropriate display 
devices. Profile elements include: a PADD device identifier, 
e.g. a serial number, a common entity or customer name or 
ID; a user name or ID; and an authorization level. Each field 
is configured to store at least fifteen characters, including 
spaces and punctuation. Each common entity name must be 
unique, for example “Smith Logistics 1 and “Smith Logis 
tics 2 could be used as each is unique. 
0468. Each profile must be associated with unique login 
credentials. Any PADD may assume any configured profile 
as defined by the login credentials used, but login credentials 
may be used on only one PADD at a time. When a duplicate 
logon request is detected, then the later requestor receives a 
notification that her login credentials are already in use and 
that login is denied. 
0469 If a user is logged in and her PADD is idle, i.e. there 

is no interaction for two consecutive hours, then that user is 
automatically logged off. A time out message is sent to the 
user's PADD, and the PADD displays a corresponding 
popup. 
0470 Each profile is preferably associated with one of 
four authorization levels. These levels include a “Standard 
User' level, which applies to ordinary dock/yard workers 
and which limits accessible functionality; an “Administra 
tor/supervisor level, which enables all features and capa 
bilities regarding the user's seals, but excluding DHS func 
tionality: a “Read-only” level; and a “DHS' level, which is 
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a read-only level, but which allows interrogation of any 
seals, regardless of ownership entity, and which enables the 
setting and canceling of special security flags. 
0471. The configuration of log-ins and profiles allows an 
individual user to select from a drop-down menu which 
entity's seals he may interact with and with what permission 
level, for a single login. This drop down is provided if, when 
trying to interact with a particular seal, the user receives an 
error message based on the fact that the seal he has selected 
does not belong to the entity that he is currently logged in 
for. This functionality allows a single user to arm or disarm 
seals associated with different entities without having to 
login separately to interact with seals belonging to each 
entity. 
0472. Upon a successful login, a user is presented with a 
main page, as illustrated in FIG. 19. From this main page, 
the user can arm a seal, view shipment data, disarm a seal, 
view application information, or exit the application. 
0473 PADD: Arming and Association of a Seal 
0474 The PADD is configured to facilitate the secure 
sealing of a container utilizing a seal and a bolt. More 
specifically, the PADD provides for the secure arming of a 
seal, and the association of that seal with a shipment, via an 
SMA instance. 
0475 To begin, a seal is attached to a designated con 
tainer and aligned, doors of the container are closed, and a 
handle hasp of the container is properly positioned. 
0476 A PADD. in communication with the SMA, and 
with appropriate system servers and databases, allows for 
Successful activation, i.e. arming and association, of a seal. 
Such activation requires that a worker is present at the seal 
with a PADD and has physical access to the seal, that the seal 
and PADD are in communication with appropriate applica 
tions and databases, and that a compliant bolt is available. 
The PADD provides a step-by-step process with confirma 
tion that requires input from the worker. The process 
includes confirmation via screen messages or colored light 
indicators. 
0477 Preferably, arming and association begins when a 
user, e.g. a worker, selects to begin via a PADD. An 
exemplary arming and association screen is displayed in 
FIG. 20. The user enters a UID of the seal, or scans a barcode 
located on the housing of a seal that corresponds to the UID 
of that seal. An exemplary input popup is illustrated in FIG. 
21. Upon entry of an invalid seal number, i.e. a number that 
does not correspond to a valid seal UID, an error popup is 
displayed, as illustrated in FIG. 22. The user is presented 
with the choice to either abort the arming process, or try 
again. 
0478 Preferably, these steps are repeated for input of a 
shipment number and container number. The user is then 
prompted via a similar input screen to input a bolt and enter 
a bolt number. Arming requires that a compliant bolt be 
inserted into the seal. In a preferred, if an e-bolt is inserted, 
the e-bolt's serial number is automatically read, while if a 
non-e-bolt is inserted, manual entry of the bolt's serial 
number is required. This serial number is preferably both 
communicated to the SMA, and stored in memory of the 
seal. Notably, arming will not be possible utilizing a non 
compliant bolt. 
0479. Association is accomplished when all steps have 
been completed, in the proper order, with appropriate inputs, 
and confirmations from the SMA. Preferably, however, the 
only data that must be entered for Successful association is 
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the seal's UID. The various numbers entered during the 
process are reported to appropriate user applications as 
separately identified elements of an identified associated 
group, for display and storage by those applications. 
0480. Notably, arming is preferably automatic upon 
insertion of a compliant bolt. Arming and association each 
generate their own event data record (EDR), which is 
communicated or reported to appropriate user applications. 
A Successful association causes an “Authorized security 
flag to be set in the seal. If a Successful association does not 
occur within fifteen minutes of a seal being armed, an EDR 
is generated and reported. Such an armed, but un-associated, 
seal otherwise behaves and is treated as if associated, but it 
is “Not Authorized.” Such a seal may be subsequently 
associated, i.e. authorized, at any time after it has been 
armed. 
0481 Following arming and association, the user is pref 
erably prompted to confirm that the container is ready to 
ship, for example by the exemplary popup illustrated in FIG. 
23, and a main arming screen is updated with the armed 
information, as illustrated in FIG. 24. Upon confirmation, a 
ready-to-ship indicator is set in the SMA database, and a 
corresponding status indicator is displayed when a user logs 
in to the SMA. 
0482. Notably, although the steps outlined above for 
arming and association have been described as being accom 
plished in a particular sequence, it will be appreciated that 
in alternative implementations these steps may be performed 
in an alternative sequence. 
0483 PADD: Disarming of a Seal 
0484 The PADD is also configured to facilitate the 
unsealing of a sealed container. More specifically, the PADD 
is configured to disarm a seal. Such disarming requires that 
a worker is present at the seal with a PADD and has physical 
access to the seal, and that the seal and PADD are in 
communication with appropriate applications and databases. 
The PADD provides a step-by-step process with confirma 
tion that requires input from the worker. The process 
includes confirmation via screen messages or colored light 
indicators. 

0485 Preferably, disarming begins when a user, e.g. a 
worker, selects to begin disarming via a PADD. An exem 
plary disarming screen is displayed in FIG. 25. The user 
enters a UID of the seal, or scans a barcode located on the 
housing of a seal that corresponds to the UID of that seal. 
0486 The entered seal UID is checked against a list of 
seal UIDs that are associated with that user or his entity, per 
his login. If the user is not associated with the entered seal 
UID, i.e. it is an invalid entry, then a popup is presented on 
the PADD to that effect. The user may abort or try again. 
Upon entry of a valid seal UID, the user is instructed to cut 
the bolt and push the bolt stub out of the seal, such as by the 
exemplary popup of FIG. 26. If this is not successfully 
accomplished, the user is again prompted to do so. Such as 
by the exemplary popup of FIG. 27. 
0487. During a standard seal opening, EDRs are reported 
corresponding to the granting of authorization, the seal UID, 
the bolt serial number, an identification of the PADD to 
which authorization was granted, a bolt cut or push out 
event, and the location, i.e. a gateway controller location, of 
the seal at the time the bolt was cut. 

0488. If the seal is armed with an e-bolt, the cutting of 
that e-bolt will cause the seal to report an opening, while if 
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the seal was armed with a compliant non-e-bolt, the seal will 
report an opening only when the bolt is pushed out of its 
opening. 
0489. Following such an opening, the PADD presents to 
the user the option of having the seal immediately enter an 
idle state. If a new compliant bolt is not inserted within five 
days of an authorized opening, then the seal automatically 
de-activates. 
0490. Notably, although the steps outlined above for 
disarming have been described as being accomplished in a 
particular sequence, it will be appreciated that in alternative 
implementations these steps may be performed in an alter 
native sequence. 
0491 Arming and Disarming Scenarios 
0492 Table 1 shown in FIG. 28 illustrates various sce 
narios that may occur in arming and disarming a Seal. 
0493 PADD: Viewing Seal Data 
0494. The PADD is also configured to facilitate the 
viewing of data associated with a seal when selected via user 
input at the PADD. The PADD prompts the user to input 
information used to look up the data associated with a seal. 
An exemplary lookup screen is displayed in FIG. 29. The 
user either: enters a UID of a seal, scans a barcode located 
on the housing of a seal, enters a shipment number, enters a 
container number, or enters a bolt serial number. The input 
information is used to lookup, either via the SMA, a con 
figuration tool, a user application, or in one or more data 
bases, information associated with a seal. An exemplary data 
screen for a Seal is illustrated in FIG. 30. 
0495 Preferably, one or more notes may be associated 
with a particular seal. The PADD is configured to allow a 
user to add a note associated with a seal for which data is 
being viewed, or read notes entered by other users. The 
PADD will not, however, allow a user to edit or modify notes 
that have previously been entered. All notes will be stored in 
association with a timestamp and user identification corre 
sponding to the note's entry. Notes are preferably displayed 
in a last in first out manner, and stored notes that are older 
than ninety days are preferably overwritten. 
0496 PADD: Seal Alarm Popups 
0497. The PADD is configured to present a seal alarm 
popup if when seal data is queried, an alarm flag has been 
set for that seal, as reported by the seal and recorded in the 
one or more servers, which may be either user owned or 
owned by a managing entity. For example, Such an alarm 
popup may be displayed upon an attempt to disarm a seal if 
an alarm flag has been set, as illustrated in FIG. 31. 
0498. This functionality might be used by a government 
agency, such as, for example, DHS, when they wish to query 
a seal. If DHS is Suspicious of a particular container, an 
alarm flag could be set with respect to that container which 
would cause an alarm popup to appear on a PADD that 
attempts to disarm that container. 
0499. An alarm preferably includes: an alarm type, such 
as, for example, a low battery alarm, a critical low battery 
alarm, a motion alarm, a shock alarm, a seal breach, i.e. 
unauthorized bolt cut or removal, alarm; a reporting loca 
tion, i.e. the common name of the reporting location; an 
event time, i.e. a time recorded by the seal when the alarm 
is triggered; and a reported time, i.e. a time when the alarm 
event was received or recorded by a seal management 
application or other server or application. 
0500 If the user has logged in with a sufficient authori 
zation level, the alarm popup also includes a “Clear Alarm' 
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button in the lower right, which is preferably red. Clicking 
this button clears the alarm and effects recording of an EDR 
which includes the ID of the PADD and its user. 
0501) PADD: Interface 
(0502. The PADD software, i.e. a PADD application, is 
compatible with operating systems commonly found on 
PDAs used in industrial environments. Preferably, Windows 
Mobile for PDAS is utilized. 
(0503. The PADD application includes a GUI environ 
ment having a touch screen with a QWERTY keyboard, 
although the PADD is preferably configured to allow for the 
use of a standard QWERTY keyboard as well. The size of 
text and control buttons, and the amount of information that 
is visible per screen, is preferably configured to allow for the 
use of input via an ungloved finger, or a gloved hand with 
a stylus. The PADD application is configured to guide a user 
step-by-step through each function. Visual presentation uti 
lizes large control buttons that are application-generated and 
minimizes the number of them on a given screen or popup. 
The PADD application utilizes recurring colors and recur 
ring control button positioning to aid users who use the 
PADD infrequently. 
0504 Preferably, screen images occupy the entirety of 
the screen area of the PADD hardware, and are used for 
displaying information and controls that need to persist. 
Popups are used for temporary messages and controls, 
occupy less than the entire screen area, and partially cover 
the underlying screen. When popups appear, controls of the 
underlying screen are grayed-out and inoperable until the 
popup closes, or is closed. 
0505. The PADD and its communications methods and 
protocol are implemented so as to minimize any user per 
ception of intermittent connectivity, including disruption of 
a given arm or disarm session. Preferably, the PADD 
includes an on-screen connectivity indicator, which prefer 
ably is a Wi-Fi connectivity indicator. The indicator may be 
a signal-level meter or simply a go/no-go indicator, e.g. a 
green light/red light setup. This indicator is positioned in an 
unobtrusive location on the PADD screen, but is always 
visible. Further, the PADD preferably provides a notification 
of loss of radio contact. If a connectivity issue is detected 
when a user attempts to enter data or is awaiting a confir 
mation from the SMA, e.g. in the middle of an arming 
session, a popup is presented on the PADD Screen that 
network contact has been lost. The popup preferably 
prompts the user to reposition herself. The PADD preferably 
also utilizes automatic retries and message buffering to 
minimize disruptions due to connectivity loss. 
0506. The PADD includes an indicator that displays 
automatically when execution of a command or activity is in 
process, and when display of an output or change is delayed 
by more than 5 seconds. For example, an hourglass or 
spinner might be displayed in the center of the screen. 
(0507 For all screens on which they appear in the PADD, 
container number fields preferably accommodate exactly the 
syntax: “ABCD12345678E9", i.e. four letters, six numbers, 
a space, two numbers, one letter, and one number. Data 
entry fields for container numbers includes a separator at the 
space location of the defined syntax. Depending on field 
feedback, the container-number requirement may be trun 
cated by the last 2 characters, which identify venting type. 
0508 Shipment number fields preferably accommodate 
fifteen characters of any type, including punctuation and 
Spaces. 
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0509 Seal number and bolt number fields preferably 
accommodate twelve characters, each of which may be 
either a number or letter. 
0510) Regardless of whether a dedicated communications 
device is utilized, the versions of any PADD software or 
firmware is preferably viewable via the PADD application, 
and able to be queried by other network elements, or via a 
user application or configuration tool. FIG. 32 illustrates an 
exemplary “About page displaying this information. PADD 
software and firmware is preferably capable of post-factory 
updating and upgrading, both wirelessly and through a wired 
port. 
0511 PADD: PADD Hardware 
0512 PADD hardware includes sufficient non-volatile 
and volatile memory Such that it has adequate capacity to 
store the OS, software/firmware, data, and instructions 
needed to fulfill 
0513. The PADD includes a clock. Time is preferably 
displayed in 24-hour GMT format. When in contact with a 
gateway controller, time is synchronized with GPS time. All 
records requiring a time stamp, e.g. EDRS, are stamped per 
this time, date included. This time is preferably displayed on 
pages and popups as "System Time'. 
0514 PADD hardware preferably includes a user-re 
placeable battery. The battery is rechargeable using either 
AC or DC power via the same port, which is compatible with 
both a dedicated charger and a vehicle lighter plug-in 
charger. The battery life is preferably at least eight hours on 
a single charge. The battery has a useful life of at least 2 
years. The PADD is operable while being charged. Charg 
ing, as well as connecting and disconnecting the charger, 
does not cause any loss of data. 
0515 PADD hardware preferably includes a USB 2.0 
port. This port is configured to be used, for example, for 
Software or firmware updating or upgrading, device con 
figuration, or EDR downloads. 
0516. The PADD is preferably capable of monitoring its 
own battery level and displaying a low-battery popup when 
its battery level is within 30 minutes of device shut-down. 
Further, the PADD preferably automatically dims the screen 
if the screen or keyboard has not been touched for a certain 
period of time. Such as, for example, five minutes. 
0517. The PADD software, as well as PADD hardware, 
preferably is configured to allow for the use of an integrated 
mobile phone, preferably GSM/3G/4G (or later version), 
CDMA, or Nextel/iDEN. 
0518. PADD shall have capacity for an optional inte 
grated mobile phone. 
0519 PADD hardware preferably includes audio output 
capability, preferably including a transducer, e.g. to produce 
a “beep” to indicate successful actuation of controls and to 
announce presentation of popups. A user preferably can turn 
this functionality on or off, and select a volume level. 
0520 PADD hardware preferably includes Wi-Fi capa 
bility in accordance with IEEE 802.11, and more preferably 
in accordance with 802.11a, sufficient to communicate with 
gateway controllers and to provide the functionality 
described herein. 

0521 PADD hardware preferably includes a barcode 
reader. 

0522 PADD hardware preferably includes an external 
label that includes a serial number and a barcode corre 
sponding to the serial number. 
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0523. In at least some implementations, PADD hardware 
includes a shoulder or carry strap, or a removable Snap-clasp 
which mates with a Snap-clasp of a should strap. 
0524. In implementations utilizing a dedicated commu 
nications device, the device preferably includes a power 
button or switch. 
0525. A contemplated accessory for convenience with the 
PADD includes a carrying pouch or holster for securely 
holding the PADD when not being used. Such a pouch or 
holster preferably includes adjustable fabric shoulder strap, 
of width and length suitable for wearing comfortably over 
work clothes or a parka. The pouch preferably includes a 
cover flap with a tongue-in-slot closure, for secure closure, 
but easy access. Suitable materials for the pouch or holster 
include, for example, Cordura and composites. 
0526 Elements of the Solution: Seal Management Appli 
cation (SMA) 
0527. As described hereinabove, PADDs are configured 
to communicate with a Seal Management Application 
(SMA) to effect seal arming and disarming. The SMA 
further allows a user to view and edit data associated with 
seals. Such an SMA in accordance with one or more 
preferred embodiments will now be described. The SMA 
preferably operates on a desktop computer or terminal in a 
Windows environment. 
0528 SMA: Authentication 
0529. The SMA preferably requires an authenticating 
login before it can be used to see displayed data or to act on 
that data. The login format is comparable to those commonly 
in use, i.e. logging in may require an ID and password 
combination. Login credentials are set up via a utility in the 
SMA. Login credentials are associated with both a user 
identity and an entity identity. This entity identity is used to 
identify the entity, such that seal data for all seals assigned 
to (or owned by) that entity are forwarded to only those 
SMA instances using login credentials associated with that 
entity. 
0530 Each user identify is preferably associated with one 
of four authorization levels. These levels include a “Stan 
dard User level, which has restriction permissions; an 
“Administrator/supervisor level, which enables all features 
and capabilities regarding the user's seals, but excludes 
DHS functionality; a “Read-only” level; and a “DHS' level. 
DHS level authentication shall enable a user to read any/all 
data regarding any seal, regardless of whom it is owned by: 
place indicators in a seals shipment record that correspond 
to those of the Automated Targeting System used by US 
Customs; and change or remove those indicators. 
0531. A user's login ID is stored in an action log together 
with actions to identify who took a given logged action. This 
action log is viewable by users with administrator level 
permissions. 
0532. SMA: Data Management 
0533. Upon logging in, a user is preferably presented 
with a navigation popup. FIG. 33 illustrates an exemplary 
navigation menu. The SMA preferably includes a main page 
a user can navigate to by clicking a main page button from 
the navigation popup. FIG. 6 illustrates an exemplary main 
page. This page is sort-able by column header. The main 
page is populated with the data for all seals that are currently 
assigned to (i.e., owned, rented, or leased) by the entity 
associated with the user's login credentials. The common 
name of this entity, such as, for example, "Fenwick Logis 
tics', is preferably displayed, as illustrated in FIG. 6. 
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0534) Notably, the “Last Reported Location”, is prefer 
ably the common name that corresponds to the Area ID of 
the location that most recently reported the presence of that 
seal. It may indicate one terminal of a multi-terminal port, 
e.g. Charleston Wando, the common name of a ship, e.g. SS 
Minnow, or the common name of a truck stop, e.g. "Big 
Bob's 66”. In an alternative implementation, however, the 
location name instead corresponds to a gateway router last 
associated with the seal. 
0535. Furthermore, it should be understood that use of 
the term “location' in this particular context is considered to 
a coverage Zone or coverage “island that is covered and 
defined by a gateway or network of gateways. A Seal may 
be simultaneously in multiple locations. For instance, a Seal 
may be within the location of a ship docked at a port. Its 
physical presence within overlapping coverage areas, how 
ever, does not define its “presence” within those locations: 
instead, presence is defined with regard to the location of the 
gateway—or network of gateways—by which the Seal com 
municates or last has communicated. 
0536 When any row on main page is clicked, navigation 

is effected to a current summary page. FIG. SS2C illustrates 
an exemplary current Summary page. The current Summary 
page Summarizes current data pertaining to the seal/ship 
ment of the clicked row. 
0537. An "Add Missing Data” button is configured to 
open a popup that enables the user to add information about 
the shipment that may not have been available previously 
(e.g., if the Seal were armed at an unmonitored location). 
FIG. 34 illustrates an exemplary such popup. 
0538 A “Read Shipment Notes” button is configured to 
open a popup (or an MS Notes-like applet) that presents all 
notes that were added to the seal/shipment record from 
PADDs, stored by the seal number. The notes are displayed 
in most-recent-to-oldest, i.e. LIFO, order, going back at 
most 90 days. Notes are kept for a rolling 90-day period, 
then automatically overwritten. Notes are not be editable, 
however, notes may be added by a user. 
0539 A “Location Details' button is configured to open 
a location details popup. FIG. 35 illustrates an exemplary 
such popup. Selecting “View Map' from the navigation 
buttons causes a mapping application to open that automati 
cally maps the location per the stored location, such as, for 
example, Google Maps. 
0540 A“Location History' button is configured to effect 
display of a location history page that displays the history of 
a shipment/seal, going back no more than 365 days. FIG. 36 
illustrates an exemplary location history page. 
0541. An "Alarm Details' button is configured to effect 
display of an alarm details page. FIG. 37 illustrates an 
exemplary alarm details page. If the displayed data is for a 
seal that is currently in use, then a "Current’ tag is con 
spicuously displayed. 
0542. An Arm/Disarm History' button is configured to 
effect display of an arm/disarm history page. FIG. 38 illus 
trates an exemplary arm/disarm history page. 
0543 SMA displayed data shall refresh automatically 
every 60 seconds, for all open or displayed popups and 
SCCS. 

(0544. On the Main Screen, for those seals (by seal UID) 
that have had a change in status since the previous refresh, 
their entries move to the top of the displayed list. This 
refresh forces the display to sort the remainder of the entries 
by seal UID, and the display stays in this sorting until 
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changed by the user or by a Subsequent refresh. Those 
entries that have had a change in status are also highlighted 
by a change in font, color, or cell color. Preferably, upon 
each refresh, the SMA causes an audible sound to be emitted 
by the user's computer if there has been a change in any 
status indicator of any seal that is associated with the user's 
entity. Those status indicators include, for example, use 
status, security alarms, and a last reported location. The type 
of sound is user-selectable via the Windows Control Panel. 
The user may disable this feature. 
0545. The SMA includes a search function, which is 
activated when a user clicks a “Search'button. This function 
enables the user to enter any one of the four seal association 
numbers and have the “Current Summary' page of that 
seal/shipment be displayed. FIG. 39 illustrates an exemplary 
search popup. Notably, the search function only operates on 
any seal number belonging to the user-entity or on any other 
argument that is currently associated with one of the user 
entity's seals. The SMA preferably also supports barcode 
reading as an entry method for a search. Searching further 
preferably accommodates the user of wildcards. 
(0546. The SMA preferably allows a user to store PDF or 
Word files, such as, for example, manifests, and to Subse 
quently view and print them. Viewing and printing may be 
executed by the opening of Acrobat or Word, if available on 
the user's computer. 
(0547. SMA: Seal Profile Association 
(0548. The SMA includes a profile selection tool which 
allows for configuring the association of network location 
types with seal profiles. Notably, this tool is only available 
to administrators. FIG. 40 illustrates an exemplary profile 
selection tool intro popup, and FIG. 41 illustrates an exem 
plary profile selection tool popup. 
0549. The configuration table is, by default, populated 
with the standard default profile for all location types. The 
user may change any of the default associations by manually 
entering other profile identifiers. Notably, these profile iden 
tifiers must correspond to profile identifiers of profiles stored 
in one or more seals to have any effect, but this is preferably 
not checked by the utility. 
0550 Profiles are stored in a seal using an RSN/seal 
configuration tool. Preferably, profiles stored in seals are be 
engaged upon a seals registration with a given location. A 
location-type indicator is included with the registration 
event message sent from the location to the user's instance 
of the SMA (or to the database that it accesses), and that 
indicator is compared to the stored location-type-to-profile 
association established by this tool. A message is then sent 
from the SMA to the seal instructing the seal to engage the 
matching profile. 
0551. If no such profile is stored in that seal, then a 
database, e.g. a Tag Configuration Database (TCD), where 
the profile may be found is queried. If found in the database, 
the profile is then downloaded into the seal and engaged. If 
no profile is found, then the profile that is currently engaged 
remains engaged. 
0552) If it is sensed or determined that the currently 
engaged profile of a seal is harmful or inappropriate, then the 
location gateway server sends a profile-error message to a 
user-identified address, causes a similar message to be 
presented on the SMA, and forces the seal to engage the 
default profile. 
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0553 Preferably, a managing entity is able to override, 
i.e. block or possibly change, profiles, such as, for example, 
to curb inappropriate profile-driven behavior. 
0554 SMA: Arming and Disarming 
0555. The SMA is configured to communicate with a 
PADD to effect arming or disarming of a seal, as outlined in 
FIG. 42. Specifically, the SMA opens an arm/disarm session 
upon receipt of an appropriate message from a PADD. sends 
a confirmation to the PADD of each arm/disarm step; makes 
and records an association between a seal UID, a bolt 
number, a container number, and a shipment number, checks 
the validity of the seal UID and the other supplied numbers 
and communicates confirmation of Such validity to the 
PADD; and sends and records authorization to open/disarm 
a seal. Notably, this interaction does not require the partici 
pation of a user at the SMA. 
0556. The SMA preferably also includes an arm/disarm 
tool which provides functionality substantially similar to 
that of a PADD to enable a user at a seal who does not have 
a PADD to arm or disarm a seal with the assistance of a 
remote SMA user. 
0557. SMA: PADD. Management 
0558. The SMA preferably includes a utility configured 
both to block access of any specific PADD with respect to 
seals associated with a specific entity, and to disable a PADD 
for all seal functions, regardless of entity. This utility is 
available only to administrator level users. This utility 
requires the user to enter a specific PADD’s ID number. 
0559 The utility provide the SMA user the choices of: 
preventing data retrieval or entry from that PADD for seals 
associated with the SMA user's entity; disabling the PADD 
for all seal functions; or re-enabling the PADD for all seal 
functions, which also re-enables a PADD that was blocked 
for repeated invalid login attempts. 
0560 Operational Characteristics and Features of the 
Solution 
0561. The following relates to operational characteristics 
and features of the Solution. 
0562 Operational Characteristics: No Seal Transmis 
sions Unless Prompted 
0563 The Seals preferably do not transmit (by any 
means) unless prompted/triggered to do so. Prompts/triggers 
may include: activation during an arming process; bolt 
cutting and/or bolt removal; response to a gateway broad 
cast, response to a PADD-originated message; triggers from 
onboard sensors; triggers from external sensors; and 
requests for hopping from other Seals of an acceptable class. 
0564 Operational Characteristics: Event Records and 
Date/Time Stamp 
0565 All sensor events, all changes in presence status, 
and all changes in state (whether commanded or automatic) 
preferably result in an Event Data Record (EDR) describing 
the event and having a date/time stamp. If at a monitored 
location, the date/time stamp preferably includes a location 
indicator. If communications are available, all EDRS pref 
erably are immediately reported to appropriate network 
elements and to applications. If communications are not 
available, then EDRs are stored/buffered until communica 
tions are available, whereupon stored EDRS preferably are 
reported immediately 
0566) Operational Characteristics: Presence Detection & 
Reporting, General Case 
0567 The Solution preferably is capable of establishing 
presence, as described in the incorporated patent references 
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and discussed elsewhere herein. The Solution further pref 
erably is capable of reporting presence (and changes thereof) 
in user applications by user-selected association attributes 
(e.g., by container number, shipment number, etc.). The 
Solution preferably automatically attempts to report to 
appropriate user applications any instance of a change in 
presence status. If communications are not available for 
reporting, then a data record of the event is stored until 
communications are available, whereupon the report is auto 
matically made, preferably immediately. The Solution also 
preferably is capable of reporting a Seal’s presence location 
by the locations gateway common name. Additional infor 
mation about the location (e.g., lat/long) preferably is able to 
be queried by the user application. 
0568 Operational Characteristics: Special Content for 
Inbound Seal Messages 
0569. In addition to content that is required for establish 
ing network formation and path set-up, all inbound Seal 
messages preferably include: a flag setting indicating 
whether the Seal has a bolt in; a flag setting indicating 
whether its current bolt-state is authorized; and the serial 
number of the bolt currently in, if any. The flags preferably 
are set by receipt of radio messages originating from appro 
priate applications. The data preferably is reported to appro 
priate applications. 
0570 Operational Characteristics: Loss-of-Contact 
Reporting 
0571. The Solution preferably is capable of detecting and 
automatically reporting to designated applications when 
network contact has been lost with a registered Seal. The 
user application determines whether the loss-of-contact state 
warrants raising an alarm and by what means. The reporting 
location preferably corresponds to the gateway with which 
the Seal was most recently registered. That location is 
identified in the user application by the locations gateway 
common name. Additional information about the location 
(e.g., lat/long) is able to be queried by the user application. 
The Solution Supports user applications being able to 
configure under which conditions an alarm is raised (e.g., 
time-of-day at the reporting location). 
(0572 Operational Characteristics: Auto Revert to Free 
State 
0573 The Solution operates such that any Seal that was 
registered with a given island location automatically reverts 
to a free state when it can no longer communicate with the 
GW of that location. The conditions that must be met before 
reversion occurs are configurable using a Configurator. The 
conditions are configurable Such that a given Seal may 
behave differently depending on the type of island location 
with which a Seal might register. For example, the condi 
tions for a port may be different from those of a ship. 
Preferably, a Seal includes different profiles each corre 
sponding to a location or a particular type of location. 
0574. Operational Characteristics: Message ACK 
0575 Acknowledgements of receipt of a message by an 
intended recipient (ACK) are preferably provided in accor 
dance with the networking protocol that is used in any given 
implementation. 
0576 Operational Characteristics: Multiple Entities per 
Island 
(0577. A system of the Solution preferably is be capable of 
handling/managing Seals from multiple entities sharing the 
infrastructure of a given location. The sharing includes: 
GW-to-Seal messaging; GW-PADD messaging; collecting 
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and reporting of tracking data in the Seal Management 
Applications; and importing/exporting Seal data to users 
logistics management applications. 
0578. Operational Characteristics: Seal Deactivated State 
0579. The Solution includes a means to put Seals into a 
deactivated state. The Deactivated state is one in which 
Seals are not in use for sealing purposes, nor expected to be 
used for an indefinite period. This state is for use when Seals 
are taken out of service, for relocation, storage, mainte 
nance, etc. Seals is rendered into the Deactivated state by 
receipt of a radio command that originates from an appro 
priate application or by other means as may be defined 
elsewhere herein. Upon receipt of a de-activation command, 
Seals shall issue a message to the effect they are going to 
de-activate. If Seal is rendered into a Deactivated state, all 
stored/buffered data still in the Seal are preserved. When in 
this state, Seals are not registered with any local island 
network and do not respond to any radio signals. When in 
this state, Seals can be activated only by insertion of a 
compliant bolt. See "Standard Activation and Association 
with a PADD.’ 
0580 Operational Characteristics: Seal Idle State 
0581. Similarly, the Solution includes an Idle state for 
Seals. The Idle state is the state that a Seal is in immediately 
after its bolt has been removed and all messaging related to 
bolt-cutting and removal has been completed. A Seal may 
come into the Idle state only after it was previously activated 
(by the insertion of a bolt). A Seal may stay in the idle state 
indefinitely. Check-in frequency is configurable for specifi 
cally the idle state, with a default value. The default fre 
quency is once per week. When in the Idle state, the Seal 
may be registered or it may be commanded to enter the 
deactivated State, if registered. 
0582. Operational Characteristics: Seal Standard Activa 
tion and Association Using a PADDlaka “Arming 
0583. Arming/sealing generally refers to the act of insert 
ing/seating a bolt in the bolt housing. A Seal is armed/sealed 
when a bolt is seated therein. Association is the act of 
associating the Seals ID number with the ID numbers of the 
other container and shipment elements, and confirmation is 
received from the SMA, as described below. Before sealing, 
the Seal is attached to the designated container and aligned, 
the doors are closed, and the handle hasp is positioned into 
place. The steps for standard association includes (but do not 
necessarily need to follow the order of): a user being at the 
Seal, having a PADD that is in communication with the 
SMA and other required system elements, and whose appli 
cation is running and ready to arma Seal, with the Seal being 
in communication with the system; selecting 'arming from 
the PADD navigation interface, whereupon the PADD 
prompts the user to read the Seal’s UID (which preferably is 
done using a barcode scanner of the PADD. else using the 
PADD’s keyboard); prompting the user, by the PADD, to 
activate the Seal; if not already active, then activating the 
Seal by the user by inserting a bolt (any bolt that meets the 
dimensional and conductive requirements of the orifice will 
minimally suffice, whereupon activation causes the Seal to 
perform self-diagnostics; passing then causes the Seal to 
interact with the System and cause arming/association mes 
sages to be displayed on the PADD, as described further 
below, and failure causes a Seal-failure EDR to be generated 
and sent to the system, and causes a Seal-failure message to 
be displayed by the PADD, prompting the user to use 
another Seal and to have the failed one serviced, whereupon 
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the failed Seal then automatically goes into the dormant 
state; upon Successful activation, causing an EDR to be sent 
to the system to signal that a Seal has been activated (e.g., 
for billing purposes) and to await Subsequent association 
steps; and then automatically sensing by the Seal whether 
the bolt is an e-bolt and, if an e-bolt, then automatically 
attempting to read the serial number of the e-bolt by the Seal, 
and if not an e-bolt, then the Seal, SMA, and PADD function 
So as to display a message to the user that he needs to enter 
the bolt serial number manually. The process additionally 
includes: once a serial number has been Successfully 
entered, then displaying by the PADD a positive-progress 
indicator (e.g., a green light or checked box) and issuing a 
short beep, then prompting the user to enter the container 
number, entering the container number using the PADD’s 
keyboard (and clicks “Enter,” as required); checking, by the 
system, the container number for proper syntax and, if an 
issue arises, then prompting by the PADD the user to 
re-enter the data with a popup and, once Successful with the 
container number, displaying by the PADD a positive 
progress indicator (and beeps), and then prompting the user 
to enter the shipment number. Once that number has been 
entered, the PADD displays a positive-progress indicator 
(and beeps), and the PADD asks the user whether to arm the 
seal (i.e., execute final association) with a Yes/No choice. If 
the user selects "Yes,’ then final association is made and 
recorded by the system, accompanied by a positive-progress 
indicator and a triple beep from the PADD. The completed 
association (with all the IDs and numbers) is recorded as an 
EDR, such that a check using the SMA shows that the Seal 
status is “Authorized.” An indicator of the authorized status 
is also set in the Seal, along with a record of the bolt serial 
number. If the user selects “No” for arming, then all previous 
steps of the association are purged (and the associations 
revert to Zero). Moreover, if an e-bolt serial number is not 
read successfully (Seal and system make as many attempts 
as can be done in five seconds), then: the PADD displays an 
error popup, displays a negative-progress indicator (a red 
light or “X” box), issues a long beep, and prompts the user 
with a choice to try a new bolt or to enter the serial number 
manually. Regardless whether by trying a new bolt (of either 
type) or by manual entry of the serial number, if the 
association fails a second time, then a Seal-failure EDR is 
generated, the Seal enters the dormant state, and the PADD 
displays a message to the effect that the Seal needs service. 
A Seal shall not be able to be associated without a bolt that 
fits and is secure in the bolt orifice. Additionally, entering 
and associating the container's transport chassis number is 
incorporated into the process and data records. 
0584 Operational Characteristics: Standard Seal Open 
ing Using a PADD 
0585. A standard Seal opening is one that is legitimate/ 
authorized and that otherwise meets the criteria below and 
set forth in Table 1 of FIG. 28. In this respect, standard 
opening of a Seal occurs when a worker is present at the Seal 
and is able to physically manipulate it and has a PADD, and 
when the Seal and PADD are in communication with appro 
priate applications. The process includes: the worker using 
the PADD to read the Seal’s UID, whereupon the PADD 
indicates to an appropriate application that the Seal is about 
to be opened legitimately, and receives authorization for 
Such; the worker cutting the bolt and pushing the remainder 
of the bolt out of the Seal; and the reporting of EDRS to 
appropriate applications by the Seal. EDRS (with date/time 
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stamp) for a standard Seal opening include: the granting of 
an authorization event; the Seal UID; the Bolt serial number; 
an identification of the PADD to which the authorization was 
granted; the Bolt cut event or bolt push-out event; and the 
location (GW common name) at which the Seal was located 
when Bolt was cut. The facilitation accommodates an 
e-Bolt, which, when cut, causes the Seal to report an 
opening. The facilitation also accommodates a non e-bolt, 
which, when pushed out of the Seal’s bolt orifice, causes the 
Seal to report an opening (due to the detection of the absence 
of the bolt in the orifice). This facilitation follows a step 
by-step-with-confirmation process that requires input from 
the worker. Confirmation includes screen messages and/or 
colored light indicators. Process includes, via the PADD, an 
offer to the worker to immediately de-activate the Seal. If a 
new bolt is not inserted within five days of an authorized 
opening, then the Seal automatically de-activates itself. 
0586 Operational Characteristics: Non-Standard Seal 
Association 

0587 Seals may be Associated only after activation. 
Activation may be achieved only by insertion of a compliant 
bolt into the Seal’s bolt-orifice. If a compliant bolt is 
unavailable, then no activation nor Association can occur. 
Non-standard Association is any association that otherwise 
does not meet the conditional criteria required for standard 
Seal Association. Seals that have non-standard Association 
shall handle Subsequent bolt-cut and other sensor events as 
if the Seal were fully Associated. The network/system shall 
also handle Subsequent bolt-cut and other sensor events as if 
the Seal were fully Associated. The Solution and its pro 
cesses shall facilitate non-standard Association for the fol 
lowing scenarios: o Seal is not registered with any location, 
and no PADD is available (either due to the lack of a useable 
PADD or because there is no PADD-to-application commu 
nications), and no communications between the worker at 
the Seal and someone with access to a Seal Management 
application are available. o Seal is not registered, but a 
PADD is available. o Seal is not registered, and no PADD is 
available, but communications between the worker at the 
Seal and someone with access to a Seal Management 
application are available. o Seal is registered, and no PADD 
is available, but voice communications between the worker 
at the Seal and someone with access to a Seal Management 
application are available. o Seal is registered, but no PADD 
is available, and no communications between the worker at 
the Seal and someone with access to a Seal Management 
application are available. Refer to Appendix B for a table 
that describes how each scenario is handled. 

0588 Operational Characteristics: Non-Standard Seal 
Opening 
0589. A non-standard Seal opening generally is any Seal 
opening that does not meet all of the conditional criteria of 
a standard Seal opening. Any and all Seal openings that 
involve the cutting or removal of a bolt of an activated Seal 
is detected and reported. Moreover, any and all openings are 
reported immediately, provided communications to an 
appropriate user applications are available. Storage (buffer 
ing) of any fall opening messages is available when commu 
nications to an appropriate user application are not available, 
within the limits of RSN and GW capabilities, and any and 
all Seal openings are then auto-reported when communica 
tions become available. User applications determine 
whether to raise an alarm based on the reports, in accordance 
with configuration settings and user preferences. The Solu 
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tion and its processes facilitate non-standard openings for 
the following scenarios: Seal is not registered with any 
location, and no PADD is available (either due to the lack of 
a useable PADD or because there is no PADD-to-application 
communications), and no communications between the 
worker at the Seal and someone with access to a Seal 
Management application are available; Seal is not regis 
tered, but a PADD is available: Seal is not registered, and no 
PADD is available, but communications between the worker 
at the Seal and someone with access to a Seal Management 
application are available: Seal is registered, and no PADD is 
available, but voice communications between the worker at 
the Seal and someone with access to a Seal Management 
application are available; and Seal is registered, but no 
PADD is available, and no communications between the 
worker at the Seal and someone with access to a Seal 
Management application are available. Table 1 of FIG. 28 
illustrates the handling of Scenarios regarding non-standard 
Seal openings. 
0590 Operational Characteristics: Security Flags 
0591 Security flags (or their absence) are data notations 
that are used to indicate to Solution applications that some 
unexpected or Suspicious condition exists regarding a Seals 
sealing and opening. The Solution is capable of generating, 
accepting, setting, and responding to security flags as speci 
fied elsewhere herein. 
0592 Operational Characteristics: Motion Detection and 
Reporting|Mechanical Shock Detection and Reporting 
0593. For Activated Seals, the System is capable of 
detecting motion or mechanical disturbances that would be 
consistent with tampering with the Seal, circumventing the 
Seal, breaching the container, and moving (rolling, carrying, 
lifting, etc.) the whole container. Whether this detection 
capability is active is configurable with THN configuration 
tools and appropriate user applications. Solution shall 
attempt to report any/all detected-motion event data imme 
diately, provided communications to an appropriate user 
applications are available. Solution shall provide storage of 
any fall motion-detected event data when communications to 
an appropriate user application are not available, within the 
limits of RSN and GW capabilities. Solution shall provide 
auto-report of any/all detected motion events when commu 
nications are restored. The user application shall determine 
whether to raise an alarms and by what means. when 
communications are restored. Detection threshold is con 
figurable as described in RSN Requirements. 
0594 Operational Characteristics: Preferential Registra 
tion (Minimizing Registration Confusion Among Multiple 
Islands) 
0595 Solution is capable of causing Seals to register 
preferentially with certain types of islands when multiple 
islands are in close proximity. (For example, Seals may be 
set to prefer to register with a port over any other island type 
when Seals may be able to “hear other islands in the 
vicinity of a given port.) 
0596) Seal Visibility, Seal Status, and Notifications 
0597. A user is able, via an appropriate user application, 
to view the current (or last-known) island location of his 
(and only his) Seals and the current (or last-known) status of 
his Seals sensors. Visibility is selectable by a user from any 
of Seal UID; container number; and shipment number. This 
capability is available in a simple standalone Seal Manage 
ment Application (SMA), loaded on users computers or 
servers. This capability also is available in a simple Seal 
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Management Application (SMA), available to users online 
via an Internet connection, which online application appears 
and functions generally in the same form and manner as the 
standalone application. A user and is able, via the online 
application, to select any one of his (and only his) Seals by 
any of its associations, then select a type of change in Seal 
status of interest (from a defined set), and the System 
automatically sends a notification to a user-selected address 
notifying (the user) when the change occur, as reported by 
the Seal orgateway in the System. The set of status changes 
includes changes in: activation; association; cut or removal 
of a bolt; change in location (moves to another island); 
movement or disturbance (any kind); and deactivation. 
Methods of notification that are selectable by the user 
include: email; text message; and an API message that 
causes a popup to appear on a target application. 
0598. Operational Characteristics: Logistics Manage 
ment Integration 
0599 Data feeds and exchanges of commands are sup 
ported Such that Seal visibility, status monitoring, notifica 
tions, auto-alarming conditions setting, and querying can be 
conducted using selected commercial logistics-management 
applications. 
0600 Operational Characteristics: Seal Low-Battery 
Alert 
0601 A Seal having a low-battery condition is detected 
and reported to appropriate user applications. 
0602 Operational Characteristics: EDR Collection and 
Upload 
0603 System and devices shall collect and upload EDRs 

to appropriate servers as defined in RSN Requirements, GW 
Requirements, and in Network Protocol and other system 
operation documents. 
0604 Operational Characteristics: Intermittent Connec 

tivity 
0605. The Solution accommodates intermittent commu 
nications connectivity, including: Seal to GW: Seal to Seal; 
GW to GW; and GW to WAN. 
0606 Operational Characteristics: Auto GC Backup & 
Reconfigure 
0607 System shall accommodate having redundant GCs 
(or a GR that can take over as a GC) at a single location and 
automatically reconfigure to accommodate failure of a GC, 
So as to minimize loss of capability, functionality, and data 
at that location. 
0608 Operational Characteristics: 
Scalability & Hopping 
0609 Preferably. A system in accordance with the Solu 
tion is able to manage simultaneously, at a single monitored 
site, and with no degradation in network or operational 
performance: at least one hundred Seals; at least ten gate 
ways; at least four Seal-to-Seal hops; and capacity increases 
to one thousand Seals; to fifteen Seal-to-Seal hops; and 
capacity increases to ten thousand Seals and fifty gateways. 
0610 Operational Characteristics: RF Range 
0611 Preferably, the LOS range between any GW-Seal or 
Seal-Seal pair is 100 feet minimum and an average of 300 
feet, in a port environment. 
0612 Operational Characteristics: Latency 
0613) System shall render average latency between a Seal 
event and reporting of the event to a user application of no 
more than 5 seconds, excluding WAN set-up time, including 
any/all local network communications and hand-offs. 

System Capacity, 
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0614 Operational Characteristics: Data Security 
0615 Electronic and other security means is employed to 
inhibit interception, deciphering, and/or corruption of mes 
sages/data by those persons or entities for whom the mes 
sages/data are not intended. Applies to Seals, GWs, and 
PADDS 
0616 Operational Characteristics: Ignore Mass Move 
ment 

0.617 System shall ignore mass movement—events for 
which many Seals report movement at the same time, from 
the same location (e.g., an earthquake). 
0618. Operational Characteristics: Shared Infrastructure 
0619 Seals and infrastructure (e.g., GWs and data links) 
and their Supporting and constituent software shall accom 
modate sharing among the different entities using the ports, 
terminals, and other non-private locations where infrastruc 
ture is deployed. This sharing shall also accommodate 
private hopping and security of data that those entitles do not 
wish to be read by others when using shared infrastructure. 
0620 Operational Characteristics: Government Data 
Access 
0621 System/Solution accommodates access by autho 
rized agents of governments to Seal, container, and shipment 
data, in accordance with local laws. 
0622 Operational Characteristics: Seal Authentication & 
Validity 
0623 The Solution incorporates means to check Seal 
authentication, as well as validity to be “on the network” and 
to use the network services. Any discrepancies with any 
given Seal causes an appropriate flag to be rendered in the 
Seal and network management applications, as appropriate. 
Discrepancies may also cause other actions to occur, includ 
ing: changes in billed charges & rates; no forwarding of Seal 
messages; no forwarding of messages to Seals; deregistra 
tion of Seals; and/or deactivation of Seals. 
0624 Operational Characteristics: Auto-Sense of Bolt 
Status 
0625 Seals is capable of detecting, storing, and reporting 
whether a bolt is seated in the bolt orifice. This capability 
engages upon proper seating of a bolt. Seals is capable of 
detecting, storing, and reporting the event of cutting of an 
e-bolt. The Seal is capable of detecting, storing, and report 
ing the event of the removal of any seated bolt. 
0626 Operational Characteristics: Auto-Sense of Bolt 
Type & Reading of Serial Number 
0627 Seals is capable of sensing, storing, and reporting 
whether a seated bolt is a e-bolt or an ordinary bolt. If an 
e-bolt, Seals is capable of reading, storing, and reporting the 
electronic serial number of such a bolt. 
0628 Operational Characteristics: Standard Seal Open 
ing (AKA Disarming) 
0629. A standard opening, i.e. disarming, of a container 
having an armed seal requires that a user is at the Seal, he 
has a PADD, the PADD is in communication with the SMA 
and required other System elements, the PADD application 
is running and ready to disarm the Seal, and the Seal is in 
communication with the System. Notably, the following 
steps accomplish Such a standard opening, but it will be 
appreciated that the order of these steps may be varied. 
0630 First, “Disarming is selected from PADD naviga 
tion. The PADD then prompts the user to read the Seals 
UID. Preferably, the Seals UID is obtained by scanning a 
barcode located on the Seal with a barcode scanner of the 
PADD, but alternatively may be obtained by user entry via 






















































































