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ROUTING COMMUNICATIONS BASED ON LINK QUALITY

Background

[0002] Communication networks, such as mesh networks, are used to connect a
variety of different devices. For example, mesh networks have been employed in the utility
industry to connect utility meters, cellular relays, transformers, and/or other nodes. The nodes
in the mesh network are typically able to receive data from neighboring nodes and to relay or
propagate messages to other neighbor nodes.

[0003] In traditional wired networks, a routing metric may be used which routs
messages based on a fewest number ot hops between a source and a déstination. In a wireless
mesh network, however, a data rate between nodes may vary substantially from one link to
another. This variation in data rate may be due, at least in part, to the fact that mesh networks
often contain multiple different generations of nodes having different characteristics and
capabilities. For example, different generations of nodes may employ or be capable of
employing different modulation techniques and/or data rates. This may be particularly true for
utility mesh networks in which nodes are placed into service gradually over time and are
expected to remain in the field for relatively lbng life cycles (e.g., 20 years or more).
Generally, newer generations of nodes are capable of additional modulations and higher data
rates than older generations of nodes.

[(0004] In addition, in the case of multi-channel networks in which multiple different
nodes may be simultaneously transmitting on different channels, some destination nodes may
miss transmissions intended for them because they are busy transmitting or receiving on a
different channel. Traditionally, a node that sends a message to a destination device that 1s
busy communicating with another device will not receive any response from the destination
device. In that case, the node sending the message has no way of knowing if the transmission
failed because of a poor link quality, because of a collision (i.e., multiple transmissions on the
same channel at the same time), or because the destination device was simply busy

communicating with another device on another channel.
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[0005] Thus, existing routing metrics do not provide an effective way of routing
transmissions within a heterogeneous multi-channel wireless mesh network that includes

multiple different generations of nodes or nodes otherwise having differing capabilities.
SUMMARY

[0005a] Accordingly, there 1s described a method comprising: under control of a node
of a multi-channel network configured with computer- executable instructions: sending, by
the node, a request-to-send (RTS) message to a neighbor node, the request to send message
designating a sequence of channels to test; receiving, at the node, a clear-to-send (CTS)
message from the neighbor node, indicating that the neighbor node is available to receive
transmissions; sending, by the node, test data packets to the neighbor node according to the
sequence of channels to test, wherein test data packets are sent on different channels;
receiving, at the node, test data packets from the neighbor node according to the sequence ot
channels to test; and computing a link quality of a link between the node and the neighbor

node based on the test data packets received trom the neighbor node.
BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The detailed description is set forth with reference to the accompanying
figures. In the figures, the left-most digit(s) of a reference number 1dentifies the figure n
which the reference number first appears. The use of the same reference numbers in different
figures indicates similar or identical 1tems.

[0007] FIG. 1 1s a schematic diagram of an example architecture of a multichannel
wireless mesh network in which transmissions can be effectively routed among nodes having

multiple different capabilities.

CA 2854599 2017-12-01
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[0008] FIG. 2 1s a schematic diagram showing additional dctails of an cxamplc
node of the architecture of FIG. 1.

[0009] FIG. 3 1s a flowchart illustrating an ecxample method of routing

transmissions 1n a multi-channel wireless mesh network according to a quality of links

between nodes of the network.

[0010] FIG. 4 1s a signal flow diagram of an example method of determining a

quality of links of a multi-channel wireless mesh network.

[0011] FIG. 5 1s a flowchart illustrating an example method, which employs a

busy device list to route transmissions in a multi-channel wireless mesh network.

[0012] FIG. 6 1s a schematic diagram of an cxamplc framce structurc of a rcqucst-

to-send message that may be used to indicate that a node wishes to send data to another

nodc.

[0013] FIG. 7 1s a schematic diagram of an example frame structure of a clear-to-

send message that may be used to indicate that a node 1s available to receive data.
DETAILED DESCRIPTION

Overview

[0014] As discussed above, existing routing metrics do not provide an effective

way of routing transmissions within a multi-channel wireless mesh network. For

example, existing routing metrics are not well suited to routing communications 1n a

heterogeneous wireless mesh network in which nodes have differing capabilities such

that a transmission data ratc may vary from link to link. As uscd hercin, a “link™ rcfers to

a direct transmission path between two nodes of a network (1.¢., without passing through

Y
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anothcr nodc), such as by radio frcquency (RF) signals. Data ratc across a link between
two nodes 1s at least partially dependent on the transmission capabilities (e.g., compatible
modulation techniques and data rates) of the two nodes. As such, a maximum data rate
across a link is limited by the capabilities of the slowest node of the link.

[0015] This application describes techniques for intelligently routing
communications between and/or among nodes of a heterogencous wircless mesh
network. For example, this application describes determining quality of links between
nodes of the network, and routing communications based at least in part on the
determined quality of the links.

[0016] Conventional routing mctrics also typically do not account for the so
called “missing destination problem,” in which destination nodes may miss transmissions
intcnded for them becausc they arc busy transmitting or recciving on a different channcl.
When employing a conventional routing metric, a node that does not receive a response
from an intended destination node may think that a collision has occurred and increase
the size of its contention window (i.e., the average amount of time the node will wait
before attempting to retransmit the message). This increased wait time may cause
unnecessary delay and inefficiency in propagating the transmission to its intended
destination.

[0017] This application also describes maintaining a busy device list for each
node, which includes availability information for one or more neighbor nodes.
Communications may bc routcd bascd at Icast in part on the availability information of

neighbor nodes maintained in the busy device list.
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10018] Thus, 1n various cmbodiments described 1n this application, transmissions
may be¢ routed 1n a communication network, such as a multi-channel mesh network,
based on link quality (e.g., based on a list of qualified links), availability of neighbor
nodes (e.g., based on a busy device list), or both.

[0019] The routing techniques are described in the context of a utility mesh
network including a plurality of nodes. Nodes of the utility mesh network may include,
for example, smart utility meters (e.g., electric, gas, and/or water meters), sensors (e.g.,
temperature sensors, weather stations, frequency sensors, etc.), control devices,
transformers, routers, servers, relays (e.g., cellular relays), switches, valves, and other
nctwork dcvices. While the routing tcchniquces arc described i the context of a utility
mesh network, the routing techniques may additionally or alternatively be applicable to
othcr nctworks and/or other applications. As such, 1n other implemcentations, nodcs may
include any device coupled to a communication network and capable of sending and/or
rece1ving data.

[0020] Multiple and varied implementations and embodiments are described
below, beginning with overviews of “Routing Based on Link Quality” and “Routing
Based on Node Availability.” These overviews are followed by descriptions of an
“Example Architecture” and an “Example Node” usable to implement the routing
techniques described herein. Next, the application describes additional details of an
“Example Process of Routing Based on Link Quality” and an “Example Process of
Routing Bascd on Nodc Availability.” Following the dctailed discussion of the cxample

routing processes, the application includes a description of several “Example Protocol

N
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Data Units (PDUs)” that may bc uscd to implemcent routing mcthods such as thosc
described heremn. Finally, the application concludes with a brief “Conclusion.” This
Overview and the following sections, including the section headings, are merely
illustrative implementations and embodiments and should not be construed to limit the
scope of the claims.

Overview of Routing Based on Link Quality

[0021] In one example implementation, this application describes determining
quality of links between nodes of a communication network, such as a multi-channel
utility network, and routing communications based at least in part on the determined
quality of thc links. In this ¢cxample, a nodc dctermines a link quality between the nodc
and multiple neighbor nodes. For each of the multiple neighbor nodes, the node
comparcs the determined link quality between the node and the respective ncighbor nodce
to a predetermined threshold quality. If the link quality meets the predetermined
threshold quality, the node may qualify the link and add the link to a list of qualified links
that meet the threshold link quality. The node may then route communications to
neighbor nodes with which the node has a qualified link.

[0022] The node may determine a quality of links between the node and one or
more of 1ts neighbor nodes. In one example, 1f a node has a relatively small number of
neighbor nodes (e.g., less than 10), the node may determine quality of the links between
it and all of 1ts neighbor nodes. Alternatively, if the node has many neighbor nodes, the
nodc may dctermine a link quality between itsclf and a subsct of its ncighbor nodcs. In

one example, the node may continue to determine quality of links with 1ts neighbor nodes
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until 1t dctecrmines a predcetermined numbcer of links (¢.g., 5, 10, 20, ctc.) that mcct the
threshold link quality, thereby ensuring a sufficient number of good communication paths
for the node.

[0023] The node may determine quality of a link with a neighbor node by
exchanging a series of communications with the neighbor node over the link. For
example, in one implementation the node may send a request-to-send (RTS) message to
the neighbor node. The request to send message may designate a sequence of
communication channels to test. For example, the sequence of communication channels
to be tested may be designated by a beginning channel number to test, a step interval
between channcls to test, and a numbcer of channcls to test. In responsc, the nodc may
receive a clear-to-send (CTS) message from the neighbor node indicating that the
ncighbor nodc 1s availablc to rcecive transmissions. The nodc may then proceed to test
the sequence of communication channels between the node and the respective neighbor
node by sending test data packets to the neighbor node according to the sequence of
communication channels to test. Upon receiving the test data packets, the neighbor node
may send back test data packets according to the same sequence of communication
channels. Each of the test data packets may include an indication of a cost in time of
transmission through the link.

[0024] Upon receiving back the test data packets from the neighbor node, the
node may calculate link quality between the node and the neighbor node based on the
testing of thc scquence of communication channcls. The nodc may also scnd a

confirmation packet including a number of test data packets the node received from the
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ncighbor nod¢c. The ncighbor node may usc the confirmation packet to cvaluatce the link
quality between the node and the respective neighbor node. If the link quality meets the
predetermined threshold quality, the node may qualify the link and add the link to the list
of qualified links that meet the threshold link quality. A link may be qualified for all or

5 less than all of the communication channels. For example, a link may be qualified for
less than all channels in order to promote channel diversity to reduce the likelihood of
interference and collisions from other neighboring nodes. Also, nodes may be qualified
for less than all channels if, for example, one or more channels were found during the
exchange of test data to experience interference or otherwise have poor quality

10 transmission. In somc cxamplcs, list of qualificd links may include a ranking of ncighbor
nodes according to the relative quality of links between the node and the respective
ncighbor nodc. In that casc, thec nodc may routc communications to i1ts ncighbor nodcs
based at least in part on the relative quality of links (e.g., routing communications to an
available neighbor node connected to the node by a link having the highest quality).

15 [0025] Various different metrics may be used to calculate link quality between
nodes. In one specific example, link quality may be calculated based on an expected
transmission time (ETT) of communications across the link. ETT may be calculated
according to the following equation:

ETT = 2 X ETX (1)
B

20 where ETX = —,P = 1— (1-Pf)x (1 - Pr),

P 18 a loss rate on a link,

Pf 1s a probability that a data packct successtully arrives at the neighbor node,
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Pr 1s a probability that a confirmation from thc ncighbor nodc 1s successfully
received,

S 18 packet size of the data packet (e.g., 1n Bits, or other units), and

B 1s a bandwidth of the link between the two nodes (e.g., in Bits/second or other
units).
For example, considering 2 nodes x and vy, the Pf for node x will be the number of test
data packets received by node v from node x divided by the number of test data packets
sent by node x. The Pr for node x will be the number of test data packets received by
node x from node y divided by the number of test data packets sent by node y. Pfand Pr
for nodc y will bc computced 1in the same way. Equation (1) 1s just onc ¢cxamplc routing
metric that may be used to measure link quality, and, in other examples, various other
mctrics may b¢ uscd to mcasurc link quality.
[0026] It after receiving the RTS, the neighbor node 1s not or will not be available
to recerve communications (e.g., the neighbor already has a previously scheduled
communication), the neighbor node may send back a not-clear-to-send (NCTS) message.
If the neighbor node 1s busy communicating on another channel, the neighbor node may
not receive the RTS and, therefore, will not respond. If the node receives a NCTS or
does not receive any response, the node may wait a period of time and try again and/or
may try a different neighbor node.
Overview of Routing Based on Node Availability
0027] In anothcr cxamplc implementation, this application describes maintaining

a busy device list for each node, which includes availability information for one or more
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ncighbor nodcs, and routing transmissions bascd on availability of the ncighbor nodcs. In
this example, a node receives some information (e.g., resource consumption data, a
report, an alert, a status message, a software/firmware update, etc.) that 15 to be
transmitted to a destination. The information may be received from a neighbor node or
from a system or component (e.g., a local sensor or metrology module) of the node 1tself.
Upon receipt of the information, the node may query a busy device list to determine an
availability of one or more neighbor nodes. The node may then 1dentify a neighbor node
that, according to the busy device list, is available to receive transmissions and 1s capable
of propagating the information to the destination. The node may then transmit the
information to the identificd ncighbor nodc.

[0028] The busy device list 1s generally maintained in local memory of the node
itsclf (c.g., at a mcdium acccess control (MAC) sub laycer of the nodc). However, in some
implementations, the busy device list may additionally or alternatively be maintained at
another location on the network (e.g., a parent node, cellular router, relay, network
storage device, or the like).

[0029] The busy device list may be generated, maintained, and updated based on
reservation information contained in messages overheard by the node on a control
channel of the multi-channel communication network. The reservation information may
1dentify nodes that are (or will be) busy and a duration that they will be busy. This
reservation information may be included in a variety of messages including, for example,

rcqucest-to-scnd (RTS) mcssages addresscd to other nodes of the multi-channcl

10
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communication nctwork, and/or clcar-to-send (CTS) mcssages addressed to other nodces

of the multi-channel communication network.

Example Architecture

[0030] FIG. I 1s a schematic diagram of an example architecture 100 of a multi-
channel, wireless mesh network in which transmissions can be routed according to link
quality and/or availability of nodes. The architecture 100 includes a plurality of nodes
102A, 102B, 102C, ... 102N (collectively referred to as nodes 102) communicatively
coupled to each other via direct communication paths or “links.” In this example, N
rcpresents a number of nodes 1n an autonomous routing arca (ARA), such as a widc arca
network (WAN), metropolitan area network (MAN), local areca network (LAN),
ncighborhood arca nctwork (NAN), personal arca nctwork (PAN), or the like.

[0031] As discussed above, the term “link™ refers to a direct communication path
between two nodes (without passing through or being propagated by another node). Each
link may represent a plurality of channels over which a node 1s able to transmit or receive
data. Each of the plurality of channels may be defined by a frequency range which 1s the
same or different for each of the plurality of channels. In some instances, the plurality of
channels comprises RF channels. The plurality of channels may comprise a control
channel and multiple data channels. In some instances, the control channel 1s utilized for
communicating one or more messages between nodes to specify one of the data channels
to bc utilized to transfer data. Gengerally, transmissions on the control channcl arc shorter

relative to transmissions on the data channels.

11
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10032] Each of thc nodcs 102 may bc mmplemcentcd as any of a varicty of
conventional computing devices such as, for example, smart utility meters (e.g., electric,
gas, and/or water meters), sensors (¢.g., temperature sensors, weather stations, frequency
sensors, etc.), control devices, transformers, routers, servers, relays (e.g., cellular relays),
switches, valves, combinations of the foregoing, or any device couplable to a
communication network and capable of sending and/or rece1ving data.

[0033] In this example, the nodes 102 are also configured to communicate with a
central office 104 via an edge device (e.g., cellular relay, cellular router, edge router,
DODAG root, etc.) which serves as a connection point of the ARA to a backhaul
nctwork(s) 106, such as the Internct. In the cxamplc 1llustratcd cxample, the node 102A
serves as a cellular relay to relay communications from the other nodes 102B-102N of the
ARA to and from thc central office 104 via the nctwork(s) 106.

[0034] The node 102C 1s representative of cach of the nodes 102 and includes a
radio 108 and a processing umit 110). The radio 108 comprises a radio frequency (RF)
transceiver configured to transmit and/or receive RF signals via one or more of a plurality
of channels/tfrequencies. In some implementations, each of the nodes 102 includes a
single radio 108 configured to send and receive data on multiple different channels, such
as the control channel and multiple data channels of each communication link. The radio
108 may also be configured to implement a plurality of different modulation techniques,
data rates, protocols, signal strengths, and/or power levels. The architecture 100 may
rcpresent a hetecrogencous network of nodces, 1n that the nodes 102 may include different

types of nodes (e.g., smart meters, cellular relays, sensors, etc.), different generations or

12
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modcls of nodcs, and/or nodcs that othcrwisc arc capablc transmitting on diffcrent
channels and wusing different modulation techniques, data rates, protocols, signal
strengths, and/or power levels.
[0035] The processing unit 110 may include one or more processor(s) 112
5  communicatively coupled to memory 114. The memory 114 may be configured to store
one or more software and/or firmware modules, which are executable on the processor(s)
112 to implement various functions. While the modules are described herein as being
software and/or firmware executable on a processor, in other embodiments, any or all of
the modules may be implemented 1in whole or 1n part by hardware (e.g., as an ASIC, a
10 spccialized proccssing unit, cte.) to exccute the described functions.
[0036] In the embodiment of FIG. 1, the memory 114 includes a routing module
116, a qualification modulc 118, and a busy dcvice list module 120. The routing modulc
116 1s configured to route transmissions between and among nodes 102 of the ARA
based on a quality of links between the nodes 102 determined by the qualification module
15 118, availability of the nodes 102 determined by the busy device list module 120, and/or
one or more other factors. Additional details of how the routing module 116 may route
communications based on these and other factors 1s provided below 1n the discussion of
FIGS. 2-5.
[0037] The qualification module [18 1s configured to determine the quality of
20  links between the nodes 102. In the illustrated example, the qualification module 118 of
nodc 102C has dctermincd that the links between node 102C and 1ts ncighbor nodcs

102A and 102N meet a threshold level of quality and are therefore designated as

13
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“qualificd links.” Mcanwhilc, the qualification modulc 118 cither has not yet determined
a quality of the link between node 102C its neighbor node 102B, or the qualification
module 118 has determined that the link between node 102C and 1ts neighbor node 102B
does not meet the threshold level of quality (e.g., the link experiences interference, 1s has
a weak or attenuated signal, or 1s otherwise unsuitable for transmission). Therefore, the
link between node 102C and 1ts neighbor node 102B 1s designated as an unqualified link
in FIG. 1.

[0038] The busy device list module 120 1s configured to determine availability of
nodes 102 and to maintain listing of the nodes which are (or will be) busy and a duration
that thcy will be busy. In the illustrated cxample, the busy device list module 120 would
indicate that node 102B i1s busy transmitting data to node 102A and is, therefore,
unavailablc to rcecive transmissions from node 102C.

[0039] The memory 114 may comprise computer-readable media and may take
the form of volatile memory, such as random access memory (RAM) and/or non-volatile
memory, such as read only memory (ROM) or flash RAM. Computer-readable media
includes volatile and non-volatile, removable and non-removable media implemented 1n
any method or technology for storage of information such as computer-readable
instructions, data structures, program modules, or other data for execution by one or more
processors of a computing device. Examples of computer-readable media include, but
are not limited to, phase change memory (PRAM), static random-access memory
(SRAM), dynamic random-acccss mcmory (DRAM), other typces of random acccss

memory (RAM), read-only memory (ROM), clectrically erasable programmable read-
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only mcmory (EEPROM), flash mcmory or othcr memory tcchnology, compact disk
rcad-only memory (CD-ROM), digital versatile disks (DVD) or other optical storage,
magnetic casscttes, magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other non-transmission medium that can be used to store information for
access by a computing device. As defined herein, computer-readable media does not
include communication media, such as modulated data signals and carrier waves.

[0040] The network(s) 106, meanwhile, represents a backhaul network, which
may itself comprise a wireless or a wired network, or a combination thercof. The
network(s) 106 may be a collection of individual networks interconnected with each other
and functioning as a singlc large nctwork (c.g., the Internet or an intranct). Further, the
individual networks may be wireless or wired networks, or a combination thereof.

10041] The central office 104 may be implemented by onc or morc computing
devices, such as servers, personal computers, laptop computers, etc. The one or more
computing devices may be equipped with one or more processor(s) communicatively
coupled to memory. In some examples, the central office 104 includes a centralized
meter data management system which performs processing, analysis, storage, and/or
management of data received from one or more of the nodes 102. For instance, the
central office 104 may process, analyze, store, and/or manage data obtained from a smart
utility meter, sensor, control device, router, regulator, server, relay, switch, valve, and/or
other nodes. Although the example of FIG. 1 illustrates the central office 104 1n a single

location, 1n somc cxamples the central officc may distributcd amongst multiple locations
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and/or may bc climinatcd cntircly (c.g., in the casc of a highly dceentralized distributed
computing platform).

Example Node

[0042] FIG. 2 1s a schematic diagram showing additional details of example node
102C of FIG. 1. In this example, the radio 108 includes an antenna 200 coupled to an RF
front end 202 and a baseband processor 204. The RF front end 202 may provide
transmitting and/or receiving functions. The RF front end 202 may include high-
frequency analog and/or hardware components that provide functionality, such as tuning
and/or attenuating signals provided by the antenna and obtained from one or more of the
nodcs 102. The RF front cnd 202 may providc a signal to the bascband proccssor 204.
[0043] In one example, all or part of the baseband processor 204 may be
configurcd as a softwarc (SW) dcfincd radio. In onc cxample, the bascband proccssor
204 provides frequency and/or channel selection functionality to the radio 108. For
cxample, the SW defined radio may include mixers, filters, amplifiers, modulators and/or
demodulators, detectors, ctc., implemented 1n software executed by a processor or
application specific integrated circuit (ASIC) or other embedded computing device(s).
The SW defined radio may utilize processor(s) 112 and software defined or stored in
memory 114. Alternatively, the radio 108 may be implemented at least in part using
analog components.

[0044] The processing unit 110 may also include a clock 206 configured to

maintain a timc¢. The clock 206 may also b¢ configurcd to provide onc or morc count-up
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or count-down timcrs. Such timcers may be uscd in frequency hopping among multiplc
communication channels.

[0045] A frequency hopping module 208 may be configured to communicate with
the baseband processor 204 and the clock 206. In one example, the frequency hopping
module 208 1s configured to obtain time information and/or set frequency-hopping timers
in the clock 206. Such time information and/or timers will indicate to the frequency
hopping module 208 when to “hop” or tune a different channel or frequency.
Additionally, the frequency hopping module 208 may be configured to direct the SW
defined radio or other component of the radio 108 to perform the actual frequency
changcs. Accordingly, the frcquency hopping modulc 208 1s ablc to repcatedly shift
between agreed upon frequencies, at agreed upon times and communicate with another
nodc(s) for agrccd upon periods of time and 1n agreed upon protocols.

[0046] In some implementations (e.g., when the node 1s a utility meter), the
memory 114 may also include a metrology module 210 configured to collect
consumption data of one or more resources (e.g., electricity, water, natural gas, ctc.),
which may then be transmitted to one or more other nodes 102 for eventual propagation
to the central office 104 or other destination.

[0047] As discussed above, the memory 114 also includes the qualification
module [18 and the busy device list module 120. The qualification module 118
determines the quality of links between nodes and stores information regarding the
quality of thc links 1n a qualificd links list 212 or other rcpository of link quality

information. Likewise, the busy device list module 120 determines availability of nodes
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102 and to maintains listing of thc nodcs which arc (or will bc) busy and a duration that
they will be busy 1n a busy device list 214 or other repository of node availability data.
While the qualified links list 212 and the busy device list 214 are shown as being lists of
data stored in local memory of the node 102C, in other embodiments the link quality and
node availability information may be stored in a single list or in a non-list form.
Furthermore, in some embodiments, the link quality and node availability information
may additionally or alternatively be maintained at one or more other locations on the
network (€.g., a parent node, cellular router, relay, network storage device, or the like).

[0048] As discussed above, the qualified links list 212 and the busy device list
214 may bc maintaincd as scparatc lists or as onc compositc list. In thc illustrated
example, the qualified links list 212 and the busy device list 214 are stored as a
composite list 216 in memory 114. As illustrated 1in this figure, the qualificd links list
212 and the busy device list 214 in this example include some overlapping information.

[0049] The portions of the composite list 216 that generally correspond to the
qualified link list 212 are bounded by the by the dash-dot region, and in this example
include a list of neighbor nodes (under the heading “Neighbors™) with which the node has
a communication link, an indication of whether the link with each neighbor node 1s
qualified (under the heading “Qualified”), a list of channels that are qualified for each
link (under the heading “Channels™), and a ranking of the links by relative quality of the
links (under the heading “Rank™). However, in other embodiments, the qualified link list

212 may includc additional or altcrnative information (¢.g., a rclative quality scorc of the
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links, a rclative quality of individual channcls of cach link, a maximum data ratc for cach
link or each channel of cach link, etc.).

[0050] The portions of the composite list 216 that generally correspond to the
busy device list 214 are bounded by the dotted region, and in this example include a list
of neighbor nodes (under the heading “Neighbors™) with which the node has a
communication link, a list of channels that are qualified for each link (under the heading
“Channels™), an availability status of each node (under the heading “Availability”), and a
duration corresponding to the availability status (under the heading “Duration”). As used
herein a node 1s “available” or “has availability” to receive a transmission 1f 1t 1s
atfirmativcly noted 1n the busy device list as being available (¢.g., has scheduled/rescrved
time to receive the communication) or 1f 1t 18 implicitly available (e.g., nodes that are not
notcd as bcing unavailablc and arc thercforc assumcd to be availablc). In other
embodiments, the busy device list 214 may include additional or alternative information
(c.g., type of opcration being performed by busy nodes, size of data being
transmitted/received by busy nodes, ctc.).

[0051] The routing module 116 may route transmissions based on link quality as
indicated in the qualified link list 212, availability of neighbor nodes as indicated in the
busy device list 214, or based on both using a composite list 216. For example,
according to one 1llustrative routing metric, nodes might attempt to route transmissions to
an available node having the best link quality rank. Thus, in the illustrated example, the
nodc 102C might routc transmissions to nodc N on on¢ of channcls 1-7, ¢cxcept channcl 5

(since as discussed below channel 5 is currently in use by nodes A and B), since node N
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1s both availablc for an indcfinitc duration and 1s the highest quality qualificd link (i.c.,
lowest rank) available (assuming that node N 1s otherwise able to propagate a
transmission toward 1ts ultimate destination). In this example, node A 1s not immediately
available to receive transmissions since it 18 busy transmitting data to node B on channel
5, so node C will not route the transmission to node A despite the fact that node A has a
higher quality link (1.e., lower rank). Also, node C will not route transmissions to node N
on channel 5 in order to avoid disturbing transmissions between nodes A and B on
channel 5.

[0052] According to an alternative routing metric, the routing module 116 may
wcight link quality morc hcavily than availability. In that casc, again rcfcrring to the
illustrated embodiment, rather than transmitting data to node N which 1s available
immecdiatcly, nodc C might choosc to wait to transmit data to nodc A when node A
becomes available because node A has a higher quality (i.c., lower rank) link quality. In
yet another alternative, node C may choose to wait to route the communication to node
A, but only if node A will become available 1n a relatively short period of time. In other
words, the decision of where to route the communication may strike a balance between
link quality and duration until availability.

Example Method of Routing Based on Link Quality

[0053] FIG. 3 illustrates an example method 300 of determining quality of links
between nodes of a mesh network and routing communications based at least in part on
the link quality. Thce mcthod 300 1s described with reference to the cxamplc architccture

100 of FIG. 1 for convenience. However, the method 300 1s not limited to use with the
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cxamplc architccturc 100 of FIG. 1 and may b¢c implecmented using other architccturcs
and devices.

[0054] The method 300 begins at block 302, with a node, such as node 102C,
determining a quality of a link with a neighbor node, such as node 102N. The link
quality determination may be performed by a qualification module, such as qualification
module 118 of node 102C. Additional details of the link qualification process will be
described below with reference to FIG. 4.

[0055] Once the node 102C has determined a quality of the link with the neighbor
node 102N, at block 304, the qualification module 118 of node 102C compares the
dctermined link quality with a threshold link quality. If the determincd link quality mects
(1.e., 18 greater than or equal to) the threshold link quality, the node 102C will, at 306,
quality the link between the node 102C and the ncighbor node 102N and add the link to
the qualified link list 212.

[0056] At block 308, the node 102C determines whether a predetermined number
of qualified links exist. The predetermined number of qualified links may equal the
number of links the node has with its immediate neighbors, or the predetermined number
of qualified links may be less than all of the number of links the node has with its
immediate neighbors. For example, the predetermined number of qualified links may
comprise a number (e.g., 3, 5, 10, etc.) sufficient to ensure a good communication path
for the node even during times of heavy network traffic. If, at block 308, the node 102C
dctermines that “No” the predeterminced number of qualificd links docs not cxist, the

node 102C may repeat the operations of blocks 302-306 until the predetermined number
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of qualificd links 1s achicved. If, on the other hand, the node 102C dcterminces, at block
308, that “Yes” the predetermined number of qualified links exist, the node 102C may
proceed 1n some embodiments to, at block 310, rank the neighbor nodes according to the
relative quality of the links between the node 102C and the neighbor nodes 102A, 102B,
and 102N. However, 1n other embodiments, the ranking operation 310 may be omaitted.
[0057] At block 312, the routing module 116 of node 102C may begin routing
communications to its neighbor nodes with which 1t has a qualified link. Thus, 1n the
illustrated example, node 102C may begin routing communications to nodes 102A and
102N, but not node 102B, since node 102C has qualified links with nodes 102A and
102N, but not with nodc 102B. In addition to or instcad of routing communications
based simply on the existence of a qualified link, if the node 102C ranked the neighbor
nodcs bascd on link quality at block 310, thc nodc 102C may routc communications
based on the link quality rankings (e.g., giving preference to send communications via
higher quality links).

[0058] FIG. 4 is a signal flow diagram illustrating additional details of an
example method 400 of qualifying links based on link quality. The method 400 1s
described with reference to nodes 102C and 102N of the example architecture 100 of
FIG. 1 for convenience. However, the method 400 1s not limited to use with the example
architecture 100 of FIG. I and may be implemented using other architectures and
devices.

10059] In FIG. 4, a nodc, such as nodc 102C, may dctcrminc quality of a link with

a neighbor node, such as node 102N, by exchanging a series of communications with the
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ncighbor nodc over the link. For cxample, at opcration 402, nodc 102C may scnd a
request-to-send (RTS) message to the neighbor node 102N. The request to send message
may designate a sequence of communication channels to test. For example, the sequence
of communication channels to be tested may be designated by a beginning channel
number to test X, a step interval Y between channels to test, and a number M of channels
to test. The sequence of channels may be expressed mathematically according to the

following equation:

(X+Y(k-1)),k=1,2,... M (2)

In this equation, k is a number of the channel in the sequence (e.g., first channel tested).
[0060] Subsequently, the node 102C may, at operation 404, receive a clear-to-
send (CTS) message from the neighbor node 102N indicating that the neighbor node 1s
available to recerve transmissions. The node 102C may then proceed, at operation 406,
to test the sequence of communication channels between the node 102C and the
respective neighbor node 102N by sending test data packets to the neighbor node
according to thc scquence of communication channcls to test. Upon recciving the test
data packets, the neighbor node 102N may, at operation 408, send back test data packets
according to the same sequence of communication channels. Each of the test data
packets returned at operation 408 may include an indication of a cost in time of
transmission through the link, as well as the number of test data packets the node 102N
received from the node 102C.

[0061] Upon receiving back the test data packets from the neighbor node, at

operation 410, the node 102C may calculate link quality between the node 102C and the
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ncighbor nodc 102N bascd on the testing of the scquence of communication channcls.
For example, the node 102C may calculate the link quality according to Equation (1)
above. Alternatively, various other metrics may be used to calculate link quality. If the
link quality meets the predetermined threshold quality, the node 102C may qualify the
link and add the link to its list of qualified links that meet the threshold link quality as
discussed above with reference to FIG. 3.

[0062] At operation 412, node 102C may also send a confirmation packet
including a number of test data packets the node 102C received from the neighbor node
102N. At operation 414, neighbor node 102N may send an acknowledgement packet to
nodc 102C, indicating the succcesstul reeeption of the confirmation packct sent by 102C.
At operation 416, neighbor node 102N may use the confirmation packet to evaluate the
link quality between the node 102C and the ncighbor node 102N (c.g. using the link
quality metric of equation 1 above). If the link quality meets the predetermined threshold
quality, the neighbor node 102N may qualify the link and add the link to 1ts list of
qualified links that meet the threshold link quality as discussed above with reference to
FIG. 3. Method 400 may be performed as many times as needed to qualify a
predetermined number of links for each node.

Example Method of Routing Based on Node Availability

[0063] FIG. 5 illustrates an example method 500 of qualifying links between
nodes of a mesh network. The method 500 1s described with reference to the example

architccturc 100 of FIG. | for convenicnee. Howcever, the mcthod 500 18 not [imited to
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usc with the cxample architccturc 100 of FIG. 1 and may bc implecmented using other
architectures and devices.

[0064] According to method 500, at block 502, a node, such as node 102C,
maintains and updates a busy device list, which includes availability information (i.e.,
busy, available, unavailable, etc.) of neighbor nodes, such as nodes 102A, 102B, and
102N. The busy device list may be implemented at the MAC sub-layer and may be
stored 1n memory of the node 102C, for example.

[0065] In particular, the node 102C may maintain/update the busy device list by,
at block 504, listening on a control channel (1.¢., tuning radio 108 to the control channel
to rcceive any communications transmittcd on the control channcl). At block 506, the
node 102C may overhear one or more messages, such as RTS messages or CTS
mcssages, transmittcd by other nodes on the nctwork. The overhcard mcessages may
contain reservation information including availability information (e.g., that particular
nodes imntend to transmit or receive data on one or more specified data channels) and
duration information (e.g., a size of data to be transmitted, a time of transmission, and/or
a starting time for the transmission). At block 508, the node 102C may update 1ts busy
device list to include the availability and duration of availability of the other nodes
assoclated with the overheard messages.

[0066] At block 510, the node 102C may receive information (e.g., information
propagated from a neighbor node, consumption information from the node’s own
mctrology modulc 210, ctc.) to bc transmittcd to a destination. At block 512, the node

102C queries the busy device list and, at block 514, identifies one or more neighbor
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nodcs that, according to thc busy device list, arc both availablc and capablc of
propagating the information toward the destination. If more than one neighbor nodes
mect this criteria, the node 102C may select which neighbor node to send the information
to based on one or more other criteria (e.g., link quality, network traffic, random
selection, etc.).

[0067] After 1dentifying which neighbor node to send the information to, at block
516, the node 102C transmits the information to the identified neighbor node. In
particular, 1n on¢ example transmission process, at block 518, the node 102C may send
an RTS message to the identified neighbor node on the control channel. The RTS
mcssage may include, for cxample, a sizc of the information to be transmitted, a data
channel on which the node 102C prefers to send the information, a time at which the
transmission will commcence, and/or any other information uscful in ncgotiating the
transmission. If the neighbor node received the RTS and 1s available, at block 520, the
node 102C will receive a CTS message trom the neighbor node. The CTS message may
include an indication that the identified neighbor node 1s available, confirmation of the
data channel specified in the RTS or designation of an alternate data channel for the
transmission, an anticipated duration of the transmission (based on the size of the data
and the maximum data rate across the link), and/or any other information useful in
negotiating the transmission. Finally, at operation 522, the node 102C sends the
information to the 1identified neighbor node on the confirmed data channel or the alternate

data channcl.
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[0068] The mcthods 300, 400, and 500 arc illustratcd as collcctions of blocks
and/or arrows 1n logical flowcharts representing a sequence of operations that can be
implemented 1n hardware, software, firmware, or a combination thereof. The order 1n
which the blocks are described i1s not intended to be construed as a limitation, and any
number of the described operations can be combined 1n any order to implement the
method, or alternate methods. Additionally, individual operations may be omitted from
the method without departing from the spirit and scope of the subject matter described
herein. In the context of software, the blocks represent computer instructions that, when
executed by one or more processors, perform the recited operations. In the context of
hardwarc, thc blocks may rcpresent onc or morc circuits (c.g., application spccific
integrated circuits — ASICS) configured to execute the recited operations.

Example Protocol Data Units (PDUs)

[0069] FIGS. 6 and 7 1llustrate several example protocol data units (PDUs) which
may be transferred via a control channel and/or data channel. The term PDU 1s used to
herein to refer generally to refer to any communication, message, or transmission within
a communication network, such as that shown in FIG. 1. The term PDU 1s based, at least
in concept, on the Open Systems Interconnection (OSI) Model and may comprise, for
example, a bit, a frame, a packet, a segment, etc. In some instances, one or more layers
of the OSI model may be utilized to transfer one or more PDUs between nodes. For
example, the data link layer of the OSI model may be utilized to transfer PDUs between
two or mor¢ of the nodcs 102 1n the architccturc 100. In particular implementations, the

media access control (MAC) sub-layer of the data link layer may be utilized to transfer
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PDUs bctween two or morc of the nodes 102. Further, in somc implecmentations, an
access method may be utilized to transfer PDUSs, such as the carrier sense multiple access
with collision avoidance (CSMA/CA) method.

[0070] FIG. 6 illustrates an example request-to-send (RTS) frame 600 that may be
used to indicate that a node wishes to send data to another node, while FIG. 7 illustrates
an ¢xample clear-to-send (CTS) frame 700 that may be used to indicate that a node 1s
available to recerve data. In some examples, upon recerving a RTS message, a node may
respond (1f available) by sending a CTS message. In this example, the RTS and CTS
frame structures are defined in part by the IEEE 802.15.4(¢) standard. However, 1n other
cxamplcs othcer PDU structurcs may be uscd for the RTS mcssages, CTS mcssages, or
other communications conveying reservation information associated with the multi-
channcl communication nctwork.

[0071] As discussed above, the RTS frame 600 and the CTS frame 700
(collectively referred to as data frames 600 and 700) contain information that 1s usable to
qualify links between nodes of a multi-channel communication network and to route
communications between and among nodes of the multi-channel communication
network. The frames 600 and 700 are described with reference to the example network
of architecture 100 of FIG. 1 and the example methods 300, 400 and 500 for
convenience. However, the example frames 600 and 700 are not limited to use with the
example architecture 100 or the methods 300, 400 and 500, and may be implemented

using other architccturcs and devices and/or to perform other methods.
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[0072] Rcferring to FIG. 6, the cxamplc RTS framc may bc uscd to inform
neighboring nodes that a node wishes to send data and will not be available for another
transmission, and to negotiate a particular data channel and one or more physical (PHY)
parameters (e.g., data rate and/or modulation technique) with an intended recipient node.
As shown 1n FIG. 6, the RTS frame includes the following ficlds: frame control (FC),
sequence number, destination personal arca network (PAN) identifier, destination
address, source PAN 1dentifier, source address, auxiliary security header, payload, and
frame check sequence (FCS). Details of the foregoing ficlds of the RTS frame other than
the payload are well known to those skilled in the art and are not described 1n detail
hercin. The payload of the RTS frame, howcver, 1s customized to implement the routing
techniques described above, as well as other functionalitiecs. The payload may be
variablc 1 si1z¢ and may includc, for ¢cxamplc, onc or morc of the following ficlds:
e Type: This field indicates a type of the frame, ¢.g., RTS, CTS, not-clear-to-send
(NCTS), etc. In the example of FIG.6, this field indicates that the frame 1s an
RTS frame.
e HW: This field indicates a type of hardware of a node sending the RTS frame.
The type may include, for example, a version or generation of device, and/or any
other 1nformation usable to determine capabilitiecs of the node (e.g., batter

powered, modulation techniques and/or data rates that are supported by the node).

e Rank: This ficld indicates a Routing Protocol for Low power and Lossy networks

(RPL) rank (if known) of the node which 1s sending the RTS frame. The rank

represents the cost of the path from the neighbor to the cell router and may be

29



10

15

20

WO 2013/070263

CA 02854599 2014-05-05

PCT/US2012/0231135

computcd using, for cxample, thec mctric of Equation (1) to computc the ETT.
The higher the rank 1s, the farther the node 1s from the cell router. This field may
be utilized by a receiving node for routing consistency detection at the MAC sub-
layer.

DODAG ID: This field 1s a Destination Oriented Directed Acyclic Graph
(DODAG) 1dentifier (ID), which 1dentifies a DODAG root (e.g., a network border
router, cellular router, relay, etc.), through which the node sending the RTS 1s
connected to a backhaul network, such as the Internet, for communication with
central office or other network computing device. In the context of the
architecture 100 of FIG. I, Node A 1s an example of a DODAG root of the
architecture 100 which 1s in communication with network 106, which 1s an
example of a backhaul network. The DODAG ID allows a node which receives
the RTS frame to accept or reject the RTS frame by verifying routing consistency

conditions at the MAC sub-layer.

Duration: This field indicates a total expected time for exchanging data frame(s)
specified in the RTS. The duration may include time to transmit the specified
data frames, waiting times such inter-frame spacing (IFS) (e.g., SIFS, GIFS, etc.)
between frames, and acknowledgment (ACK) or non-acknowledgement (NACK)
responses. The duration field may be used to determine a duration that a node
will be busy communicating with another node and therefore unavailable to
receive. The duration field may be used to populate the “Duration” column of a

busy device list, such as busy device list 214 shown 1n FIG. 2.
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Ch. On: This field includes a flag indicating whether the RTS includes a channels

list.

Channels List: This field includes a channels list including a list of channels that
arc available to a node sending the RTS frame. A node receiving the RTS frame
may select a channel from the available channels and specity this chosen channel
inside a CTS frame. In some examples, the channel list may include less than all
channels that are available to a node. For example, 1if a Direct-Sequence Spread
Spectrum (DSSS) modulation 1s employed, the channel list may be limited to 13
channels in the 915MHz ISM band. The channel list may comprise, for example,
a list of qualified channels between the node that sent the RTS and the node that
recerved the RTS. The list of qualified channels may be maintained in memory of
the node that sent the RTS and/or the node that received the RTS, such as 1n the
list of qualificd links 212 maintaincd in memory 114 of node 102C dcscribed with
reference to FIG. 2.

Data Rate (DR) parameters: This field indicates a maximum data rate supported
and/or proposed by a node sending the RTS frame. A node receiving the RTS
frame may utilize this field to determine a data rate of which both the sending and
receiving nodes are capable. The determined data rate may be sent to the sending
node using a CTS frame. The determined data rate will be set to at most the
maximum data ratc of a slowcr of the two nodcs. Thus, 1f the RTS proposcs a

data rate higher than the receiving node 1s capable of, the receiving node will set a
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lowcer data ratc (at most thc maximum data ratc of thc rccciving node) when

sending the CTS frame.

Data ID: This field includes an ID of a data packet. This ID may be present
inside the RTS frame. This field may be utilized if, for example, the data packet
was received by a particular node but an acknowledgement was not received at a
node which sent the data packet. In this case, the node which sent the data packet
with Data ID may assume that the data packet was not received and may resend
an RTS frame for the same Data ID. In some cases, when the particular node
keeps track of a number of last Data IDs received, the particular node may
respond with an ACK frame instead of a CTS frame, thus avoiding a

retransmission of the data frame.

F ID: This field includes a MAC frame ID of the RTS frame. The intended
destination of the RTS framc¢ will copy this F 1D 1n the CTS framc answcring to
this RTS frame. When the node sending RTS frame receives a CTS frame, it may
usc the F ID i CTS frame to determine if the CTS frame 1s the expected one

(1.c., 1t was sent 1n answer to the RTS frame the node has sent previously).

NP: This field indicates a number of packets to be exchanged with a node
recerving the RTS frame. This field tells the receiving node how many packets to
listen for on a specified data channel before switching back to listen on the control
channcl. This ficld may also bc uscful in dctcrmining availability of particular

channels.
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e Pre Ch: This field indicates a channel that a node prefers to utilize for
exchanging data frames, such as the test data frames shown in FIG. 4. Nodes
which are not involved 1n this exchange, but which overhear the RTS, may update
their busy device lists (¢.g., as described with reference to FIG. 3) based on this
ficld. By default, the recipient of the RTS frame may select this channel for data
exchange, 1f possible. However, 1f this channel 1s busy or 1s not a qualified

channel of the link, the recipient node may designate a different channel 1n the
CTS.

e DIR: This field indicates whether traffic 1s from a root or 1s to be sent to the root.
Traffic sent from a root toward a leaf 1s said to be “downstream,” while all
communications sent toward the root are said to be “upstream.” The field may be
set to 1 for upstream traffic and 0 for downstream traffic, for example.

[0073] FIG. 7, mcanwhilc, illustratcs an cxamplc CTS mcessage 700 1n the form of
a frame that may be communicated to indicate that a node 1s available to receive data.
The CTS frame 700 may include, for example, PHY parameters and a data channecl
selected by the first node. In some instances, the CTS frame is utilized to inform
neighboring nodes that the node sending the RTS and the node sending the CTS will be
unavailable and that the selected data channel will be busy during a specified time period.
In the example of FIG. 7, the CTS frame includes the following fields: FC, sequence
number, destination PAN identifier, destination address, source PAN identifier, source
address, auxiliary security header, payload, and FCS. Details of the foregoing fields of

the CTS frame other than the payload are well known to those skilled in the art and are
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not described 1n detail herein, The payload of the CTS framc, howcevcer, 1s customized to
implement the routing techniques described above, as well as other functionalities. The
payload of the CTS frame may be variable in size and may include, for example, one or

more of the following fields:

e Type: This ficld may indicate information similar to that described above in
reference to FIG. 6. In the example of FIG.7, this field indicates that the frame 1s

a CTS frame.

e HW: This field includes hardware parameters (¢.g., type of device, version or

gencration of device, etc.) of a node that received the RTS frame (i.c., the node

that will send the CTS frame).

e Rank: This ficld 1s analogous to the corresponding field of the RTS frame, but as
applied to the CTS frame. This field may be used in ranking links according to
their relative quality in, for example, the qualified links list 212 shown 1n FIG. 2.

e DODAG ID: This field 1s analogous to the corresponding field of the RTS
frame, but as applied to the CTS frame. Specifically, this ficld 1s a DODAG
identifier providing a choice for a node which receives the CTS frame to accept or
reject by verifying routing consistency conditions at a MAC sub-layer.

e Duration: This field 1s analogous to the corresponding field of the RTS frame, but
as applied to the CTS frame, and may be used in determining availability and
duration of availability, such as for maintaining the busy device list 214 of FIG. 2.

e Channel: This field indicates a data channel selected by the node that received the

RTS frame.
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e DR: This field indicates a data rate selected by the node that received the RTS
frame. The data rate may be the same (if the receiving node is capable of the data
rate) or different than the data rate specified in the RTS (if the receiving node 1s
not capable of the data rate specified in the RTS). This data rate may be

5 implemented to transfer data on a data channel, such as the test data packets

described with reference to FIG. 4.

e F ID: This field includes a MAC frame ID of the CTS frame, which may be
identical to the F ID value of the RTS frame.
[0074] As discussed above, the RTS and CTS frames 600 and 700 are merely
10  examples of some PDUs that may be used to implement the routing techniques described
herein. In other embodiments various other PDUs may be employed to implement the
described routing techniques.
Conclusion
[0075] Although the application describes embodiments having specific structural
15  features and/or mecthodological acts, 1t 1s to be understood that the claims are not
necessarily limited to the specific features or acts described. Rather, the specific features
and acts are merely 1llustrative some embodiments that fall within the scope of the claims

of the application.



10

15

20

30

THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE
PROPERTY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS:

1. A method comprising:

under control of a node of a multi-channel network configured with computer-

executable instructions:

sending, by the node, a request-to-send (RTS) message to a neighbor node, the request

to send message designating a sequence of channels to test;

receiving, at the node, a clear-to-send (CTS) message from the neighbor node,
indicating that the neighbor node 1s available to receive transmissions;

sending, by the node, test data packets to the neighbor node according to the sequence
of channels to test, wherein test data packets are sent on ditferent channels;

receiving, at the node, test data packets from the neighbor node according to the

sequence of channels to test; and

computing a link quality of a link between the node and the neighbor node based on

the test data packets received from the neighbor node.

2. The method of claim 1, further comprising:

comparing the computed link quality between the node and the neighbor node with a

predetermined threshold quality; and

qualifying the link between the node and the neighbor node in response to determining

that the link quality of the link between the node and the neighbor node meets the
predetermined threshold quality.

3. The method of claim 1 or 2, wherein the sequence of channels to test 1s designated by

a beginning channel number to test, a step interval between channels to test, and a number ot

channels to test.

4, The method of claim 1, 2 or 3, further comprising sending, by the node, a confirmation

packet including a number of test data packets the node received from the neighbor node, the

36
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confirmation packet being usable by the neighbor node for computing the link quality

between the node and the neighbor node.

5. The method of any one of claims 1 to 4, wherein each test data packet includes an

indication of a cost in time of transmission through the link.

6. The method of any one of claims 1 to 5, wherein computing the link quality comprises

evaluating a transmission quality of multiple channels between the node and the neighbor

node.

7. The method of any one of claims 1 to 6, wherein computing the link quality comprises

computing an expected transmission time (ETT) according to the following equation:

S
ETT = B X ETX,

1

where FTX = —
1-P

P=1-(1-Pf)x({1-Pr),

P is a loss rate on a link,

Pf is a probability that a data packet successfully arrives at the neighbor node,

Pr is a probability that a confirmation from the neighbor node is successtully received,
S 1s packet size of the respective data packet, and

B 1s a bandwidth of the link between the node and the neighbor node.

8. The method of any one of claims 1 to 7, further comprising:

sending, by the node, a RTS message to another neighbor node, the request to send

message designating a sequence of channels to test;

receiving, at the node, a CTS message from the another neighbor node, indicating that
the another neighbor node is available to receive transmissions;

sending, by the node, test data packets to the another neighbor node according to the

sequence of channels to test;

37
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receiving, at the node, test data packets from the another neighbor node according to

the sequence of channels to test; and

computing a link quality between the node and the another neighbor node based on the

test data packets received from the another neighbor node.

9. The method of claim 8, further comprising repeating the acts of claim 8 until the node

has identified a predetermined number of links satisfying a predetermined link quality

threshold.

10.  The method of claim 9, further comprising ranking neighbor nodes according to

relative link quality of links between the node and the neighbor nodes.

11.  The method of claim 10, further comprising routing communications from the node to

one or more of the neighbor nodes based on the ranking.

12.  The method of any one of claims 1 to 11, wherein:

the RTS message further comprises an indication that the node wants to transmit a
packet and will be unavailable for other transmissions for a period of time, and

the CTS message further comprises an indication that the neighbor node will be
unavailable for transmission for a period of time and that a designated transmission channel

will be busy during the period of time.

13.  One or more computer-readable media storing instructions that, when executed by one

or more processors of a node, configure the node to perform the method of any one of claims

1 to 12.

38
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