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TITLE

VIRTUAL SUM CARD FOR MOBILE HANDSETS

FIELD OF INVENTION

[0001] The present invention relates to a system and method for remotely

downloading cellular telephone provisioning information and personal data to a

mobile handset.

BACKGROUND OF INVENTION

[0002| Presently, mobile handsets utilize a variety of technologies and formats

which may include, for example, GSM (Global System for Mobile

Communication), CDMA (Code Division Multiple Access) and/or UMTS

(Universal Mobile Telecommunications System) technology depending on the

carrier of choice. In order to store a user's personal data, GSM and UMTS mobile

handsets utilize the Subscriber Identity Module (SIM), commonly known as a SIM

card. The SlM card is a detachable smart card containing the user's cell phone

provisioning or subscription information as well as a wealth of personal data, such

as phonebooks, saved SMS messages, downloaded data, and personalization

settings. Through the use of a SIM card, mobile handset users are able to retain

their personal data information when upgrading handsets. Thus, GSM and UMTS

mobile handset users can purchase newer model handsets or replace mobile

handsets while easily retaining all of their important personal data. In this way, if

users replace their mobile handset, so long as the SlM card is plugged into the

replacement phone, the users will not have to re-enter all of their personal data.

Also, because the SIM card contains the cellular network provisioning information,

users can change carriers while retaining their mobile handsets simply by changing



the SIM card. However, if GSM and UMTS mobile handset users lose their mobile

handset along with the SIM card, they have lost their personal data and must reenter

the data into a replacement handset

[0003| While analogous device for other mobile network systems have been

developed, such as Removable User Identity Module (RUIM), Universal Subscriber

Identity Module (USIM) or Universal Integrated Circuit Card (UlCC), these devices

suffer from the same problems of personal data loss when the mobile handset

containing these devices are lost or destroyed. Further, SIMs, RUIMs, USIMs, and

UICCs are costly for operators and users and are not scalable and may not have

sufficient capacity to store large amounts of user data and applications.

[0004] In addition, while some CDMA mobile handsets store provisioning

information on a removable card that can be moved from handset to handset, many

CDMA phones do not provide this capability. Thus, when these types of CDMA

mobile handset are purchased from a carrier, the carrier must provision the mobile

handset. Also, if CDMA mobile handset users wish to have a new mobile handset

programmed with their personal data existing in a previous mobile handset, users

must have the service provider download such information into the new phone.

This process may be time consuming, inconvenient or costly.

[0005} Consequently, a system and method is desired to allow users to more easily

retain and transfer personal data contained in the memory of mobile handsets.

SUMMARY

[0006] Various embodiments provide systems and methods for retaining and

transferring personal data contained within the memory of mobile handset devices.

Some embodiments provide mobile handset users with the capability to download

personal data to a server after authentication and verification steps are completed.

Other embodiments allow mobile handset users to provision new mobile handsets

remotely by uploading personal data from a server. Some embodiments utilize



alphanumeric passwords for user authentication and verification purposes. Other

embodiments implement biometric sensors for user authentication and verification

purposes.

BRIEF DESCRIPTION OF THE DRAWINGS

[00071 The accompanying drawings, which are incorporated herein and constitute

part of this specification, illustrate embodiments of the invention, and, together with

the general description given above and the detailed description given below, serve

to explain features of the invention.

[0008| Fig. 1 is a system diagram illustrating an embodiment system which provides

for virtual SIM (VSIM) capabilities.

[0009] Fig. 2 is a process flow diagram illustrating the steps of an embodiment

method for initializing a VSIM capability.

[00101 Fig. 3 is a process flow diagram illustrating the steps of an embodiment

method for backing up/restoring/modifying personal data.

[001 1) Fig. 4 is a process flow diagram illustrating the steps of an embodiment

method for operation of a VSIM system.

[0012] Fig. 4 is a process flow diagram illustrating the steps of an embodiment

method by which a mobile handset can request access to the personal data server.

[0013| Fig. 5 is a system diagram illustrating a mobile communication system

embodiment which provides users with the ability to backup and recover personal

data using a VSIM personal data server.

[0014] Fig. 6 is a system diagram illustrating a system embodiment which provides

new mobile handset provisioning and VSIM capabilities.



[0015) Fig. 7 is a system diagram illustrating a mobile communication system

embodiment which provides users with the ability to provision a new mobile

handset using virtual SlM capabilities.

[0016] Fig. 8 is a system diagram illustrating a system embodiment which provides

new mobile handset provisioning from a plurality of service providers.

10017] Fig. 9 is a system diagram illustrating a mobile communication system

embodiment which provides users with the ability to provision a new mobile

handset from a variety of service providers using VSIM capabilities.

[0018] Fig. 10 is a perspective view of a mobile handset with a biosensor for user

authentication.

DETAILED DESCRIPTION

[0019] The various embodiments will be described in detail with reference to the

accompanying drawings. Wherever possible, the same reference numbers will be

used throughout the drawings to refer to the same or like parts,

[0020] In recent years, expanding capabilities of mobile handset technology has

increased the types and amount of personal data that may be stored within the

memory of mobile handsets. There are several types of personal data that users

store in their mobile handsets. Typical mobile handset users spend time

programming contact information into their personal phonebooks stored within the

mobile handset memory. Customization of mobile handsets, such as adding ring

tones and personalized screen "wallpaper," adds more personal data stored within

the mobile handset memory. Personal data may also include photos, videos, mp3

music files, third party applications such as games, etc. Additionally, the mobile

handset memory may contain transmitted or received SMS messages, and data

files that have been transmitted to the mobile handset for viewing or manipulation.



In the case of GSM mobile handsets and their 3G successor UMTS mobile

handsets, the provisioning information specific to each mobile handset is typically

stored on a SIM card.

(0021| A common complaint when a mobile handset is lost or destroyed is the cost

or effort of replacing and reprogramming the personal data, not the cost of

replacement equipment. Additionally, some mobile handset users delay upgrading

their equipment because of the difficulty of transferring personal data from one

handset to another.

[0022] The Subscriber Identity Module (SIM) is a removable memory chip or smart

card used in GSM and UMTS mobile handsets to store the service-subscriber key

used to identify a mobile phone to cellular telephone networks. The SDvI card

allows users to change phones by simply removing the SIM card from one mobile

phone and inserting it into another. A typical low cost SIM card has little memory,

2-3 KB, which many only be enough to contain a personal phone directory. Data

stored in a SfM card is used by the phone directly. SIM cards with additional

applications are available in many storage sizes, the largest being capable of storing

up to 1 gigabytes of information. Smaller sized SIM cards, capable of storing up to

32 KB or 16 KB, are the most prevalent in areas with less-developed GSM

networks.

[0023] The use o f a SIM card is mandatory in GSM cellular telephone networks.

SIM cards store network specific information used to authenticate and identify

subscribers on the network, the most important of which are the ICCID, IMSI,

Authentication Key (Ki), and Local Area Identity (LAI). The SIM also stores other

carrier specific data such as the SMSC (Short Message Service Centre) number,

Service Provider Name (SPN), Service Dialing Numbers (SDN), and Value Added

Service (VAS) applications. The equivalent of a SIM card in UMTS cellular



telephone networks is called the Universal Integrated Circuit Card (UICC).

CDMA phones contain a Removable User Identity Module (RUIM).

[0024] Because SIM cards are removable, GSM and UMTS handset users are able

to transfer personal data with relative ease by simply transferring the SIM card

from one mobile handset to another. This process is available when GSM and

UMTS mobile handset users wish to upgrade their mobile handset equipment or

their handset is lost or destroyed but the SIM card is recovered. When the mobile

handset is lost or destroyed, however, it is most often the case that the SlM card is

lost or destroyed with it. In such instances, the personal data stored on the SIM

card is irreparably lost.

[0025J In contrast to GSM and UMTS mobile handset users, CDMA mobile

handset users cannot simply move provisioning memory card from handset to

handset. When users of CDMA mobile handsets wish to replace, exchange, or

upgrade their equipment, they must have a service provider download their

personal data from their old phone and re-provision the information into the new

phone along with their network account information.

[0026] In addition to the difficulties of reprogramming personal data into mobile

devices, GSM SIM cards, as well as UMTS USIM and CDMA R-UIM physical

cards, are costly for Original Equipment Manufacturers (OEMs), operators and

users. Further, GSM SlM cards, as well as UMTS USIM and CDMA R-UIM

physical cards, may not have sufficient storage capacity for the large amounts of

use data and applications that users are now loading onto their phones. As cell

phone applications become more sophisticated and demand more storage space,

new cards will need to be installed as SIM, USIM, and R-UIM cards are not

scalable.

[0027] An embodiment described herein can alleviate these problems by creating a

virtual SIM (VSIM) card capability so internal memory can be used to store



provisioning information on all mobile handsets, including GSM, UMTS and

CDMA varieties. Fig. 1 illustrates an overall architecture of an embodiment

wherein a mobile handset 101 communicates over a cellular telephone network

with a VSlM server 102 to send and receive personal data. As is well known, the

cellular telephone network includes cellular antennas 121 for communicating with

mobile handsets 101 and transmitting voice and data signals over the cellular

telephone network to selected destinations, such as the VSIM server 102 via a

cellular telephone network interface 112. The VSIM server 102 may be coupled

to an authentication server 103 such as by way of a wired, fiber optic or wireless

network connection. The VSIM server 102 may contain internal memory storage

units such as a mass storage disc drive, or may be in connection with a VSIM

database 104, which is capable of storing the personal data information for each

individual mobile handset operating on the system. Similarly, the authentication

server 103 may contain internal memory storage units such as mass storage disc

drives, or may be connected to an authentication database 106, which is capable of

storing the authentication credentials for each individual mobile handset operating

on the system. In an embodiment, the VSIM server 102 may also act as the

authentication server 103 by incorporating authentication functions within the

VSIM server software and providing sufficient memory storage units 104.

[0028| The mobile handset 101 includes a processor 107 and an internal memory

storage unit 105, such as a random access memory or flash memory unit, which is

configured to store network provisioning and personal data within the mobile

handset. Since sensitive personal data, mobile handset provisioning information,

as well as authentication and verification information, may be transmitted back

and forth between the mobile handset 101 and VSIM server 102, the VSIM server

102 and the mobile handset processor 107 can be configured with software to

encrypt such information using known data encryption and key methods to protect

data from unauthorized viewing.



10029] The virtual SIM or VSIM of the various embodiments described herein

functionally takes the place of a SIM card in GSM handsets and stores the

provisioning information in UMTS and CDMA handsets. In operation, a mobile

handset processor 107 recalls the network provisioning information stored in the

memory unit 105 (instead of a SIM card) in order to connect to the cellular

telephone network. Also, handset applications like phonebooks and messaging

access memory stored within the VSIM portion of the handset memory unit 105

instead of a SIM card or other removable memory cards. Information stored in the

VSlM portion of the handset memory unit 105 is backed up and maintained on the

external VSfM server 102.

(0030J The VSIM services provided by the VSIM server 102 may be offered to

mobile handset users as a standard feature of service or as an extra subscription fee

service. This architecture allows the provisioning and personal information to be

uploaded to the VSIM portion of the handset memory unit 105 at any time,

providing flexibility in provisioning and programming new mobile handsets. This

architecture also provides users with an external backup of personal data which

preserves their personal data even if the entire mobile handset is lost. By logging

onto the VSIM server 102 via the cellular telephone network, users may backup

their personal data to the VSIM server 102. Then, even if the entire mobile

handset is lost or destroyed, their personal data is preserved, ready for reloading

onto a replacement handset. To restore their personal data preserved, users log

onto the VSIM server 102 via the cellular telephone network, authenticating

themselves by transmitting authentication credentials for comparison against

previously stored authentication credentials. Authenticated users are able to

restore their personal data and, optionally, provisioning information to the

replacement handset by having the information downloaded directly into the

VSIM portion of the handset memory unit 105. Users who are not authenticated

are denied access to the VSIM database.



[0031 J Fig. 2 illustrates in overview the process for creating a VSIM account on

the VSIM server 102 and uploading personal data. VSIM service users must first

set up a VSIM account on the VSIM server 102, which may be operated by the

network service provider or a third party VSIM service provider. To do so, users

logs in to the VSLM server 102, step 250. This may be accomplished via the

mobile handset 101 over the cellular telephone network 122 or by using a

computer 123 connected to the VSlM server 102 via the Internet 124 and Internet

interface 125. Data security measures, such as SSL or other secure link, may be

used to protect users' account and authentication information from being

intercepted. Once logged onto the VSIM server 102, the user creates a user

account, step 254. Such an account may be created by entering personal

information into a webpage or into the handset itself. In the process, the user may

create an account name (or user name) which is an arbitrary but unique account

name that will be associated with the specific handset 101 being registered. For

example, the phone number of the mobile handset may be used as the account

name. The user may also enter a password to be associated with the VSTM user

account. The user's biographical information and user account name are stored as

a file in the VSIM database 104.

[0032] Λs part of setting up the user account, the user will be prompted to enter

authentication credentials, step 255. Since the VSIM server 102 is configured to

be easily accessible to users and contains sensitive information, it is important that

it be configured to authenticate users prior to transferring data. To enable this, the

system must be provided with authentication information at the time the account is

created that will be used in subsequent sessions to authenticate each user prior to

granting access to the sensitive information. Any of a number of authentication

methods may be employed, including password verification, biometric

recognition, and combinations thereof. The authentication credentials are received

by the VSIM server 102 (via the mobile handset 101 over the wireless



communication network or through the user's computer via a secured Internet

link) and stored in the authentication database 106 via the authentication server

103 as an authentication file associated with the user account name, step 256.

[0033] In an embodiment, the authentication credential may be a simple

alphanumeric password. In such an embodiment, the user will either be given a

password or provided an opportunity to enter a password that will be stored in the

authentication server 103 in conjunction with the user account name (or a key tied

to the user account name stored in a different database). The user may also be

prompted to enter a security question to be used in cases when the user forgets the

password and needs to be issued a new one.

(0034) In embodiments using biometric authentication, some biometric

information, such as a fingerprint image, is obtained and stored in the

authentication server 103 for use as the authentication credential. Such biometric

information may be, but are not limited to, finger print images, spoken phrases for

use in voice recognition, facial images for use in facial recognition, handwriting

samples for handwriting analysis, images from retinal scans, and three

dimensional scans of the shape and depth of a user's ear canal. In embodiments

using finger print biometric information, users will have a fingerprint scanned to

generate a fingerprint template that is stored in the authentication server 103. For

other forms of biometric authentication, users may record a voice sample or have

their retina scanned, with the resulting recording (or voice print) or image stored in

the authentication server 103. For embodiments using facial recognition as a form

of authentication, a camera on the mobile device may be employed to take detailed

photographs of a user's face. Similarly, a digital pen may be coupled to the

mobile device and used to record handwriting samples. An application specific

sensor may be employed to record the shape and depth of a user's ear canal.



10035) In an embodiment illustrated in Fig. 10, the mobile handset 101 has a

biometric sensor 110 attached or built-in to permit the user to be reliably

authenticated to the VSlM server 102. As shown, the mobile handset 101 may

also include a user interface display 111 and alphanumeric keypad 109. The

biometric sensor may comprise a fingerprint scanner 110 which is configured to

generate an image or pattern data of a user's fingerprint as a finger is swiped over

the sensor. The finger print image or pattern data may be temporarily stored in an

internal memory of the handset until it is ready for transmission to the

authentication server 103. After transmission, the biometric data will be deleted

from handset memory 105 as this information should not be permanently stored

within the mobile handset 101. In other embodiments, the fingerprint sensor may

be in addition to or in place of a camera to record retinal patterns for retinal

scanning authentication or facial features for facial recognition authentication.

Alternatively, a digital pen and pad may be added to allow the user to submit a

handwriting sample for authentication by writing on the pad with the digital pen.

Similarly, a sensor capable of measuring the shape and depth of the ear canal may

be added or used in place of the fingerprint sensor 110.

(0036] Once the user account is established in the VSIM server 102 and the proper

authentication credentials have been stored in the authentication server 103,

personal data may be transferred from the mobile handset memory 105 to the

VSIM database via the VSIM server 102, step 254. In instances where the user

account and authentication credentials are sent via a computer through a secure

Internet connection, the user will need to perform the upload/backup steps

described below at a subsequent time by linking the handset 101 to the VSIM

server 102 via a cellular telephone network to transfer the personal data from the

internal memory 105 to the VSIM database 102. Transferred personal data is

stored by the VSIM server 102 in files located within the VSIM database 104

associated with or keyed to the user account. This creates an external VSIM



backup file of the network provisioning and personal data stored within the mobile

handset's internal memory unit 105.

(0037) Once the user account is established and personal data is backed up to the

VSIM server 102, a user may update and/or recover the personal data at any time

by linking the handset 101 to the VSIM server 102 via a cellular telephone

network and providing the user's account name and authentication credentials.

Once the handset is logged in to the VSIM server, the user can manually initiate an

update or download, such as by responding to menu prompts on the handset user

interface display 111. In an embodiment, the user's personal data may be

automatically updated any time a change to, a new entry is created in, or a data

entry is deleted from the personal data stored the handset. Also, scheduled

backups may be automatically performed on a predetermined schedule, such as

daily, weekly, monthly, yearly, etc. Such automatic updates may be made by the

handset 101 automatically linking to the VSfM server 102 and transferring the

updated data files without prompting by the user.

[0038] Fig. 3 illustrates an embodiment method for backing up, modifying and

restoring personal data using the VSIM capability after the user account has been

initialized. Upon power up of the mobile handset or any other interval preset by

the user or service provider, the mobile handset establishes a wireless

communication link via a cellular telephone network to the VSIM server 102, step

250. Once the communication link has been established, log in to the VSIM

server 102 is accomplished, step 251 . As part of the login process, the user may

be prompted to enter the user's account information via the handset keyboard, step

252. The account name may be automatically received by the VSIM server 102,

such as if the phone number associated with the mobile handset is used as the user

account name. The user may also be prompted to enter authentication credentials,

step 262. As above, the authentication credentials may be a simple alphanumeric

password or some form of biometric data entered at the mobile handset 101 . Once



entered into the handset, the authentication credentials are preferably encrypted by

the handset processor 107 and transmitted via the cellular telephone network to the

VSIM server 102, which may pass the data to the authentication server 103.

[0039] The VSIM server 102 and/or authentication server 103 decrypts the

received user account and authentication credential data, and accesses the stored

authentication credentials associated with the user accounts (which were stored in

the authentication server database 106 during the account setup procedure step

256). The received authentication credentials are compared to the stored

authentication credentials to authenticate the user and verify that an authorized

user is attempting to log in, step 263. If the authentication credentials match, the

user is authenticated and access is granted to the user account files stored within

the VSIM database 104, step 260.

|0040] Once access has been granted, the user may upload/backup personal data

from the mobile handset internal memory 105 to the VSIM database 104 via VSIM

server 102, or restore personal data to the handset memory, step 261 . During a

backup procedure, personal data is transmitted from the internal memory 105 of

the mobile handset 101 to the VSIM database 104 via the VSIM server 102.

During the restore operation, personal data is transmitted from the VSIM database

104 to the mobile handset 101 and stored in its internal memory 105. The user

may also perform other operations, such as modifying personal data stored within

the VSIM database 104. A data modification procedure may be similar to the

backup procedure. So long as access is granted to the user, personal data may

flow from the mobile handset 101 to the VSIM database 104 via the VSIM server

102 and vice versa. Once the user has completed the desired backup, restore,

modify procedures, the user may log off the VSIM server, step 269.

(00411 If the authentication credentials do not match, then access to the VSIM

database 104 via the VSfM server 102 will be denied. As shown in Fig, 3, a flag



may be set or a count established to record the number of unsuccessful

authentication attempts, step 264. If the number of unsuccessful authentication

attempts exceeds a preset number, the user may be logged off by the VSFM server

102, step 269. Otherwise, the user may be prompted to attempt to authenticate

again, step 266. In alternative embodiments, the method may simply allow

unlimited authentication attempts, in which case it would not be necessary to

perform the initiate counter step 264 or determine if too many attempts had

occurred as in step 265.

[0042] The VSIM server 102 may be configured with software to determine

whether a user should be directed to the account creation process, such as

illustrated in Fig. 2 or an account access process, such as illustrated in Fig. 3. For

example, Fig. 4 illustrates an embodiment method implemented in the VSIM

system which incorporates both the account initialization procedure as well as the

backup/restore/modify procedure. As above, upon power up of the mobile handset

or any other interval preset by the user or service provider, the mobile handset

establishes a communication link via the cellular telephone network to the VSIM

server 102, step 250. Once a communication link has been established, the

handset begins the process of logging in to the VSIM server 102, step 25 1. As

part of the login process, the user may be prompted to enter user account

information via the handset keyboard, step 252. This information may be

automatically provided, such as if the phone number associated with the mobile

handset is used as the user account name or if the handset is configured to

automatically provide the user account information. The VSIM server 102 then

uses the received account information to determine if the user account name is

new or already exists in the database, step 253. To do this the VSIM processor

may simply perform a search and retrieve operation of existing user account file

names stored in the VSlM database 104. If the user account is not found in the

database, then the user is determined to be new and the server performs the new



account creation steps 254, 255, and 256 described in more detail above with

reference to Fig. 2 . Once the new user account has been established and

authentication credentials stored, the new user is given access to the VSlM

database 104 via the VSIM server 102, step 260.

[0043] If it is determined that the user account name is not new, the user is

authenticated in steps 262 and 263 described above with reference to Fig. 3. If the

user is authenticated, the user is given access to the VSlM database 104 via the

VSIM server 102, step 260. f the user is not authenticated, the server initiates the

conditional retry process of steps 264, 265, 266, 269 described above with

reference to Fig. 3.

[0044) Fig. 5 is a block diagram of the equipment and components used when the

mobile handset 101 requests access to the VSIM server 102. As shown, the handset

101 includes a processor 107 that is coupled to internal memory 105, the keypad

109, a biometric sensor 110 (if included), a display 111, and the transmitter/receiver

unit 108 which is connected to an antenna 120. The VSIM server 102 includes

network interface circuits 112 for connecting to the cellular telephone network 122

via a wired or fiber optic data link 119 and/or Internet interface circuit 118 for

connecting to the Internet 123 via a wired or fiber optic data link 124. While

embodiments described herein utilize a communication link between the mobile

handset 101 and VSIM server 102 over a cellular telephone network 122 and

network interface circuit 112, the mobile handset 101 may also connect to the VSIM

server 102 via a local connection with a computer 123 via the Internet 124 and

Internet interface circuit 118. For example, the mobile device may be coupled to a

computer 123 connected to the Internet 124 by a USB cable (not shown), with the

computer and mobile device configured with software to enable the downloading

and uploading of data to be effected via the Internet without accessing the cellular

telephone network. The VSIM server 102 also includes a processor configured with

software to function as a server and to provide the services of the various



embodiments described herein. Connected to the VSIM server 102 may be a VSIM

database 104, such as in the form of a bank of disc drives. If a separate

authentication server 103 is employed, it too will include a processor 115

configured with software to provide the authentication services of the various

embodiments described herein, and an authentication database 106.

f0045) When a user wishes to access the VSIM server 102, whether it be to back-up,

restore, or modify the user's personal data, the mobile handset 101 establishes a

communication link with the VSIM server 102 via the cellular telephone network

122. This data link travels wirelessly between the transceiver unit 108 in the mobile

handset 101 and the local cell phone tower 121, and then over telephone lines and/or

wire or fiber optic lines 119 before connecting to the VSIM server 102 through the

network interface circuit 112. After the communication link between the mobile

handset 101 and the VSlM server 102 has been established, the user logs in to the

VSIM server as describe above with reference to step 25 1. A request to login to the

VSIM server 102 may be made by the user pressing a dedicated button (not shown)

on the mobile handset 101 or via the alphanumeric keypad 109 such as in response

to a menu option provided on the display 111. In the process of logging onto the

VSlM server 102, the user or the handset provides an account name (step 252)

which may be accomplished via the alphanumeric keypad 109. The account name

is transmitted and received via the established wireless communication link. The

server processor 113 performs a database lookup in the VSlM database 104 using

the received account name to determine if it is an existing account or a new user is

trying to initialize a new account (step 253).

(0046) If the processor 113 determines that a new user has contacted the VSlM

server 102, the processor 113 performs the new account creation procedure

described above to create a new user account file in the VSlM database 104. To

prompt the user to enter authentication credentials, the processor 113 can transmit

an instruction to the mobile handset via the cellular telephone network to present a



user interface on the display 111. Alternatively, the processor 113 can generate an

image for presentation on the display 111 requesting the user to enter authentication

credentials. The user can enter authentication credentials via the alphanumeric

keypad 109 in response to the display 111, through a biometric sensor 110, or a

combination of both. The authentication credentials are transmitted back to the

VSIM server 102 for storage in the authentication database 106 (step 252). After

the initialization procedure is complete, the new user is granted access to the VSIM

server 102 to backup personal data stored in the mobile handset internal memory

105 by performing steps 260 and 261 described above with reference to Fig. 3.

[0047} If the processor 113 determines that the user account name already exists, the

processor 113 will prompt the user to enter authentication credentials by

transmitting an instruction to the mobile handset to present a user interface on the

display 111. Alternatively, the processor 113 can generate an image for

presentation on the display 111 requesting the user to enter authentication

credentials. The user can enter authentication credentials via the alphanumeric

keypad 109 in response to the display 111, through a biometric sensor 110, or a

combination of both. The authentication credentials may be transmitted back to the

VSIM server 102 for comparison against the authentication credentials stored in the

authentication database 106 (step 263). The authentication credentials may be

verified by the authentication server processor 115. Alternatively, the

authentication verification of step 263 may be performed by the VSIM server

processor 112 if that processor is configured by software to also perform the

authentication function. If the authentication credentials entered by the user match

the authentication credentials previously stored in authentication database, then the

user is granted access to the VSIM database 104 via VSIM server 102 (step 260).

Once access to the VSIM database 104 is granted, the processor 113 retrieves the

files associated with the user account name stored within the VSlM database 104.

The user may then be presented with a user interface on the handset display 111 to



ability to backup, restore, or modify the personal data stored within the VSIM

database 104 associated with the user account name (step 261). After the

backup/restore/modify procedure (step 261) is complete, the user is logged off the

VSIM server 102 and VSIM database 104 (step 269).

[0048] If the authentication credentials are not verified (step 263), then the user is

denied access to the VSIM server 102 and VSIM database 104. The authentication

server processor 113 (or VSIM processor 112) may set start a counter stored in

processor RAM 118 or 114 (step 264) to record the number of unsuccessful

authentication attempts. After the counter is started, the processor 113 ( 112) may

compare the counter value with a preset threshold number to determine if too many

unsuccessful attempts have been made. If too many unsuccessful attempts have

been made, the processor may log off the user as in step 269. If the user has not

made too many unsuccessful attempts, then user may be prompted to enter the

authentication credentials again, as in step 262. In alternative embodiments, the

user may be allowed an unlimited number of unsuccessful attempts.

[0049| An embodiment allows the user to backup personal data any time there is

any change to the personal data stored in mobile handset internal memory 105.

Thus, if a user adds, deletes, or changes personal data stored in the mobile handset

101, the mobile handset processor 107 may set a flag in internal memory 105

during the process of entering the change, and then, in response to the flag,

automatically initiate the backup process described above to update the personal

data file stored in the VSIM database 104. Alternatively, the user may be

prompted at regular intervals, such as once a week, once a month, once a year,

every power up cycle, every recharge cycle, etc., to perform a personal data back

up operation. To accomplish this, the processor may compare (e.g., subtract) the

present date to the date of the last update event stored in internal memory 105 to

determine if the elapsed time exceeds an interval value also stored in internal

memory 105.



|0050] An embodiment allows users to restore all of their personal data from an

old mobile handset to a new mobile handset, as may occur when users update their

mobile handset equipment or lose their mobile handset. In such instances, there is

no need to create a new user account since the user is already known to the VSIM

server 102 and authentication server 103. To load personal data to the new

handheld, the user simply performs the backup procedure described above with

reference to Fig. 3 to backup personal data stored in the old mobile handset's

internal memory 105 to the VSIM database 104. Next, the user logs into the

VSIM server 102 with the new mobile handset and initiates the restore procedure.

The personal data that was once stored in the internal memory of the old handset

is downloaded from the VSIM database 104 to the internal memory 105 of the

new mobile handset 101 .

[0051 J Another embodiment allows users to customize any mobile handset with

their personal data and settings. For example, users traveling abroad who rent a

mobile handset and users of disposable mobile handsets can have ready access to

their personal data and customization choices. By establishing a communication

link with and logging into the VSIM server 102, users may access their account

and verify their authentication credentials on the rented or disposable mobile

handset 101 . By performing the restore procedure users can download their

personal data stored in the VSIM database 104 to the internal memory 105 of the

rented or disposable mobile handset 10 1. After users are finished with die rented

or disposable mobile handset, the data can be deleted from handset internal

memory J05 without losing the information. Thus, the VSIM service enables users

to utilize their cell phone personal data on a temporary handset without the time or

effort required to reenter the information and reprogram the handsel with personal

preference options.

[0052] In a similar manner, the various embodiments enable multiple users to

make use of their own VSIM accounts to facilitate time-sharing of a single mobile



handset For example, if multiple users are sharing a single mobile handset, each

user can customize the mobile handset during their use by downloading their

personal data from their own VSIM service account. Since the personal data may

include the cell phone provisioning information, phone usage can be charged to

the each user's account. Similarly, a user with a VSIM service account can

borrow any mobile handset, download their personal data including provisioning

information from the VSlM server 102, and then use the borrowed handset as if it

were their own. The borrowed handset provides the present user with access to

that user's phonebooks and other personal data, and wireless charges for use of the

borrowed mobile handset are be properly billed to the user's account. When the

borrowed phone is returned, the owner's personal data can be restored to the

phone from the VSlM server 102, after which the owner would not see any

changes to the settings on the phone or charges to his/her account.

[00531 The VSIM capability enables a new way to sell and provision mobile

handset equipment that does not require the new phone purchaser to visit a cellular

phone store. Since the provisioning information is stored in the VSIM server 102

and in internal memory 105 of the handset, a handset can be provisioned by

simply setting up an account with the VSlM server 102 and then performing the

restore procedure to load the new provisioning information onto the handset 101 .

In this manner, users can purchase phones from anyone or any store and provision

their new handsets without having to visit a cellular phone store or other

provisioning center.

[0054) Fig. 6 and Fig. 7 illustrate an embodiment of the VSIM system which

provides for the flexible provisioning of new mobile handsets 101. This

embodiment includes an Operator Provisioning Center 140 in communication

(either wired or wirelessly, such as via the Internet) with the VSIM server 102.

The Operator Provisioning Center (OPC) 140, which may be operated by the

cellular telephone service provider or a third party, maintains the information,



including available phone numbers and necessary provisioning data, to provision a

new mobile handset on the service provider's network. For example, in a CDMA

based network, this information may include CDMA PRL List, NAM ID, Current

SID, SID List, etc. The reference to CDMA provisioning information is not

intended to be limiting and should not be interpreted as narrowing the scope of this

invention or the claims. Alternative provisioning information related to GSM,

UMTS, or equivalent networks may be included in the OPC 140.

[0055] The embodiment operates similarly to the operation of the VSIM system

described above with reference to Fig. 4 above (steps 250-253), but includes steps

for provisioning the phone remotely by accessing the OPC, step 258. As shown in

Fig. 6, if the VSIM processor 113 determines that the user is a new user, the user

is prompted to create a new account (step 254), enter authentication credentials

(step 255) and the authentication credentials are stored (step 256) in the

authentication database 106. Once the authentication credentials are stored in the

authentication database 106, the VSIM processor 113 accesses the OPC 140 to

retrieve new provisioning information (step 258). The new user may be given a

choice among a number of available telephone numbers, and once a telephone

number is selected, the number is assigned to the new user and the associated

provisioning information added to the user account personal data file stored in the

VSIM database 104. After the new provisioning infoπnation is retrieved from the

OPC 140, the provisioning information is transmitted to the mobile handset 101

(step 259) from the VSIM server 102 via the cellular telephone network, such as

by initiating a restore procedure. Because the mobile handset will not have any

provisioning information until after step 259, minimal or initialization-only

provisioning information allowing the mobile handset to communicate with VSIM

server 102 must be stored in the mobile handset 101 at the time it is stored.

Mobile handsets 101 may be provisioned during manufacture or at the time of sale

with information to enable them to communicate only with a specified VSIM



server 102 until full provisioning information is received in step 259.

Alternatively, mobile handsets may be provisioned during manufacture or at the

time of sale with information sufficient to allow them to be registered with a

number of VSIM service providers, thereby giving users the flexibility to purchase

phones from the store of their choice and purchase VSIM services from the VSIM

service provider of their choice.

(0056J If the VSIM processor 113 determines that the user is an existing user with

an existing user account stored on the VSIM database 104, the user will be

prompted to enter their authentication credentials (step 262). Once the

authentication credentials are received via the VSlM server 102, the user will be

verified if the entered authentication credentials match the authentication

credentials stored within authentication database 106. If verified, the user may be

asked if the user has updated their equipment with a new mobile handset 101, step

267. If the user has updated their mobile handset 101, the new mobile handset

may access the OPC 340 to retrieve the full provisioning information required by

the new mobile handset. Accordingly, the OPC 140 will be accessed and the

provisioning information will be transmitted to the new mobile handset 101, step

259. Once the mobile handset 101 is fully provisioned (or at the same time as

provisioning information is downloaded), the VSIM database 104 may be

accessed in step 260 to restore all of the user's personal data stored therein to the

new mobile handset 101. After the personal data is restored the user may log off

the VSIM server 102.

[0057) If, instead, the user has not updated their mobile handset 101 equipment

with a new phone, then after the authentication process is complete and the user is

verified (step 263), the mobile handset 101 is granted access to the VSIM server

102 (step 260) to either backup, restore or modify the personal data, step 261



|0058| Referring to Fig. 7, illustrates how the same system elements as described

above with reference to Fig. 5 are involved to enable this flexible provisioning of

mobile handsets with the addition of a server and database at the Operator

Provisioning Center 140 (OPC). The OPC 140 may be part of or linked to the

service provider's cellular telephone network 122. This center will have a server

coupled to a network accessible by the VSIM server 102, such as the Internet

WWW. The server will include within its memory or in a connected database a

record of available telephone numbers and associated provisioning information.

|0059) The VSIM capability also enables a new way to sell and provision mobile

handset equipment that is not tied to a particular cellular service provider. Figs. 8

and 9 illustrate an embodiment which enables users to purchase and provision a

new mobile handset without dealing with a wireless service provider. In the past,

mobile handsets had to be purchased from the service provider since the

provisioning information had to be programmed into the phone or provided on a

SIM card. The service provider provisioned the purchased mobile handset so that

it could only operate on the service provider's wireless network without roaming.

This locked the user in to that one service provider. It also required the user to take

the time to visit the service provider's provisioning center and wait to have their

phone programmed.

|0060] In the embodiment illustrated in Figs. 8 and 9, a generic (i.e., not affiliated

with a particular service provider) mobile handset may be purchased at any

location without being locked into a particular service provider or even a location

unaffϊ liated with any specific service provider. The generic mobile handset 101

has stored within the internal memory, sufficient information to allow it to

establish a cellular telephone communication link with a VSIM server 102. The

VSIM server 102 may be operated by an independent entity not affiliated with any

one service provider. As with the preceding embodiment, mobile handsets 101

may be provisioned during manufacture or at the time of sale with sufficient



information to enable them to only communicate with a specified VSIM server

102 until full provisioning information is received. Alternatively, mobile handsets

may be provisioned during manufacture or at the time of sale with information

sufficient to allow them to be registered with any of a number of VSlM service

providers, thereby giving users flexibility to purchase phones from the store of

their choice, purchase VSIM services from the VSIM service provider of their

choice, and then select the cellular service provider of their choice from the

options offered by the VSIM service provider. The VSFM service provider may be

a business that is separate and independent from any one cellular service provider,

such as a separate business or cooperative owned by all cellular service providers

in an area.

(0061) This embodiment operates in a manner similar to the operation of the VSlM

system described above with reference to Figs. 6 and 7, but includes further steps

for selecting a service provider (step 257) in order to provision the phone

remotely. To facilitate this selection, the VSIM service provider (the operator of

the VSIM server 102) may establish relationships with a number of cellular

service providers, such a reselling relationship or the purchase of a number of

telephone numbers and associated provisioning information for resale to

subscribers to the VSIM service. This arrangement allows users to establish a

service contract with the VSfM service provider and not directly with a particular

cellular service provider.

[0062] Referring to Fig. 9, the VSIM server 102 further includes or is connected to

a database of available cell phone telephone numbers and their associated

provisioning information available from the cellular service providers with whom

they have a relationship. The telephone numbers may also be offered with a

variety of service and billing plans as offered by the providing cellular service

provider. The VSfM server 102 and/or the database of available telephone

numbers is linked, such as by a network or the Internet, to the OPCs 140, 141 of



the cellular service providers so that user registration information can be provided

to the OPC and additional telephone and associated provisioning information can

be provided to the telephone number database. Otherwise, the architecture of the

system is the same for other embodiments as described above with reference to

Figs. 5 and 7.

[0063J Referring to Fig. 8, if the VSIM processor 113 determines that the user is

new (i.e., does not have an account with the VSIM service provider), the user is

prompted to create a new account (step 254) and enter authentication credentials

(step 255) which are stored in the authentication database 106 (step 256). Once

the authentication credentials are stored in the authentication database 106, the

VSrM processor 113 prompts the user to select which service provider the user

elects to execute a service contract with, step 257. The VSIM processor 113 may

send data or an image to be displayed on the handheld's display 111 informing the

user of the service providers available and, optionally, service plans and telephone

numbers to choose from. This information is accessed from the telephone number

database 126 based upon information provided by different OPCs 140, 141 . When

a user elects to execute a service contract with a specific service provider, such as

by making a selection on the new handheld device in response to a menu option

presented on the display 111, the file containing the selected available telephone

number and its associated provisioning information for the service provider is

retrieved from the telephone number database 126 by the VSIM processor 113,

258. Alternatively, the VSIM server 102 may access the OPC 140 or 141 of the

selected service provider and request downloading of the provisioning

information. The VSIM server 102 then transmits the provisioning information to

the mobile handset, step 259, such as by initiating the restore procedure described

above.

[0064] If the VSIM processor 113 determines that the user is an existing user with

an existing user account stored on the VSIM database 104, the user will be



prompted to enter their authentication credentials (step 262). Once the

authentication credentials are received via the VSIM server 102, the user will be

verified if the entered authentication credentials match the authentication

credentials stored within authentication database 106. Once verified, the user may

be asked if the user has updated their mobile handset 101 equipment and/or if the

user wishes to change their current service provider, step 268. If the answer to

either or both questions is yes, the VSfM processor 113 prompts the user to select

which service provider the user elects to execute a service contract with, step 257.

[0065| As above, the VSIM processor 113 may send data or an image to be

displayed on the handheld's display 111 informing the user of the service

providers available and, optionally, service plans and telephone numbers to choose

from. This information is accessed from the telephone number database 126 based

upon information provided by different OPCs 140, 141. When a user elects to

execute a service contract with a specific service provider, such as making a

selection on the new handheld device in response to a menu option presented on

the display 111, the file containing the selected available telephone number and its

associated provisioning information for the service provider is retrieved from the

telephone number database 126 by the VSIM processor 113, 258. Alternatively,

the VSIM server 102 may access the OPC 140 or 141 of the selected service

provider and request downloading of the provisioning information. The VSIM

server 102 then transmits the provisioning information to the mobile handset, step

259, such as by initiating the restore procedure described above.

|0066j In instances where the user has upgraded their mobile handset 101

equipment but elects to use the same service provider, the user simply selects the

same service provider as was previously used. The VSIM server 102 may access

the OPC 140, 141 to retrieve the full provisioning information. Accordingly, the

OPC 140 will be accessed and the provisioning information will be transmitted to

the new mobile handset 101, step 259. Once the mobile handset 101 is fully



provisioned, the VSIM database 104 may be accessed in step 260 to restore all of

the user's personal data stored therein to the new mobile handset 101 . After the

personal data is restored, the user may log off the VSlM server 102.

[0067] If the user elects to use the same service provider and/or has not updated

the mobile handset 101 equipment with a new phone, then after the authentication

process is complete and the user is verified (step 263), the mobile handset 101 is

granted access to the VSIM server 102 (step 260) to either backup, restore or

modify the personal data, step 26 1

[0068] By way of the various embodiments, users who lose their mobile handset

101, may simply log in to the VSIM server to deactivate their account to prevent

any further unauthorized usage. The log in procedure may be made from any

mobile handset so long as the proper account name and authentication credentials

are provided. Alternatively, the user may log into the VSIM server via a computer

with access to the Internet over a secure Internet link by providing the proper

account name and authentication credentials.

[0069] Due to the sensitivity of the provisioning and personal data that may be

downloaded from the VSIM server 102, additional provisions for authenticating

users are desirable. While passwords provide a certain level of protection,

passwords are often easy to steal or guess. Biometric authentication provides a

more robust form of authentication that may be advantageous for use in the

various embodiments. A particular form of biometric authentication is finger print

imaging. With the development of compact sensors, this capability can now be

fitted into a cellular telephone. Fig. 10 illustrates a mobile handset 101 with a

finger print scanner 110 included. A user can enter authentication information

simply by sliding a finger over the scanner 110. Referring to Fig. 5, the biometric

scanner 110 is coupled to the handset processor 107 so that finger print data can be



transmitted to the authentication server 103 via the cellular telephone network as

described above.

[0070] The hardware used to implement the events of Figs. 2, 3, 4, 6, and 8 may be

processing elements and memory elements configured to execute a set of

instructions, wherein the set of instructions are for performing method steps

corresponding to the above events. Alternatively, some events may be performed

by circuitry that is specific to a given function.

[0071] Those of skill in the art would appreciate that the various illustrative logical

blocks, modules, circuits, and algorithm steps described in connection with the

embodiments disclosed herein may be implemented as electronic hardware,

computer software, or combinations of both. To clearly illustrate this

interchangeability of hardware and software, various illustrative components,

blocks, modules, circuits, and steps have been described above generally in terms

of their functionality. Whether such functionality is implemented as hardware or

software depends upon the particular application and design constraints imposed

on the overall system. Skilled artisans may implement the described functionality

in varying ways for each particular application, but such implementation decisions

should not be interpreted as causing a departure from the scope of the present

invention.

10072] The various illustrative logical blocks, modules, and circuits described in

connection with the embodiments disclosed herein may be implemented or

performed with a general purpose processor, a digital signal processor (DSP), an

application specific integrated circuit (ASIC), a field programmable gate array

(FPGA) or other programmable logic device, discrete gate or transistor logic,

discrete hardware components, or any combination thereof designed to perform

the functions described herein. A general purpose processor may be a

microprocessor, but in the alternative, the processor may be any conventional



processor, controller, microcontroller, or state machine. A processor may also be

implemented as a combination of computing devices, e.g., a combination of a DSP

and a microprocessor, a plurality of microprocessors, one or more microprocessors

in conjunction with a DSP core, or any other such configuration.

[0073J The steps of a method or algorithm described in connection with the

embodiments disclosed herein may be embodied directly in hardware, in a

software module executed by a processor, or in a combination of the two. A

software module may reside in RAM memory, flash memory, ROM memory,

EPROM memory, EEPROM memory, registers, hard disk, a removable disk, a

CD-ROM, or any other form of storage medium known in the art. An exemplary

storage medium is coupled to the processor such the processor can read

information from, and write information to, the storage medium. In the alternative,

the storage medium may be integral to the processor. The processor and the

storage medium may reside in an ASIC. The ASIC may reside in a user terminal.

Tn the alternative, the processor and the storage medium may reside as discrete

components in a user terminal.

[0074] While the present invention has been disclosed with reference to certain

example embodiments, numerous modifications, alterations, and changes to the

described embodiments are possible without departing from the sphere and scope

of the present invention, as defined in the appended claims. Accordingly, it is

intended that the present invention not be limited to the described embodiments,

but that it have the full scope defined by the language of the following claims, and

equivalents thereof.



CLAIMS

We claim:

1. A method for provisioning a mobile handset, comprising:

storing provisioning information for the mobile handset in a central database;

receiving via a cellular telephone network an account name and an

authentication credential from a user of the mobile handset; and

downloading the mobile handset provisioning information to the mobile

handset using a cellular telephone network.

2 . The method of claim 1, further comprising authenticating the user based

on the received account name and authentication credential prior to downloading the

handset provisioning information to the mobile handset.

3. The method of claim 1, wherein the authentication credential comprises

an alphanumeric password.

4. The method of claim 1, wherein the authentication credential comprises

biometric information.

5. The method of claim 4, further wherein the authentication credential also

comprises an alphanumeric password.

6. The method of claim 1, wherein the authentication credential comprises

finger print information generated by a finger print scanner.

7. The method of claim 1,wherein the authentication credential comprises a

retinal scan generated by a camera capable of scanning the user's retina.



8. The method of claim 1, wherein the authentication credential comprises

an image of a the user's facial features generated by a camera capable of performing

facial recognition.

9. The method of claim 1, wherein the authentication credential comprises a

handwriting sample generated by a digital pen and pad.

10. The method of claim 1, wherein the authentication credential comprises a

three dimensional scan of a shape and depth of the user's ear canal generated by a

three dimensional scanning sensor.

11. The method of claim 1, wherein the authentication credential comprises a

spoken phrase suitable for a voice print comparison.

12. The method of claim 1, wherein the handset provisioning information is

automatically downloaded to the mobile handset every time the mobile handset is

powered up.

13. The method of claim 1, further comprising:

storing the user's personal data for the mobile handset in the central database;

and

downloading the user's personal data to the mobile handset using the cellular

telephone network.

14. The method of claim 1, wherein the central database is a VSIM database

coupled to a server, and the server is configured to receive and transmit data via the

cellular telephone network.



15. The method of claim 2, wherein authenticating the user is accomplished

by an authentication server.

16. The method of claim 1, further comprising accessing at least one operator

provisioning center which contains provisioning information.

17. The method of claim 1, wherein the central database contains

provisioning information for a plurality of cellular telephone service providers

18. The method of claim 1, further comprising requesting the user to select

one service provider from a selection of multiple service providers.

19. The method of claim 12, wherein downloading the mobile handset

provisioning information downloads provisioning information from the selected

service provider to the mobile handset.

20. A method for restoring personal data for use in a user's mobile handset,

comprising:

requesting the user to enter an authentication credential into the mobile

handset;

receiving the entered authentication credentials at an authentication server

via a cellular telephone network;

authenticating the user if the entered authentication credential matches an

authentication credential previously stored in an authentication database;

granting access to personal data previously stored in a VSIM database if the

user is authenticated; and

transmitting personal data to the user's mobile handset for storage in an internal

memory of the mobile handset.



2 1. The method of claim 20, further comprising storing mobile handset provisioning

information in a server accessible by a mobile handset; and

downloading the handset provisioning information to the mobile handset using

the cellular telephone network.

22. The method of claim 21, wherein the user is authenticated prior to

downloading provisioning information and personal data.

23. The method of claim 20, wherein requesting the user to enter an

authentication credential comprises requesting the user to perform an act that

generates biometric data.

24. The method of claim 20, wherein requesting the user to enter an

authentication credential comprises requesting the user to key in an alphanumeric

password.

25. The method of claim 23, further wherein requesting the user to enter an

authentication credential further comprises requesting the user to key in an

alphanumeric password.

26. The method of claim 23, wherein said act requires the user to swipe a finger

over a fingerprint sensor.

27. The method of claim 23, further wherein said act requires the user to record a

voice recognition sample.

28. The method of claim 23, further wherein said act requires the user to provide

a retinal scan.

29. The method of claim 23, further wherein said act requires the user to provide

a facial image.

30. The method of claim 23, further wherein said act requires the user to provide



a handwriting sample.

3 1. The method of claim 23, further wherein said act is a scan of the user's ear

canal.

32. The method of claim 20, wherein the user's personal data is automatically

transmitted every time the mobile handset is powered up.

33. The method of claim 20, wherein the user's personal data is automatically

transmitted at a preset interval.

34. A method for preserving personal data for use in a user's mobile handset,

comprising:

requesting the user to enter an authentication credential into the mobile

handset;

receiving the entered authentication credential at an authentication server via

a cellular telephone network;

authenticating the user if the entered authentication credential matches an

authentication credential previously stored in an authentication database;

granting the user access Io modify personal data stored in a VSIM database if

the user is authenticated;

receiving personal data from the user's mobile handset via the cellular telephone

network; and

storing the received personal data to a VSIM database.

35. The method of claim 34, wherein authenticating the user is performed by an

authentication server.

36. The method of claim 34, wherein requesting the user to enter an

authentication credential comprises requesting the user to perform an act that

generates biometric data.



37. The method of claim 34, wherein requesting the user to enter an

authentication credential comprises requesting the user to key in an alphanumeric

password.

38. The method of claim 34, wherein requesting the user to enter an

authentication credential further comprises requesting the user to key in an

alphanumeric password.

39. The method of claim 36, wherein said act requires the user to swipe a finger

over a fingerprint sensor.

40. The method of claim 36, further wherein said act requires a user to record a

voice recognition sample.

4 1. The method of claim 36, further wherein said act requires a user to

provide a retinal scan.

42. The method of claim 36, further wherein said act requires the user to

provide a facial image.

43. The method of claim 36, further wherein said act requires the user to

provide a handwriting sample.

44. The method of claim 36, further wherein said act requires the user to

provide a scan of the user's ear canal.

45. The method of claim 34, wherein the user's personal data is automatically

stored in the VSlM database each time the user modifies the personal data stored in the

internal memory of the mobile handset.

46. The method of claim 34, wherein the user's personal data is automatically

preserved every time the mobile handset is powered up.



47. The method of claim 34, wherein the user's personal data is automatically

preserved at a preset interval.

48. A system for transferring and preserving personal data for use in a user's

mobile handset, comprising:

means for requesting the user to enter an authentication credential into the

mobile handset;

means for receiving the entered authentication credential via a cellular

telephone network;

means for authenticating the user if the entered authentication credential

matches an authentication credential previously stored in an authentication database;

means for granting access to personal data previously stored in a VSIM database

if the user is authenticated; and

means for receiving personal data from the user's mobile handset via the cellular

telephone network;

means for storing the received personal data to the VSIM database; and

means for transferring personal data stored in the VSIM database to an internal

memory of the user's mobile handset via the cellular telephone network.

49. The system of claim 48, further comprising means for storing provisioning

information for the mobile handset.

50. The system of claim 49, wherein said means for storing provisioning data is a

provisioning database in communication with the means for transferring personal data.

5 1. The system of claim 48, wherein the means for authenticating the user is an

authentication server external to the mobile handset.

52. The system of claim 48, further comprising means for recording biomctric

data.

53. The system of claim 52, wherein the means for recording biometric data is an



authentication server external to the mobile handset.

54. A computer readable medium having stored thereon computer executable

instaictions for restoring personal data to a user's mobile handset, the computer

executable instructions configured to cause a server to perform steps comprising:

requesting the user to enter an authentication credential into the mobile handset;

receiving the entered authentication credential via a cellular telephone

network and providing the entered authentication credential at an authentication

server;

granting access to personal data previously stored in a VSIM database if the user

is authenticated by the authentication server; and

transmitting via the cellular telephone network personal data to the user's

mobile handset for storage in an internal memory of the mobile handset.

55. The computer readable medium of claim 54, wherein the computer executable

instructions further comprise instructions to cause the server to:

store mobile handset provisioning information; and

download the handset provisioning information to the mobile handset using the

cellular telephone network.

56. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to cause the server to request

the user to perform an act that generates biometric data.

57. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to cause the server to request

the user to key in an alphanumeric password.

58. The computer readable medium of claim 56, wherein the computer

executable instructions further comprise instructions to further cause the server to

request the user to key in an alphanumeric password.



59. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to cause the server to request

the user to swipe a finger over a fingerprint sensor.

60. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to cause the server to request

the user to record a voice recognition sample.

6 1. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to cause the server to request

the user to provide a retinal scan.

62. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to cause the server to request

the user to provide a facial recognition image.

63. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to cause the server to request

the user to provide a handwriting sample.

64. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to cause the server to request

the user to provide a scan of the user's ear canal.

65. The computer readable medium of claim 54, wherein the computer

executable instructions further comprise instructions to request the user to cause the

server to perform steps comprising:

receiving via the cellular telephone network personal data from the user's

mobile handset; and

storing the received personal data to a VSIM database.

66. A system for transferring and preserving personal data for use in a user's



mobile handset, comprising:

a mobile handset having an internal memory, wherein the mobile handset is

configured to access the internal memory for provisioning and user personal data;

a VSIM server having a VSIM processor, wherein the VSIM server

configured to be accessible by the mobile handset via a cellular telephone network;

a VSIM database in communication with the VSIM server, wherein the

VSlM database is configured to store provisioning and personal data for use on the

mobile handset;

an authentication server having an authentication processor in

communication with the VSIM server; and

an authentication database in communication with the authentication server,

wherein the VSIM server is configured to:

receive from a user authentication information sent by the mobile handset via

the cellular telephone network; and

grant the user access to personal data in the VSIM database if the user is

authenticated by the authentication processor.

67. The system of claim 66, wherein the VSTM server is further configured to store

mobile handset provisioning information in at least one operator provisioning server

accessible by a mobile handset, and download the provisioning data to the mobile

handset using the cellular telephone network.

68. The system of claim 66, wherein the VSlM server is further configured to

download the provisioning data to the mobile handset using the cellular telephone

network.

69. The system of claim 66 wherein:

the VSIM server is further configured to receive from the mobile handset via the

cellular telephone network user personal data stored in the internal memory of the

mobile handset; and



mobile handset is configured to transmit to the VSIM server via the cellular

telephone network user personal data stored in the internal memory.

70. The system of claim 66, wherein:

the VSlM server is further configured to transmit to the mobile handset via the

cellular telephone network user personal data for storage in the internal memory of the

mobile handset; and

mobile handset is configured to receive user personal data from the VSIM server

via the cellular telephone network and to store the received user personal data in the

internal memory.

7 1. The system of claim 66, wherein the mobile handset further comprises a

biometric sensor, and the authentication server is configured to authenticate a user

based upon biometric information.

72. The system of claim 66, wherein the mobile handset further comprises a

keypad, and the authentication server is configured to authenticate a user based

upon an alphanumeric password.

73. The system of claim 7 1, wherein the mobile handset further comprises a

keypad, and the authentication server is further configured to authenticate a user

based upon said biometric information and an alphanumeric password.

74. The system of claim 7 1, further wherein said biometric sensor is a fingerprint

sensor, and the authentication server is configured to authenticate a user based upon

finger print information provided by the fingerprint sensor.

75. The system of claim 71, further wherein said biometric sensor is a voice

recognition recorder, and the authentication server is configured to authenticate a

user based upon recorded voice information provided by the voice recognition

recorder.



76. The system of claim 7 1, further wherein said biometric sensor is a retinal

scan sensor, and the authentication server is configured to authenticate a user based

upon retinal scan information provided by the retinal scan sensor. .

77. The system of claim 71, further wherein said biometric sensor is a camera,

and the authentication server is configured to authenticate a user based upon

recognition of facial features in an image provided by the camera.

78. The system of claim 71, further wherein said biometric sensor is a digital pen

and pad, and the authentication server is configured to authenticate a user based

upon a handwriting sample provided by the digital pen and pad.

79. The system of claim 71, further wherein said biometric sensor is a three

dimensional scanner sensor, and the authentication server is configured to

authenticate a user based the depth and shape of the user's ear canal provided by the

three dimensional scanner sensor.

80. The system of claim 66, wherein the at least one operator provisioning center

server contains provisioning information for a plurality of service providers.

8 1. The system of claim 80, wherein the VSlM server contains provisioning

information for a plurality of service providers.

82. The system of claim 80, further comprising a plurality of operator

provisioning centers in communication with the VSIM server.

83. The system of claim 82, wherein each of said plurality of operator

provisioning centers contains provisioning information for a different service

provider.

84. A cellular telephone for use with a cellular telephone network, comprising:

a memory unit; and



a processor configured to:

receive provisioning information from an external server via the

cellular telephone network;

receive personal data from the external server via the cellular

telephone network;

store received provisioning data and personal data in the memory unit;

and

use the provisioning data stored in the memory unit for placing and

receiving calls from the cellular telephone network.

85. The cellular telephone of claim 84, further comprising:

biometric sensor coupled to the processor;

wherein the processor is further configured to:

receive biometric data from the biometric sensor; and

transfer the received biometric data to the external server via the

cellular data network.

86. The cellular telephone of claim 84, wherein the processor is further

configured to:

receive a request for user authentication data from the external server via the

cellular telephone network; and

prompt a user to use the biometric sensor to generate the biometric data in

response to receiving the request for user authentication data.

87. The cellular telephone of claim 84, wherein the processor is further

configured to transmit personal data stored in the memory unit to the external server

via the cellular data network.

88. The cellular telephone of claim 84, wherein the processor is further

configured to transmit personal data stored in the memory unit to the external server

via the cellular data network when the personal data is modified by a user.



89. The cellular telephone of claim 84, wherein the processor is further

configured to transmit persona! data stored in the memory unit to the external server

via the cellular data network at predetermined intervals.

90. The cellular telephone of claim 84, wherein the processor is further

configured to transmit personal data stored in the memory unit to the external server

via the cellular data network when prompted to do so by a user.

9 1. The cellular telephone of claim 84, wherein the received personal data

comprises a phonebook and the processor is further configured to provide

phonebook functionality using the personal data stored in the memory unit.

92. The cellular telephone of claim 84, wherein the received personal data

comprises a ring tone and the processor is further configured to use the ring tone in

the personal data stored in the memory unit.

93. The cellular telephone of claim 84, wherein the received personal data

comprises a wall paper and the processor is further configured to use the wall paper

in the personal data stored in the memory unit.

94. A method for provisioning a cellular telephone, comprising:

transmitting an authentication credential to an external server via a cellular

telephone network;

receiving provisioning information via the cellular telephone network;

storing the received provisioning information in an internal memory unit; and

using the provisioning data stored in the memory unit for placing and

receiving calls from the cellular telephone network.

95. The method of claim 94, further comprising:

receiving biometric data from a biometric sensor; and

transmitting the received biometric data to the external server via the

cellular data network.



96. The method of claim 95, further comprising:

receiving a request for user authentication data from the external server via

the cellular telephone network; and

prompting a user to use a biometric sensor to generate the biometric data in

response to receiving the request for user authentication data.

97. The method of claim 94, further comprising transmitting personal data stored

in the memory unit to the external sen'er via the cellular data network.

98. The method of claim 94, further comprising transmitting personal data stored

in the memory unit to the external server via the cellular data network when the

personal data is modified by a user.

99. The method of claim 94, further comprising transmitting personal data

stored in the memory unit to the external server via the cellular data network at

predetermined intervals.

100. The method of claim 94, further comprising transmitting personal data stored

in the memory unit to the external server via the cellular data network when

prompted to do so by a user.

101. The method of claim 94, further comprising providing phonebook

functionality using the personal data stored in the memory unit.

102. The method of claim 94, further comprising using a ring tone in the personal

data stored in the memory unit.

103. The method of claim 94, further comprising using a wall paper in the

personal data stored in the memory unit.

104. A computer readable memory having stored therein software instructions

executable on a cellular telephone processor and configured to cause the processor



to perform steps comprising:

transmitting an authentication credential to an external server via a cellular

telephone network;

receiving provisioning information via the cellular telephone network;

storing the received provisioning information in an interna] memory unit; and

using the provisioning data stored in the memory unit for placing and

receiving calls from the cellular telephone network.

105. The computer readable medium of claim 104, wherein the stored software

instructions are configured to cause the processor to further perform the steps of:

receiving biometric data from a biometric sensor;

transferring the received biometric data to an external server via the cellular

data network.

106. The computer readable medium of claim 105, wherein the stored software

instructions are configured to cause the processor to further perform the steps of:

receiving a request for user authentication data via the cellular telephone

network; and

prompting a user to use the biometric sensor to generate the biometric data in

response to receiving the request for user authentication data.

107. The computer readable medium of claim 104, wherein the stored software

instructions are configured to cause the processor to further perform the step of

transmitting personal data stored in memory to the external server via the cellular

data network.

108. The computer readable medium of claim 104, wherein the stored software

instructions are configured to cause the processor to further perform the step of

transmitting personal data stored in memory to the external server via the cellular

data network when the personal data is modified by a user.



109. The computer readable medium of claim 104, wherein the stored software

instructions are configured to cause the processor to further perform the step of

transmitting personal data stored in memory to the external server via the cellular

data network at predetermined intervals.

110. The computer readable medium of claim 104, wherein the stored software

instructions are configured to cause the processor to further perform the step of

transmitting personal data stored in memory to the external server via the cellular

data network when prompted to do so by a user.

111. The computer readable medium of claim 104, wherein the received personal

data comprises a phonebook and the stored software instructions are configured to

cause the processor to further perform the step of providing phonebook functionality

using the personal data stored in memory.

112. The computer readable medium of claim 104, wherein the received personal

data comprises a ring tone and the stored software instructions are configured to

cause the processor to further perform the step of using the ring tone in the personal

data stored in memory.

113. The computer readable medium of claim 104, wherein the received personal

data comprises a wall paper and the stored software instructions are configured to

cause the processor to further perform the step of using the wall paper in the

personal data stored in memory.
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