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Method and device for error protection of programmable memories.

BACKGROUND OF THE INVENTION

The invention relates to a method for error-protective encoding of data, said
method comprising the steps of:
- encoding the data by an error protecting code to encoded data
- storing the encoded data in a medium as stored data
- reading the stored data from the medium and comparing with the encoded data.
Various earlier encoding organizations have been disclosed in US Patent 4,567,518 (PHN
10221), EP-A1 437 865, corresponding United States Patent Application Serial No.
08/419,483 and US Patent 5,467,360 (PHN 13213), EP Al 603 932, corresponding United
States Patent Application 08/167,266 (PHN 14311), EP Patent Application 698,269,
corresponding United States Patent Application 08/535,155 (PHN 15107), all assigned to the
present assignee. Many recording schemes provide for a check read-out directly after
writing. Upon detecting a discrepancy, the storing may be undertaken a second time, either
at the same storage location, or at another storage location. The policy with respect to the
latter choice is determined by various factors. A first one is the character of the interference,
that may be hard or soft. A second one is the organization of the storage, that may be
random accessible, quasi-random accessible, or serial. Still further considerations may play a
part. The present invention has with respect to the above methodology taken into account the
general requirement for saving space as well as time. In consequence, additionally required
storage space should be limited. On the other hand, a full second storage run would often
cost too much time. A different consideration is that many applications allow to raise the
complexity of an encoder if thereby the complexity of the decoder can be lowered. In fact,
encoders are often implemented in a professional environment, whereas decoders are rather

more frequently used at consumer premises.

SUMMARY OF THE INVENTION
Accordingly, amongst other things it is an object of the present invention to
raise the error protectivity of the code through belatedly storing a relatively small amount of

extra data upon detection of a storage discrepancy. In consequence, according to one of its
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aspects, the invention is characterized in that

- upon detecting a particular discrepancy between stored data and encoded data generating a
discrepancy identifier

- storing the discrepancy identifier in association with the stored data as stored identifier,
thereby raising error protection offered by said error protecting code.

In many cases, the identifier is a small-size item, that raises redundancy only by a small
amount. The philosophy of the invention is that the first write operation may already suffer
from interference or malfunctioning. Moreover, upon later read-out, the situation can be
aggravated, through aging of either hardware or medium, or through additional interference.
In such case, the code should have at least some extra protectivity. The discrepancy identifier
may then be used to show part of the errors, so that error protection vis a vis such further
errors could get raised. In principle, the latter protection can be detection as well as
correction.

Advantageously, absent detecting of a discrepancy, a dummy identifier is
stored. This allows to use upon decoding the standard decoder that has been foreseen for the
system. Advantageously, the error protecting code is a block code. As will be shown
hereinafter, this allows for easy encoding as well as for easy decoding procedures. However,
non-block coding schemes, such as for example, based on convolution codes would be
feasible as well. For a disclosure of convolution type codes in a matrix memory
environment, see United States Patent Serial No. 5,022,031 (PHN 12232) to the present
assignee. A convolution type code for use in a linear medium environment has been
described in US Patent 4,395,768 (PHN 9079) to the present assignee. Both documents
describe encoding as well as decoding.

The invention also relates to a device for error-protective encoding of data, said
device comprising:

- an error protecting encoder for encoding the data to encoded data
- memory means for storing the data
- memory access means for writing the encoded data in the memory as stored data and for
reading the stored data from the medium
- comparing means connected to said access means for comparing the encoded data with the
stored data,

characterized by secondary encoding means fed by the comparing means
for under control of detection of a particular discrepancy between stored data and encoded

data generating a discrepancy identifier for presentation to said memory access means, for



10

15

20

25

30

WO 97/17655 3 PCT/IB96/01164

storing the discrepancy identifier with the stored data as stored identifier as additional error
protection for said stored data. A device of this kind can be realized in a straightforward
manner, starting from the idea of the present invention, and using elementary hardware.

The invention also relates to a method for decoding data that have been encoded
according to the foregoing, said method comprising the steps of reading and decoding said
encoded data, and upon so attaining correctly decoded data forwarding said decoded data to a
user, and furthermore accessing a discrepancy identifier stored in association with the
encoded data, under control of said discrepancy identifier amending said encoded data to
correctible data, and decoding the correctible data to correctly decoded data for forwarding
to a user. The specific encoding scheme allows for a particularly straightforward and simple
decoding strategy.

The invention also relates to a decoding device for data that have been encoded
according to the foregoing, said device comprising medium access means for reading and
decoding said encoded data, detection means fed by said access means for detecting correctly
decoded data for forwarding said decoded data to a user, further detection/amending means
for accessing a discrepancy identifier co-stored with the encoded data, and under control of
said discrepancy identifier amending said encoded data to correctible data, and said decoding
means being fed by said further detection/amending means for decoding the correctible data
to correctly decoded data for forwarding to a user. An elementary decoder is sufficient to
allow a relatively robust protection level to be fully utilized.

The invention also relates to a storage medium comprising data generated by the
encoding method of the foregoing, and having a plurality of uniform-sized storage locations
each accommodating storage of an encoded data unit and an associated discrepancy identifier,
and said medium allowing location-wise access thereto. In particular, the medium can be in
various realizations, such as matrix-organized, in particular an EEPROM or similar memory
type. Another realization uses a linear storage format.

Further advantageous aspects of the invention are recited in dependent Claims.

BRIEF DESCRIPTION OF THE DRAWING
These and other aspects of the invention will be discussed more in detail with
reference to the disclosure of preferred embodiments hereinafter, and in particular with
reference to the appended Figures that show:
Figure 1, a general block diagram of an encoding device according to the

invention;
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Figure 2, a general block diagram of a decoding device according to the
invention;

Figure 3, a particular coding scheme to be used.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Figure 1 shows a general block diagram of an encoding device according to the
invention. Data to be stored is received along interconnection 20 in central processing and
control device 22. This device implements an error protecting code. The encoded data so
formed is presented to registers 24 and 28. Register 28 is bidirectionally connected to
read/write buffer 30 that interfaces to matrix memory 34. In conjunction with the data
reception, matrix memory 34 receives a row address along line 42 in row addressing
mechanism 38. Furthermore, read/write buffer 30 receives a write control signal so that the
content of register 28 is written at the so-addressed row. For a check, the same row is
addressed once more in read mode, and the data read out is stored in register 28, therewith
overwriting old data in that register. Next, comparing device 26 under control of an enabling
signal on line 50 from central processing and control device 22 compares the contents of
registers 24 and 28. If identical, device 26 sends a 'ready’ signal on bidirectional connection
50 to central processing and control device 22, thus enabling it to prepare storage of a next
memory row. If non-identical, comparator 26 generates a discrepancy identifier from the
difference and sends a signal ’store discrepancy identifier’ to central processing and control
device 22. The discrepancy identifier is via line 44 sent to write buffer 32. Under control of
a signal on line 42 and a write control signal on line 40, the discrepancy identifier is stored
in part 36 of the matrix memory that specifically accommodates thereto. The manner in
which the discrepancy identifier is coded will be described hereinafter; a particular dummy
value, such as all-zero, may signal identify between stored data and encoded data.
Subsequently, the system is ready to prepare storage of a next memory row. For brevity, the
organization and timing of the storage cycles has not been discussed further. The memory
may be EPROM or EEPROM, but also, a fuse-programmable memory or even an S-RAM
would be fully operative. The discrepancy identifier may indicate the position of a particular
non-conforming bit, for example, the one with the lowest rank in the word, but other
solutions are possible. The discrepancy identifier may in principle indicate more than one
non-conforming bit.

Figure 2 is a general block diagram of a decoding device according to the

invention. Block 80 executes read control upon request by an external entity not shown.
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First, row address decoder 82 receives the row address, and the necessary timing and read
enabling signals. The information read out is sent towards standard decoder 92 via buffer 90.
On its data output 98 the decoder will produce the corrected data if correctible, or if
applicable, provided with signalization of an undecoded error situation on line 94. Either
upon reception of the latter signalization or immediately at the beginning, the discrepancy
identifier read out from memory part 86 is decoded in decoder 88. If the discrepancy
identifier indicates unreliable data, this is signalled on line 95 to a user. If the latter decoding
reveals the location of an error bit, this location is sent to buffer 90 that has been provided
with inverter functionality that inverts the associated bit received from the error protected
data part stored in memory part 84. The information so amended is forwarded to standard
decoder 92 that generally will now be able to correct the information received from part 84.
Line 102 carries a synchronization signal to decoder 92 as well as to a user. For brevity,
further control and enabling signals have been ignored.

The above decoding organization has been based on a single error correction,
double error detection distance 4 code, which the invention lends the capability for double-bit
error correction. By itself, construction of even distance codes that include pointing at a
suspect position has been disclosed in P. Larson, "Codes for Correction of Localized
Errors", Ph.D. Thesis, Dept. of El. Eng., Linkdping University (Sweden), 1995, pp. 44-46.
A second publication by the same author is in Proc. EIDMA Winter Meeting on Coding
Theory, Information theory, and Cryptology, Veldhoven (NL), December 1994, p. 30. The
encoding and decoding strategies of the present invention have not been disclosed in the
above identified references.

Figure 3 shows a particular coding scheme to be used in the invention. Here, a
single bit error correcting, double bit error detecting [30,24,4] Hamming bit code is used as
an error protective code. Herein, block 60 contains the 24 user bits. Block 76 contains 6
redundant bits. Of these, 5 bits suffice to attain single-bit error correction. The sixth bit
raises that level to simultaneous single-bit error correction and double bit error protection,
corresponding to distance 4. In fact, distance 4 also allows triple bit error detection. Lines
64-74 show the formation of the six parity bits as follows. As indicated by the dots on line
64, the sixth parity bit is generated by even parity on all bits. The fifth parity bit is generated
by even parity on all odd numbered bits, and so on for the further parity bits. The code as
shown up to now is known in the art.

Now, if upon immediate read-out after first writing a single bit error is found,

the rank thereof is stored in the five remaining bits in part 62. The rank may be coded from
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00001 to 11110 (HEX 1E). The absence of error may be represented by a dummy identifier
(00000). If two errors are found, the rank of the first one is indicated by the discrepancy
identifier. If three or more errors are found, an URD code 11111 (1F) is stored, signalling
UnReliable Data.

Upon later read out, first the standard decoding is undertaken for this particular
code. If the decoding is successful, the reconstructed data is available to a user. If the
amount of errors is too high, the outcome will generally be an incorrectibility signalization.
In rather improbable situations, the errors will map the erroneous data word on another code
word or rather on a data word that is correctable another to code word.

If incorrectibility is detected, the discrepancy identifier is inspected, to find an
error that had been detected originally upon first write. The following codes may be found

therein:

URD code true: three or more errors at writing
Discrepancy identifier: one error at write, one more later
Dummy identifier: zero error at write, two more later
Discrepancy identifier: two errors at write, no more later

Discrepancy identifier: two errors at write, one more later

S S o

. Discrepancy identifier: one error at write, two more later

The result of these six cases is now as follows. The result of case 1 is that the
stored data was already beyond correction, and an unreliability signal is sent to a user. In
case 2, the original error is directly pointed at; after inversion thereof, the decoding will
present correct data. In case 3, the decoding also after access of the discrepancy identifier
will 'signal correctly the presence of exactly two incorrectible bit errors. Case 4 gives the
same result as case 2: one error is inverted through the discrepancy identifier. Thereafter, the
second error becomes correctable. Cases 5 and 6 are beyond correction, but also here, after
inversion of the bit error identified by the discrepancy identifier, the presence of exactly two
bit errors is correctly signalled. In all cases, an optimistic view is held. For example in the
last case, three later errors may or may not lead to a corrected word; correction Or even
detection are not guaranteed. In the above cases, the later errors are supposed to occur in the
encoded data. On the other hand, also the discrepancy identifier may comprise the extra
error. In general, this will lead to pointing at an erroneous discrepancy position. The result

of the decoding will then be dependent on the existence of an earlier error in the encoded
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data. If none, full correction is attained. If one, two errors are detected. The other
possibilities will be clear now.

The coding scheme used is particularly advantageous through the properties of
the distance 4 code. First, the error protectivity is relatively high. Second, the decoding is
extremely simple because the discrepancy identifier may control the correcting of one error
simply through inverting. For example, a conventional [35,24,5] code may also correct two
errors, but necessitates a decoder of much greater complexity. The only advantage of the
latter code is that the two errors may occur at any instant in time. According to the present
invention, the two-error correctability requires that one error occurs at first write. However,
in practice this is no disadvantage, because in the environment of a matrix memory, in
particular an EEPROM or the like, a great fraction of the errors will occur at the write
operation. Moreover, the present invention, in case at least one error occurs at the original
write phase, guarantees three error detection (including one original write error).

A very straightforward organization is the following. Let the tail point to
an error position found during read-back, and add a parity bit over the tail to get odd parity.
If at later read-out the tail has odd weight, the original error protection code is used without
heeding the tail. If the tail has even weight however, the bit to which it is pointing, is
inverted, and the original error protecting code is used on the information so modified.

In similar manner a Reed-Solomon code may be used. For example, with a user
word of 24 bytes, adding four bytes would provide double byte error correctability. If now,
upon reading directly after encoding, the storage is found to have one or more erroneous
bytes, the rank numbers of the first two thereof are stored as discrepancy identifier. This
allows the decoder later on to directly go to a two-erasure, one error strategy. Usually it is
preferable to store the rank number of each erroneous byte also in the form of a byte, in case
the hardware used is byte-oriented. However, this is not a prequisite. Now in the situation
described, the erasure is generally treated by a standard correcting procedure, because the
one-bit inversion technique is not possible here. In fact, the erasure may be brought about by
an arbitrary bit error pattern in the erroneous byte or bytes. In particular, the procedure
considered for Reed-Solomon codes can be used advantageously for an arbitrary code
distance. Also here, the decoding is much easier than would be the case when the
discrepancy identifier were replaced by extra distance producing symbols of the Reed-

Solomon code.
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AIMS:

1. A method for error-protective encoding of data, said method comprising the

steps of:

- encoding the data by an error protecting code to encoded data

- storing the encoded data in a medium as stored data

- reading the stored data from the medium and comparing with the encoded data,
characterized by

- upon detecting a particular discrepancy between stored data and encoded data generating a

discrepancy identifier

- storing the discrepancy identifier in association with the stored data as stored identifier,

thereby raising error protection offered by said error protecting code.

2. A method as claimed in Claim 1, wherein absent detecting of a discrepancy, a

dummy identifier is stored.

3. A method as claimed in Claims 1 or 2, wherein said discrepancy as identified

by the discrepancy identifier is within the error correcting capability of the error protecting

code.

4. A method as claimed in Claims 1, 2 or 3, wherein said error protecting code 1s
a block code.
5. A method as claimed in any of Claims 1 to 4, wherein said error protecting

code is a bit error correcting code, and said discrepancy identifier is a bit error identifier.
6. A method as claimed in any of Claims 1 to 5, wherein said error correcting
code is a Hamming code or a Reed Solomon code.

7. A method as claimed in any of Claims 1 to 6, wherein said medium is a read-
only medium.

8. A method as claimed in Claim 7, wherein said medium is matrix-organized.
9. A device for error-protective encoding of data, said device comprising:

- an error protecting encoder for encoding the data to encoded data

- memory means for storing the data

- memory access means for writing the encoded data in the memory as stored data and for

reading the stored data from the medium
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- comparing means connected to said access means for comparing the encoded data with the
stored data,

characterized by secondary encoding means fed by the comparing means for
under control of detection of a particular discrepancy between stored data and encoded data
generating a discrepancy identifier for presentation to said memory access means, for storing
the discrepancy identifier with the stored data as stored identifier as additional error

protection for said stored data.

10. A device as claimed in Claim 9, wherein said medium is a read-only medium.
11. A device as claimed in Claim 10, wherein said medium is matrix-organized.
12. A method for decoding data that has been encoded according to a method as

claimed in any of Claims 1 to 8, said method comprising the steps of reading and decoding
said encoded data, and upon so attaining correctly decoded data forwarding said decoded data
to a user, and furthermore, accessing a discrepancy identifier stored in association with the
encoded data, under control of said discrepancy identifier amending said encoded data to
correctible data, and decoding the correctible data to correctly decoded data for forwarding
to a user.

13. A method as claimed in Claim 12, combined with detecting an UnReliable Data
value in said discrepancy identifier and thereupon signalling an unreliability signal to a user.
14. A device for decoding data that has been encoded according to a method as
claimed in any of Claims 1 to 8, said device comprising medium access means for reading
and decoding said encoded data, detection means fed by said access means for detecting
correctly decoded data for forwarding said decoded data to a user, furthermore
detection/amending means for accessing a discrepancy identifier co-stored with the encoded
data, and under control of said discrepancy identifier amending said encoded data to
correctible data, and said decoding being fed by said further detection/amending means for
decoding the correctible data to correctly decoded data for forwarding to a user.

15. A device as claimed in Claim 14, wherein said detection means have an
UnReliable Data output for under control of an UnReliable Data value in said discrepancy
identifier signalling an unreliability signal to a user.

16. A storage medium generated by a method as claimed in any of Claims 1 to 8,
for interfacing to a device as claimed in Claims 14 or 15, said medium having a plurality of
uniform-sized storage locations each accommodating storage of an encoded data unit and an

associated discrepancy identifier, and said medium allowing location-wise access thereto.
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