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VEHICLE FEATURE CONTROL

BACKGROUND

[0001] Autonomous vehicles may be useful for ride-sharing, ride-hailing, taxi, and other

services transporting occupants who do not own the autonomous vehicle. Occupants of an

autonomous vehicle may desire to have control of various vehicle features such as a seat heater,

an infotainment device, etc.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Figure 1 is a block diagram of a vehicle feature control system for an example

autonomous vehicle.

[0003] Figure 2 is a flow chart of an example process for allocation of vehicle feature control

to multiple users.

[0004] Figure 3 is a flow chart of an example process for controlling a vehicle to allocate

feature control to multiple users.

DETAILED DESCRIPTION

Introduction

[0005] Disclosed herein is a system comprising a computer programmed to wirelessly connect

to first and second user devices authorized to access, respectively, first and second sets of

pluralities of vehicle features that differ by at least one feature, to actuate a feature from the first

set upon receipt of a first device command, and to actuate a feature from the second set upon

receipt of a second device command. The first set of vehicle features may be specified by user

input not associated with the second user device, and the second set of vehicle features may be

specified by a user input not associated with the first user device. The first set of vehicle features

may be specified by user input associated only with the first user device, and the second set of

vehicle features may be specified by a user input associated only with the second user device.

[0006] The computer may be programmed to actuate a transceiver to generate a hotspot upon

arrival at a pick-up location.

[0007] The computer may be programmed to actuate the transceiver to terminate the hotspot

upon arrival at a destination.



[0008] The computer may be programmed to add an additional feature to the first set of vehicle

features upon receipt of an add feature command associated with the first user device.

[0009] The computer may be programmed to receive a first device authorization information

associated with the first set of vehicle features and a second device authorization information

associated with the second set to vehicle features, wherein the command from the first device

includes the first device authorization information and the command from the second device

includes the second device authorization information. The first device authorization information

and the second device authorization information may include a symmetric-key algorithm.

[0010] The computer may be programmed to delete the first device authorization information

upon arrival at a destination associated with first device authorization information.

[0011] The computer may be programmed to delete the first device authorization information

upon receipt of a payment confirmation associated with the first device authorization information.

[0012] The computer may be programmed to add an additional feature to the first set of vehicle

features upon receipt of an add feature command including the first device authorization

information.

[0013] Also disclosed herein is a method comprising wirelessly connecting to a first and

second user devices authorized to access, respectively, first and second sets of vehicle features;

wherein the first and second sets differ by at least one feature; actuating a feature from the first set

upon receipt of a first device command; and actuating a feature from the second set upon receipt

of a second device command.

[0014] The method may comprise actuating a transceiver to generate a hotspot upon arrival at

a pick-up location.

[0015] The method may comprise actuating the transceiver to terminate the hotspot upon

arrival at a destination.

[0016] The method may comprise adding an additional feature to the first set of vehicle

features upon receipt of an add feature command associated with the first user device.

[0017] The method may further comprise receiving a first device authorization information

associated with the first set of vehicle features and a second device authorization information

associated with the second set to vehicle features, where the command from the first device

includes the first device authorization information and the command from the second device



includes the second device authorization information. The first device authorization information

and the second device authorization information may include a symmetric-key algorithm.

[0018] The method may comprise deleting the first device authorization information upon

arrival at a destination associated with first device authorization information.

[0019] The method may comprise deleting the first device authorization information upon

receipt of a payment confirmation associated with the first device authorization information.

[0020] The method may comprise adding an additional feature to the first set of vehicle

features upon receipt of an add feature command including the first device authorization

information.

[0021] With reference to Figure 1, a computer 10 in a vehicle 12 is programmed to

wirelessly connect to a first user device 14a and a second user device 14b authorized to access,

respectively, first and second sets of pluralities of vehicle 12 features 16. The first and second

sets differ by at least one feature 16. The computer 10 is further programmed to actuate a feature

16 from the first set upon receipt of a first device command, e.g. from the first user device 14a,

and actuate a feature 16 from the second set upon receipt of a second device command, e.g.,

from the second user device 14b.

[0022] The programming of the computer 10 solves a problem in autonomous vehicles,

namely, how to allocate control of various vehicle features 16 to one or more users. An owner of

the vehicle 12, such as a transportation service, may limit user access to the vehicle features 16,

such as offering access to the features 16 on an a la carte basis to individual users. The

programming of the computer 10 provides such access.

[0023] Information for executing the programing of the computer 10, e.g., information

regarding the first and second sets of vehicle features 16, and the respective first and second

device commands, may be provided to the vehicle computer 10 and the first and second user

devices 14a 14b from a remote or "cloud" server computer 18, e.g., accessed via a network 20.

[0024] The network 20 represents one or more mechanisms by which the vehicle computer 10

may communicate with remote computing devices, e.g., the server computer 18, and the first and

second user devices 14a 14b. Accordingly, the network 20 may be one or more of various wired

or wireless communication mechanisms, including any desired combination of wired (e.g., cable

and fiber) and/or wireless (e.g., cellular, wireless, satellite, microwave, and radio frequency)

communication mechanisms and any desired network topology (or topologies when multiple



communication mechanisms are utilized). Exemplary communication networks include wireless

communication networks (e.g., using Bluetooth, IEEE 802.11, etc.), local area networks (LAN)

and/or wide area networks (WAN), including the Internet, providing data communication services.

The Server Computer
[0025] The server computer 18 is a computing device that includes hardware, e.g. circuits,

chips, antenna, etc., programmed to transmit, receive, and process information in and to and from

the vehicle computer 10 and the first and second user devices 14a 14b, e.g., via the network 20.

The server computer 18 includes a processor and a memory implemented in a manner as described

below for a processor 22 and memory 24. For example, the server computer 18 may be

programmed to receive a ride request and to transmit a ride command. The server computer 18

may use any suitable technologies, including those discussed herein.

[0026] The server computer 18 may be programed to receive the ride request from the first

and/or second user devices 14a 14b, e.g., transmitted via the network 20. The content of the ride

request may be based at least on user input to the respective first or second user device 14a 14b.

The ride request may include a pick-up location, a destination, a set of vehicle features, and an

identification of the device to be associated with the request, e.g., a unique name, a phone number,

an email address, etc.

[0027] The server computer 18 may be programmed to transmit the ride command to the first

or second user device 14a 14b and the vehicle 12, e.g., via the network 20. The server computer

18 may identify the vehicle 12 to transmit the ride command to out of a fleet of vehicles based on

the ride request, e.g., based on a distance from the vehicle 12 to the pick-up location, or based on

features 16 of the vehicle 12 compared to the set of vehicle features. The ride command may

include the pick-up location, the destination, the set of vehicle features, a network name, and one

or more pieces of device authorization information. The server computer 18 may transmit the ride

command in response to receiving the ride request.

[0028] Device authorization information is used by the vehicle 12 to distinguish among

various user devices 14a 14b, and their associated feature sets, commands, and other

communications.

[0029] The device authorization information may be unique information shared with the

vehicle 12 and the first user device 14a or second user device 14b. For example, the device



authorization information may be transmitted to the vehicle 12 and to only one of the first user

device 14a or the second user device 14b, e.g. the first user device 14a and not the second user

device 14b. Examples of such device authorization information include a unique password, a

shared key, password generation information, e.g., a symmetric-key algorithm, etc.

[0030] The device authorization information may be information already known by the one of

the first user device 14a or second user device 14b and not the other, e.g. the unique name, phone

number, email address, etc. transmitted with the ride request from the first user device 14a or

second user device 14b.

The User Devices
[0031] The first and second user devices 14a 14b may be any variety of mobile computing

device configured for wireless communication. User devices 14a 14b are implemented via circuits,

chips, or other electronic components. The first and second user devices 14a 14b may include

hardware, such as an antenna, for facilitating communication between other computing devices,

vehicles, etc. The first and second user devices 14a 14b may include hardware, such as a global

positioning system (GPS), for determining a location of the respective devices 14a 14b. User

devices 14a 14b include a user interface, e.g., a touch screen, a microphone, etc. User devices 14a

14b may use any suitable technologies, including those discussed herein. For example, user

devices 14a 14b can include a personal computer (e.g., a laptop computer, a tablet, etc.), a

smartphone, a personal digital assistant, a portable media player, as well as wearable devices such

as smart watches, and/or any other suitable device.

[0032] The first and second user devices 14a 14b may be programmed to transmit the ride

request to the server computer 18, e.g., via the network 20. For example, a user may input

information to the first user device 14a via the user interface indicating the desired ride request

information, e.g., the pick-up location, the destination, the set of vehicle features, etc. The pick-up

location may be determined by the first user device 14a, e.g., with the GPS. The first user device

14a generates the ride request based at least on the ride request information input by the user,

and/or determined by the first user device 14a. The first user device 14a may then transmit the

generated ride request to the server computer 18 via the network 20.

[0033] The first and second user devices 14a 14b may be programmed to connect to the vehicle

12. For example, the first user device 14a may identify a network access point, also referred to as



a hotspot, generated by the vehicle 12 based at least on the network name included in the ride

command received by the first user device 14a. The first user device 14a may connect to the

identified network, e.g., by transmitting a connection request to the vehicle 12. The connection

request may include the device authorization information, e.g., the shared key.

[0034] The first and second user devices 14a 14b may be programmed to actuate the vehicle

features 16 of the set of vehicle features included in the ride command received by the respective

devices 14a 14b. For example, the first user device 14a may transmit instructions to the vehicle 12

to actuate the feature 16, e.g., to turn on a seat heater. For the purpose of enabling the vehicle 12

to authenticate the instruction, the instructions to perform such actuation include the device

authorization information, e.g., the shared key included in the ride command.

[0035] The second user device 14b may programmed and operate as described above for the

examples regarding the first user device 14a.

The Vehicle

[0036] The vehicle 12 may include any autonomous passenger or commercial automobile such

as a sedan, a station wagon, a sport utility vehicle, a crossover vehicle, a van, a minivan, a taxi, a

bus, etc. The computer 10, sometimes referred to as the vehicle controller, may be capable of

operating the vehicle 12 independently of the intervention of a human driver, completely or to a

greater or a lesser degree. The computer 10 may be programmed to operate a propulsion 26, a

brake system 28, a steering 30, and/or other vehicle systems.

[0037] For purposes of this disclosure, an autonomous mode is defined as one in which each

of the propulsion 26, the brake system 28, and the steering 30 of the vehicle 12 are controlled by

one or more computers; in a semi-autonomous mode computer(s) of the vehicle 12 control(s) one

or two of vehicle the propulsion 26, the braking system 28, and the steering 30.

[0038] The vehicle 12 includes a control system 32. The control system 32 includes the

computer 10, the propulsion 26, the brake system 28, the steering 30, sensors 34, a communications

network 36, a transceiver 38, a navigation device 40, and user selectable features 16. These

components of the control system 32 may transmit information to one another through the

communications network 36.

[0039] The propulsion 26 of the vehicle 12 translates stored energy into motion of the vehicle

12. The propulsion 26 may be a known vehicle propulsion subsystem, for example, a conventional



powertrain including an internal-combustion engine coupled to a transmission that transfers

rotational motion to wheels; an electric powertrain including batteries, an electric motor, and a

transmission that transfers rotational motion to the wheels; a hybrid powertrain including elements

of the conventional powertrain and the electric powertrain; or any other type of propulsion. The

propulsion 26 can include an electronic control unit (ECU) or the like that actuates the propulsion

26 to move the vehicle 12, e.g., in response to a command from the computer 10 and/or from a

human driver. The human driver may control the propulsion 26 via, e.g., an accelerator pedal

and/or a gear-shift lever.

[0040] The brake system 28 resists the motion of the vehicle 12 to thereby slow and/or stop

the vehicle 12, e.g., known vehicle braking subsystems. The brake system 28 may be friction

brakes such as disc brakes, drum brakes, band brakes, etc.; regenerative brakes; any other suitable

type of brakes; or a combination. The brake system 28 can include an electronic control unit (ECU)

or the like that actuates the brake system 28 to resist the motion of the vehicle 12, e.g., in response

to a command from the computer 10 and/or from a human driver. The human driver may control

the brake system 28 via, e.g., a brake pedal.

[0041] The steering 30 controls the turning of the wheels, e.g., known vehicle steering

subsystems. The steering 30 can include an electronic control unit (ECU) or the like that actuates

the steering 30 to turn the wheels, e.g., in response to a command from the computer 10 and/or

from a human driver. The human driver may control the steering 30 via, e.g., a steering wheel. The

steering 30 may be a rack-and-pinion system with electric power-assisted steering, a steer-by-wire

system, as are both known, or any other suitable system.

[0042] The sensors 34 may detect internal states of the vehicle 12, for example, wheel speed,

wheel orientation, and engine and transmission variables. The sensors 34 may detect the position

or orientation of the vehicle, for example, global positioning system (GPS) sensors; accelerometers

such as piezo-electric or microelectromechanical systems (MEMS) sensors; gyroscopes such as

rate, ring laser, or fiber-optic gyroscopes; inertial measurements units (IMU); and magnetometers.

The sensors 34 may detect the external world, for example, radar sensors, scanning laser range

finders, temperature sensors, light meters, light detection and ranging (LIDAR) devices, and image

processing sensors such as cameras. The sensors 34 may include communications devices, for

example, vehicle-to-infrastructure (V2I) or vehicle-to-vehicle (V2V) devices. The sensors 34 may

be used by the computer 10 to gather information for autonomous navigation of the vehicle 12.



[0043] The communications network 36 includes hardware, such as a communication bus, for

facilitating communication among vehicle components. The communications network 36 may

facilitate wired or wireless communication among the vehicle components in accordance with a

number of communication protocols such as controller area network (CAN), Ethernet, WiFi, Local

Interconnect Network (LIN), and/or other wired or wireless mechanisms.

[0044] The transceiver 38 transmits and receives information wirelessly from other

transceivers, either directly or via the network 20, enabling signals, data and other information to

be exchanged with other computer and network systems. The transceiver is implemented via

antennas, circuits, chips, or other electronic components that can facilitate wireless

communication. Example transceivers include Wi-Fi systems, radio transmitters and receivers,

telecommunications systems, Bluetooth® systems, cellular systems and mobile satellite

transceivers.

[0045] The navigation device 40 determines a location of the vehicle 12 based on stored map

data. Map data may include roads and related data, such as a number of lanes and availability of a

shoulder, parking lot and public rest area locations, etc. To determine the location, the navigation

device 40 may rely on information from a global navigation satellite system, distance data from

vehicle sensors 34 attached to a drivetrain of the vehicle 12, a gyroscope, an accelerometer, etc.

The map data may be stored locally, such as on memory 24 or the navigation device 40.

Additionally or alternatively, the map data may be stored on a remote computer or network,

accessible via the network 20. Example navigation devices 14a 14b include known GPS (global

positioning system) navigation devices, personal navigation devices, and automotive navigation

systems.

[0046] The user selectable features 16 include features 16 of the vehicle 12 that may be

controlled by an occupant of the vehicle 12. The user selectable features 16 may be selectively

controlled by the computer 10 to permit or inhibit control by the occupant. Example user selectable

features 16 include seat heating devices, power windows, cabin climate control systems,

infotainment systems including media players, internet browsers, video games, etc., cabin lights,

seat position and recline angle, access to a wireless internet connection via the transceiver 38, a

cabin air filtration system, etc.

[0047] The computer 10 is a computing device that includes the processor 22 and the memory

24. The computer 10 is in electronic communication with, e.g., via the communications network



36, one or more input devices for providing data to the computer 10 and one or more output devices

for receiving data and/or instructions from the computer 10, e.g., to actuate the output device.

Example input devices include: the sensors 34, the transceiver 38, the navigation device 40, the

user selectable features 16, etc, as well as other sensors and/or electronic control units (ECUs)

that provide data to the computer 10. Example output devices that may be actuated by the computer

10 include: the propulsion 26, the brake system 28, the steering 30, the transceiver 38, the

navigation device 40, the user selectable features 16, etc.

[0048] The processor 22 is implemented via circuits, chips, or other electronic components

and may include one or more microcontrollers, one or more field programmable gate arrays

(FPGAs), one or more application specific circuits (ASICs), one or more digital signal processors

(DSPs), one or more custom integrated circuits, etc. The processor 22 is programmable to process

the data received via the sensors 34, the transceiver 38, the user selectable features 16, the memory

24, etc., as well as other sensors and/or electronic control units (ECUs) that provide data to the

computer 10, e.g., on the communications network 36. Processing the data and communications

may include processing to: wirelessly connect to the first and second user devices 14a 14b

authorized to access, respectively, first and second sets of vehicle features; wherein the first and

second sets differ by at least one feature 16; actuate a feature 16 from the first set upon receipt of

a first device command; and actuate a feature 16 from the second set upon receipt of a second

device command. The processor may further be programmed for performing the processes

described herein.

[0049] The memory 24 is implemented via circuits, chips or other electronic components and

can include one or more of read only memory (ROM), random access memory (RAM), flash

memory, electrically programmable memory (EPROM), electrically programmable and erasable

memory (EEPROM), an embedded MultiMediaCard (eMMC), a hard drive, any volatile or non

volatile media, etc. The memory 24 may store programming instructions for performing the

processes described herein, and data collected from sensors and communications.

[0050] The computer 10 may be programmed to receive information associated with the first

user device 14a, and information associated with the second user device 14b. For example, the

computer 10 may receive a first ride command from the server computer 18, e.g. via the network

20. The received first ride command may include a first pick-up location, a first destination, a first

set of vehicle features, a network name, and first device authorization information, e.g., a first



shared key. The various pieces of information in the first ride command are associated with each

other, e.g., the first set of vehicle features is associated with the first shared key. Similarly, the

computer 10 may receive a second ride command from the server computer 18. The received

second ride command may include a second pick-up location, a second destination, a second set

of vehicle features, the network name, and second device authorization information, e.g., a second

shared key. The various pieces of information in the second ride command are associated with

each other, e.g., the second set of vehicle features is associated with the second shared key. The

first and second ride command may also be transmitted to the vehicle 12, e.g. from the server

computer 18 via the network 20.

[0051] The first set of vehicle features is different than the second set of vehicle features, e.g.,

the first set of vehicle features includes at least one feature 16 not present in the second set of

vehicle features, and/or vice versa. The first set of vehicle features is specified by user input not

associated with the second user device 14b, e.g., by user input associated only with the first user

device 14a. For example, the first user device 14a may receive the first ride command including

the first set of vehicle features, e.g., from the server computer 18, that was generated in response

to receiving the first ride request from the first user device 14a, e.g., based at least on user input to

the first device. The second user device 14b does not receive the first ride command. Similarly,

the second set of vehicle features is specified by a user input not associated with the first user

device 14a, e.g., by a user input associated only with the second user device 14b, as described

above for the first user device 14a.

[0052] The computer 10 may be programmed to navigate the vehicle 12 to various locations,

e.g., the first pick-up location, the second pick-up location, the first destination, the second

destination, etc. For example, the computer 10 may transmit commands via the communications

network 36 to the propulsion 26, brake system 28, and steering 30, instructing actuation to move

the vehicle 12 to such location based at least on information received from the navigation device

40 and sensors 34.

[0053] The computer 10 may be programmed to actuate the transceiver 38 to generate a

hotspot, such as is known, upon arrival at the first location. The hotspot is a wireless

communication network that is identifiable by a computing device, e.g., the first and second user

devices 14a 14b. For example, the computer 10 may determine the vehicle 12 is at the pick-up

location, e.g., based at least on information received from the navigation device 40. Upon



determination that the vehicle 12 is at the pick-up location, the computer 10 may actuate the

transceiver 38 to generate the hotspot, e.g., by transmitting an instruction to the transceiver 38 to

make itself discoverable by other computing devices, such as the first and/or second user devices

14a 14b.

[0054] The computer 10 may be programmed to wirelessly connect to first and second user

devices 14a 14b authorized to access, respectively, the first and second sets of vehicle features.

For example, the computer 10 may receive a connection request from the first user device 14a. To

verify authorization, the connection request includes the first device authorization information,

e.g., the first shared key transmitted to the vehicle 12 and the first user device 14a from the server

computer 18 as part of the first ride command. In response to receiving the connection request with

the matching first device authorization information, the computer 10 wirelessly connects to the

first user device, e.g., by instructing the transceiver 38 to enable such connection. Similarly, the

computer 10 may receive a connection request from the second user device 14b including the

second device authorization information transmitted to the vehicle 12 and the second user device

14b. In response to receiving the connection request with the matching second device authorization

information, the computer 10 may wirelessly connect to the second user device.

[0055] The computer 10 may be programmed to actuate a feature 16 from the first set of

vehicle features upon receipt of an authorized first device command. For example, after the

computer 10 receives the first ride command, e.g. from the server computer 18, including the first

set of vehicle features and first device authorization information, the computer 10 may receive a

feature actuate command including a feature 16 to be actuated and device authorization

information. The computer 10 may compare the feature 16 of the actuation command with the first

set of vehicle features, and the device authorization information of the actuation command with

the first device authorization information. Upon determination that the feature 16 is included in

the set of features, and that the device authorization information of the actuation command matches

the first device authorization information, the computer 10 may transmit an actuation instruction

to the feature 16, e.g., via the communications network 36. The computer 10 may be programed

to actuate a feature 16 from the second set upon receipt of an authorized device command including

the second device authorization information, similar to that described above.

[0056] The computer 10 may be programmed to add an additional feature 16 to the first set of

vehicle features upon receipt of an add feature command associated with the first user device. For



example, the computer 10 may receive, e.g., from the first user device 14a and/or server computer

18, an add feature command including a feature 16 to be added to the set of vehicle features and

device authorization information. The computer 10 may compare the device authorization

information of the add feature command with the first device authorization information. Upon

determination that the compared device authorization information matches, the computer 10 may

add the feature 16 of the add feature command to the set of vehicle features, e.g., by storing the

added feature 16 in the first set of vehicle features on the memory 24.

[0057] The computer 10 may be programmed to delete device authorization information upon

arrival at a destination associated with device authorization information. For example, the

computer 10 may determine that the vehicle 12 has arrived at the first destination, e.g., based at

least on information received from the navigation device 40. Upon such determination, the

computer 10 may delete the first device authorization information, e.g., deleting the first shared

key from the memory 24. The computer 10 may additionally delete other information associated

with the destination, e.g., any and/or all information included in the ride command having the

destination.

[0058] The computer 10 may be programmed to delete device authorization information upon

receipt of a payment confirmation associated with the device authorization information. For

example, the computer 10 may receive payment confirmation, e.g., from the first user device 14a

and/or the server computer 18, including the first device authorization information. Upon such

receipt, the computer 10 may delete the first device authorization information, e.g., from the

memory 24, and information associated with the first device authorization information, e.g., any

and/or all information included in the first ride command.

[0059] The computer 10 may be programmed to actuate the transceiver 38 to terminate the

hotspot upon arrival at a destination, e.g., the second destination. For purposes of terminating the

hotspot, the second location is the last destination the vehicle 12 is scheduled to visit, i.e., the user

device, such as the second user device 14b, is the only user device wirelessly connected to the

computer 10. For example, the computer 10 may determine that the vehicle 12 has arrived at the

second destination, e.g., based at least on information received form the navigation device 40.

Upon such determination, the computer 10 may actuate the transceiver 38 to cease providing a

wireless connection to other computing devices and make itself not discoverable.



The Processes
[0060] Figure 2 is a process flow diagram illustrating an exemplary process 200 for selectively

allocating control of various vehicle features 16 to one or more users. The process 200 begins in a

block 210 when a first user determines a ride is required and inputs corresponding information into

a first user device 14a.

[0061] At the block 210 a first ride request and a second ride request are transmitted by the

first user device 14a and the second user device 14b, respectively, to the server computer 18 via

the network 20. The ride requests may be transmitted to the server computer by addressing the

transmission to a specific email address, internet protocol address, etc. The ride requests are

generated based on user input to the respective first and second user device 14b.

[0062] Next, at a block 220 the server computer 18 receives the first ride request and the

second ride request. Based on the first and second ride request, the server computer 18 generates

a first and second ride command, respectively. The first ride command may be transmitted to the

first user device 14a and a vehicle 12, e.g., selected by the server computer 18 out of a fleet of

vehicles. The second ride command may be transmitted to the second user device 14b and the

vehicle 12. The ride commands may be transmitted to the vehicle 12 and user devices 14a 14b,

e.g., via the network 20 by addressing the transmission to a specific email address, internet protocol

address, etc.

[0063] Next, at a block 230, the vehicle 12 (i.e., the computer 10) receives the first and second

ride commands. Based on the ride commands, the vehicle 12 performs ride service and allows

control of selected features 16 by authorized user devices 14a 14b. For example, the vehicle 12

may navigate to the closer (in distance-to-travel to reach the location) of a first and second pick

up locations include in the respective ride commands. The vehicle 12 may then generate a hotspot

and connect to one of the first and second user devices 14a 14b based on such device being

authenticated, e.g., having matching device authorization information. The vehicle 12 may then

navigate to the first user device 14a or second pick-up location (whichever has not yet been

performed), and connect to the first or second user device 14b (whichever has not yet connected)

with a similar authorization to that described above. The vehicle 12 may then navigate to the closer

(in distance-to-travel to reach the location) of the first and second destinations.

[0064] While navigating the vehicle 12 may receive and perform authorized feature

commands, e.g., actuate a seat heater, including device authorization information that matches



device authorization information associated with a feature set included the feature 16 to be

actuated. After the navigating to the closer of the first or second destinations, the vehicle navigates

to the other of the first or second destination. Upon arriving at the later (temporally) of the first or

second destinations, the vehicle 12 terminates the hotspot. After the block 230, the process 200

ends.

[0065] Figure 3 is a process flow diagram illustrating an exemplary process 300 for controlling

the vehicle 12 to selectively allocate control of various vehicle features 16 to among multiple user

devices 14a 14b. The process 300 begins in a block 305 when the vehicle 12 is turned on or

otherwise placed in an operable mode.

[0066] At the block 305 the computer 10 receives ride commands, e.g. the first and second

ride commands from the server computer 18.

[0067] At the block 310 the computer 10 navigates the vehicle 12 to the first and second pick

up locations. The computer 10 may first navigate to the closer (in distance-to-travel to reach the

location) of the first and second pick-up locations .

[0068] At a block 315 the computer 10 generates the hotspot, e.g., with the transceiver 38. The

computer may generate the hotspot upon arrival at the first (temporally) of the first and second

pick-up locations, e.g., based at least on information received from the navigation device 40.

[0069] At a block 320 the computer 10 connects to the first and second user devices 14a 14b.

The computer 10 authorizes the first and second user devices 14a 14b, e.g., based on receiving

matching device authorization information, when establishing such connection.

[0070] At a block 325 the computer 10 navigates the vehicle 12 to the first and second

destinations. The computer 10 may navigate to the closer (geographically) of the first and second

destinations first (temporally). The computer 10 may continue to navigate to the first and second

destinations throughout the process 300.

[0071] At a block 330, while navigating to the various pick-up locations and destinations, the

computer 10 receives a device command to actuate a feature 16, e.g., from the first user device 14a

or second user device 14b.

[0072] Next, at a block 235 the computer 10 determines whether the device command to

actuate the feature 16 is authorized. When the command includes matching device authorization

information associated with a set of features including the feature 16 of the device command, the

device command is determined to be authorized, and the process moves to a block 340. Else, e.g.,



when no matching device authorization information is provided, and/or the feature 16 of the device

command is not in the list of features, the process moves to the block 325 and continues to navigate

to the first or second destination.

[0073] At the block 340 the computer 10 actuates the feature 16 of the authorized feature

command from the blocks 330 and 335, e.g. by transmitting an actuation command via the

communications network 36.

[0074] At a block 345 the computer 10 receives payment confirmation, e.g., from the first or

second user devices 14a 14b, or from the server computer 18.

[0075] Next, at a block 350 the computer 10 deletes the first or second device authorization

information, e.g., which ever device authorization information is associated with the received

payment.

[0076] At a block 355 computer 10 identifies the vehicle 12 has arrived at a final destination,

i.e., the later (temporally) of the first and second destinations, e.g., based at least on information

received form the navigation device 40.

[0077] Next, at a block 360 the computer 10 terminates generation of the hotspot. Termination

of the hotspot generation may be done upon arrival at the final destination. After the bock 360 the

process 300 ends.

Conclusion

[0078] Computing devices discussed herein generally include computer-executable

instructions, where the instructions may be executable by one or more computing devices such as

those listed above. Computer-executable instructions may be compiled or interpreted from

computer programs created using a variety of programming languages and/or technologies,

including, without limitation, and either alone or in combination, Java™, C, C++, Visual Basic,

Java Script, Perl, etc. Some of these applications may be compiled and executed on a virtual

machine, such as the Java Virtual Machine, the Dalvik virtual machine, or the like. In general, a

processor (e.g., a microprocessor) receives instructions, e.g., from a memory, a computer-readable

medium, etc., and executes these instructions, thereby performing one or more processes, including

one or more of the processes described herein. Such instructions and other data may be stored and

transmitted using a variety of computer-readable media persistent memory. Volatile media may

include, for example, dynamic random access memory (DRAM), which typically constitutes a



main memory. Such instructions may be transmitted by one or more transmission media, including

coaxial cables, copper wire and fiber optics, including the wires that comprise a system bus

coupled to a processor of a computer. Common forms of computer-readable media include, for

example, a floppy disk, a flexible disk, hard disk, magnetic tape, any other magnetic medium, a

CD-ROM, DVD, any other optical medium, punch cards, paper tape, any other physical medium

with patterns of holes, a RAM, a PROM, an EPROM, a FLASH-EEPROM, any other memory

chip or cartridge, or any other medium from which a computer can read. In some examples, system

elements may be implemented as computer-readable instructions (e.g., software) on one or more

computing devices (e.g., servers, personal computers, etc.), stored on computer readable media

associated therewith (e.g., disks, memories, etc.). A computer program product may comprise such

instructions stored on computer readable media for carrying out the functions described herein.

[0079] As used herein the term "based on" is used in an open ended manner and may be

interpreted as meaning based at least on.

[0080] Unless indicated otherwise, the adjectives "first" and "second" are used throughout this

document as identifiers and are not intended to signify importance or order.

[0081] With regard to the media, processes, systems, methods, etc. described herein, it should

be understood that, although the steps of such processes, etc. have been described as occurring

according to a certain ordered sequence, such processes could be practiced with the described steps

performed in an order other than the order described herein. It further should be understood that

certain steps could be performed simultaneously, that other steps could be added, or that certain

steps described herein could be omitted. In other words, the descriptions of systems and/or

processes herein are provided for the purpose of illustrating certain embodiments, and should in

no way be construed so as to limit the disclosed subject matter.

[0082] The disclosure has been described in an illustrative manner, and it is to be understood

that the terminology which has been used is intended to be in the nature of words of description

rather than of limitation. Many modifications and variations of the present disclosure are

possible in light of the above teachings, and the disclosure may be practiced otherwise than as

specifically described.



CLAIMS

What is claimed is:

1. A system, comprising a computer programmed to:

wirelessly connect to first and second user devices authorized to access, respectively, first

and second sets of pluralities of vehicle features that differ by at least one feature;

actuate a feature from the first set upon receipt of a first device command; and

actuate a feature from the second set upon receipt of a second device command.

2 . The system of claim 1, the computer further programmed to:

actuate a transceiver to generate a hotspot upon arrival at a pick-up location.

3 . The system of claims 1 or 2, the computer further programmed to:

actuate the transceiver to terminate the hotspot upon arrival at a destination.

4 . The system of any of claims 1-3, the computer further programmed to:

add an additional feature to the first set of vehicle features upon receipt of an add feature

command associated with the first user device.

5 . The system of any of claims 1-3, the computer further programmed to:

receive a first device authorization information associated with the first set of vehicle

features and a second device authorization information associated with the second set to vehicle

features;

wherein the command from the first device includes the first device authorization

information and the command from the second device includes the second device authorization

information.

6 . The system of claim 5, wherein the first device authorization information and the second

device authorization information include a symmetric-key algorithm.

7 . The system of claim 5 or 6, the computer further programmed to:



delete the first device authorization information upon arrival at a destination associated

with first device authorization information.

8. The system of any of claims 5-7, the computer further programmed to:

delete the first device authorization information upon receipt of a payment confirmation

associated with the first device authorization information.

9 . The system of any of claims 5-8, the computer further programmed to:

add an additional feature to the first set of vehicle features upon receipt of an add feature

command including the first device authorization information.

10. The system of any of claims 1-9, wherein the first set of vehicle features is specified by

user input not associated with the second user device, and the second set of vehicle features is

specified by a user input not associated with the first user device.

11. The system of any of claims 1-10, wherein the first set of vehicle features is specified by

user input associated only with the first user device, and the second set of vehicle features is

specified by a user input associated only with the second user device.

12. A method comprising:

wirelessly connecting to a first and second user devices authorized to access,

respectively, first and second sets of vehicle features; wherein the first and second sets differ by

at least one feature;

actuating a feature from the first set upon receipt of a first device command; and

actuating a feature from the second set upon receipt of a second device command.

13. The method of claim 12, further comprising:

actuating a transceiver to generate a hotspot upon arrival at a pick-up location.

14. The method of claims 12 or 13, further comprising:

actuating the transceiver to terminate the hotspot upon arrival at a destination.



15. The method of any of claims 12-14, further comprising:

adding an additional feature to the first set of vehicle features upon receipt of an add

feature command associated with the first user device.

16. The method of any of claims 12-15, further comprising:

receiving a first device authorization information associated with the first set of vehicle

features and a second device authorization information associated with the second set to vehicle

features;

wherein the command from the first device includes the first device authorization

information and the command from the second device includes the second device authorization

information.

17. The method of claim 16, wherein the first device authorization information and the

second device authorization information include a symmetric-key algorithm.

18. The method of claim 16 or 17, further comprising:

deleting the first device authorization information upon arrival at a destination associated

with first device authorization information.

19. The method of any of claims 16-18, further comprising:

deleting the first device authorization information upon receipt of a payment

confirmation associated with the first device authorization information.

20. The method of any of claims 16-19, further comprising:

adding an additional feature to the first set of vehicle features upon receipt of an add

feature command including the first device authorization information.
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