US009270695B2

a2 United States Patent (10) Patent No.: US 9,270,695 B2
Roytman et al. 45) Date of Patent: *Feb. 23, 2016
(54) IDENTIFYING VULNERABILITIES OF (56) References Cited
COMPUTING ASSETS BASED ON BREACH
DATA U.S. PATENT DOCUMENTS
7,278,163 B2  10/2007 Banzhof et al.
(71) Applicant: Risk I/O, Inc., Chicago, IL. (US) 7,380,270 B2 5/2008 Tracy et al.
8,020,210 B2* 9/2011 Tippettetal. .................. 726/25
8,201,257 Bl 6/2012 Andres et al.
(72) Inventors: Michael Roytman, Chicago, IL (US); 8,595,845 B2  11/2013 Basavapatna et al.
Edward T. Bellis, Evanston, IL (US)’ 2002/0147803 Al 10/2002 Dodd et al.
H 2003/0126472 Al 7/2003 Banzhof
Jeffrey Heuer, Chicago, IL (US) 20050108037 Al 52005 Bhimani et al.
2005/0229255 Al 10/2005 Gula et al.
(73) Assignee: Risk /O, Inc., Chicago, IL (US) 2007/0067846 Al 3/2007 McFarlane et al.
2008/0209566 Al 8/2008 Ziv
(*) Notice: Subject to any disclaimer, the term of this (Continued)
patent is extended or adjusted under 35 OTHER PUBLICATIONS
U.S.C. 154(b) by O days.
. ) . . . Tenable Network Security, Nessus TM the World’s Most Trusted
This patent is subject to a terminal dis- Vulnerability Scanner, dated Jan. 14, 2014, 2 pages.
claimer. Tenable Network Security, Nessus 5.0 Flash User Guide, dated Apr.
22,2013, 69 pages.
(21)  Appl. No.: 14/642,620 (Continued)
o Primary Examiner — Brandon Hoffman
(22)  Filed: Mar. 9, 2015 (74) Attorney, Agent, or Firm — Hickman Palermo Becker
Bingham LLP
(65) Prior Publication Data
US 2015/0237065 Al Aug. 20,2015 (57) ABSTRACT
Techniques for ranking a set of vulnerabilities of a computing
asset and set of remediations for a computing asset, and
s determining a risk score for one or more computing assets are
Related U.S. Application Data provided. In one technique, vulnerabilities of computing
(63) Continuation of application No. 14/181,415, filed on assets in a customer network are received at a vulnerability
Feb. 14. 2014. now Pat. No. 8.984.643 intelligence platform. Breach data indicating set of breaches
T ’ o mm e that occurred outside customer network is also received. A
subset of the set of vulnerabilities that are most vulnerable to
(51) Int.CL a breach is identified based on the breach data. In another
GO6F 21/00 (2013.01) technique, multiple vulnerabilities of a computing asset are
H04L 2906 200 6. 01 determined. A risk score is generated for the computing asset
( 01) based on the vulnerabilities. In another technique, multiple
(52) US.CL remediations associated with a risk score and multiple vul-
CPC ... HO4L 63/1433 (2013.01); HO4L 63/1408 nerabilities are identified. The remediations are ordered based
(2013.01) on the remediations that would reduce the risk score the most
. . . if those remediations were applied to remove the correspond-
(58) Field of Classification Search ing vulnerabilities.

None

See application file for complete search history.

21 Claims, 9 Drawing Sheets

RiskllO o Biogo RikDB
%’ Riskl/O DASHBOARD  VULNERABILITIES | ASSETS | CONNECTORS @ emolne ¥
10 Assets Found <
Q| Priority | Vulnerabiliies | Lacator 08 Tags Croated
windows
Visal
Windows
208/
»|O 1 10103683 Windows 10 days ago
405 < 4 22
Windows
2012 (m
» O 3 10.10.34.88 Sinous 10 days ago
5
i
> O 2 10.10.34.208 Wndows 10 days ago 404
»|O 2 10.10.34.207 Wndous 10days ago




US 9,270,695 B2
Page 2

(56)

2010/0125912
2011/0185431
2011/0214183
2011/0231935
2012/0144494
2012/0203590
2012/0304300
2013/0191919
2013/0239168
2014/0007241

References Cited

U.S. PATENT DOCUMENTS

Al 5/2010
Al 7/2011
Al 9/2011
Al 9/2011
Al 6/2012
Al 8/2012
Al 11/2012
Al*  7/2013
Al 9/2013
Al 1/2014

Greenshpon et al.
Deraison

Fudge

Gula et al.

Cole et al.

Deb et al.
LaBumbard

Basavapatna et al.

Sreenivas et al.
Gula et al.

.......... 726/25

OTHER PUBLICATIONS
Ron Gula Jul. 2007 NPL-CVSS, http://www.tenable.com/blog/cvss-
version-2-scoringwith-nessus-and-the-passive-vulnerability-scan-
ner, obtained date Jun. 26, 2014, 5 pages.
Bellis, Ed, Automating Vulnerability Management at Orbitz with
SCAP, Dated Oct. 27, 2009, Obritz Worldwide, 21 pages.
Hsiaet al., Using the Vulnerability Information of Computer Systems
to Improve the Network Security, vol. 30 Issue 9, dated Jan. 30, 2007,
pp. 2032-2047.
Nicolaescu et al., Journal of Applied Quantitive Methods, Security
Metrics for Enterprise Information Systems, Issue 2, dated Dec. 30,
2006.

* cited by examiner



US 9,270,695 B2

Sheet 1 of 9

Feb. 23, 2016

U.S. Patent

Jswoysny
%01

Jswoysny
av0r

TN

nun 9beia)s 71T

4 )

Jswoysny
ey0]

wJone|d aauabyeu;
AiqessuinASTT

l "Old

\_ \

92IN0S
\ = 7| yoeaugTOT
rd - -
80}
92IN0S
A IIIIII —
\ yiojdx3 Z0T
01
ha S—
= - 92IN0S
\ =~ Angessuna
90} T0T




US 9,270,695 B2

Sheet 2 of 9

Feb. 23, 2016

U.S. Patent

nun 9bel1oS 71T N ¢ mu_n_
4 3 3
44} |
\ [
1Z) ] nn
\ ) eleq [enxajuo) $0¢
< nun Aedsig 50z |
L
0z}
Y y
~ v 7 \/
~ A\ 4 s
S N pun B , 301
/ ~ A JuswISsassy Jsiy T0Z o
o n | wun eeqresy Toz (< — )~
- - I/I — ™ eleqlewolsn) 70z [* - \
M 101
0bh ~




US 9,270,695 B2

Sheet 3 of 9

Feb. 23, 2016

U.S. Patent

¢ ol

a2Inap Bunndwod e Jo usalds e uo pakedsip
9q 0} }9SqNS 8y} SaLjUaPI ey} BIeP }NSaJ asne)
ove
S S

yoealiq

e 0} 8|qLJSUINA }SOW aJe ey Sai|IqelaulnA J0 1S

3U) 10 19SqNS e ‘Blep ydeaiq sy uo paseq ‘Aluspi
0ge

A

}JOMIBU JaWO)SND
8] 8pISIN0 Pa.INOI0 Jey) SAYILaI( JO J8s B Sajedipul
1y B1ep Yoralq ‘80Jn0S puooas B WoJj ‘aAIsosy
0¢¢

A

YJOM}BU JAWOISND e Ul s)asse Bunndwod
8JOW JO 8UO JO SafI|IqeIBUINA JO }8S B S8)edIpul
181 B1ep A)I[IqeIBUINA ‘92JN0S 1SII) B WOJJ ‘DAl808Y

01¢
o e




US 9,270,695 B2

Sheet 4 of 9

Feb. 23, 2016

U.S. Patent

¥ "Old

voy

o D

ko) _ ..._._u._mmwu

ofe sfep gl

SIS GO

812102
SMOPUIM

L0¢vE0L 0L

ofie sfep g}

SIONISS GO

812102
SMOPUIM

80¢'vE'0L'0L

€0y

1
4114

L0y

\Aﬁ sjesse asay} Joj Hodal yajed ay) malp va

ofie sfep g}

SISNISG GO

812102
SMOPUIM

99'%¢°01 0}

obe sfep g}

SISNISG GO

cloe
SMOPUIM
Il
SMOPUIM
18002
SMOPUIA
{EBIA
SMopUIm

£8'6e01°0}

obe sAep Q|

SIONISS GO

812102
SMOPUIM

861 '7€°0L°0L

pajealy

sbe]

SO

Jojed0T

sepifiqessuinA

A

Koug

puno4 Sjessy 0}

A oU| owa( {6}

SHOLOANNOD

S138sY

SAILMEYEININA - dHVYOdHSYd

o/Msy @.@

aasiy o boig o O/ldisiy

> GOY




US 9,270,695 B2

Sheet 5 of 9

Feb. 23, 2016

U.S. Patent

GOl

sanijigesau|nA Jo Ayjeinid ayy uo paseq
19sse Bunndwoo sy Joj 8109S YSU B 8)elauss)
[14]

A

19sse bunndwod
B J0 sanijiqesauina Jo Ajjesnid e suiwigieq
01¢




US 9,270,695 B2

Sheet 6 of 9

Feb. 23, 2016

U.S. Patent

V9 'Ol

=
sle|0g

"
ajs Bunaxse

=

SI9AIDS XNUIT

ce

ce

0¥9 0¢9
aYS UH SILELIEITIGE ZWa sdopysaq 019
Bewyosuog  maipbe]  oaapnoexg  Jsfjeuy — SI19JOI 1S AN
oo i £71'e (e9¢) (pesop 1526 )("uedo 500'6L)
[iman] (@ fusuaq Mmgesauinp sjassy salljiqeiaujnp
A 2U] owaq £} SYOLOANNOO  S13SSY  SALMIGVHANTINA | a¥vogHsva O/MSIy m@




US 9,270,695 B2

Sheet 7 of 9

Feb. 23, 2016

U.S. Patent

49 Old

==
sliejog

_—
ayg bunoeysen

o

SI9A19G XNUIT

enef

~—

oce

L 3O

pog's  Awoud doj

160'z  Siefie] Jendod

16511 8penojdx3 Ajse3
886 S8udEsIg JOUIBIU BARDY

gey'zy  seniqeisuInA

029 7 siessy
9IS 4H 9)IS 90J8WIW00] ZING sdopysaq \| s
yewyoudg  maipbe]  eannaoxg  Jsfjeuy F SI9JO Asy AN
Peifa o4 £rLE (69¢) (pasop 1526 )((uado Go0'sL)
[iman] 0 fysuag Aujiqesauinp sjassy sanIjIqesaunp
A ou|owsaQ {6} SYOLOANNOD  SL3SSY  SIILMIGVEIANINA | Q¥VOgHSYA

Oo/Msiy %




US 9,270,695 B2

Sheet 8 of 9

Feb. 23, 2016

U.S. Patent

Ll

SUONBIPaWa J0 1S 8U) Ul UONEIPaWS. Yoes Jo}
PSUILLIB)SP JUNOWE 8Y) U0 PasSeq SuoneIpawal J018S sy Japlo
0¢]

/
\

sanIIqeJaulnA Jo
18S 8y} ul Ajjigessuna Buipuodsalio9 e o) paydde si uoneipswal
{Oea pIes JI pasnpal aq PINOm 3109S ¥SU By 1eY) Junowe
UB SUIWIS}SP ‘SUOIIBIPSWAI JO 18S SU} Ul UONEIPSWS. YIBd J0-
0¢z

. s
A

SaN[IgeIBUINA JO J8S B puB
9100S %SU B UJIM PSJeIO0SSE S| Jey) SUOIBIpaWSY JO 18S B Ausp)
017




US 9,270,695 B2

Sheet 9 of 9

Feb. 23, 2016

U.S. Patent

¥Z8
LSOH
g T T~ T T T T T T T T |
w_z: " o8
MIOMIN  feemtirar JOVHYAINI 8
W0 | NOILYOINNWINOD ¥0SS300¥d Hv TO4INOD
¥OSYNI
<08 ¥18
sne 301A3A LNdNI
LANY3INI
018 808 908 =15
30N AHOWIN M_v
AVTdSIO
M_M>mmm JOVH0LS WOY NIV




US 9,270,695 B2

1
IDENTIFYING VULNERABILITIES OF
COMPUTING ASSETS BASED ON BREACH
DATA

PRIORITY AND CROSS-REFERENCE TO
RELATED APPLICATIONS

This application claims benefit under 35 U.S.C. §120 as a
Continuation of application Ser. No. 14/181,415, filed on Feb.
14,2014, which is related to U.S. patent application Ser. No.
14/181,352 and U.S. patent application Ser. No. 14/181,382,
both of which are filed the same day as application Ser. No.
14/181,415, and the entire contents of each of which are
hereby incorporated by reference for all purposes as if fully
set forth herein.

TECHNICAL FIELD

The present disclosure generally relates to providing infor-
mation technology (IT) security risk information. The disclo-
sure relates more specifically to techniques for correlating I'T
security risks from various security risk sources.

BACKGROUND

The approaches described in this section are approaches
that could be pursued, but not necessarily approaches that
have been previously conceived or pursued. Therefore, unless
otherwise indicated, it should not be assumed that any of the
approaches described in this section qualify as prior art
merely by virtue of their inclusion in this section.

The number of attacks on various IT assets of an enterprise
has increased tremendously. The rise in attacks has led to
creation and adoption of numerous tools to perform IT secu-
rity vulnerability assessments. Each security vulnerability
assessment tool tends to differ from other security vulnerabil-
ity assessment tools in that each tool provides one or two
features that other security vulnerability assessment tools do
not provide. Therefore, it is quite common for an enterprise to
use a plurality of security vulnerability assessment tools in
assessing security vulnerabilities of their IT assets. In addi-
tion, many enterprises also hire third party auditors to audit
the enterprise’s IT assets. In fact, certain industries, such as
the financial services healthcare industries, are required to
have their IT assets periodically audited by third party 1T
auditors.

The result of using numerous tools and auditing firms to
assess vulnerabilities of IT assets is the generation of large
amount of data. Once the tools and the auditing firms produce
the vulnerability data, the enterprise’s IT security team must
use the data to reduce each IT asset’s risk of being success-
fully attacked. Unfortunately, the data generated by the tools
and the auditors fail to provide the enterprise’s IT security
team with the necessary information to efficiently and effec-
tively prioritize their task of reducing security risk to the
enterprise’s IT assets.

Therefore, more often than not, the enterprise’s IT security
team spends additional resources and incurs further costs in
analyzing the data generated by the security vulnerability
assessment tools and IT auditors in order to distinguish
between the more critical I'T security risks and the less critical
ones. Furthermore, due to the inherent inaccuracy and inher-
ent lack of information regarding the likelihood of a success-
ful attack on an IT asset in the generated data, the enterprise’s
IT security team’s further efforts fail to satisfactorily defend
against the most likely and potentially successful attacks on
the enterprise’s I'T assets. This problem is further exacerbated
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2

as the number of I'T assets utilized by an enterprise grows at a
rapid pace because the amount of vulnerability data generated
by numerous security vulnerability tools and IT auditors
would consequently grow at a significantly faster pace.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:

FIG. 1 illustrates an example arrangement of providing
customer with IT security risk information.

FIG. 2 illustrates functional logic of an embodiment as
implemented in an application server coupled to a data stor-
age unit.

FIG. 3 illustrates a method of identifying vulnerabilities
based on breach data.

FIG. 4 illustrates an example arrangement of a graphical
user interface for presenting risk information related to com-
puting assets of a customer.

FIG. 5 illustrates a method of generating a risk score based
on one or more vulnerabilities of a computing asset.

FIG. 6A-6B are block diagrams that depict an example
arrangement of a graphical user interface of a dashboard.

FIG. 7 illustrates a method of prioritizing a set of remedia-
tions.

FIG. 8 illustrates a computer system upon which an
embodiment may be implemented.

DESCRIPTION OF EXAMPLE EMBODIMENTS

In the following description, for the purposes of explana-
tion, numerous specific details are set forth in order to provide
a thorough understanding of the present disclosure. It will be
apparent, however, to one skilled in the art that the present
disclosure may be practiced without these specific details. In
other instances, well-known structures and devices are shown
in block diagram form in order to avoid unnecessarily obscur-
ing the present disclosure.

Embodiments are described herein according to the fol-
lowing outline:

1.0 Overview

2.0 Structural and Functional Overview

3.0 Correlating Vulnerability Data With Breach Data

4.0 Risk Meter

5.0 Remediation List

6.0 Implementation Mechanisms—Hardware Overview

7.0 Extensions and Alternatives

1.0 Overview

In an embodiment, a method is described for identifying
vulnerabilities that are most vulnerable to a breach. In an
embodiment, vulnerability data that indicates a set of vulner-
abilities of computing assets in a customer network are
received at, for example, an application server. Breach data
that indicates a set of breaches that occurred outside the
customer network are received at the application server. A
subset of the set of vulnerabilities that are most vulnerable to
the breach are identified, based on the breach data. Result data
that identifies the subset of the set of vulnerabilities that are
most vulnerable to a breach is displayed on the device.

In an embodiment, a plurality of vulnerabilities of a com-
puting asset are determined. A risk score for the computing
asset is generated based on the plurality of vulnerabilities. A
graphic that represents the risk score may be displayed and, in
response to user selection, cause information about a subset
of the vulnerabilities to be displayed.
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In an embodiment, a set of remediations associated with a
risk score and a set of vulnerabilities are identified. A reme-
diation may be any solution to resolve a vulnerability of a
computing asset. An amount by which the risk score would be
reduced is determined for each remediation in the set of
remediations, if the remediation is applied to a corresponding
vulnerability in the set of vulnerabilities. The set of remedia-
tions are ordered based on the amount determined for each
remediation in the set of remediations.

Embodiments encompass a data processing system, a com-
puter apparatus, or a computer-readable medium configured
to carry out the foregoing steps.

2.0 Structural and Functional Overview

Certain embodiments are configured to help reduce or
eliminate costs associated with vulnerability data that fail to
provide information regarding the likelihood of a successful
attack on a computing asset. As described herein, a comput-
ing asset may be any technology that enables or performs
computations, such as, a programming language, source
code, a software application, a database, an operating system,
a desktop computer, a server, or a hardware computing or
communication device.

In an embodiment, by utilizing breach data, sourced from
across the internet, and correlating that data with vulnerabili-
ties discovered in computing assets in a customer network,
vulnerability data of an enterprise’s IT security team may be
generated that includes information regarding the likelihood
that an exploit of a particular vulnerability of a particular asset
will be successful.

For purposes of illustrating a clear example, assume that a
business organization owns numerous computing assets and
uses several security vulnerability assessment tools to detect
vulnerabilities in the computing assets. Additionally, the
computing assets are periodically audited by IT auditors. The
data gathered and presented by the assessment tools and the
IT auditors may inform the business organization of the vul-
nerabilities of their computing assets; however, the business
organization has no information upon which it can rely on to
effectively and efficiently determine which of the vulnerabili-
ties pose the most significant threat to the organization and
address the vulnerabilities accordingly. Therefore, the busi-
ness organization must still expend additional time and finan-
cial and human resources in determining the vulnerabilities
that are most likely to allow for a breach of a computing asset
to occur. In order to accurately prioritize their approach to
reducing risks to the assets the business organization must
still be able to determine information about the risks to an
asset rather than just information about vulnerabilities, and in
order to effective and efficiently resolve vulnerabilities of
computing assets, it would be a tremendous asset to have an
ordered list of remediations where the first remediation will
successfully reduce the risk of a computing asset the most.

In an embodiment, a vulnerability threat management plat-
form requests data about breaches, exploits, vulnerabilities of
computing assets from various data sources such as Alien
Vault’s Open Threat Exchange, RiskDB, the National Vul-
nerability Database, the Web Applications Security Consor-
tium (WASC), the Exploit Database, SHODAN, and the
Metasploit Project. As referred to herein, a breach is a suc-
cessful exploit. That is, a breach is a successful attack on a
computing asset by successfully exploiting a vulnerability of
the computing asset.

The vulnerability threat management platform may also
request or be provided with data from one or more customers,
comprising of information of vulnerabilities associated with
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4

each customer’s computing assets. The vulnerability threat
management platform may then, for each customer, correlate
each vulnerability of the customer’s computing asset to all
breaches of the vulnerability. For each customer, the vulner-
ability threat management platform may then provide a
ranked or ordered list of vulnerabilities which represent the
order in which the vulnerabilities should be addressed, such
that the vulnerability that poses the most significant threat is
addressed first and the one that poses the least significant
threat is addressed last.

In some embodiments, the vulnerability threat manage-
ment platform may provide a quantified measure, known as a
risk score herein, to indicate how vulnerable a particular asset
may be of being successfully exploited or breached. The risk
score may be a numerical value in a range of numerical
values. For example, the risk score may represent a value
between 0 and 1000, where the higher the number, the more
at risk that particular computing asset or group of assets is of
being successfully exploited or breached.

A risk score for a vulnerability or a computing asset may
not only be based on a likelihood of a breach occurring with
respect to that vulnerability or asset, but also based on how
important the impact of a vulnerability exploit or asset is. For
example, a computing asset may have two vulnerabilities,
each of which have the same likelihood of being breached.
However, one of the two vulnerabilities, if breached, results in
sensitive financial information being accessible to unscrupu-
lous users while the other vulnerability, if breached, results in
the ability by unscrupulous users to merely post an innocuous
message.

The vulnerability threat management platform may pro-
vide a risk score for each computing asset and/or a group of
computing assets.

In some embodiments, the risk score may be determined by
considering all vulnerabilities a particular asset may have.
Thus, rather than simply having information about a list of
vulnerabilities, the customer has an ordered list of at-risk
computing assets such that the customer may now easily
know which computing asset or vulnerability the customer
should attempt to address first.

In some embodiments, the Vulnerability threat manage-
ment platform also provides an ordered list of remediations,
which can be used to resolve one or more vulnerabilities of
one or more computing assets. For example, a particular
computing asset may have a number of vulnerabilities, and a
particular remediation may address one or more of the vul-
nerabilities of computing asset. The application of the reme-
diation will reduce the computing asset’s risk score, where
application or utilization of the first remediation on the list
will most significantly reduce the risk score of the asset, and
application or utilization of the last remediation on the list
will least significantly reduce the risk score of the asset. Thus,
the customer may now completely eliminate the additional
costs associated with searching for a solution for a particular
vulnerability and/or determining which of the available solu-
tions will most significantly reduce the computing asset’s risk
score.

The foregoing approaches, structures and functions are
described further herein in connection with FIG. 1 and the
other drawings. A data storage unit, in this context, may be
any electronic digital data recording device configured to
store data according to a set of rules and in any format, such
as a flat file, a database, a data mart, a data warehouse or other
storage units. A data source, in this context, may be any
electronic digital data storage unit capable of providing data
to a requesting entity at a frequency of a particular time
interval or on-demand.
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FIG. 1 illustrates an example arrangement of assessing one
or more computing assets’ risk of being breached using exter-
nal threat data and vulnerabilities of the one or more comput-
ing assets. As described herein, threat data may refer to any
information related to security or risks posed by one or more
vulnerabilities of a computing asset.

FIG. 1 depicts a networked computer system that includes
avulnerability threat management platform 115, a plurality of
data sources 101, 102, 103, a data storage unit 112, and a
plurality of customers 104a, 1045, 104c.

In this example, data sources 101, 102, 103 publish or
provide particular threat-related data. Sources 101-103 may
publish the thread-related data at a particular time interval.
For instance, data source 101 may publish or provide vulner-
ability related data 106 every hour, data source 102 may
publish or provide exploit related data 107 every half hour,
and data source 103 may also publish or provide breach
related data 108 every 45 minutes. Thus, the frequency at
which data sources 101, 102, 103 publish or provide infor-
mation may be independent of each other.

In some embodiments, vulnerability threat management
platform 115 requests data 106, 107, 108 at the particular time
intervals that they become available. In some embodiments,
data sources 101, 102, 103 may directly send data 106, 107,
108, respectively, to vulnerability threat management plat-
form 115 at the time such data becomes available.

Customers 104a, 1045, 104¢ provide, to vulnerability
threat management platform 115, vulnerability data that indi-
cates vulnerabilities of their computing assets, 109,110, 111,
respectively. Additionally, customers 104a, 1045, 104¢, may
provide contextual information related to a particular com-
puting asset, such as a relative importance of the particular
computing asset. For example, one particular computing
asset of a customer may be absolutely critical for the customer
to carry out its day-to-day operations. Therefore, the cus-
tomer may indicate that the particular computing asset is the
most important of its computing assets. As another example,
all computing assets that a customer “tags” as important may
be considered equally important while all other non-tagged
computing assets may be treated as equally less important (at
least relative to the tagged assets).

In an embodiment, vulnerability threat management plat-
form 115 is hosted by a customer and, thus, interaction with
other customers 104a-104¢ is not necessary. In other words,
vulnerability data 109-111 may not be relevant since the
customer may implement Vulnerability threat management
platform 115 only for its own benefit.

In an embodiment, vulnerability threat management plat-
form 115 is hosted on an application server computer capable
of executing procedures, such as programs, routines, scripts
or other computer executable commands, necessary for sup-
porting the vulnerability intelligence platform. An example of
a Vulnerability threat management platform is Vulnerability
Threat Monitoring and Prioritization Platform, commercially
available from Risk 1/O, Incorporated, Chicago, 111. In FIG. 1
Vulnerability threat management platform 115 is coupled
with data storage unit 112. In some embodiments, data stor-
age unit 112 may store contextual information related to
customers using Vulnerability threat management platform
115.

FIG. 2 illustrates functional logic of an embodiment of a
vulnerability threat management platform implemented on an
application server computer coupled with a data storage unit.
Inan embodiment, the application server computer comprises
of at least one instance of vulnerability threat management
platform 115. Vulnerability threat management platform 115
may include or may be coupled to an HT'TP server and may be
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6

configured to serve HTML documents that browser programs
at the customers 104a-104¢ can receive, render, and display.

In an embodiment, vulnerability threat management plat-
form 115 includes a threat data unit 201. In an embodiment,
threat data unit 201 may be coupled to the data storage unit
112. Threat data unit 201 receives vulnerability data 106,
exploit data 107, and breach data 108 and stores them in
storage unit 112. In an embodiment, vulnerability, exploit,
and breach data received at threat data unit 201 may be stored
in storage unit 112 according to vulnerability identifier, such
as a CVE-ID or a WASC ID. In an embodiment, threat data
unit 201 may be configured to fetch data from various vul-
nerability, exploit and breach data sources at a defined time
interval. The time interval defined to fetch data may depend
upon the frequency at which the data sources make the data
available. For example, if a vulnerability, exploit, and breach
data sources make data available at every hour, forty five
minutes, and thirty minutes respectively, then vulnerability
and breach data unit 201 may be configured to fetch data from
vulnerability data source every hour, exploit data source
every forty five minutes, and breach data source at every thirty
minutes.

In an embodiment, vulnerability threat management plat-
form 115 includes a customer data unit 202. Customer data
unit 202 is configured to receive vulnerability data 109, 110,
111, from customers. In an embodiment, customer data unit
202 may be coupled to storage unit 112 and may be config-
ured to store vulnerability data received from customers in
storage unit 112. Customer data unit 202 may also be config-
ured to receive data related to customer preferences and store
that data in storage unit 112. For example, customers may
send data related to importance of one computing asset rela-
tive to other computing assets, or information related to
grouping of particular computing assets.

In an embodiment, vulnerability threat management plat-
form 115 includes a risk assessment unit 203. Risk assess-
ment unit 203 may be coupled to threat data unit 201, cus-
tomer data unit 202, contextual data unit 204, display unit
205, and storage unit 112. Risk assessment unit 203 may be
configured to determine rank or order of vulnerabilities of
customer’s computing assets or group of computing assets.
Risk assessment unit 203 may also be configured to deter-
mine a risk score for a computing asset or group of computing
assets, and may also be configured to determine a ranked or
ordered list of remediations for a computing asset or a group
of computing assets.

In an embodiment, risk assessment unit 203 ranks or orders
a list of vulnerabilities of a computing asset based on suc-
cessful active breaches of the particular vulnerability. Risk
assessment unit 203 may determine the number successful
active breaches of a particular vulnerability based on the
breach data 108 stored in storage unit 112. In an embodiment,
risk assessment unit 203 ranks or orders the list of vulner-
abilities based on the number of exploits available for each
vulnerability in addition to a number of active breaches of a
particular vulnerability. In an embodiment, risk assessment
unit 203 determines the number of exploits based on exploit
data 107. Risk assessment unit 203 may also rank or order the
list of vulnerabilities based on the CVSS score of a vulner-
ability in addition to the number of breaches of a particular
vulnerability.

Risk assessment unit 203 may store the ranked or ordered
list of vulnerabilities in storage unit 112.

Risk assessment unit 203 may also determine a risk score
for a computing asset or a group of computing assets based on
the contextual data, of the computing asset or group of com-
puting assets, provided from contextual data unit 204.
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In an embodiment, contextual data unit 204 selects contex-
tual factors relevant to the computing asset and/or the cus-
tomer that owns the computing asset from storage unit 112
and provides the contextual factors to risk assessment unit
203. In an embodiment, risk assessment unit 203 stores the
risk score in storage unit 112. Using contextual factors from
contextual data unit 204, risk assessment unit 203 adjusts the
risk score of a computing asset or a group of computing assets
such that the risk score reflects qualitative factors, such as
importance of a computing asset (or group of computing
assets) to the customer, or a computing asset’s popularity
across the Internet.

In an embodiment, risk assessment unit 203 ranks or orders
a list of remediations to address the vulnerabilities of a com-
puting asset or a group of computing assets. Risk assessment
unit 203 determines the rank or order of the list of remedia-
tions for vulnerabilities based on the impact of each particular
remediation on a risk score of a computing asset or a group of
computing assets. Risk assessment unit 203 may store the
ranked or ordered list of remediations in storage unit 112.

In an embodiment, risk assessment unit 203 determines the
impact of a particular remediation on a risk score based on the
number of vulnerabilities the particular remediation resolves.
Risk assessment unit 203 may also rank or order a list of
remediations based on ease of implementation or application
of a particular remediation. Therefore, a customer that is
presented with the list of remediations may be confident to
rely on the list for the easiest remediations that have the
largest impact on reducing the risk posed by vulnerabilities of
a computing asset.

In an embodiment, after ranking or ordering vulnerabili-
ties, a list of remediations, and/or determining one or more
risk scores, risk assessment unit 203 provides such data to
display unit 205. Display unit 205 may be configured to cause
data 120-122 to be displayed to customers. In an embodi-
ment, display unit 205 alters its presentation of data to cus-
tomers from a default presentation, based on customer pref-
erences for data presentation.

As noted previously, vulnerability threat management plat-
form 115 may be implemented by a customer only for its
benefit. Thus, there would be no other customers 104a-104¢
involved. Furthermore, result data 120-122 would not be
generated for any other customers.

3.0 Correlating Vulnerability Data with Breach Data

Vulnerability threat management platform 115 analyzes
the vulnerability data of computing assets of customers 104a-
104c, against threat data from various sources, such as data
sources 101-103, and provides result data 120-122 to custom-
ers 104a-104c, respectively. Result data 120-122 includes
information related to risks that the corresponding customer
faces because of the vulnerabilities of the corresponding cus-
tomer’s computing assets. The result data may identify one or
more of the most important vulnerabilities of a customer
(based on breach data associated with the vulnerabilities). For
example, the top five vulnerabilities with the highest number
of breaches (or the vulnerabilities that are associated with at
least a threshold number of breaches) in a most recent time
interval are identified and information about those vulner-
abilities are provided in the result data. Result data for a
particular customer may be provided automatically to that
customer or may be provided to the customer upon request.

In an embodiment, the information related to risks posed
by the vulnerabilities may be presented as a ranked or ordered
list of vulnerabilities, where the first vulnerability on the
ranked or ordered list indicates the vulnerability that will
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most likely be exploited. In an embodiment, vulnerability
threat management platform 115 ranks or orders the list of
vulnerabilities based off the number of breaches of a particu-
lar vulnerability. For example, the number of breaches of
vulnerability CVE-2014-0001 is 5 and number of breaches of
vulnerability CVE-2014-0002 is 7. Vulnerability threat man-
agement platform 115 may determine that CVE-2014-0002 is
more likely to be exploited and rank CVE-2014-0002 higher
than CVE-2014-0001.

As described earlier, a breach is a successful exploit. Rely-
ing upon breach data to determine and predict the vulnerabil-
ity that is most likely to be exploited, and thus pose the most
serious risk to the computing asset, is more accurate and
reliable than relying upon threat data comprising only of
existing exploits of a vulnerability or a Common Vulnerabil-
ity Scoring System (CVSS) score of a vulnerability. Addi-
tionally, reliance only upon existence of an exploit of a vul-
nerability and/or CVSS score of vulnerability, often provides
incomplete and thus misleading information about the sig-
nificance of the risk posed by the vulnerability to the com-
puting asset. For example, it is possible to have a vulnerability
with a high CVSS score, indicating that it is a critical vulner-
ability. However, no recent successful exploits, or breaches,
of the vulnerability may have occurred. Therefore, while the
vulnerability may be critical according to its CVSS score, it
does not pose a significant threat to the computing asset since
it is unlikely to be breached.

In an embodiment, vulnerability threat management plat-
form 115 rank or orders the list of vulnerabilities based on a
number of exploits available for each vulnerability in addition
to a number of breaches of each vulnerability. In an embodi-
ment, exploit data 107 includes a vulnerability identifier to
indicate a particular vulnerability and a number of exploits for
each vulnerability. Vulnerability threat management platform
115 may determine the number of exploits for each vulner-
ability based on the vulnerability identifier. Vulnerability
threat management platform 115 may also rank or order the
list of vulnerabilities based on the CVSS score of a vulner-
ability in addition to the number of breaches of a particular
vulnerability.

Furthermore, since vulnerability threat management plat-
form 115 may either fetch breach data at a particular time
interval or receive breach data at a particular time interval,
vulnerability threat management platform 115 may periodi-
cally analyze vulnerabilities of each customer against the
freshly fetched or received breach data. In an embodiment, a
customer’s vulnerabilities may be analyzed in a similar fre-
quency as the frequency at which breach data is fetched or
received, thereby providing, in near real-time, reassessment
of the customer’s vulnerabilities.

FIG. 3 illustrates an example method for identifying a
subset of vulnerabilities from a set of vulnerabilities that are
most vulnerable to a breach based on breach data. In an
embodiment, the operations described for FIG. 3 may be
performed by vulnerability threat management platform 115
of FIG. 1 or FIG. 2, but other embodiments may implement
the same functions in other contexts using other computing
devices.

In step 310, vulnerability data that indicates a set of vul-
nerabilities of computing assets in a customer network is
received from a first source. In an embodiment, the first
source may be a customer. In an embodiment, the vulnerabil-
ity data received from the first source may include, for each
vulnerability, the vulnerability identifier, suchasa CVE-ID or
WASC ID.

In step 320, breach data that indicates a set of breaches that
occurred outside of the customer network is received from a
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second source. Breach data may indicate a frequency with
which each breach in the set of breaches occurred outside the
customer network. For example, for vulnerability V1, the
breach data may indicate 89 in the last 30 minutes while for
vulnerability V2, the breach data may indicate 23 in the last
30 minutes. In some embodiments, the second source may be
an external data source that provides a breach data feed at a
periodic time interval. In some embodiments breach data may
be received from more than one source, where the other
sources are different from the first or second sources.

In step 330, a subset of the set vulnerabilities that are most
vulnerable to a breach are identified based on the breach data
received. In an embodiment, the identification of'the subset of
vulnerabilities that are most vulnerable to a breach is based on
matching vulnerability identifiers of the set of vulnerabilities
with vulnerability identifiers in the breach data. In an embodi-
ment, the identified subset of vulnerabilities is ranked based
on the number of times a vulnerability in the subset of vul-
nerabilities has been breached. In an embodiment, a subset of
the set vulnerabilities that are most vulnerable to a breach are
identified based on the breach data received and the number
of exploits available for each vulnerability indicated in the
exploit data received. In an embodiment, a subset of the set
vulnerabilities that are most vulnerable to a breach are iden-
tified based on the breach data received and the CVSS score
of a vulnerability included in the vulnerability data received.

In step 340, result data that identifies the subset of vulner-
abilities is caused to be displayed on the screen of a comput-
ing device. In an embodiment, the subset of vulnerabilities
that are displayed on the screen of a computing device is a
ranked or ordered subset of vulnerabilities. In an embodi-
ment, each computing asset of the computing assets in the
customers network is one of a database, an operating system,
an application, a desktop computer, a mobile computer, a
server, or source code.

4.0 Risk Score

In an embodiment, the information related to risks posed
by the vulnerabilities may be presented as a risk score. As
described previously, a risk score may be a numerical value in
a range of numerical values, such as between 0 and 1000, and
indicates how vulnerable a particular asset may be of being
successfully exploited or breached.

In an embodiment, vulnerability threat management plat-
form 115 determines a risk score based upon several contex-
tual factors, including, but not limited to, a number of active
breaches of each ofthe vulnerabilities of the computing asset,
the prevalence (or number) of available exploits for each
vulnerability, popularity of the computing asset or how
widely the computing asset is used in the customer’s industry
or across all industries, difficulty of exploiting the vulnerabil-
ity, and importance of the computing asset to the customer.

In some embodiments, the risk score of a computing asset
may reflect the risk posed by the most vulnerable vulnerabil-
ity of the computing asset’s vulnerabilities. In other words,
the vulnerability that is most likely at risk of being success-
fully exploited or breached may represent the risk score of the
computing asset instead of simply being, for example, an
average of multiple risk scores associated with vulnerabilities
of the computing asset.

The risk score of a computing asset may be provided to a
customer upon receiving a request from the customer for a
risk score of the computing asset. In some embodiments, the
risk score of a computing asset may be forwarded to the
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customer once analysis of the computing asset’s vulnerabili-
ties is completed and the computing asset’s risk score is
determined.

In an embodiment, vulnerability threat management plat-
form 115 provides a risk score for a computing asset or a
group of computing assets. Vulnerability threat management
platform 115 may determine multiple computing assets to be
grouped based on customer input. For example, some of the
computing assets of a financial services company are respon-
sible for maintaining and storing sensitive personal informa-
tion of customers of the financial services company. Deter-
mining the risk of these computing assets being breached may
be very important to the financial services company or even
required of the financial services company. Therefore, the
financial services company may request a risk assessment of
a group comprising of the particular assets responsible for
maintaining and storing sensitive personal information. Vul-
nerability threat management platform 115 may then provide
a risk score representing the group’s risk of being breached.

There is no limit on the manner in which computing assets
may be grouped together. For example, computing assets may
be grouped together based on geographical location of com-
puting assets, on the type of computing assets, on the subnet
of computing assets, or on input from a customer (e.g., 104a).

In some embodiments, the risk score of a group of com-
puting assets may be an average of the risk scores of the
computing assets. In some embodiments, the risk score of a
group of computing assets may be determined using a more
complex method than an average of risk scores. Alternatively,
arisk score of a group of computing assets may be the highest
risk score of any individual computing asset in the group of
computing assets.

Vulnerability threat management platform 115 may also
store information enabling a future grouping of the particular
assets indicated in storage unit 112 such that vulnerability
threat management platform 115 may retrieve the informa-
tion in order to group the particular assets and determine a risk
score the next time the customer requests for a risk assess-
ment of the group of computing assets.

In some embodiments, a range of colors may also be pre-
sented, in addition to the risk score, to indicate the criticality
of'the risk score to the customer. For example, if the risk score
indicates that the particular computing assetis at a high risk of
being breached, then the risk score may be encompassed
within a ring of red color or the risk score itself may be
presented in red color or it may be a combination of both, a
ring of red color encompassing a risk score in red color. A
particular color may represent a range of risk scores such that
it may present a visual cue to the seriousness of the risk. For
example, green may be used to present a low level of risk,
yellow may be used to present a medium level of risk and red
may be used to present a high level of risk. There may be more
or less risk score ranges than the three described herein.

FIG. 4 illustrates an example arrangement of a graphical
user interface for presenting risk information related to com-
puting assets of a customer. In an embodiment, color ring 401
displays a color that corresponds to a criticality of a risk score
402. In some embodiments, color ring 401 may be filled with
color in proportion to risk score 402. For example, in FIG. 4,
risk score of the ten assets is 290 out of 1000, therefore only
29 percent of color ring 401 is filled with a particular color. As
described above, colors may be predefined to represent cer-
tain risk score ranges. In FIG. 4, green has been predefined to
represent a risk score of at least 290. In an embodiment, risk
score 402 is also presented in the color reflecting its critical-
ity. A combined graphical representation of color ring 401
and risk score 402 is referred to as a “risk meter.”
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Inan embodiment, button 403 represents a list of ordered or
ranked remediations that may be presented upon user clicking
button 403. In some embodiments, the list of ordered or
ranked remediations may be presented upon hovering over
button 403.

Dropdown list 404 may be used to present asset groups
described above. In an embodiment, dropdown list 404 may
be used to view and switch between different asset groups in
a fast and efficient manner to make it easy for customers to
manager a large number of asset groups without wasting time
searching for different assets.

In an embodiment, grid 405 may be used to present asset
information. Within grid 405, each asset may be presented in
a separate row along with certain attributes of the asset indi-
cated in columns of grid 405, such as number of vulnerabili-
ties of the asset, priority value of the asset, the location of
asset over the internet, operating system(s) of the asset, one or
more tags associated with the asset, and a creation date of the
asset or vulnerability. In some embodiments, grid 405 may be
interactive such that a user may apply changes to grid 405 and
risk score 402 reflects the changes. For example, a user may
change priority value of a particular asset, causing risk score
402 to be adjusted according to the newly given importance to
the particular asset.

FIG. 5 depicts an example process for determining a risk
score for one or more computing assets. In an embodiment,
the steps indicated in FIG. 5 may be performed by vulnerabil-
ity threat management platform 115 of FIG. 1, FIG. 2, but
other embodiments may implement the same functions in
other contexts using other computing devices.

At block 510, a plurality of vulnerabilities of a computing
asset are determined. Vulnerabilities of the computing asset
may be based on vulnerability data provided by a customer.

In step 520, a risk score for the computing asset is gener-
ated based on the plurality of vulnerabilities. In an embodi-
ment, the risk score for the computing asset may also be based
on certain contextual factors such as importance of the asset
to the customer.

While FIG. 5 depicts a process where a risk score is gen-
erated for a single computing asset, as noted previously, a risk
score may be generated for a set of two or more computing
assets. A risk score for more than one computing asset may be
based on vulnerabilities of each computing asset in the set of
computing assets. For example, assets Al and A2 each have a
single vulnerability: V1 for Al and V2 for A2. A risk score is
generated for the set that includes A1 and A2 based on V1 and
V2. Thus, a risk score may be generated for a set of two or
more computing assets based on a single vulnerability for
each computing asset in the set.

In an embodiment, a risk score of a set of computing assets
may be displayed on a screen of computing device. An input
that selects the risk score may be received and in response to
receiving the input that selects the risk score, data that indi-
cates each computing asset in the set of computing assets is
displayed on screen. In an embodiment, the data that indicates
each computing asset may include a risk score for the com-
puting asset, vulnerabilities of the computing asset, and/or list
of remediations to resolve the vulnerabilities of the comput-
ing asset. In an embodiment, a set of computing assets may be
grouped based on geographical location of the computing
assets in the set, the type of computing assets, the subnet of
the computing assets, or customer input.

In some embodiments, the risk scores of different comput-
ing assets or groups of computing assets may be displayed
concurrently, referred to herein as a dashboard, to the cus-
tomer. In some embodiments, vulnerability threat manage-
ment platform 115 presents risk scores of computing assets to
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a customer in a manner that enables the customer to drill
down into a group of computing assets and determine the risk
score for each computing asset of the group of computing
assets. Therefore, the customer is able to view a risk score for
the particular computing asset without having to request a risk
assessment for the particular computing asset, nor would the
customer have to search the rest of the dashboard for the
particular computing asset.

FIG. 6A-6B are block diagrams that depict an example
arrangement of a graphical user interface of a dashboard. In
FIG. 6A, a dashboard displays various risk meters 610-640,
where each risk meter includes risk information related to a
particular computing asset group of a customer. For example,
risk meter 610 corresponds to desktops in a customer’s net-
work while risk meter 630 corresponds to assets involved in
the customer’s ecommerce website.

In an embodiment, the dashboard may be presented in a
grid form as depicted in FIGS. 6 A-6B. Risk meters may be
presented in such a manner such that clicking or hovering
over a risk meter may display computing assets represented
by the risk meter. For example, user selection of risk meter
610 may cause the dashboard depicted in FIG. 6B to be
displayed, including group data 612. Group data 612 indi-
cates a number of assets in the “Desktops” group, a number of
vulnerabilities in that group, anumber of vulnerabilities in the
group that are considered “Top Priority” (according to some
specified criteria), a number of active Internet breaches asso-
ciated with vulnerabilities in the group, an number of “easily”
exploitable vulnerabilities in the group, and a number of
popular targets (indicating which vulnerabilities have been
the target of the most breaches) in the group.

The dashboards represented in FIGS. 6 A-6B also include
total aggregate information, such as the total number of vul-
nerabilities in a customer network (74,005), the total number
of “closed vulnerabilities” (9,751) (which are fixed or reme-
diated vulnerabilities, the total number of assets in the cus-
tomer network, and a vulnerability density (3,143), which
may represent the average number of vulnerabilities per asset
group or the median number of vulnerabilities across the asset
groups.

The dashboards represented in FIGS. 6 A-6B may also be
fully customizable, such as customizing which asset groups
are displayed first or at the top of a view, what information is
displayed when a risk meter is selected, and alert information
indicating whether an audio alert, visual alert, or message
alert (e.g., text, IM) should be sent when a risk score for a risk
meter exceeds a certain threshold and/or when multiple risk
scores exceed a particular threshold.

5.0 Remediation List

In an embodiment, vulnerability threat management plat-
form 115 provides an ordered or ranked list of remediations
applicable to the computing asset. In an embodiment, vulner-
ability threat management platform 115 analyzes vulnerabil-
ity data 109, 110, 111, sent by customers 104a, 1045, 104c¢,
respectively, and selects remediations based on mappings of
vulnerabilities and remediations. In some embodiments, a
remediation may be mapped to one or more vulnerabilities.
The list of remediations will be ordered or ranked according
to the impact on the overall risk score of a computing asset or
a group of computing assets.

In an embodiment, the ranking or ordering of list remedia-
tions may also be based on ease of implementation or appli-
cation (e.g., in terms of time and/or work required by the
customer) of a remediation, where remediations that are
easier to implement or apply are preferred over remediations
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that are more difficult to implement or apply. For example,
remediation R1 takes about ten minutes to apply and reme-
diation R2 takes about nine hours to apply. R1 may be ranked
higher than R2 even if R1 has a slightly higher impact on the
risk score than the impact of R2 has on the risk score.

In an embodiment, mappings of vulnerabilities and reme-
diations may be stored in storage unit 112. In an embodiment,
vulnerability threat management platform 115 presents the
list of remediations concurrently with ranked or ordered list
of'vulnerabilities of a computing asset or group of computing
assets, or risk score of a computing asset or a group of com-
puting assets, or both.

FIG. 7 illustrates an example method for determining a set
of remediations for one or more vulnerabilities of a comput-
ing asset. In an embodiment, the example method may be
performed by vulnerability threat management platform 115
of FIG. 1 or FIG. 2, but other embodiments may implement
the same functions in other contexts using other computing
devices.

Atblock 710, a set of remediations associated with a set of
vulnerabilities is identified. In an embodiment, the remedia-
tions may be identified based on the identifiers of each vul-
nerability in the set of vulnerabilities. The set of remediations
may come from one of customers 104a-104c¢, one of sources
101-103, and/or another source, not depicted.

At block 720, for each remediation in the set of remedia-
tions, an amount that the risk score would be reduced if said
each remediation is applied to a corresponding vulnerability
in the set of vulnerabilities is determined.

At block 730, the set of remediations is ordered based on
the amount the risk score is reduced by each remediation in
the set of remediations. In an embodiment, the set of reme-
diations may also be ordered by ease of implementation of
each remediation.

In an embodiment, a customer is allowed to select a reme-
diation to be applied to its corresponding vulnerability. Once
applied and the vulnerability is removed, the set of remedia-
tions is updated to remove the selected remediation. After-
wards, an updated risk score may be generated based on the
updated set of remediations. Also, blocks 520 and 530 may be
performed again for the updated set of remediations and
based on the updated risk score.

The embodiments described herein may enable for an
assessment of risk associated with a computing asset and
provide an effective and efficient manner in reducing the risk
posed by one or more vulnerabilities of a computing asset or
a group of computing assets.

6.0 Implementation Mechanisms—Hardware
Overview

According to one embodiment, the techniques described
herein are implemented by one or more special-purpose com-
puting devices. The special-purpose computing devices may
be hard-wired to perform the techniques, or may include
digital electronic devices such as one or more application-
specific integrated circuits (ASICs) or field programmable
gate arrays (FPGAs) that are persistently programmed to
perform the techniques, or may include one or more general
purpose hardware processors programmed to perform the
techniques pursuant to program instructions in firmware,
memory, other storage, or a combination. Such special-pur-
pose computing devices may also combine custom hard-
wired logic, ASICs, or FPGAs with custom programming to
accomplish the techniques. The special-purpose computing
devices may be desktop computer systems, portable com-
puter systems, handheld devices, networking devices or any
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other device that incorporates hard-wired and/or program
logic to implement the techniques.

For example, FIG. 8 is a block diagram that illustrates a
computer system 800 upon which an embodiment of the
invention may be implemented. Computer system 800
includes a bus 802 or other communication mechanism for
communicating information, and a hardware processor 804
coupled with bus 802 for processing information. Hardware
processor 804 may be, for example, a general purpose micro-
processor.

Computer system 800 also includes a main memory 806,
such as a random access memory (RAM) or other dynamic
storage device, coupled to bus 802 for storing information and
instructions to be executed by processor 804. Main memory
806 also may be used for storing temporary variables or other
intermediate information during execution of instructions to
be executed by processor 804. Such instructions, when stored
in non-transitory storage media accessible to processor 804,
render computer system 800 into a special-purpose machine
that is customized to perform the operations specified in the
instructions.

Computer system 800 further includes a read only memory
(ROM) 808 or other static storage device coupled to bus 802
for storing static information and instructions for processor
804. A storage device 810, such as a magnetic disk, optical
disk, or solid-state drive is provided and coupled to bus 802
for storing information and instructions.

Computer system 800 may be coupled via bus 802 to a
display 812, such as a cathode ray tube (CRT), for displaying
information to a computer user. An input device 814, includ-
ing alphanumeric and other keys, is coupled to bus 802 for
communicating information and command selections to pro-
cessor 804. Another type of user input device is cursor control
816, such as a mouse, a trackball, or cursor direction keys for
communicating direction information and command selec-
tions to processor 804 and for controlling cursor movement
ondisplay 812. This input device typically has two degrees of
freedom in two axes, a first axis (e.g., X) and a second axis
(e.g., y), that allows the device to specify positions in a plane.

Computer system 800 may implement the techniques
described herein using customized hard-wired logic, one or
more ASICs or FPGAs, firmware and/or program logic which
in combination with the computer system causes or programs
computer system 800 to be a special-purpose machine.
According to one embodiment, the techniques herein are
performed by computer system 800 in response to processor
804 executing one or more sequences of one or more instruc-
tions contained in main memory 806. Such instructions may
be read into main memory 806 from another storage medium,
such as storage device 810. Execution of the sequences of
instructions contained in main memory 806 causes processor
804 to perform the process steps described herein. In alterna-
tive embodiments, hard-wired circuitry may be used in place
of or in combination with software instructions.

The term “storage media” as used herein refers to any
non-transitory media that store data and/or instructions that
cause a machine to operate in a specific fashion. Such storage
media may comprise non-volatile media and/or volatile
media. Non-volatile media includes, for example, optical
disks, magnetic disks, or solid-state drives, such as storage
device 810. Volatile media includes dynamic memory, such as
main memory 806. Common forms of storage media include,
for example, a floppy disk, a flexible disk, hard disk, solid-
state drive, magnetic tape, or any other magnetic data storage
medium, a CD-ROM, any other optical data storage medium,
any physical medium with patterns of holes, a RAM, a
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PROM, and EPROM, a FLASH-EPROM, NVRAM, any
other memory chip or cartridge.

Storage media is distinct from but may be used in conjunc-
tion with transmission media. Transmission media partici-
pates in transferring information between storage media. For
example, transmission media includes coaxial cables, copper
wire and fiber optics, including the wires that comprise bus
802. Transmission media can also take the form of acoustic or
light waves, such as those generated during radio-wave and
infra-red data communications.

Various forms of media may be involved in carrying one or
more sequences of one or more instructions to processor 804
for execution. For example, the instructions may initially be
carried on a magnetic disk or solid-state drive of a remote
computer. The remote computer can load the instructions into
its dynamic memory and send the instructions over a tele-
phone line using a modem. A modem local to computer
system 800 can receive the data on the telephone line and use
an infra-red transmitter to convert the data to an infra-red
signal. Aninfra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data
on bus 802. Bus 802 carries the data to main memory 806,
from which processor 804 retrieves and executes the instruc-
tions. The instructions received by main memory 806 may
optionally be stored on storage device 810 either before or
after execution by processor 804.

Computer system 800 also includes a communication
interface 818 coupled to bus 802. Communication interface
818 provides a two-way data communication coupling to a
network link 820 that is connected to a local network 822. For
example, communication interface 818 may be an integrated
services digital network (ISDN) card, cable modem, satellite
modem, or a modem to provide a data communication con-
nection to a corresponding type of telephone line. As another
example, communication interface 818 may be a local area
network (LAN) card to provide a data communication con-
nection to a compatible LAN. Wireless links may also be
implemented. In any such implementation, communication
interface 818 sends and receives electrical, electromagnetic
or optical signals that carry digital data streams representing
various types of information.

Network link 820 typically provides data communication
through one or more networks to other data devices. For
example, network link 820 may provide a connection through
local network 822 to a host computer 824 or to data equip-
ment operated by an Internet Service Provider (ISP) 826. ISP
826 in turn provides data communication services through the
world wide packet data communication network now com-
monly referred to as the “Internet” 828. Local network 822
and Internet 828 both use electrical, electromagnetic or opti-
cal signals that carry digital data streams. The signals through
the various networks and the signals on network link 820 and
through communication interface 818, which carry the digital
data to and from computer system 800, are example forms of
transmission media.

Computer system 800 can send messages and receive data,
including program code, through the network(s), network
link 820 and communication interface 818. In the Internet
example, a server 830 might transmit a requested code for an
application program through Internet 828, ISP 826, local
network 822 and communication interface 818.

The received code may be executed by processor 804 as it
is received, and/or stored in storage device 810, or other
non-volatile storage for later execution.

7.0 Extensions and Alternatives

In the foregoing specification, embodiments of the disclo-
sure have been described with reference to numerous specific
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details that may vary from implementation to implementa-
tion. Thus, the sole and exclusive indicator of what is the
disclosure, and is intended by the applicants to be the disclo-
sure, is the set of claims that issue from this application, in the
specific form in which such claims issue, including any sub-
sequent correction. Any definitions expressly set forth herein
for terms contained in such claims shall govern the meaning
of such terms as used in the claims. Hence, no limitation,
element, property, feature, advantage or attribute that is not
expressly recited in a claim should limit the scope of such
claim in any way. The specification and drawings are, accord-
ingly, to be regarded in an illustrative rather than a restrictive
sense.

What is claimed is:

1. A method comprising:

receiving, from a first source, vulnerability data that indi-

cates a set of vulnerabilities of computing assets in a
customer network;

receiving, from one or more second sources that are differ-

ent than the first source, breach data that indicates a set
of successful exploits that occurred outside the customer
network;

identifying, based on the breach data, a subset of the set of

vulnerabilities that are most vulnerable to a successful
exploit;

causing result data that identifies the subset to be displayed

on a screen of a computing device;

wherein the method is performed by one or more comput-

ing devices.

2. The method of claim 1, further comprising:

for afirst vulnerability, a first number of successful exploits

that occurred outside the customer network for the first
vulnerability;

for a second vulnerability, a second number of successful

exploits that occurred outside the customer network for
the second vulnerability;

identifying the first vulnerability within the set of vulner-

abilities;

identifying the second vulnerability within the set of vul-

nerabilities;

determining that the first vulnerability is more vulnerable

to a successful exploit than the second vulnerability
based on the first number of successful exploits and the
second number of successful exploits.

3. The method of claim 1, further comprising:

based on a frequency of each successful exploit associated

with the subset of the set of vulnerabilities, assigning a
ranking to each vulnerability in the subset;

wherein causing the result data to be displayed comprises

causing the result data to be displayed based on the
ranking of each vulnerability in the subset.

4. The method of claim 1, further comprising:

receiving, from a third source that is different than the first

source and the one or more second sources, second
breach data that indicates a second set of successful
exploits that have occurred outside the customer net-
work.

5. The method of claim 1, wherein each computing asset of
the computing assets in the customer network is one of a
database, an operating system, an application, a desktop com-
puter, a server, or source code.

6. The method of claim 1, further comprising:

receiving, from a third source that is different than the first

source and the one or more second sources, exploit data
that indicates a number of exploits for each vulnerability
in the set of vulnerabilities;
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wherein identifying comprises identifying, based on the
breach data and the exploit data, the subset of the set of
vulnerabilities that are most vulnerable to a breach.

7. The method of claim 1, further comprising:

receiving, from a third source that is different than the first

source and the one or more second sources, vulnerability
datathat indicates a score for each vulnerability in the set
of vulnerabilities;

wherein identifying comprises identifying, based on the

breach data and the vulnerability data, the subset of the
set of vulnerabilities that are most vulnerable to a
breach.

8. One or more non-transitory computer-readable media
storing instructions which, when executed by one or more
processors, cause:

receiving, from a first source, vulnerability data that indi-

cates a set of vulnerabilities of computing assets in a
customer network;

receiving, from one or more second sources that are differ-

ent than the first source, breach data that indicates a set
of'successful exploits that occurred outside the customer
network;

identifying, based on the breach data, a subset of the set of

vulnerabilities that are most vulnerable to a successful
exploit;

causing result data that identifies the subset to be displayed

on a screen of a computing device.

9. The one or more non-transitory computer-readable
media of claim 8, wherein the instructions, when executed by
the one or more processors, further cause:

for afirst vulnerability, a first number of successtul exploits

that occurred outside the customer network for the first
vulnerability;

for a second vulnerability, a second number of successful

exploits that occurred outside the customer network for
the second vulnerability;

identifying the first vulnerability within the set of vulner-

abilities;

identifying the second vulnerability within the set of vul-

nerabilities;

determining that the first vulnerability is more vulnerable

to a successful exploit than the second vulnerability
based on the first number of successful exploits and the
second number of successful exploits.

10. The one or more non-transitory computer-readable
media of claim 9, wherein the instructions, when executed by
the one or more processors, further cause:

based on a frequency of each successful exploit associated

with the subset of the set of vulnerabilities, assigning a
ranking to each vulnerability in the subset;

wherein causing the result data to be displayed comprises

causing the result data to be displayed based on the
ranking of each vulnerability in the subset.

11. The one or more non-transitory computer-readable
media of claim 8, wherein the instructions, when executed by
the one or more processors, further cause:

receiving, from a third source that is different than the first

source and the one or more second sources, second
breach data that indicates a second set of successful
exploits that have occurred outside the customer net-
work.

12. The one or more non-transitory computer-readable
media of claim 8, wherein each computing asset of the com-
puting assets in the customer network is one of a database, an
operating system, an application, a desktop computer, a
server, or source code.
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13. The one or more non-transitory computer-readable
media of claim 8, wherein the instructions, when executed by
the one or more processors, further cause:

receiving, from a third source that is different than the first

source and the one or more second sources, exploit data
that indicates a number of exploits for each vulnerability
in the set of vulnerabilities;

wherein identifying comprises identifying, based on the

breach data and the exploit data, the subset of the set of
vulnerabilities that are most vulnerable to a breach.

14. The one or more non-transitory computer-readable
media of claim 8, wherein the instructions, when executed by
the one or more processors, further cause:

receiving, from a third source that is different than the first

source and the one or more second sources, vulnerability
data that indicates a score for each vulnerability in the set
of vulnerabilities;

wherein identifying comprises identifying, based on the

breach data and the vulnerability data, the subset of the
set of vulnerabilities that are most vulnerable to a
breach.

15. An apparatus comprising:

one or more processors:

one or more computer-readable media storing instructions

which, when executed by the one or more processors,

cause:

receiving, from a first source, vulnerability data that
indicates a set of vulnerabilities of computing assets
in a customer network;

receiving, from one or more second sources that are
different than the first source, breach data that indi-
cates a set of successful exploits that occurred outside
the customer network;

identifying, based on the breach data, a subset of the set
of vulnerabilities that are most vulnerable to a suc-
cessful exploit;

causing result data that identifies the subset to be dis-
played on a screen of a computing device.

16. The apparatus of claim 15, wherein the instructions,
when executed by the one or more processors, further cause:

for afirst vulnerability, a first number of successful exploits

that occurred outside the customer network for the first
vulnerability;

for a second vulnerability, a second number of successful

exploits that occurred outside the customer network for
the second vulnerability;

identifying the first vulnerability within the set of vulner-

abilities;

identifying the second vulnerability within the set of vul-

nerabilities;

determining that the first vulnerability is more vulnerable

to a successful exploit than the second vulnerability
based on the first number of successful exploits and the
second number of successful exploits.

17. The apparatus of claim 16, wherein the instructions,
when executed by the one or more processors, further cause:

based on a frequency of each successful exploit associated

with the subset of the set of vulnerabilities, assigning a
ranking to each vulnerability in the subset;

wherein causing the result data to be displayed comprises

causing the result data to be displayed based on the
ranking of each vulnerability in the subset.

18. The apparatus of claim 15, wherein the instructions,
when executed by the one or more processors, further cause:

receiving, from a third source that is different than the first

source and the one or more second sources, second
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breach data that indicates a second set of successful
exploits that have occurred outside the customer net-
work.

19. The apparatus of claim 15, wherein each computing
asset of the computing assets in the customer network is one
of a database, an operating system, an application, a desktop
computer, a server, or source code.

20. The apparatus of claim 15, wherein the instructions,
when executed by the one or more processors, further cause:

receiving, from a third source that is different than the first

source and the one or more second sources, exploit data
that indicates a number of exploits for each vulnerability
in the set of vulnerabilities;

wherein identyfying comprises identifying, based on the

breach data and the exploit data, the subset of the set of
vulnerabilities that are most vulnerable to a breach.

21. The apparatus of claim 15, wherein the instructions,
when executed by the one or more processors, further cause:

receiving, from a third source that is different than the first

source and the one or more second sources, vulnerability
datathat indicates a score for each vulnerability in the set
of vulnerabilities;

wherein identifying comprises identifying, based on the

breach data the and vulnerability data, the subset of the
set of vulnerabilities that are most vulnerable to a
breach.
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