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Get a Public IP address of AP, using STUN protocol
IP, = Public IP address of AP,
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if GIP; == PIP, then
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end if
end for
A F 7 HAUIEE ol&std FAW Al dAGle] w23 AGeA 2 APE HAE F ke R ol
ATk, 7]E] AdE VJPEe| v, EE AP Ui Fr)AHQd BUEHe] QFHA @27] Wi AulE F3
e wukel wake] A go] golsirt

dutd oz 27 AP+ AREAI] HES Fmdtal 93 BA YEST IAHS ATy Y84 DHCP(Dynamic
Host Configuration Protocol)®} NAT 7] 7FAlx Uu}. wpehr], =1 APol H&3 dhrolgldd A4+ AP7}
NAT 7158 s ¥ Ao F4 F 5 @Al o WH, g2 1 ool @t}

[
ol
1%
El
i
>
of
ﬂz
_Lz
3
>4
2

ofl
>~
>
e
>
o
% iy,

O
)
)
1

4% ve g EM W NT e sl o,
5 ) %

o,
o,
nj
s
2
B
il
>
1o
o
o
2
ol
=
It
2
=
=
;_]
>4
do
R
o
m;
O
ta
J;
it
=
H
)
=
Jl
>4
)
i
B
1ot
oM,
o
-
r>~
ol
4



[0047]

[0048]

[0049]

[0050]

[0051]

[0052]

[0053]

[0054]
[0055]
[0056]

[0057]
[0058]
[0059]

[0060]
[0061]
[0062]

[0063]

[0064]

[0065]

[0066]

=
b
>
e
i
of.
2
k=)
il
frt
M
=
]
T
N
>
[>
o
S
rlo
r-g(_“
2
i)
>.
=
]
o
Sl
2
ol
&
=
=
(e}
[
v
rlu
oM,
o
fr
H
=
]

1 o]l A%, Hx < AP9] SSID, MAC,

A E 7 02 ALolE 21 AP 1]

= Ao &l A< APS] SSID, MAC, IP F4 2 13w

HE F2lskth, oje} e HHE o835t oA At AME(140)A Hzx HE& APeF TY3 SSIDE
A M = l‘—__‘__

AAF(140)= Hx 8% AP AZS F8T F, Ax A% APk o3 SSIDE 73, HE HE APe} o
g MAC FAE 7H= A% APE AR olwl, Hx & APe SdF SSIDE 7ML, HE: HE APeR ol
& MAC F25 7= A APe W Za g 20l Tzt A = gl

EILAP Y BAR(150)E Hx HE APe] B4 F ok A AP B F ¢ 0 B2 A F s R
APE 271 APY] 91¥S W gt AoR BXdT}, ol & 38 Fxete] 2 AP ¥A 3 AWsls

29 P #hE 22 F A0 HE AE AP} &

T AP T 3YE 2
o1g7] wiel =
3}

Connect and associate with AP,
Compute WH, of AP, (through Algorithm 1)
if (WH, > 0) then

for n=1 do
n=n+1
Algorithm 1
if (IP; == IP,) then
if (WH; > WH,) then

AP; is an Evil Twin AP

else

AP, is an Evil Twin AP

end if

else if then
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Doesn’ t exist Evil Twin AP
end if
end for
else if then

Doesn’ t exist Evil Twin AP

end if
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Start the EvilTwin AP detector
<l B30 AP>
SSID : TestAP
MAC address : 00:18:f8:ea:6f:bd
Local address : 192.168.1.100

| NAT public address : 220.70.2.37 )

551D : TestAP

BSSID : 00:1c:10:0ecca:17
security : OPEN

SNR : -54

Evil frrrep ot

£ O Evil Twin APZF BZ| SIX| St&Lict |t

@ Back WiFi @)

=¥ (o to main page WiFi 48
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Start the EvlTwin AF detector
<M HEF0 AP>
SSID : TestAP
MAC address : 00:18:de:b2:2f:40
Local address : 192.168.0.46
NAT public address : 220.70.2.157

SSID; TestAP
BSSID: 00:18:18:ea:67:bd
security : OPEN

Q Back

WiFi ,

' o to main page VIiF A5

Start the EvilTwin AP detector
Local address : 192.168.0.46
NAT public address : 220.70.2.157

551D ; TestAP

35510 : 00:18:18:ea ETbC
security : OPEN

SNR: -6

P

SSID : TestAP

35510 : 00:1 1 0i0esca:l 7
security : OPEN
SNR:-47

Evil Twin APZH 2] 212 S =,
Evil Twin AP MAC =4 1 00:13:ce:b2:21:4)

,Qsack WiFi

> Go tc main page WIFi M &
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