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(57) Abstract: The invention is a method for regulating interactions between first and second web sites. A client comprises first
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METHOD OF REGULATI NG | NTERACTI ON BETWEEN TWO WEB SI TES

(Field of the invention)

The present invention relates to the nethods of
regulating interactions between two or nore web sites
or content services. It relates particularly to nethods
of regulating the interactions between at least two web
sites or content servi ces, using a communication
channel with a client located in a portable secure
token. In particular, such portable secure token may be

a SIM card.

(Prior art)

Port abl e secure t okens are smal | machi nes
conprising a nmenory, a mcroprocessor and an operating
system for conputing treatnents. In general, portable
secure tokens conprise a plurality of nenories of
different types. For exanple, they may conprise nenory
of RAM ROM EEPROM or Flash type. Portable tokens have
[imted conmputing resources. For exanple, smart cards
are secure electronic tokens.

A SIM card connected to a telecom handset may
provide a SIM browsing nechanism Through such a SIM
browsing nechanism a final wuser can access to a wde
range of web sites or content services. These web sites
are enbedded in web servers reachable through the
Internet or any relevant networks. In this case, the
client connected to the server is located on the side

of the SIM card.
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Di fferent content providers may have their own
sites in a single server. Wen a client enbedded in the
SIM card has trusted the server, al | sites of the
server may conmunicate wth the client through a comon
conmuni cation  channel . Even if the server has been
trusted by the client, security vulnerability remains
since a site of the server may try to send fraudul ent
data to another site of the same server via the
connected client. This is a well known attack called
cross-site attack. For exanpl e, the attack may be
carried out through a service access request comng
from the client. For instance, the client may send an
initial request to retrieve a Horoscope from a first
site. The first site sends a response containing
mal i ci ous data which ains at attacking a sensitive site
like a Banking site on the server. The nmalicious data
may generate the sending of a fraudulent request to the
t arget ed banki ng site. The generati on of this
f raudul ent request can be conpletely automatic or by
cheating the user into doing something that he woul dn' t
do if he knew what was going to happen. For exanple,
the attack may provide the user with a paynent for the
hor oscope that actually requires him to enter his
banking PIN, but actually making a transfer to another
user for another anount.

In another exanple, the attack may be carried out
through a Push nessage coming from the server side. For
instance, the Horoscope site may send an initial Push
nessage to the client devicel/site. This Push nessage
may contain a malicious data which ainms at attacking a

sensitive site like a Banking site on the server. The
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malicious data may send a fraudulent request from the
client to the targeted Banking site. In the domain of
SIM browser, there are two technical sol utions which
may be used for exchanging data with a distant server:
Ssa@ (SIM Alliance Toolikt - also named SAT) which is
specified by the SIM Alliance (See S@ standard 01.50
for instance) and WB (Wreless Internet Br owser)
Neither S@ not WB solutions provide a way to regulate
interaction between sites.

There is a need to provide a solution for
regul ating interactions between sites |ocated on one or
several servers which communicate with a SIM browser on

client side.

(Summary of the Invention)

An object of the invention is to solve the above
nmenti oned technical problem

The object of the present invention is a method
for regulating the interactions bet ween first and
second web sites. A client comprises first and second
services. The client is enbedded in a portable secure
token that conprises an identity data which is related
to a subscriber of a telecom nobile network. A first
message is sent from the first site to the first
service. This first message ainms at sending a second
nmessage from the second service to the second site. The
nmet hod conprises the steps of:

- checking a set of rules which contain digital
rights associ at ed with interactions bet ween t he

servi ces, and
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- denying the sending of the second nessage if
the checking step is unsuccessful.

Advant ageousl vy, said first and second web sites
may be hosted in a single server. The server may be
connect ed to the client through a conmuni cation
channel. The comunication channel nmay be intended to
transport first and second nessages.

In one enbodinment, the interactions between the
services may be of different access types and the set
may contain digital rights for each of these access
types .

Advant ageousl vy, the first service may conprise
several elenments and the set may contain digital rights
for the interaction between each of these elenents and
the second service.

In one enbodinent, the nethod may conprise the
steps of installing a third service in the client, and
adding asubset of rules in the set. The added subset of
rules may contain digital rights which correspond to
the interaction between the third service and said
first and second services. The added subset of rules
may be initialized with default val ues.

Advant ageousl vy, the added subset of rules may be
initialized with a first set of default values when the
third service is a sensitive service and the added
subset of rules may be initialized with a second set of
def aul t values when the third service is a non-

sensitive service.
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In one enbodi nent, the set of rules my be
updated under the control of a supervisor nmeans which
is enbedded in the client.

Advant ageously, the secure token may be connected
to a nobile equipnent which conprises an interface
allowing comunication wth a user. Wen the checking
step is unsuccessful, the nethod nmay conprise the
further steps of seeking the agreenent of the user
through said interface, and authorizing the sending of

the second nessage if the seeking step is successful.

Anot her object of the invention is portable secure
token conprising an identity data which is related to a
subscriber of a telecom nobile netwrk. The portable
secure token conprises a client capable of connecting a
server through a conmunication channel. The server
comprises first and second web sites. The client
comprises first and second services. The first site is
capable of sending a first nessage to the first service
through the conmmunication channel. This first message
requests the sending of a second nessage from the
second service to the second site through t he
communi cation channel. The token conprises a set of
rules which contain digital rights associated wth
interactions between the services. The token conprises
a supervisor nmeans adapted to check the set and to deny
the sending of the second nessage if the checking is
unsuccessf ul

Advant ageousl vy, said first and second web sites
may be hosted in a server. The client may be able to

connect the server through a communication channel
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which is intended to transport first and second
nessages .

In one enbodinment, the secure token nay conprise
a SIM browser and the SIM browser may conprise the
supervi sor neans.

Advant ageously, the secure token may be a SIM
smart card or a Universal Integrated Circuit Card.

In one enbodinment, the interactions between the
services may be of different access types and the set
may contain digital rights for each of these access
types .

Advant ageousl vy, the first service nmay conprise
several elenents and the set may contain digital rights
for the interaction between each of these elenments and
the second service.

In one enbodinment, the token may conprise a neans
which is adapted to add a subset of rules in the set
when a third service is installed in the client. The
added subset of rules nmay contain digital rights
cor respondi ng to the interaction between the third
service and said first and second services. The neans
may be capable of initializing the added subset of

rules with default val ues.

(Brief description of the draw ngs)

O her characteristics and advantages of the
present invention wll emerge nore clearly from a
reading of the following description of a nunber of
preferred enbodinents of the invention with reference

to the correspondi ng acconpanying drawi ngs in which:
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- Figure 1 depicts schematically an exanple of a
system conprising a server and a client whi ch
communi cate through a communication channel according
to the invention;

- Figure 2 depicts schematically an exanple of a
set of rules according to the invention;

- Figure 3 depicts schematically two exanples of
services enbedded in the client;

- Figure 4 depicts schematically an exanple of a
server communicating wth a client enbedded in a SIM
card plugged to a nobile phone according to the
i nvention; and

- Figure 5 depicts schematically an exanple of a

client according to the invention.

(Detailed description of the preferred enbodi nents)

The invention may apply to any types of portable
secure token conprising subscriber identity data, a SIM
browser and intended to contain a plurality of services
which may exchange data wth several web sites or
content services.

The invention may apply to a plurality of web sites
or content services hosted in a comobn sServer or in
several servers.

The present invention relies on the fact that the
portable secure token conprises a cross-site execution
supervisor in charge of checking the access conditions
between the services enbedded in or accessing the

portabl e secure t oken. The cross-site execution
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supervisor uses a set of predefined (and configurable)
access control data for making a decision.

Figure 1 shows an exanple of a system conprising
a server SER and a client CL which conmunicate through
a comunication channel SCH according to the invention.

The server SER is a distant server that contains
three sites ST1, ST2 and ST3. Each of these sites
belongs to a distinct content provider. For instance
the site ST1 my be a weather forecast site which
provides free weather report. The site ST2 may be a
merchant site which allows a user to buy products. The
site ST3 may be a Bank site which allows a user to
access his/her bank account and to perform banking
transactions

The site STl may be regarded as a non-sensitive
site. The sites ST2 and ST3 may be regarded as
sensitive sites.

The client CL is enbedded in a portable secure

t oken. The portabl e secure t oken may be a
m cr opr ocessor card or a smart card for exanple. 1In a
preferred enbodinent, the portable secure token is a

SIM card. The client CL conprises a software service
SVl that corresponds to the site ST1. Simlarly, the
client CL conprises a software service SV2

cor respondi ng to ST2 and a software service SvV3
associated wth the site ST3. The client CL further
conprises a set MAT of rules which contain digital

rights associ at ed with i nteractions bet ween t he

services SV1, SV2 and SV3.
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Each of these rules defines whether access to a
service for another service is allowed or not. The
access rights may depend of the type of access.

Figure 2 provides an exanple of a set of rules
which may be used according to the invention. The set
is noted MAT.

In a preferred enbodi ment , the set MAT is a
matrix (table) which <contains a preset behavior for
each kind of interaction between all services installed
in the client CL.

Al ternatively, the set MAT may be nmanaged via a
list, a file record or any relevant container.

In the exanple of Figure 2, a row corresponds to
the origin of an access request and a colum
corresponds to a targeted service.

An access request (to a targeted service) rmay
cone from either a |local page, or a service
request /response nessage or a Push nessage.

"Local Page Svn" neans that the access request
was issued by a page which belongs to the service Svn.
This page is assumed to be a |local page. In other
words, this page is contained in the client CL.

"Service request Svn" neans that this is a
service request sent by the service SVn which is the
origin of the access request. |In other words, a Service
request has been sent by the service SVN to a server
and the nessage received in response contain an access
request to another service.

"Push Svn" nmeans that this is a Push nessage
received by the service SVn which is the origin of the

access request.
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In the exanple of Figure 2, the service SV1 may
be accessed in all cases. The service SV3 may be
accessed only by a request comng from the service SV3.
The service SV2 may be accessed only by a request
comng from the service SV2 or by a request comng from
a local page of the service SV3.

Back to Figure 1, a communication session is
assuned to be established between the server SER and
the client CL. This conmmunication session defines a
conmuni cation channel SCH which is intended to be used
for all exchanges between the client CL and the server
SER. A Push nmessage Mil is sent from the site STl to
the service SV1 through the comunication channel SCH
The Push nessage Msl contains a data that ains at
triggering the sending of a nmessage MX from the
service SV2 to the site ST2. The nethod of the present
invention conprises a step of checking the set MAT of
rules before sending the nessage MX .

In the exanmple of Figure 2, the set MAT contain a
rule which defines that a "Push SV1" is not authorized
to access the service Sv2. Consequently, the sending of
the nessage MX is denied by the client CL.

The communication channel SCH may be a secure
channel . In particular, a secure channel may be
established further to a nutual authentication phase
between the client CL and the server SER

An advantage of the invention is to prevent the
unwanted sending of nessage from a client to a site
which is enbedded in a server having an active
conmuni cat i on channel with the client. Even i f the

client has trusted the server before establishing the
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conmuni cation channel, the unwanted nessage is blocked
by the client.

Figure 3 provides tw exanples of structure for
the services enbedded in the client CL.

Basi cal | y, a service conprises one or several
elements anong the following Ilist: page (or deck),
plug-in and URL (Uniform Resource Locator) .

In the exanple of figure 3, the service Svi
contains a page DI, tw plug-ins Pl and P12 and an
URL UIl. For instance the page DI may contain the |ist
of signs in the zodiac for the customer to choose one,
the plug-in Pl my contain birth date information of
the customer to be provided to the server and the URL
Ul my be the URL in the renote server to retrieve the
horoscope for the chosen sign.

The service SV2 contains a page D21, two plug-ins
P21 and P22. The service SV2 contains two URLs U21 and
U22. For instance, the page D21 may contain a list of
ringtones to be bought by the custonmer, the plug-in P21
may contain credit card information to be submtted to
the server and the plug-in P22 may be dedicated to the
encryption of the PIN The URL U21 may be used to send
the information of a purchase, credit card, pi n,
ringtone. The URL U22 may be a local one to allow the
user to change credit card information.

Advant ageousl vy, the set MAT of rules may contain
access control information (i.e. digital rights) for
each of the elenents bel ongi ng to the services
installed in the client CL. For exanple, the set NAT

may define the access authorization between each page,
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plug-in and URL of a service and all the services
present in the client CL.

By assuming that the service SV3 is not already
installed in the client C, the step of installation of
the service SV3 should be followed by a step of
updating the set MAT. In particular, a subset of rules
may be added into the set MAT in order to define al
possible interactions. Notably, the added subset of
rules provides the access control information for the
interaction between the service SV3 and all services
enbedded in the client CL. Advantageously, this subset
of rules may be initialized with default values. For
exanple the default value may correspond to a "denied"
val ue .

Al ternatively, the default value may depend on
the security level of the services. For exanple, access
to non-sensitive services may be set to "authorized"
(i.e. "OK") and access to sensitive services may be set
to "denied" (i.e."NOX").

In anot her enbodi nent , the access to non-
sensitive services my be set to "authorized"
(i.e. "OK"). The access to sensitive services may be set
to "denied" from a renote invocation and may be set to
"aut horized" from a local invocation, (e.g. from a
request originated from a service belonging to the
client) .

Anyway, the upgrade of the set MAT is protected
by specific rights in order to avoid unwanted
nodi fi cation of the set of rules. Preferably, a
supervi sor means is in charge of controlling t he

updating of the set MAT.
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The server SER may send a request for wupdating
the set MAT in a secure channel.

The set MAT should be updated when a service is
installed or renoved in the client CL. The set MAT nmay
be also updated at any time. That is to say, the set
MAT may be updated wthout relation to the step of
installing or deleting a service.

Figure 4 provides an exanple of a server SER
which may comunicate wth a client CL enbedded in a
SIM card SE plugged to a nobile phone ME according to
the invention.

In the exanple of Figure 4, the portable secure
token SE is a SIM card which conprises identity data ID
that is related to a subscriber of a telecom nobile
network. The SIM card SE conprises an operating system
CS, a working nenmory WM a mcroprocessor MP, a non
volatile nmenory MEM and a conmunication interface [|N2
for communicating wth a nobile phone. The SIM card SE
conprises a client CL which is able to connect the
server SER through a comunication channel. The server
SER conpri ses three web sites ST1, ST2 and ST3
corresponding to as nmany services installed into the
client CL. The SIM card SE conprises a set MAT of rules
whi ch contain access control data (i.e. digital rights)
associated wth interactions between the services. The
client CL conprises a supervisor neans CES (not drawn
at Fig. 4) which is capable of checking the set MAT and
to authorize or to deny the sending of a nessage
according to the result of the checking. |In particular,

the supervisor neans CES is able to deny the sending of
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a nmessage from a service of the client CL to the server
SER i f the checking is unsuccessful.

The nobile phone ME conprises a comunication
interface IN for communicating wth the connected SIM
card. The nmobile phone ME conprises a user interface
INT allowing exchanging information wth a user. This
interface INT may be made of a display screen and a
keyboard for exanple.

In one enbodi nent of the invention, when the
checking of the set MAT is unsuccessful, the nethod may

conprise the additional step of seeking the agreenment

of the wuser through the interface |INT. If the wuser
provides an agreenent, the sending of the nessage
t oward t he server may be aut hori zed. I'n this
enmbodi nent , the set MAT of rules may contain access
control val ues with three different val ues:
"aut horized", "Denied" and "to be confirmed by user".

Figure 5 provides an exanple of the structure of
a client CL according to the invention. The client CL
is enbedded in a portable secure token.

The client CL conprises three services SvVi, SV2
and SV3 intended to exchange data wth corresponding
sites through a conmuni cation channel est abl i shed
between the <client CL and a server. The <client CL
conprises a SIM browser BR and a set MAT of rules which
contain digital rights associated wth interactions
between the three services SV, SV2 and SV3. The client
CL conprises a supervisor means CES able to check the
set MAT and to deny the sending of a nessage to a site

if the checking is unsuccessful.
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The SIM browser BR is a code interpreter capable
of interpreting data comng from a web server and [ ocal
data coming from the SIM card SE Thus the SIM browser
BR is able to interpret bytecode data received from a
web site. Usually this bytecode data conplies wth S@r
or WB fornmat.

In the enbodinment of Figure 5, the client CL
conprises a neans M. The neans M is able to add a
subset of rules in the set MAT when a new service is
installed in the client. Such a subset of rules
contains access control data (i.e. di gi tal rights)
correspondi ng to the interaction bet ween the new
service and all services enbedded in the client CL.

Advant ageously, the neans Ml is able to renove a
subset of rules from the set MNAT.

In one enbodi nent, the neans M is able to
initialize the subset of rules wth default values.
These default values may be stored in client CL. For
exanple these default values nmay be stored either in
the means M, or in the set MAT or in the supervisor
nmeans CES.

Advant ageousl vy, the supervisor means CES nmay
conprise the neans M.

In one enbodinent, the supervisor neans CES may
be a plug-in associated wth the SIM browser BR

Alternatively, the supervisor nmeans CES may be a
separate program or applet which is invoked by the SIM
br owser BR to perform t he checki ng of access
conditions .

In another enbodi nent, the SIM browser BR may

conprise the supervisor neans CES.



WO 2012/000805 PCT/EP2011/060063

10

15

20

25

30

16
Advant ageousl y, the portable secure token which
conprises the client CL may be a Universal I nt egrated
Crcuit Card (U CO
In the above-described exanpl es the set MAT

defines access rules for every interaction between all
services. Alternatively, the set MAT may define access
rules for interactions between groups of services.

The invention also applies when the server SER is
enbedded in the portable secure token SE. For exanple
the token SE may be a U CC which conprises a Smart Card
Web Server (SCWs) where several web sites are active.

Thanks to the supervisor neans CES, all services
which are installed in the client CL are isolated from
each ot her. The i nteraction bet ween services is
aut horized or denied by the supervisor nmeans CES.

An advantage of the invention is to allow the
client CL to nanage a single browsing instance solution
when handling comunication session with a plurality of
web sites. This point is inportant since it allows to
limt the need of nenory resources in the portable
secure token.

Thanks to t he i nventi on, many ki nds of
application may be securely used from a nobile phone.
For exanpl e, security of the followng sensitive
applications mbanking (nobile-banking) , mpaynment, m-
conmerce, mwallet and mhealth may be enhanced.

The invention is not limted to the managenent of
interaction between two web sites only. It also applies
to regulation of interactions between any nunber of web

sites or content services.
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Al t hough t he above-descri bed enbodi ment s are
oriented on web sites hosted in a single server, the
invention also applies to web sites hosted in distinct

servers .
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CLAI M5

1. A method for regulating interactions between
first and second web sites (ST1, ST2), a client (CL)
conprising first and second services (Svi, SV2), said
client (CcL) being enbedded in a portable secure token
(SE) that conprises an identity data (ID) related to a
subscri ber of a telecom nobile network, a first nmessage
(M3l) being sent from the first site (ST1) to the first
service (sv1), said first nessage ( MGL) aimng at
sending a second nessage (MX) from the second service
(SV2) to the second site (ST2), the secure token (SE
bei ng connect ed to a nobile equi pnent (ME) whi ch
conpri ses an interface (I NT) al | owi ng conmuni cati on
with a user,

characterized in that and in said first and
second web sites  (ST1, ST2) are hosted in a single
server (SER) connected to said client (cL) through a
communi cation channel (SCH) , in that said conmmunication
channel (SCH) is intended to transport first and second
nessages (Mi, M) and in that said nethod conprises
the steps of:

- checking a set (MAT)  of rules which contain
digital rights associated wth interactions between the
services (Sv1, SV2), and i f the checking step is
unsuccessf ul

- seeking the agreenent of the wuser through
said interface (INT), and
- authorizing the sending of the second

nessage (M=) if the seeking step is successful.
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2. A nethod according to claim 1, wherein the
interactions between the services (Svi, SV2) mmy be of
di fferent access types and wherein the set ( VAT)

contains digital rights for each of these access types.

3. A nethod according to any one of claims 1 to

2, wherein the first service (Sv1) conprises sever al

el enent s (D1, Pl I, P12, UR11) and wherein the set
( VAT) cont ai ns digital rights for the interaction
bet ween each of said elenents (bt, P, P12, UIl) and

the second service (SV2)

4. A method according to any one of claine 1 to
3, wherein said nmethod conprises the steps of:

- installing a third service (SV3) in said client
(a) ,

- adding a subset of rules in the set (M), said
subset of rules containing digital rights corresponding
to the interaction between the third service (Sv3) and
said first and second services (SvVl, SV2), said subset

of rules being initialized wth default values.

5. A method according to claim 4, wherein said

subset of rules is initialized with a first set of
def aul t val ues when the third service (SV3) is a
sensitive service and sai d subset of rul es i's

initialized with a second set of default val ues when

the third service (SV3) is a non-sensitive service.
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6. A method according to any one of clains 1 to
5, wherein the set (MAT) of rules is updated under the
control of a supervisor neans (CES) enbedded in the

client ()

7. A portable secure token (SE) conpri si ng
identity data (ID) related to a subscriber of a telecom
mobil e network, said token (SE) conprising a client
(L) abl e to connect a server ( SER) t hr ough a

10 conmmruni cati on channel (SCH) , said server ( SER)
comprising first and second web sites (ST1, ST2), said
client (cL) conprising first and second services (SVi,
SV2), the first site (STl) being able to send a first
nessage (Ma) to the first service (Svi) through the

15 conmmruni cati on channel (SCH), said first nessage (Mal)
requesting the sending of a second nessage (M) from
the second service (SV2) to the second site (ST2)
t hrough the conmunication channel (ScH ,

characterized in that the token (SE) conprises a

20 set (MAT) of rules which contain di gi tal rights
associated wth interactions between the services (9Vi,
SV2) and in that the token (SE) conprises a supervisor
nmeans (CES) adapted to check the set (MAT) and if the
checking step is unsuccessful, to seek the agreenent of

25 the user through said interface (INT) and to authorize
the sending of the second nessage (M=®) if the seeking

step is successful.

8. A portable secure token (SE) according to
30 clainv, wherein the secure token (SE) conprises a SIM
br owser (BR) and wher ei n sai d SIM browser (BR)

conprises the supervisor nmeans (CES)
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9. A portable secure token (SE) according to any
one of clains 7 to 8, wherein the secure token (SE) is
a SIM smart <card or a Universal I nt egrated Crcuit

Card.

10. A portable secure token (SE) according to
claim 7, wherein the interactions between the services
(SvVi, SV2) mmy be of different access types and wherein
the set (MAT) contains digital rights for each of these

access types.

11. A portable secure token (SE) according to
claim 7, wherein the first service (SV1) conpri ses
sever al el enent s (Dl, PII, P12, UIl) and wherein the
set (MAT) contains digital rights for the interaction
between each of said elenents (Dit, PII, P12, UIl) and

the second service (SV2)

12. A portable secure token (SE) according to
claim 7, wherein the token (SE) conprises a neans (M)
adapted to add a subset of rules in the set (MAT) when
a third service (Sv3) is installed in said client (cL) ,
sai d subset of rul es cont ai ni ng digital rights
correspondi ng to the interaction bet ween the third
service (Sv3) and said first and second services (SVi,
SV2), said neans (M) being able to initialize t he

subset of rules with default val ues.
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