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3tal error state® Zolgth. (b)E FYE A=t 91 WAIAR primary message ¢ $418 A gk ECU7}
o] o]F FU|HO =R primary message °l A AAF Al ThE ECUEA FeE 8.A3te wWAIXolt}. o]
WAl A E3F EEPROM o] A& wo] 9 2o 7S old 7|12 433}3k 3hS Hol H43t}. Request consensus
messageE 4413k ECUE consensus state® #o]slal o] 413k ECUEXE consensus state® Zo]slo] dho
IR M 2AE A2}, (¢)E Request consensus messageE AISE ECUE ] &S $131o] A3l wA] %] o]t}
Zrzko] WAlX] 2ol A ARE-E]E= EEPROM ¢] ®lo]E](EEPROM[ 6 D& X Yoi7t Alz=¥e] A7 dAolA FHAapA
ath. HEo] AAstazt st o TREZS AWsly] ECUY AH 2 3y ZrEFY £ o AFst
Ho 9sle] = 59 o] 752 Ao, ® 5= AAl THS 93 7|52 Aos wxo|).

xpeko] 3S A&t Critical ECUES Hx AHl¢l Normal state® st wA|x¢9] 4 , FAISE )
A ERQloll ukel AEj7l doldEdl. E 62 ECUES A ﬁﬂT#ﬂﬂlﬂﬁi.muﬂﬂ164<&ﬂ‘£%ﬁli

ola, oA Aele KCUel AHleh WiAA ZaAdg wpRow aho ol Zmezd md AWdd. ge Tzw
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Fol sAa7] A= WA ECUSS] 78] Fret hsst 719 27]3 #Ao] Mda s ofof g},
=72 Byl mE Al dadEE =4 Ao

T 78 Fxshd, Algorithm 12 ZbZhe] ECUEC] Al&=El Al Al 83k 27138 ZR2EZS HAFEL. Hx
A Al 7H WA ECUS JElE normal state= AA¢Th, o]$ EEPROM S2H-H o) Ao Fx A A%
3t Y KEYprev 9} KEYcurrent k< register = ¢Jo]2T}. o]& register o vIR7IX|Z o]d Ao HAA
2 AL, whek 2ulE E(USo] %27)3F ZREFZS AR ow Agsigirtd, A ozE 77t register
o= BT sde 7] 3 WAA WS 7k AdEvE

ECU7F oo} & 27|3F Z2Eas Ao 38t Ui, Algorithm 29} 22 FH o] ZREZ o)
o

dagge =AIRE Aot

o]
o] ZREZS A ECUS| primary message 5741 o -9} %@4 *3%01%401] upet GE7h wgsE, AR s
a7] A g

Avgstr] el |AlA] g 2 FAS 9 Al 71A 9
1. CreateMsg(type,key, ©): wi7f 52 23 typed] HAIA Z#|UdS AAFY keyS ©]&3510] dataSs I3
skt & HAA] T de] AAg. 0% EEPROM o A olsl= 4o dolH= XYoozl A8 & 4
A 4= Q).
2. Send() : "WiZHSF2 Ho] WAIX] M & CAN busoll H38s ghg=olt}.
3. Dec(M,key) : "AIAAA EFIS Aodls FES AAS L wZ/ASFE FoZ keyE AFESIO] HlolHE &
U 013t} Ak el galo] B¢l FHAS AF, Normal state AolA:=
Bl glgitt. WAIA] BFle] My € AS-(HAIA] EF o] Mol obd ZA-9-) dE] o] ZREZFL 44
3 WA A S MCUA Al A%3ct. o+ Normal stateolA] =A13E WA x| o BFlo] Mz 7 De v
goth. Eoshel wAX e Axrt 219 EEPROM o] A F & o] gl dHolEj9} FdslttH, @A
&2 H3E ECUE 5 ol U7l d#E A A7l Ao 2 7550 register & HAIAE A& 31
o 7] A AL FAsta ECUY AEIE consensus stateZ Zo]dho),

O 1
T

B | HA|A] FAlo] AHEto] error state® Ho)¥E ECUZF ThAlE BAA Q] MyAlel AlF3shd CreateMsg() 3

FoF o] Q1F 7] 2 X}Ale] EEPROM o] A g = o] = HolEE AME3ste] el 84S gk WAIA] 2 (M) S

YA e 3 pusol]l FAITLE. o] F HA1S 945351 Consensus state® Ao|3te] 7] EAX|o] ot %4 }4&
Z %Z ‘Ci

d
Z+gkt}. consensus state® Ho]¥ ECUES consensus protocolS Aa3}A =
=t

T 9= & g wE A3 daeES =AIEE slolt.

=

IR2EF AZ} FAd o]Ad 7] kel KEY_prevel EEPROM[ O], createMsg()3H=S o]&3lA consensus
messages AE3Fal $=A13F consensus message?] 5 A Wl Numg@l #e 12 A3, o]|F AvH

9] time oute A AT}, Ax oo zholw HAT Critical ECU & 7He] 13] AR $4:A4l0] HAEE A
Zro]l Hojof gir}, o]F ECUE AAE A2 A7 &<k Y& ECUE2 consensus messages & st}h. v A ] 9]
Efgol My 3% DecOFFE AHg3ste] ol& Huslstal o|& EEPROM[2]9] w3 vlustct)h. sdst A3E 45

Al NumeyS 18 Z7F A0tk o] gho] Critical ECU ¢ <=} ol EE (Critical ECU Eo] 523 Aow
g, 9 A o]F 71K line 99 2AE WKA71A] KA A5 A O E consensus protocolS FEJFAL T}
Al error state® #o]3t}h. Line 99 ZHAo] EFHW AA registero] AFEHo = FHELS 2HA8FaL EEPROM
of AFEo] AW HoJHE register® &Itk o] wl, EEPROM o #Ag=o] AW %7] 7] @S dA 7] @gte=
stdslt}t. o]F normal state® HolgowH ZREF F3fo] dryrt. APRFHOoE RE (ritical ECU E9]
EEPROM of Ao A oA F& wWAA] U I35} 715 AMESA ©rk. ©]# S consensus protocol?] A

HA R o] o g o WA 7] WA A~ oS b 7] GAE 3] A(recurrence) Ikl B 5
ME}. ol 2] E EH 35l W2 Aoke Wl 3]H ¥xeste] AA 1) EW(rollback)¥} 2) EAl(replication)©]
FHHo R add £ Uk, BN dErt A o)d HEE Z2A~E HEEE Yol replication
Hol W] flolHE frAake Walelnk. ey D 2)8 WHS B 2] Ajxd mdo] Afar]de A
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—
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olal, # W] wWE 3o REZFO olEH HATH y&Eo] AF UF UEYAS fAE BHES TS5k A
A e EAE Lolry] 93 o A8 AFS AFgdoer FHIL, olF 9F YWt E AZE ]
Age gl ARgE= obFo]k9f CAN bus MEH AL F5& 98 obFo]x & CAN shieldE& AM&3FSATH

Ad 34 74 2 54 P2 okge 2ok & 112 AR UlF UEYAE o &3 AF FAHEet. & 11S
e, Bus FHEHIE 7= A UlF UEY S FAES 8] obFol=-CAN shielde] & 3tue] ecud®d
A3t T o]5S bus WA O R EAGIEE AAET. 3 ecus ECUsend®} ECUreceiver & 719 Z&F o= +
d3tadtt. ECUsende ole] Z1 3 o] 84 WAIA7L 74l HAS divt dax= 3o Z2EF9 54 A,
AES s A de] ZHa 2 3o 8% WAIAE HAEShe ECUoIt). ECUreceivers o8 Z1, 9 &

g A Ao whe} §ho] LR EFS Sk ECUelt).
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Ay Ay g AL ofgle} Aok fof 22 AY FAHAA 6§ T 28 AE HEESY 543 A9e =
133 Zth. = 138 A3 A3s =A% =Folth. oF 1900039 A% Ay s B 11.62mse] Alzko] A9
S 34T & AU, S Alzre] A UiF UEY AL AAIMES AR 2SS dolHESE st =
14+ ECU EFol W A U5 UES T AR 5 QFANS HojF& Lot

A2l BAlo A A& vkl o] Critical ECU & dA|Yolo od) AAHY F2 A5 Aojd 42 9T
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g\o]u} 1;]]479 o7 ;q.ah x]]O]./] 6u/\1z40L
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4o AHo R Qste] HestA @A frk. ey ole A UF WEY AN FE
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Critical ECUy

Mcu

Critical ECU,
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BUS

1
Primary Message, i ! !
! '

Primary Message,_, i i Primary Messagey,_,|

E ! inconsistent R

- ! ! ge history
Primary Messagey+| E E Primary Messagey..y
Primary Message; i i Primary Messagey,
1 1
Register y J Register

My 1

!

1

Primary Message, i

1

e Moot D ,

1

|

Register FEPROM i

Primary Message, 4, m] !

)

Primary M 1gey d

Register Critical ECU,
=V
8 bits

E|F ENCyrevey (EEPROM[6])

(a) Error flag message

8bits S6bits_

R | C| ENCprevkey(EEPROM[B])

(b) Request consensus message

8 bits

"

e

~

C|M ENCyrevkey (EEPROM[6])

(c) Consensus message
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Em5
7 = 4 9
Mpar ZFQ WAl Z](primary message)
Mgp o8 21 H A A](error flag message)
Mpe 29l @A | A R](request consensus message)
Mecwp 9] WA Z](consensus message)
CECUptar critical ECU2] &=
NUMon SA1g gho] HAA e 5
EH6

Success to receive Mpy,

Init

Normal state

Fail to recive Mpy . i
cM —— total —

Receive Mg

exceed time limit Consensus

state

Error state Numem < CECUpprqy — 1

Success to receive subsequent Mp,,

EH7

Algorithm 1: Initializing protocol

Result: EEPROM data is transferred to Register
1 ECU_STATE < NormalState
2 KEY,,., +T1ead from EEPROM

4 Register «+read from EEPROM
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EH8

Algorithm 2: State transition protocol

1 if receive sucecess then

2 if ECU_STATE ==Normal State then
3 if Mgr is received then
4 if Dec(Mgp, KEYprey) == EEPROM]|9] then
[3 lock Register > Primary message is not stored.
e ECU_STATE + ConsensusState
7 end
8 end
) else
10 Bypass
11 Continue to protocol
12 end
13 end
14 else if ECU_STATE ==Frror State then
1% if Mp)s is received then
16 CreateM sg(Mgc. K EYpren, EEPROMI6])
17 Send(Mpc)
18 ECU_STATE « ConsensusState
19 start consensus protocol
20 end
21 end
22 else if ECU_STATE ==Consensus State then
23 if Mgc is received then
24 | start consensus protocol
25 end
28 end
27 end
28 else

20 lock Register

30 CreateM sg(Mgp, KEY prev, EEPROM(9)])
31 Send(Mgr)

32 ECU STATE « ErrorState

a3 end
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EH9

Algorithm 3: Consensus protocol

CreateM sg(Mcny, KEY prew, EEPROM[0])

Send(Mcar)

NumCM +~1

setTimeout(A)

if Mo is received then

if Dec(Mcp, KEYprev) == EEPROM 6] then

| Numcpy +— Numeps +1

end

if Numcpy == CECUgptar then
KEYprey <read from EEPROM
KFEY rrent <read from EEPROM
Register <read from FFPROM
release Register
ECU_STATE < NormalState

end

16 end

© W N O AW N R

I S O
& W N = O

[y
[3.4

) 24 yg 24 2z
 EEC R REE Py
g9 24 A W4 N
£ (rollback) 9 2 3l HA7) W N

A £8 A7 3N + Tif + Tkey

HAAE I7]: s
9 A v2 A7k Tif

;] ZH)\X/%] /\]Zl'! Tkey

olg] S HAA] g N

H A (replication) gro] tA)A] A4 N

WA A8 A7k 2N +t

HALE A7): s+ a
EEPROMC 22 ¥ Holg A4 A7k ¢

o2l S wlAA B N

3] 7 (recurrence) o] AR A4 N

A A8 A7k 2N +t

FRAAE T7]: s
EEPROMo 2 2| do|g] A4 A7k ¢
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MCP 2515 CAN Shield: 8 mhz

EH12
&: measuring section
send(MRC)
sendiMEF) state = ConsensusState state = NormalState
EC Usender |
EC Ureceiver
EC Ureceiver
EC Ureceiver
EC Ureceiver '}
state = ConsensusState
EHI3

AE 15 B 48 AT

=2 375 189303] 11.62ms
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EHI4
No. of
No.of ECUs Bandwidth  Messages Cycle times
Body 14-30 100 Kbits/s 300 50 ms-2 s
Chassis 6-10 500 Kbits/s 180 10 ms-1 s
Power-train 3-6 500 Kbits/s 36 10 ms-10 s
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