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{ih
o

5. g 29 A= 53 AP (Intermediate result)l ez #3s] Fuf.

6. Zolo] o drte] Eerm g golo] dAal AE T AXl(exit) JF-5E #Tslr] $18] s dolo] ot
Soll ng] Aol E Al A (early-exit) wo= 3t npR7FA R, EE = NN input ® Neuron weight 1
S BE dY A (early-exit) oA Fdtal, BE o] A%E /9% EEE bitcount (EE)S &3 1
o MEE Atk

7. 4 AA(Early-exit) EF712 AR & A3} (activation)S AX7] A A#ztS 7Htow A E A4
(confidence score) & ALtstct, FAH o 2= ZF Z 9o digh gre]l mvlE]l AFso] = JEHEZ A9 MAT

o ¥ A¥E o|a2AE W AR wjx] AAk(exact and range match operation)S A -&3dle] AFE H

(confidence score)Z 3k},

8. ek AlEl% A (confidence score)®] ko] AFE A4 AAAEG AW, A7 &8 AAE HT 4
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[0051]
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[0053]

[0054]
[0055]

[0056]
[0057]

[0058]
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B2 olm ge 29z Qe A w wP

9. W] AS dAl(exit)o] HA ZF7] w2l AR FE Ast Al T3k AF(Intermediate result)
of A4E ghe FE(inference) Aol Hol thg 8 A91AZ AFBh the 29AAE Ty FEIY
& ololq FAstn FE Atz 2P,

H5 A7k Az

e W7k, 7 291A7F BIv2 AZE O] P4 A2 4 E Mininet 7]WHe] 7R MEH A S AT
7} P4 ~9X+= 3709 &+ A #olo](fully-connected layer)® T-A4E Edle] Z} golojet F 7fe] e 9
A (Barly-exit) 7oz FAHT. 5S 918 ISCX Botnet 2014(H53Ed 10) HolEAS &850,
ol dRbHRl 73} HEo] Synflood &2 ] &7 »19—“% II]r?/‘r/ﬂ ol Z}Xl(Malware detection)E 13l AH&
. sk B FES AR %2 1P ZrRES AEA, 1P 54, IP gl o], 14 XE, TP AEE Zd1
S 2% 1260 EQ HEDR A7 10,0007H 2] 417101 ﬂ%oﬂ AREE QAL 2 0007H4 e wj7le] HAE
E f8) AFEEAT. 21E % "4 (Confidence score)E AlEH7] $ldlM e AZEW X (Softmax) 45 AFE-3h
AL, AUEE 0.12 A4 F v At AELE P4 ruled] FElR Aoste] 2903 2 A AEE HW
ol dolFEdtk. Al H7le ~uE Al (staticexit) E I o]WE|H oA (adaptive-exit) THOZE UF
ol Faatgivt. WA, iﬂ%@q Al (static-exit) #42 s|Zlo] 5 A (exit) AFlA F2=1 I3 (exit)s}
of FES WFES H4E &Aed. 1ga Oi%‘E]lﬂ_ 3 (adaptive-exit) 4L FZlo] AAAE Holok
A (exit) H= Aol II]r?/‘r/ﬂ A (exit) oJF-5 Adstes ¥ ol

7 S e 27 e & 19 & 28 F8 @ ¢ v & 1A= FEAA] AoHAsH EF A
o FolAAm, ZzAY WS FAs] WEel Fus ZzAY H§ Aol Edol= oxg g
Atk #FH, F 244 = AlFE HS(confidence score)?] UYAAZF F71ged we} Adwo] TS B F
ek, ol QAN wobAFS o AESt Be FE AW Bexit)o] Fedts] wRolr,

[ 1]

Exit Recall Precision Accuracy F1-score

1 66.94% 91.20% 63.55% 0.7721

97.82% 92.64% 90.83% 0.9516
100% 92.37% 92.38% 0.9604

[ 2]

Thresh. Recall Precision Accuracy F1-score

0.60 67.01% 91.20% 63.55% 0.7726

0.70 67.88% 91.28% 64.34% 0.7786

0.80 97.78% 92.64% 90.78% 0.9514

0.90 99.33% 92.32% 91.75% 0.9570

E 5 AHE A5 9AR BE 2 olexit) A AFHE 2Axre] Gl (exit) £E vehid, =
58 FESW, AL 42 e @F 29N w2 PexinHE AR 7 won oz NHE 4
QAN 252 A(exiv)e] B HF 29ANA He AFS AAT 5 Aok, ol AN o] 25
g A4 Asl(exive] H7] QEM, £ E 1049 Aush gol ¥ wHelA HE A9NE 5T FE AN
of © FolAm olo] whet AlFE Fael ghol AuHOR B AXY WiEelth F, AHE 45 AANE 24
Sw AU o WAEe] A (exiv)FE AME WAY F glom, ol wet F& Awst A Hg Aol
o Edolt oxg FNAoR AEE & & Aee & 47 AT

st X1, X 2, ¥ % 59 A9E FTHE B o, ofYEHE AN (adaptive-exit)d A A AF=

I(static—exit) Q] A$-HT}F o ezl 29 ]Xq(sweet spot) = S 4 9l
of, A= " IAAE 0.82 HAAT FF 8 4= A5 90.780% ~EHE
(static)3tAl Exit 2¢lA oﬂﬁ(emt = 499 90.83%2F A A, = 59 AFE SelsjEw Be uE
o] o] Exit 1olA IRl (exit)Fo] ¥ 22 A H&& 7= A& & +7F ot

>nai
o

(o]
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[e)
ok =, dEEe= Z B F
%_

o
oy
=2
o
{0
ol
i)
o3l
N
s
(<0
ol
(11
:(_2"
2
-
oX

84, 2XEYS] A 84 9/EE sEdo] 1A 84 9 ATEY)
of 74 829 H3or FHE F Q. odE B9, AAdEAA dYE FX 2 FAH 4h e, dF 5

IR MA, ZEED, ALU(Arithmetic Logic Unit), ©A" A& ZZA A (Digital Signal Processor), w}o]=
Z7FE, FPA(Field Programmable array), PLU(Programmable Logic Unit), Wlo]aRIZZAMA T Wy
(instruction)& AdYsta THE F Ue thE ouwg x|} o], gt o] HE AFH E= S 5F
AFHE o83t FdE ¢ . AP FA= &9 A A (Operation System, 05) E 7] & A ‘ol A
FAE = S o) AZES] o EAlAS FAY F At EF, AY FA = AZEo A4
wete], deolHE <, ATH. olsie] |5 st , Ay A= st A
|5 = Ao R AWE AT AT, AT Ve HokdA e AAs 7Rl A=, A" AAVF B e A
2] 84 (Processing Element) #/HE 54 39 AP 845 X3¢ F IS & F Utk dE 59, A
FAE= B N ZRAA T sfue] Z2AA o] FEEHE T 4 k. E=g, WY ZIAA

[}
i=4 %
(Parallel Processor)®} 22, W& A2 +4(Processing Configuration)= 7}&38}ct.

2
X
N
N
X

_>.IL11

©
g

oz
X
o
}4
Y
°

23S XL g don, dite uE FANES Ay FHE FAASNAY FHASER e APHo=
(Collectively) A& FAg WHET F Jrl. LZEo] 9/HE= dolE=, A Ao oste] A=A A
g FAo] W = dolHE AFsr] fldte], o' §3Fo A, 74 84 (Component), EEA A, 7
](Virtual Equipment), AFE A% WA == Fx, £ HAEEE A5 3(Signal Wave)dl gFH o=
T dAA R FASH(Embody) 2 F UTh. AZEdOE UEAR A4 AFE Al=E el EAabE o)A,
B oz AFEAY AyE Fx uh. AZEY 2 dHolHE st oY AFEH BE st 7| v
o =

i

AAeel me Ee GId AFE FEe Bk FdE £ Qe TR 9y
AFH #B5 JMs wiAE 2o gy

ek = otk A7) uiAlel V) SEE 22
zzEO] FAA FAH AHE THed AY
¥ 1% uAe] dds st s, Zey gad @ A7) ezl g x7] A (Magnetic Media), CD-
ROM, DVDS} & 3712 wj#(Optical Media), ZFHEIA tlx=A(Floptical Disk)et #& A7]-%F A
(Magneto-optical Media), F(ROM), (RA), Zefrl wixe] T3 22 Zaas) W Adste FPstes
593 A shEdlel FAvh Ak, R 9y oo Aude o wEelAE A
zewy ohe} AETelE F& ARESA HHFE elA AW ool uF o] 2EE ¥
sdlo] AA e AAlde] g2e FAs] g8 st oo AZES o] mERA AEses AE 5

o, 2 9% vRzbzbA ol

2

AgEglont ol oAHel el Basr], B 7% Hopel B4kl

W FEE B ANd7 st 2e ol Aol dF o,
FAEAY, L/EE AR A, PE, 4R, H2 5o 74

EE E2FEAY, e P 24 EE #EE »

e 1
CuhebA, Boume A4e 1% BE st AvE 55

i

KU B

e M e R
o 2 ot il

12
1
ot
AL
15
N
Y
i
ox
e
N
%0
iy

)
lo
N
i
2
>~
>
oy
=2
lo
o)
ol
o)
2

(o]
o
i)
=
o
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k1
N2

1
(g
~

Large Model

Submodel /

Submodel

[ submodell_result ]

ex) accuracy 30%

[ submodeld_result J
ex) accuracy 98%

[ submodel2 result J

[ submodel3_result J
ex) accuracy 60%

ex) accuracy 90% useful

EH2,

Controller

<Early-exit network>
<Backbone network>

Early-exit
branch

L1 L2 L3

Data Plane
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(1) First

(2) The others

Input Building

switch

b | parse_ethernet{} L
parse_ipv4{}

( parse_tcp{} |
1 -
L)

* 0101 110 010 v |

build_input( )

parse_ethernet{}
I . b parse_inference{}

EH3

parse_ipv4{}

0101110 .. 010 [~

Switch

BNN Inference
— input 0 )]
neuron0) 1 /1 0 . 0 1 1«

- M

bitcount(™) —» 80 —» activatii);(_))

L g

56: (85~97)=0.8

S HHE - BEER
Early-Exit

> exit0 | 111..011 %56

L exitl | 010..101 o

table confidence{ } Cont

56: (53~74)=0.6 n

—» 56: (74~85)=0.7 Exit

Progra

mmable Switch

XNOR &

@ Bitcount . 56
O - 85

L1

Confidence score: 0.7

E1l Match-Action Table (Confidence score table)

| 56: (6374) = 0.6 |

| 56: (74~85) = 0.7 |

| 56: (85~97) = 0.8 |
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Parse
Ethernet header

es

Parse
IPv4 header

Read
Switch ID

No

First Yes Build
Switch? | Input
No

Parse
parse_inference header

For each
neuron in the
layer:

Compute
Confidence score

Confidence score >
Confidence score threshold

No

Yes Yes
Falch the wgight Fetch the weight
in switch register in switch register
Qutput EE
= NN input @ (XNOR) neuron = NN input & (XNOR) neuron
weight weight

Bitcount(Output)

Concatenate to
Intermediate result

Forward to the next inference SW
with intermediate result

=H5
2000
Exit 1
E, B Exit 2
& 1600 . Gxit 3
m
[++]
E 1200 i
)
Chd
=]
o)
s 800 A 1 |
E
=
g 400 =
) L L

Cofidence score threshold
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