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MULTICAST TO UNICAST CONVERSION TECHNIQUE

BACKGROUND

[0001] An area of ongoing research and development is in improving performance of
communication over a network, and in particular a wireless network. Wireless networks are
frequently governed by 802.11 standards. While not all networks need to use all of the
standards associated with 802.11, a discussion of the standards by name, such as 802.11n
provides, at least partly because the standards are well-known and documented, a useful

context in which to describe issues as they relate to wireless systems,

[0002] Performance improvements can include improving one aspect of network
communications at the expense of another. Trade-offs between packet types, classes of users,
etc., are generally considered an implementation-specific issue. For shared communications,
such as multicast video, it may be desirable to sacrifice the performance at a particular user in
favor of other users, or ensure that the treatment of various users is fair given the capabilities of
their stations. Improving overall performance of a group and ensuring fairess have been goals

that have not yet been perfectly met.

[0003] The foregoing examples of the related art and limitations related therewith are
intended to be illustrative and not exclusive. For Example, wireless clients may use different
protocols other than 802.11, potentially including protocols that have not yet been developed.
However, problems associated with performance may persist. Other limitations of the relevant
art will become apparent to those of skill in the art upon a reading of the specification and a

study of the drawings.
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SUMMARY

[0004] The following embodiments and aspects thereof are described and illustrated in
conjunction with systems, tools, and methods that are meant to be exemplary and illustrative,
not necessarily limiting in scope. In various embodiments, one or more of the above-described

problems have been addressed, while other embodiments are directed to other improvements.

[0005] A technique for improved performance on a network involves converting multicast
packets to unicast packets. It is known that some stations take much longer to transmit than
others. Slow stations can easily use up transmit buffer resources, resulting in back pressure to a
network layer and degraded traffic quality to fast stations. To ensure fairness, each station is
allowed to utilize an equal share of resources (e.g., airtime or throughput). This prevents slow
stations from consuming too many resources (e.g., using up too much air time). Fairness is
ensured by selective dropping after a multicast packet is converted to unicast. This prevents
slow stations from using more than their share of buffer resources. Moreover, multicast
conversion aware back-pressure into the network layer can be used to prevent unnecessary
dropping of packets after multicast to unicast (1:n) conversion by considering duplicated
transmit buffers. Advantageously, this technique helps achieve airtime/resource fairness among

stations, for example, receiving a shared multicast transmission.

[0006] These and other advantages will become apparent to those skilled in the relevant art
upon a reading of the following descriptions and a study of the several examples of the

drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 depicts a diagram of an example of a back-pressure sensitive multicast to

unicast conversion system.

[0008] FIG. 2 depicts a diagram of an example of a system for providing airtime or

throughput fairness-enforced QoS for multicast video in Wi-Fi.

[0009] FIG. 3 depicts a flowchart of an example of a method for carrying out a token

bucket check for ensuring packet transmission fairness.

[0010] FIG. 4 depicts a flowchart of an example of a token-weighted token bucket

checking cycle.

[0011] FIG. 5 depicts a flowchart of an example of a method for dynamically adjusting

bucket depth.
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DETAILED DESCRIPTION

[0012] FIG. 1 depicts a diagram 100 of an example of a back-pressure sensitive multicast
to unicast conversion system. In the example of FIG. 1, the diagram 100 includes a network
102, a server 104, clients 106-1 to 106-N (collectively referred to as clients 106), a computer-
readable medium 108, and a multicast-to-unicast conversion, high session performance system

110.

[0013] In the example of FIG. 1, the network 102 may be practically any type of
communications network, such as the Internet or an infrastructure network. The term "Internet"
as used in this paper refers to a network of networks that use certain protocols, such as the
TCP/IP protocol, and possibly other protocols, such as the hypertext transfer protocol (HTTP)
for hypertext markup language (HTML) documents that make up the World Wide Web (“the
web”). More generally, the network 102 can include, for example, a wide area network
(WAN), metropolitan area network (MAN), campus area network (CAN), or local area
network (LAN), but the network 102 could at least theoretically be of any size or characterized
in some other fashion (e.g., personal area network (PAN) or home area network (HAN), to
name a couple of alternatives). Networks can include enterprise private networks and virtual
private networks (collectively, private networks). As the name suggests, private networks are
under the control of a single entity. Private networks can include a head office and optional
regional offices (collectively, offices). Many offices enable remote users to connect to the
private network offices via some other network, such as the Internet. The example of FIG. 1 is
intended to illustrate a network 102 that may or may not include more than one private

network.

[0014] In the example of FIG. 1, the server 104 is coupled to the network 102. The server

104, and more generally any device connected to a network, can be referred to as “on” the
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network. For illustrative purposes, the server 104 is described in this example as serving
content. Accordingly, in this example, the server 104 can be referred to as a content server. A
web server, which is one type of content server, is typically at least one computer system that
operates as a server computer system and is configured to operate with the protocols of the
World Wide Web and is coupled to the Internet. Unless context dictates otherwise, a server as

used in this paper includes at least a portion of a computer system running server software.

[0015] A computer system, as used in this paper, is intended to be construed broadly. In
general, a computer system will include a processor, memory, non-volatile storage, and an
interface. A typical computer system will usually include at least a processor, memory, and a

device (e.g., a bus) coupling the memory to the processor.

[0016] The processor can be, for example, a general-purpose central processing unit

(CPU), such as a microprocessor, or a special-purpose processor, such as a microcontroller.

[0017] The memory can include, by way of example but not limitation, random access
memory (RAM), such as dynamic RAM (DRAM) and static RAM (SRAM). The memory can
be local, remote, or distributed. As used in this paper, the term "computer-readable storage
medium" is intended to include only physical media, such as memory. As used in this paper, a
computer-readable medium is intended to include all mediums that are statutory (e.g., in the
United States, under 35 U.S.C. 101), and to specifically exclude all mediums that are non-
statutory in nature to the extent that the exclusion is necessary for a claim that includes the
computer-readable medium to be valid. Known statutory computer-readable mediums include
hardware (e.g., registers, random access memory (RAM), non-volatile (NV) storage, to name a

few), but may or may not be limited to hardware.

[0018] The bus can also couple the processor to the non-volatile storage. The non-volatile

storage is often a magnetic floppy or hard disk, a magnetic-optical disk, an optical disk, a read-
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only memory (ROM), such as a CD-ROM, EPROM, or EEPROM, a magnetic or optical card,
or another form of storage for large amounts of data. Some of this data is often written, by a
direct memory access process, into memory during execution of software on the computer
system. The non-volatile storage can be local, remote, or distributed. The non-volatile storage

is optional because systems can be created with all applicable data available in memory.

[0019] Software is typically stored in the non-volatile storage. Indeed, for large programs,
it may not even be possible to store the entire program in the memory. Nevertheless, it should
be understood that for software to run, if necessary, it is moved to a computer-readable
location appropriate for processing, and for illustrative purposes, that location is referred to as
the memory in this paper. Even when software is moved to the memory for execution, the
processor will typically make use of hardware registers to store values associated with the
software, and local cache that, ideally, serves to speed up execution. As used herein, a software
program is assumed to be stored at any known or convenient location (from non-volatile
storage to hardware registers) when the software program is referred to as "implemented in a
computer-readable storage medium." A processor is considered to be "configured to execute a
program" when at least one value associated with the program is stored in a register readable

by the processor.

[0020] In one example of operation, a computer system can be controlled by operating
system software, which is a software program that includes a file management system, such as
a disk operating system. One example of operating system software with associated file
management system software is the family of operating systems known as Windows® from
Microsoft Corporation of Redmond, Washington, and their associated file management
systems. Another example of operating system software with its associated file management
system software is the Linux operating system and its associated file management system. The

file management system is typically stored in the non-volatile storage and causes the processor

-6-
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to execute the various acts required by the operating system to input and output data and to

store data in the memory, including storing files on the non-volatile storage.

[0021] The bus can also couple the processor to the interface. The interface can include
one or more input and/or output (I/0) devices. The I/O devices can include, by way of example
but not limitation, a keyboard, a mouse or other pointing device, disk drives, printers, a
scanner, and other I/O devices, including a display device. The display device can include, by
way of example but not limitation, a cathode ray tube (CRT), liquid crystal display (LCD), or
some other applicable known or convenient display device. The interface can include one or
more of a modem or network interface. It will be appreciated that a modem or network
interface can be considered to be part of the computer system. The interface can include an
analog modem, isdn modem, cable modem, token ring interface, satellite transmission interface
(e.g. "direct PC"), or other interfaces for coupling a computer system to other computer
systems. Interfaces enable computer systems and other devices to be coupled together in a

network.

[0022) In the example of FIG. 1, the server 104 serves content to the clients 106. In this
example, the server-client relationship between the server 104 and the clients 106 is that of
content server to content consumer. A device that includes a client 106-1 can also include a
client of some other server or include a server for some other client. For example, in a wireless

context, the device can include a wireless client and be associated with a wireless network,

such as a wireless LAN (WLAN).

[0023] In a wireless communications context, the clients 106 can be referred to as stations.
A station, as used in this paper, may be referred to as a device with a media access control
(MAC) address and a physical layer (PHY) interface to a wireless medium that complies with

the IEEE 802.11 standard. Thus, for example, the stations 106 and a wireless access point
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(WAP) with which the stations 106 associate can be referred to as stations, if applicable. IEEE
802.11a-1999, IEEE 802.11b-1999, IEEE 802.11g-2003, IEEE 802.11-2007, and 1EEE
802.11n TGn Draft 8.0 (2009) are incorporated by reference. As used in this paper, a system
that is 802.11 standards-compatible or 802.11 standards-compliant complies with at least some
of one or more of the incorporated documents' requirements and/or recommendations, or
requirements and/or recommendations from earlier drafts of the documents, and includes Wi-Fi
systems. Wi-F1 is a non-technical description that is generally correlated with the IEEE 802.11
standards, as well as Wi-Fi Protected Access (WPA) and WPA?2 security standards, and the
Extensible Authentication Protocol (EAP) standard. In alternative embodiments, a station may
comply with a different standard than Wi-Fi or IEEE 802.11, may be referred to as something

other than a "station," and may have different interfaces to a wireless or other medium.

[0024] In the example of FIG. 1, the computer-readable medium 108 is coupled to the
clients 106. In a wireless communications context, the computer-readable medium 108 can
include a WLAN. In a wired communications context, the computer-readable medium 108 can
include a wired network. The computer-readable medium 108 can include wired and wireless
networks. It is likely that the computer-readable medium 108 would be referred to as a

“network” in some implementations, but it is not a requirement.

[0025] In the example of FIG. 1, the network 102 and the computer-readable medium 108
are coupled together via the multicast-to-unicast conversion, high session performance system
110. Conceptually, the server 104, the clients 106, and the multicast-to-unicast conversion,
high session performance system 110 can be on a network that comprises the network 102 and
the computer readable medium 108, though in this example communications are described as
passing from the server 104 through the multicast-to-unicast conversion, high session
performance system 110 to the clients 106. (The network 102 and the computer-readable

medium 108 can also be coupled together via some other redundant channel.)
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[0026] In the example of FIG. 1, the multicast-to-unicast conversion, high session
performance system 110 includes a point of presence (PoP) interface 112, a queuing engine
114, a multicast queue 116, a scheduling engine 118, traffic identifier (TID) queues 120-1 to
120-N (collectively referred to as TID queues 120), an access category (AC) scheduling engine
122, and a medium interface 124. The system 110 receives downlink traffic from the network
102 and puts the downlink traffic onto the computer-readable medium 108 (the source of the
downlink traffic is the server 104 and the destination is one or more of the clients 106). Thus,
in this paper, downlink network traffic refers to network traffic directed toward one or more of
the clients 106. Uplink traffic, on the other hand, refers to network traffic received from one or
more of the clients 106. Downlink traffic is directed to one of more of the clients 106 in direct
or indirect communication with the system 110 via a wireless network connection. The system
110 may be adapted to communicate the packet directly to one or more of the clients 106 via a
wired or wireless network connection (depending upon the nature of the computer-readable
medium 108) and/or to other network devices, which in turn communicate the packet to one or

more of the clients 106 via a wired or wireless network connection.

[0027] In the example of FIG. 1, the PoP interface 112 is intended to represent an engine
that enables the system 110 to communicate with the network 102. The term "PoP" is
frequently used with reference to an access point to the Internet, but is used more broadly in
this paper to include an access point to the network 102. In addition to or as part of the PoP
interface 112, the system 110 can include servers, routers, ATM switches, digital/analog call
aggregators, etc. that are conceptually part of a PoP associated with the PoP interface 112 on
the network 102. The PoP interface 112 can be part of the facilities of a telecommunications
provider that an Internet service provider (ISP) rents or a location separate from a
telecommunications provider. In this paper, the PoP interface 112 is considered to include the

components of the system 110 that are under the control of a party that provides access to the
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network 102 or a service thereof; the party can be referred to as a network service provider

(NSP) which is a superset of ISP.

[0028] In the example of FIG. 1, the PoP interface 112 is coupled to the queuing engine
114. In a specific implementation, the queuing engine 114 ;can be considered part of a network
switch. A network switch includes a computer networking device that connects network
segments, and can also include port mirroring, firewall, network intrusion detection,
performance analysis, and other applicable known or convenient engines. A network switch
can include a network bridge that processes and routes data in the data link layer (layer 2) of
the OSI model. For example, an Ethernet switch operates at the data link layer. However, the
network switch could be implemented as a multilayer switch that also processes data at the
network layer (layer 3) and/or transport layer (layer 4). A network hub or repeater operates on
the physical layer (layer 1) and typically receives data on a port of entry and broadcasts out on
every port other than the port of entry. The network switch would not typically be a passive
network device such as a hub, which falls outside of the definition of "network switch" as used

in this paper, but within the definition of a "networking device" as used in this paper.

[0029] A network switch can be implemented in a converged device such as a gateway to
access broadband services such as digital subscriber line (DSL) or cable internet. The
converged device would typically include components that interface to the particular
broadband technology, such as a protocol converter, and can include a telephone interface for
voice over IP (VoIP). The term "broadband" is a relative term. For example, broadband
Internet access is typically contrasted with dial-up access using a 56k modem. In a specific
implementation, the term broadband can be used to mean at least equivalent to a DSL, which is
about 70Mbps. For example, 70 Mbps could include 6 Mbps of Internet access, 30 Mbps of
broadcast video, and 35 Mbps of switched digital video (give or take). In Ethernet provided

over cable modem is a common alternative to DSL; and the term broadband should be

-10-
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interpreted to mean equivalent to that of lI0O0BASE-T Ethernet, as well. In telecommunication,
a very narrow band can carry Morse code, a narrow band will carry speech (voiceband), and a
still broader band will carry real-time multimedia. Only the latter would normally be
considered "broadband." However, it may be noted that a voice line could be converted to a
non-laded twisted-pair wire (no telephone filters) to become hundreds of kilohertz wide
(broadband) and can carry several Mbps. Thus, the term broadband in this paper should include
equivalent to ADSL, which, depending upon the implemented standard can be from 2 Mpbs to
27.5 Mbps. As another example, digital signal 3 (DS3) is a digital signal level 3 T-carrier, also
referred to as a T3 line, with a data rate of 44.736 Mpbs, which would be considered in the
"broadband" range. Currently, a sophisticated consumer expectation for broadband range for
Internet access would be perhaps 44 Mbps or higher, or perhaps approximately 70-100 Mbps,
but it should be understood that the definition of broadband could change over time to include
different, presumably higher, Mbps than those just described, and different consumer

expectations.

[0030] In a specific implementation, the queuing engine 114 includes bridging
functionality (and can be referred to as a “bridging and queuing engine™). Bridging often refers
to transparent bridging or learning bridge operations. In Ethernet networks, bridging
functionality is descriptive of a device that behaves according to the IEEE 802.1D standard.
Another form of bridging, source route bridging, was developed for token ring networks. Other

packet-switched networks can operate in accordance with other standards.

[0031] In a specific implementation, the queuing engine 114 includes classification
functionality (and can be referred to as a “classification and queuing engine”). Classification
functionality enables the identification of a kind of traffic in a traffic stream, such as audio or
video. Traffic class can be used to indicate the kind of traffic in a traffic stream, such as audio

or video. Quality of service (QoS) refers to control mechanisms that can provide different

-11-



WO 2013/187923 PCT/US2012/059093

priority to different traffic classes, users, or data flows, or guarantee a certain level of

performance to a data flow in accordance with requests from the application program.

[0032) In a specific implementation, the queuing engine 114 includes both bridging and
classification functionality (and can be referred to as a “bridging, classification, and queuing

engine”).

[0033] In the example of FIG. 1, the queuing engine 114 is coupled to the multicast queue
116. The multicast queue 116 can be implemented as a buffer, such as a network DRAM
buffer. In a specific implementation, the queuing engine 114 enqueues packets in the multicast
queue 116. As used in this paper, unless context dictates otherwise, a packet includes a
collection of data that can be referred to (typically depending upon the context and/or layer of
ODI model considered), a datagram, frame, message, or some other type of network data
package. For illustrative purposes, the packets include multicast packets, which are at some
point converted to unicast. This is relevant due to the advantageous back-pressure control
offered by the techniques described in this paper (and the multicast queue 116 can be referred
to as a “backpressure-controlled multicast queue”). The multicast queue 116 can be part of an
indiscriminant queue for packets, or can be a physically or logically distinct queue from queues

containing, e.g., unicast packets.

[0034] In the example of FIG. 1, the multicast queue 116 is coupled to the scheduling
engine 118. In a specific implementation, the scheduling engine 118 includes a “dummy
scheduler.” In a Wi-Fi implementation, the scheduling engine 118 can perform IEEE 802.3-to-
802.11 encapsulation. In a specific implementation, the scheduling engine 118 converts

multicast packets in the multicast queue 116 into unicast packets.

[0035] In a specific implementation, the scheduling engine 118 is backpressure-aware in

the network layer (and can be referred to as a “backpressure-aware scheduling engine”). In the

-12-
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context of this example, “backpressure” is descriptive of insufficient transmit buffers in a
transmit subsystem (e.g., a Wi-Fi subsystem). The scheduling engine 118 avoids dropping
packets, such as video packets, after multicast-to-unicast conversion by considering duplicated
transmit buffers. In a specific implementation, this entails counting the number of duplicate
unicast packets to be derived from the multicast packet per packet when considering transmit
buffer requirements. For example, when the scheduling engine 118 schedules multicast
packets, the scheduling engine checks whether the transmit subsystem has enough buffers for

each copy to be duplicated, as opposed to only checking one available buffer.

[0036] In a specific implementation, the scheduling engine 118 ensures buffer fairness (and
can be referred to as an “ensured buffer fairness scheduling engine”). Buffer fairness is ensured
by selective dropping after a multicast packet is converted to multiple unicast packets for
multiple stations. Advantageously, this can prevent slow stations from using unfair amounts of
buffer resources and from causing other stations to have limited buffer resources to utilize their
assigned fair share of airtime; and can help to achieve airtime/throughput fairness among
multiple stations, e.g., watching the same multicast video stream. TID identifies data packets as
belonging to a unique traffic stream. Assuming packets are not dropped, the scheduling engine

118 enqueues multicast-to-unicast converted packets in the appropriate TID queues 120.

[0037) In operation, the scheduling engine 118 determines a QoS profile to be associated
with a packet. (The AC scheduling engine 122 could alternatively or redundantly determine the
QoS profile, or the scheduling engine 118 could share some portion of the determination with
the AC scheduling engine 122.) QoS profiles can be assigned to packets based on source,
destination, user identity or user class associated with source and/or destination, content or
control data associated with the packet, source or client application, and/or data flow
associated with the packet. In a specific implementation, the set of QoS profiles are specified

by network administrators. Each QoS profile can be assigned a scheduling weight and a

13-
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scheduling mode to facilitate prioritization of packets. In specific implementation, a QoS

profile can be associated with a per-user rate limit.

[0038) In the example of FIG. 1, the scheduling engine 118 is coupled to the TID queues
120. In a specific implementation, the TID queues 120 are associated with respective traffic
flows on a per-station, per-priority basis. In a multi-station IEEE 802.11n TID packet
scheduling scheme, the TID queues 120 are compatible with IEEE 802.11n TID queues. In
other implementations, the TID queues 120 may be compatible with some other protocol or go

by some other name.

[0039] In the example of FIG. 1, the TID queues 120 are coupled to the AC scheduling
engine 122. Wireless Multimedia Extensions, also known as Wi-Fi Multimedia (WMM), is a
Wi-Fi Alliance interoperability certification, based on the IEEE 802.11e standard, that provides
basic QoS features to IEEE 802.11 networks. WMM prioritizes traffic according to four
ACs—voice, video, best effort, and background. In a Wi-Fi context, the AC scheduling engine
122 would schedule according to these four categories, but other standards may refer to

categories by a name other than AC, and may have a different number of categories.

[0040] In a specific implementation, the AC scheduling engine 122 can replace a round-
robin TID scheduling algorithm with an airtime fairness and/or throughput fairness scheduling
algorithm, targeting each station to utilize equal share of either airtime or throughput. In such
an implementation, the AC scheduling engine 122 is responsible for fairness-enforced TID to
access category scheduling (and can be referred to as a “fairness-enforced TID to AC
scheduling engine”). The enforced fairness can be with respect to airtime, for example
preventing stations with low packet rates from using too much airtime. In an embodiment in
which the AC scheduling engine 122 has the requisite capability, the AC scheduling engine

122 can be referred to as an “airtime fairness-enforced AC scheduling engine.” The enforced

-14-
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fairness can be with respect to throughput, for example improving the overall throughput for
majority stations with similar packet rates. In an embodiment in which the AC scheduling
engine 122 has the requisite capability, the AC scheduling engine 122 can be referred to as a
“throughput faimess-enforced AC scheduling engine.” Alternatively, the AC scheduling
engine can be referred to as an “airtime and throughput fairness-enforced AC scheduling
engine,” or “airtime or throughput fairness-enforced AC scheduling engine” (the former is
considered to be a subset of the latter), if applicable. It may be noted that in some
embodiments, the airtime and throughput fairness-enforced AC scheduling engine operates in
either airtime fairness mode or throughput fairness mode, but not both at the same time for a

particular domain.

[0041) In a specific implementation, the AC scheduling engine determines a cost for a
packet in one or more of the TID queues 120. The cost to send the packet can be referred to as
a “token cost.” The token cost can be based on factors including, for example, an estimated
airtime for the packet, the bandwidth required to send the package, the QoS profile, etc. The
token cost represents an estimate or ratio of network resources consumed when sending the

associated packet.

[0042] In an implementation in which the token cost is based at least in part on an
estimated airtime, the estimate can be based on airtime required by previous packets to the
same client, similar clients, and/or clients assigned to the same QoS profile. For example, a
running average of airtime consumed by one or more most-recently sent packets to the same
client may be used to determine at least a portion of estimated packet airtime for a currently
received packet. In a specific implementation, the average airtime of recently sent packets can
be weighted or divided by their respective packet sizes to determine an average airtime
consumed per data unit, such as average airtime consumed per byte. This average airtime

consumed per data unit can be scaled or weighted according the size of the received packet to
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determine at least a portion of the estimated airtime for the currently received packet, causing
token cost to increase with packet size. The token cost or total estimated airtime may or may
not include an estimated airtime for transmitting a packet to the client, the actual, estimated, or
prorated airtime used for retransmitting packets that were previously unsuccessfully

transmitted, and/or network overhead.

[0043] In a specific implementation, the AC scheduling engine 122 aggregates frames (and
can be referred to as an “AC scheduling and frame aggregation engine”). In a specific
implementation, the AC scheduling engine 122 performs airtime or throughput fairness-
enforced TID to AC scheduling and aggregates frames (and can be referred to as an “airtime or

throughput fairness-enforced TID to AC scheduling and frame aggregation engine™).

[0044] In the example of FIG. 1, the access category aggregation engine 122 is coupled to
the medium interface 124. In a Wi-Fi implementation, the medium interface 124 can include a
Wi-Fi radio. In other implementations, applicable known or convenient components can be
used to couple the system 110 to the computer-readable medium 108 in a wired or wireless

fashion.

[0045] In the example of FIG. 1, in operation, the PoP interface 112 receives a multicast
packet (typically an IP packet) from the network 102 that was sent from the server 104. The
queuing engine 114 enqueues the multicast packet (typically after proper classification) on the
multicast queue 116. The scheduling engine 118 dequeues the multicast packet and enqueues a
unicast packet (typically with proper encapsulation) on each of the relevant TID queues 120,
corresponding to the client 106 that is an intended recipient of the multicast packet. The access
category aggregation engine 122 aggregates frames by access category and provides the frames

to the medium interface 124 for placing on the computer-readable medium 108.
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[0046] FIG. 2 depicts a diagram 200 of an example of a system for providing airtime or
throughput fairness-enforced QoS for multicast video in Wi-Fi. FIG. 2 is intended to illustrate
techniques for ensuring fairness and performance in a system such as is illustrated in the
example of FIG. 1. The diagram 200 is directed to Wi-Fi, but could be directed to other
standards (or no standard) as well. The diagram 200 includes a multicast queue 202, a
backpressure-sensitive scheduling engine 204, TID queues 206-1 to 206-N (referred to
collectively as TID queues 206), an AC scheduling and frame aggregation engine 208, and a

Wi-Fi Radio 210.

[0047] In the example of FIG. 2, the multicast queue 202 can be similar to the multicast
queue 116 (FIG. 1). In a specific implementation, the multicast queue 202 is configured as a
buffer to store multicast packets. The multicast queue 202 can be implemented as part of a
queue that physically or logically includes unicast packets, but nevertheless can be referred to
as a “multicast queue” because multicast packets, though perhaps interspersed with unicast
packets, are still queued therein. In a specific implementation, the multicast packets include
multicast video packets (and can be referred to as a “multicast video queue”). The multicast
queue 202 can be implemented as part of a queue that physically or logically includes packets
having ACs other than video, but nevertheless can be referred to as a “multicast video queue”
because multicast video packets, though perhaps interspersed with multicast voice (or other

AC) packets, are still queued therein.

[0048) In the example of FIG. 2, the backpressure-sensitive scheduling engine 204 can be
similar to the scheduling engine 114 (FIG. 1). The backpressure-sensitive scheduling engine
204 includes a dummy scheduler 212, a backpressure alleviation engine 214, an 802.3-to-
802.11 encapsulation engine 216, a multicast-to-unicast conversion engine 218, a TID queuing
engine 220, and a buffer fairness enforcement engine 222. While the example of FIG. 2 makes

explicit reference to certain standards, it should be understood that techniques described in
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association with this example may be applicable to other wireless or wired standards or to

standard-less implementations.

[0049) In the example of FIG. 2, the dummy scheduler 212 is coupled to the multicast
queue 202. The purpose of the dummy scheduler 212 is to dequeues packets from the multicast
queue 202 in accordance with an implemented algorithm, schedule, or timer. The act of
dequeuing packets from the multicast queue 202 frees up a network buffer. (It may be noted
that the dummy scheduler could be implemented to mark a packet for processing, but freeing

up the network buffer could occur later.)

[0050] In the example of FIG. 2, the backpressure alleviation engine 214 determines
whether a multicast packet scheduled into Wi-Fi needs multiple copies of transmit buffers for
the corresponding multicast-to-unicast converted packet. This enables the backpressure
alleviation engine 214 to intelligently reduce backpressure that would otherwise prevent a
network scheduler from scheduling packets into the Wi-Fi domain to avoid dropping packets in
the Wi-Fi domain. The determination can include counting the number of multicast-to-unicast
converted packets that will be derived from a multicast packet when considering transmit
buffer requirements. In a specific implementation that includes video multicast packets, the
backpressure alleviation engine 214 provides backpressure sensitivity to the network layer to
prevent unnecessarily dropping packets after multicast-to-unicast conversion by considering

the duplicated transmit buffers.

[0051) In a specific implementation, one aspect of airtime (or throughput) fairness-based
scheduling is backpressure alleviation. The backpressure alleviation engine 214 can force
clients of a network (e.g., a WLAN) to utilize equal shares of airtime (or throughput) at the
network layer. This prevents stations with lower Wi-Fi packet rates to use too much airtime.

For example, stations with low signal-to-noise ratio (SNR) take more airtime to transmit than
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stations with high SNR (the former can be referred to as “slow stations” and the latter can be
referred to as “fast stations”). Slow stations use more airtime causing fast stations to potentially
receive poor, e.g., video quality as their shares of airtime are squeezed. Airtime fairness-based
scheduling can ameliorate this problem so that airtime usage of slow stations is more limited

and faster stations can achieve better, e.g., video quality.

[0052] Backpressure alleviation could also or instead be implemented at the TID queuing
engine 220, discussed later, when determining whether to enqueue a packet in an appropriate
one of the TID queues 206. In such an implementation, the backpressure alleviation engine 214
can selectively drop multicast-to-unicast converted packets that do not have space on the TID
queues 206. (Unicast packets can also be selectively dropped, or handled in some other

manner.)

[0053) Advantageously, the backpressure alleviation engine 214 enables consideration of
TID scheduling from a Wi-Fi native layer, rather than an abstract IEEE 802 generic MAC and
mostly focused on IP layer. This provides fine QoS control logic. For example, the
backpressure alleviation engine 214 provides insight into how multicast-to-unicast converted

video packets will be scheduled in a Wi-Fi native layer.

[0054) In the example of FIG. 2, the 802.3-10-802.11 encapsulation engine 216 is coupled
to the dummy scheduler 212. As is well-known in the relevant art, IEEE 802.3 is a working
group and a collection of IEEE standards produced by the working group defining the physical
layer and data link layer's media access control (MAC) of wired Ethernet. This is generally a
local area network technology with some wide area network applications. Physical connections
are typically made between nodes and/or infrastructure devices (hubs, switches, routers) by
various types of copper or fiber cable. IEEE 802.3 is a technology that supports the IEEE 802.1

network architecture. As is well-known in the relevant art, IEEE 802.11 is a working group and

-19-



WO 2013/187923 PCT/US2012/059093

collection of standards for implementing WLAN computer communication in the 2.4, 3.6 and 5
GHz frequency bands. The base version of the standard IEEE 802.11-2007 has had subsequent
amendments. These standards provide the basis for wireless network products using the Wi-Fi
brand. Obviously, the example of FIG. 2 is intended to illustrate a specific implementation that
involves 802.3-compatible packets in the multicast queue 202 and converts via encapsulation

to 802.11-compatible packets for enqueuing on the TID queues 206.

[0055] In the example of FIG. 2, the multicast-to-unicast conversion engine 218 is coupled
to the 802.3-t0-802.11 encapsulation engine 216. The engines 216, 218 can be logically or
physically combined to form a single “encapsulation and conversion-to-unicast engine.”
Conversion from multicast-to-unicast can entail changing values in a header. In the example of
FIG. 2, the changes would be to an 802.11-compatible header. In a specific implementation,
converting a multicast packet to a unicast packet involves changing a group address in the
header of the multicast packet to a unicast MAC address (or some other unicast address),
which converts the multicast packet to a unicast packet that is bound for the client having the
MAC address. In order to generate unicast packets for each client that is part of the group (or a
set of clients downstream from a given network device that are part of the group), the
multicast-to-unicast conversion engine 216 generates a set of copies of the multicast packet for
a corresponding set of clients, and converts the set of copies of the multicast packet to unicast
packets that include a destination for the corresponding client (or a destination sufficient to

enable the system to get the unicast packet to the client).

[0056] In the example of FIG. 2, the TID queuing engine 220 is coupled to the multicast-
to-unicast conversion engine 218. The TID queuing engine 220 enqueues packets in the TID
queues 206 in accordance with the client and priority associated with the TID queues. The TID
queuing engine 220 enqueues packets in the TID queues 206 explicitly, implicitly, or otherwise

allowed by the buffer fairness enforcement engine 222.
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[0057) In the example of FIG. 2, the buffer fairness enforcement engine 222 is coupled to
the TID queuing engine 220. In a specific implementation, the buffer fairness enforcement
engine 222 instructs the TID queuing engine 220 to selectively drop multicast-to-unicast
converted packets for certain clients. Fast stations will tend to have small TID queue length
and slow stations will tend to have large TID queue length. If a station meets the limit, it does
not attend multicast-to-unicast conversion even if it is in the group, implicitly resulting in a

dropped packet. This can be referred to as a “multicast-to-unicast conversion (MC) drop.”

[0058] MC drops can prevent slow stations from using an unfair amount of buffer
resources thereby enabling fast stations to utilize their assigned fair share of airtime (or
throughput). In a specific implementation, the buffer fairness enforcement engine 222 enables
airtime (or throughput) fairness among multiple stations receiving the same multicast video
stream. Advantageously, the buffer fairness enforcement engine 222 can take into account the
importance of Wi-Fi native transmission buffer allocation, which can be associated with
]limited resources, particularly for system on chip (SoC) implementations. When ignored, slow

stations can hog transmission buffer resources and block fast stations to break IP QoS.

[0059] In a specific implementation, the buffer fairness enforcement engine 222 limits
buffer resources per station based upon buffer resources currently available. In a specific
implementation, each station is initially (perhaps conceptually) allocated 1 = T/S, where I is
transmit buffer resources initially allocated to each station, T is total available buffer resources,
and S is the number of transmit-active stations. Advantageously, the buffer fairness
enforcement engine 222 can allow sharing of buffer resources without reducing performance
from slow stations hogging resources. In a specific implementation, the buffer fairness
enforcement engine 222 increases the buffer resources available in accordance with the
equation M = C A/S, where M is the maximum buffer resources that can be allocated per

station, C is a constant, A is the number of buffer resources currently available, and S is the
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number of transmit-active stations. C can be set to a value that has been empirically shown to
be effective, such as 10. Alternatively, C can be replaced with a variable, V, that is adjustable
based upon the characteristics of current or predicted traffic. In a specific implementation, A/T
can have a floor of 0.2 and/or M can be ignored if A/T is greater than 0.8 (for unlimited buffer
resource sharing). This can be referred to as establishing a floor and/or unlimiting a ceiling for
an available-to-total transmit buffer ratio. M can also be established more chunkily by, for
example, rounding or truncating A/T to the nearest 0.1, 0.2, or some other value. This can be
referred to as discretely segmenting an available-to-total transmit buffer ratio. (Note: M =

C(A/TY(T/S) = C A/S; or M = V(A/TY(T/S) = V A/S.)

[0060] To illustrate this concept for C = 10 (or V = 10), an A/T floor of 0.2 and chunkiness
of 0.2, assume T = 512; so each station is initially (perhaps conceptually) allocated 512/S
buffers. Because T = 512 is total buffer resources and A/T floor is 0.2, it follows that for
A<100 (approximate), A can be treated as 100, and M = 1000/S (or M = 512/S * 2). Due to the
chunkiness of 0.2 in this example, M can also equal M = 512/S * 4, M = 512/S * 6, M = 512/S

*8, or M=512/S *10.

[0061] In the example of FIG. 2, the TID queues 206 are coupled to the TID queuing
engine 220 of the backpressure-sensitive scheduling engine 204. The TID queues 206 can be

similar to the TID queues 120 (FIG. 1).

[0062] In the example of FIG. 2, the AC scheduling and frame aggregation engine 208 is
coupled to the TID queues 206. The AC scheduling and frame aggregation engine 208 includes
a TID-to-AC scheduling engine 224, a token bucket management engine 226, token bucket
datastores 228-1 to 228-N (collectively referred to as token bucket datastores 228), a token

refresh engine 230, and a frame aggregation engine 232.
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[0063] In the example of FIG. 2, the TID-to-AC scheduling engine 224 is coupled to the
TID queues 206. The TID-to-AC scheduling engine 224 dequeues packets from the TID
queues 206 for AC scheduling. Slow or marginal Wi-Fi stations can use up Wi-Fi hardware
transmit buffers and/or airtime to the detriment of other stations, even stations that have the
capability to achieve good playback quality if resources were fairly allocated. Moreover, global
fairness cannot be achieved for airtime in Wi-Fi when slow stations have packets queued for
sending and fast stations have none, which triggers frequent token reissuing for slow stations to
steal away airtime share. Airtime (or throughput) fairness targets each station to utilize equal
shares of airtime (or throughput). The TID-to-AC scheduling engine 224 ameliorates the
inherent unfairness of, e.g., a straight-forward round-robin scheduling algorithm with the use

of an implemented token-restricted round-robin algorithm.

[0064] In the example of FIG. 2, the token bucket management engine 226 is coupled to
the TID-to-AC scheduling engine 224. The token bucket management engine 226 provides the
TID-to-AC scheduling engine 224 instructions to enable the TID-to-AC scheduling engine 224

to schedule packets in accordance with an implemented token-restricted round-robin algorithm.

[0065] In the example of FIG. 2, the token buckets 228, which respectively correspond to
the TID queues 206, are coupled to the token bucket management engine 226. Alternatively,
the token buckets 228 can correspond to subpluralities of the TID queues 206 (e.g., one token
bucket per station where a station has multiple associated TID queues, such as one TID queue
per priority class). In a relatively simplistic implementation, the token buckets 228 store a
token balance for the corresponding TID queues 206. The token buckets 228 can be
implemented as a datastore for storing a value representative of an unused airtime (or
throughput) share. The token buckets 228 can have minimum values (floors), which can

include zero or negative values, and/or maximum values (ceilings).
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[0066] Depending upon the context, it may be useful to refer to certain terms, such as
“token surplus,” “no token balance,” and “token deficit.” For illustrative convenience, no
token balance is indicative of a lower threshold at which no tokens are available for a relevant
traffic flow, and may be referred to as zero with the understanding that some other number
could be representative of no token balance. For illustrative convenience, a token surplus is
indicative of one or more tokens more than no token balance, and may be referred to as a
positive number of tokens greater than zero with the understanding that alternative numbering
schemes could be used (e.g., a token surplus could be any number greater than some arbitrary
number, such as -5 or 20; or token surplus could be ordinally smaller than no token balance by
switching from an incremental to decremental system). For illustrative convenience, a token
deficit is some amount of tokens less than no token balance, and may be referred to as a
negative number of tokens with the understanding that alternative numbering schemes could be
used. Token deficits may or may not be allowed, depending upon implementation- or

configuration-specific factors.

[0067] In a specific implementation, the token bucket management engine 226 initializes
the token buckets 228 to an initial value. The initial value can be a positive number, where the
number represents an applicable unit of measure (e.g., bytes, seconds, a ratio, etc.). Token
buckets can be incremented from time to time by an increment value. A scheduling weight may
or may not be used to modify the size of the initial and/or increment value. The scheduling
weight can depend upon, for example, characteristics of corresponding TID queue(s),
characteristics of other TID queues, characteristics of a station with which a token bucket is

associated, characteristics of a network (such as performance), etc.

[0068] In a specific implementation, the token bucket management engine 226 carries out a
token bucket checking cycle. For illustrative purposes, the token bucket 228-1 is treated as the

first in a token bucket checking cycle, and 228-N is treated as the last. In an alternative, there
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can be multiple token bucket checking cycles that operate in parallel (e.g., one for each priority
class). Over the course of a token bucket checking cycle, the token bucket management engine
226 can increment the values in the token buckets 228. (Initialization can occur in an
initialization cycle, or can instead, depending upon the implementation, occur in a token bucket

checking cycle.)

[0069] In a specific implementation, in a token bucket checking cycle, the token bucket
management engine 226 determines whether a token balance for a token bucket 228-1 is at an
allowable threshold. In a specific implementation, an allowable threshold value can be the
same as the initial value, a value lower than the initial value, when the token bucket 228-1 has
a token surplus, etc. If the token bucket 228-1 is at an allowable threshold, the token bucket
management engine 226 gives the TID-to-AC scheduling engine 224 permission to dequeue

and schedule one or more packets from the TID queue 206-1.

[0070] In a specific implementation, each packet has an associated token cost. A token cost
can be indicative of resources used to transmit the packets (e.g., based on packet size, time to
transmit, etc.). When the TID-t0-AC scheduling engine 224 dequeues a packet from the TID
queue 206-1, the token bucket management engine 226 deducts an appropriate token cost from
the balance of the token bucket 228-1. Alternatively, the token cost can be determined and/or
deducted at a later time (e.g., in the frame aggregation engine 230 or in the wi-fi radio 210,
with feedback to the token bucket management engine 226 to carry out the deduction). In a
specific implementation, the token cost may be deducted even if the deduction results in the
token balance being reduced to below zero (or an equivalent value indicative of the floor at
which dequeuing a packet is not allowed). In essence, a flow with a token balance (i.e., a token
balance greater than a “no token balance” amount) can send a packet “on credit” even if the
packet is sufficiently large that it has greater token cost than token balance. In a specific

implementation, the token bucket management engine 226 can deduct an estimated token cost
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for a packet, and later adjust the relevant token bucket balance after measuring resources
consumed in the transmission of the packet at a later time. (In the case of uplink traffic, token

cost may be known beforehand, obviating the need for an estimate.)

[0071] In the example of FIG. 2, the token refresh engine 230 is coupled to the token
buckets 228. The TID-to-AC scheduling engine 224 and token bucket management engine 226
can carry out the token bucket checking cycle as described in the preceding several paragraphs
for each of the TID queues 206 and token buckets 228. After one or more token bucket
checking cycles, the token refresh engine 230 can increment each of the token buckets 228 by
an increment value. The token refresh engine 230 can increment each of the token buckets 228
in a refresh cycle that runs in parallel with the token bucket checking cycle, incrementing token
buckets after they are checked. In such a case, the token buckets can be incremented after
every time the token buckets are checked or a fraction of the times the token buckets are
checked (e.g., once every 2 or more times a token bucket checking cycle iterates).
Alternatively to parallel execution, the token refresh engine 230 can carry out the token bucket
refresh cycles intermittently with the token bucket checking cycles. The token refresh engine
230 can carry out token bucket refresh cycles in accordance with a timer and/or can be reactive
to environmental factors, such as network congestion. Depending upon the implementation, the
token bucket checking cycle and token bucket refresh cycles can be considered aspects of a

single token bucket management cycle.

[0072] By employing the token bucket checking cycle and the token bucket refresh cycle,
the token bucket management engine 226 provides instructions to the TID-to-AC scheduling
engine 224 to dequeue packets for traffic flows that are currently permitted to send, and
eventually allows all traffic flows to send as token buckets that run out of tokens are

replenished. Of course, if a traffic flow is sufficiently delayed, it can result in drops, which
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means even though token buckets are refreshed, the token buckets may not be refreshed with

sufficient speed to ensure that all packets bound for a station are actually sent.

[0073] In the example of FIG. 2, the Wi-Fi radio 210 is coupled to the frame aggregation
engine 232 of the AC scheduling and frame aggregation engine 208. The frame aggregation
engine 232 receives frames from the TID-to-AC scheduling engine 224, aggregates them
appropriately, and provides the aggregated frames to the Wi-Fi radio 210 for transmission via a

wireless network.

[0074] FIG. 3 depicts a flowchart 300 of an example of a method for carrying out a token
bucket check for ensuring packet transmission fairness. In the example of FIG. 3, the flowchart
300 starts at module 302 where an initialization cycle is started. The initialization cycle adds an
initial value to each token bucket that is to be part of a token bucket checking cycle or sets
each token bucket to the initial value. The initialization cycle need not be explicit (e.g., the
token buckets could start with a value of 0 without an explicit initialization cycle to cycle
through each of the token buckets in turn). The initial value need not be the same for each TID
queue (e.g., some TID queues could have larger associated initial and refresh values than other

TID queues).

[0075] In the example of FIG. 3, the flowchart 300 continues to decision point 304 where it
is determined whether a currently considered TID queue is marked. A TID queue is marked if
it runs out of tokens (e.g., if the TID queue has a token deficit). If the TID queue under
consideration is marked, that signifies that a token bucket checking cycle has cycled through
each applicable TID queue and returned to a TID queue that previously had insufficient tokens
and was, therefore, marked. For this reason, the marker can be referred to as an “insufficient
tokens indicator” for the TID queue. Depending upon the implementation, the marker can be a

Boolean value (true or false) or a Boolean expression (e.g., token balance < 0), or some other
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value or function that provides the applicable status of the TID queue. As will be indicated
later in the flowchart 300, if a marker survives until the token bucket checking cycle returns to
the TID queue associated with the marker, a refresh cycle is needed because that means none

of the TID queues have sufficient tokens.

[0076] If it is determined that the currently considered TID queue is not marked (304-N),
then the flowchart 300 continues to decision point 306 where it is determined whether the
currently considered TID queue has packets to send. If it is determined that the currently
considered TID queue has no packets to send (306-N), then the flowchart 300 continues to
decision point 308 where it is determined whether any TID queue in the token bucket checking
cycle has a marker. If it is determined that no TID queue in the token bucket checking cycle
has a marker (308-N), then the flowchart 300 continues to module 310 where the currently
considered TID queue is marked, to module 312 where the token bucket checking cycle cycles
to the next TID queue, and returns to decision point 304 to continue as described previously for

a next TID queue.

[0077] If, on the other hand, it is determined that a TID queue in the token bucket checking
cycle has a marker (308-Y), then the flowchart continues to module 312 as just described (but
skipping module 310). Thus, if a TID queue has no packets to send and no other TID queue has
been marked, the TID queue is marked, but if the TID queue has no packets to send and some
other TID queue has been marked, the currently considered TID queue is not marked. In the
latter case, marking the currently considered TID queue would be redundant because if the
token bucket checking cycle reaches the previously marked TID queue (which it will do before
reaching the currently considered TID queue again), then a refresh cycle will start to refresh all
TID queues, including the currently considered TID queue. In an alternative, the flowchart 300
could simply mark any TID queue that has no packets, regardless of the status of other TID

queues. This has the advantage of requiring no status checking, but the disadvantage of
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unnecessarily marking a TID queue and needing to clear the mark during the refresh cycle. On
the other hand, if a periodic refresh cycle is implemented in addition to the as-needed refresh
cycle of the example of FIG. 3, it may or may not be desirable to mark any TID queue that has
a token deficit and clear the marker when either the periodic or as-needed refresh cycle reaches

the marked TID queue.

[0078] Referring once again to decision point 306, if it is determined that the currently
considered TID queue has packets to send (306-Y), then the flowchart 300 continues to
decision point 314 where it is determined whether the currently considered TID queue has a
positive token balance (e.g., zero or a surplus). If it is determined that the currently considered
TID queue does not have a positive token balance (314-N), then the flowchart 300 returns to

module 310 and continues as described previously.

[(0079] If, on the other hand, it is determined that the currently considered TID queue has a
positive token balance (314-Y), then the flowchart 300 continues to module 316 with sending
packets. In a specific implementation, packets can be sent for any token balance (even if the
token balance is zero), and token costs for sending the packets can result in a token deficit
corresponding to the size of the token cost over the token balance. Depending upon the
implementation, the token cost of sending packets can be calculated in advance, determined as

the packets are sent, or both (redundantly).

[0080] In the example of FIG. 3, the flowchart 300 continues to module 318 where a token
cost for sending the packets is deducted from the token bucket balance. The determination of
how many packets to send can be intermingled with the determination of token costs, and
estimated token costs can be corrected later when actual token costs become known. For
example, token costs can be deducted as packets are dequeued, based upon the size of the

packets. When the token cost reaches a maximum allowed share in the token bucket checking
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cycle or when the token cost results in a token bucket deficit, no additional packets are

dequeued for the currently considered TID queue in the current cycle.

[0081] In the example of FIG. 3, the flowchart 300 continues to decision point 320 where it
is determined whether the currently considered TID queue still has tokens (after sending
packets). If the currently considered TID queue does not still have tokens (320-N), then the
flowchart 300 returns to decision point 308 and continues as described previously. If, on the
other hand, the TID queue still has tokens (320-Y), then the flowchart 300 continues to
decision point 322 where it is determined whether any TID queue in the token bucket checking
cycle has a marker. If it is determined that no TID queue in the token bucket checking cycle
has a marker (322-N), then the flowchart 300 returns to module 312 and continues as described

previously.

[0082] If, on the other hand, it is determined that a TID queue in the token bucket checking
cycle has a marker (322-Y), then the flowchart 300 continues to module 324 where the marker
is removed, and returns to module 312 to continue as described previously. By removing the
marker, the token bucket checking cycle will not enter an as-needed refresh cycle simply
because it reaches a TID queue with a token deficit. Rather, the token bucket checking cycle
will return to the currently considered TID queue to let the currently considered TID queue use

up its positive token balance.

(0083] Referring once again to decision point 304, if it is determined that the currently
considered TID queue is marked, then the flowchart 300 continues to module 326 where a
refresh cycle is started. In a specific implementation, an increment value (number of tokens) is
added to the token bucket associated with the currently considered TID queue. If the currently
considered TID queue has a token deficit (which expected given the progress of the flowchart

300 to this point), the token balance after refresh will be smaller than the increment value.

30-



WO 2013/187923 PCT/US2012/059093

[0084] In the example of FIG. 3, the flowchart 300 continues to module 328 where the
marker is removed from the currently considered TID queue. Depending upon the
implementation, it is at least theoretically possible for a refresh to be inadequate to eliminate
the deficit entirely. In such a case, the logic of the flowchart 300 re-marks the currently
considered TID queue (310). Alternatively, the marker could be left, rather than removed, at

module 328.

[0085] In the example of FIG. 3, the flowchart 300 returns to decision point 306 to
continue as described previously. After the refresh cycle has been started, after the flowchart
300 returns to module 312 until reaching the TID queue at which the refresh cycle started, the
token bucket for the next TID queue can be incremented by the increment value. Alternatively,
the refresh cycle can run independently of the token bucket checking cycle, refreshing token
buckets at a different pace (e.g., faster, slower, or sometimes faster, sometimes slower). In a
specific implementation, a periodic refresh cycle can be running alongside the refresh cycle
that is triggered when the token bucket checking cycle returns to a marked queue. The periodic
refresh cycle can “top off” token buckets that do not necessarily need additional tokens. If
there is a periodic refresh cycle and an as-needed refresh cycle, the cycles can be referred to as

such to distinguish; otherwise, context should dictate the type of refresh cycle that is used.

[0086] Referring once again to module 318, the flowchart 300 can continue along an
alternative path to module 330 where actual token cost is calculated. The alternative path can
be taken in parallel to other paths in the example of FIG. 3. The alternative path can be referred
to as a token cost adjustment path (or cycle). In a wireless context, the token cost adjustment
can be an airtime token cost adjustment. That is, the amount of airtime used is calculated and

an actual token cost is determined in accordance with the calculation.
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[0087) In the example of FIG. 3, on the token cost adjustment path, the flowchart 300
continues to module 332 where actual token cost is deducted from the relevant TID queue. (It
may be noted that at a given time, it is not clear what TID queue is being considered in the
token bucket checking cycle, but the token cost adjustment is for the TID queue that was

currently being considered at module 318.)

[0088] In the example of FIG. 3, on the token cost adjustment path, the flowchart 300
continues to module 334 where estimated token cost is added to the relevant TID queue. In this
way, the relevant token bucket from which an estimated token cost was previously deducted is
adjusted after the fact to instead deduct the actual token cost. Obviously, the order of modules
332 and 334 are not particularly relevant and can be combined (e.g., by adding estimated token

cost minus actual token cost to the relevant TID queue).

[0089] In the example of FIG. 3, on the token cost adjustment path, the flowchart 300 ends
at module 336 where estimated token cost of future transmission is updated to reflect the actual
token cost for the just-considered transmission. In this way, the estimated token cost deducted

at (future) module 318 can use the latest transmission cost.

[0090] In a specific implementation, the token bucket checking cycle is not round-robin.
FIG. 4 is intended to illustrate a token-weighted token bucket checking cycle. FIG. 4 depicts a
flowchart 400 of an example of a token-weighted token bucket checking cycle. In the example
of FIG. 4, the flowchart 400 starts at module 402 with initializing token buckets for TID

queues to an initial value.

[0091] In the example of FIG. 4, the flowchart 400 continues to module 404 where a TID
queue having a greatest token weight is identified. The identification may or may not entail
sorting the TID queues by associated token weights. In this example, a token weight can be

defined as a number of tokens in a token bucket associated with the TID queue. In a specific
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implementation, the token weight can be equal to the token balance associated with a TID
queue, where a larger token balance is indicative of a greater number of tokens. If token
balances are identical for two TID queues, weight can be determined arbitrarily, ordinally,
randomly, or using some other function (e.g., a function that weights TID queues with smaller

expected token costs greater than TID queues with larger expected token costs).

[0092] In the example of FIG. 4, the flowchart 400 continues to decision point 406 where it
is determined whether the token weight of the identified TID queue is greater than a token
balance threshold. The token balance threshold is a threshold at which it becomes time for a
refresh cycle. If it is determined that the token weight of the identified TID queue is greater
than a token balance threshold (406-Y), then the flowchart 400 continues to module 408 where

packets from the identified TID queue are dequeued for transmission.

[0093] In the example of FIG. 4, the flowchart 400 continues to module 410 where the
identified TID queue has an estimated packet transmission cost deducted from its associated
token bucket. The estimated packet transmission cost can be based upon, for example, a last
measured packet transmission cost, a weighted average of previously measured packet
transmission costs (with the most recent being the most heavily weighted), or some other basis

that is determined to be likely to provide a good estimate.

[0094] In the example of FIG. 4, the flowchart 400 returns to module 404 to continue as

described previously.

[0095] Referring once again to decision point 406, if it is determined that the token weight
of the identified TID queue is not greater than a token balance threshold, then the flowchart
400 continues to module 412 where each token bucket is incremented. The reason for the
increment is that the TID queue with the greatest weight does not have what has been

determined to be a sufficient token bucket balance. Following (or during) the refresh cycle, the
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token bucket checking cycle can continue as described previously. However, in order to
minimize latency, an optional technique can be used as follows (the alternative would be for

the flowchart to return to module 404 after module 412).

[0096] In the example of FIG. 400, the flowchart 400 continues to module 414 where a
TID queue with a lowest estimated transmission cost is identified and returns to module 408 to
continue as described previously (but with the identified queue being the TID queue with the

lowest estimated transmission cost).

[0097] To this point, bucket depth has been treated as a static value, but in a specific
implementation, the bucket depth has a dynamic value. Bucket depth defines how sensitive
fairness can be implemented. FIG. 5 depicts a flowchart 500 of an example of a method for
dynamically adjusting bucket depth. In the example of FIG. 5, the flowchart 500 starts at
module 502 where token bucket depths for TID queues are set to an initial value. The initial
value can be arbitrary, predetermined, based upon historical data, or established in some other

manner.

[0098] In the example of FIG. 5, the flowchart 500 continues to module 504 where packets
are processed for transmission. The manner in which packets are processed can be in
accordance with techniques described previously in this paper and/or one or more of such

techniques combined with known or convenient techniques.

[0099] In the example of FIG. 5, the flowchart 500 continues to module 506 where it is
determined that a bucket depth reset threshold has been reached. The bucket depth reset
threshold can be based upon time, number of cycles, network conditions, etc., and can differ
depending upon the circumstances. An example of different threshold units is in an example
where the bucket depth reset threshold is set to a single cycle of a token bucket checking cycle

after the token bucket depths are initialized (e.g., at module 502), then based upon a period of
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time thereafter. An example of different threshold values is an example where the bucket depth
reset threshold is set to one minute, but the period is reduced if there are a large number of
wireless connections made over a period of time (in a wireless embodiment). Of course, the
bucket depth reset threshold can also be consistent (e.g., the threshold can be reached every 60

seconds).

[00100]  In the example of FIG. 5, the flowchart 500 continues to module 508 where a TID
queue with a highest associated estimated transmission cost is identified. Slower stations will
tend to have higher estimated transmission costs than faster stations. However, stations come
and go in certain implementations, making the highest estimated transmission cost vary over

time.

[00101]  In the example of FIG. 5, the flowchart 500 continues to module 510 where bucket
depths are set to a multiple of the highest estimated transmission cost. It has been found that a
bucket depth of some size greater than the transmission cost is desirable. Accordingly, the
multiple can be set to some relatively low integer value (e.g., 2). The multiple need not be
adjusted, but if it were a variable, it could be adjusted for a number of reasons, including
ensuring bucket depths do not drop too low, which could conceivably cause problems for a

very slow station that connects to a wireless network that has only very fast stations.

[00102]  As used herein, a wireless network refers to any type of wireless network, including
but not limited to a structured network or an ad hoc network. Data on a wireless network is
often encrypted. However, data may also be sent in the clear, if desired. With encrypted data, a
rogue device will have a very difficult time learning any information (such as passwords, etc.)
from clients before countermeasures are taken to deal with the rogue. The rogue may be able to
confuse the client, and perhaps obtain some encrypted data, but the risk is minimal (even less

than for some wired networks).
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[00103]  As used herein, the term "embodiment" means an embodiment that serves to
illustrate by way of example but not limitation. The techniques described in the preceding text
and figures can be mixed and matched as circumstances demand to produce alternative

embodiments.
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CLAIMS
We claim:

1. A system comprising:

a multicast queue configured to enqueue multicast packets received from an upstream

source to downstream destinations;

a plurality of traffic identifier (TID) queues configured to at least enqueue multicast-to-

unicast converted packets for the downstream destinations associated with the TID queues;

a backpressure-aware scheduling engine coupled to the multicast queue and the

plurality of TID queues;
wherein, in operation, the backpressure-aware scheduling engine:
dequeues a multicast packet from the multicast packet queue;
identifies a subplurality of the TID queues associated with the multicast packet;
identifies a first proper subset of the subplurality of the TID queues that are full;

converts the multicast packet into a multicast-to-unicast converted unicast
packet for each of a second proper subset of the subplurality of the TID queues, wherein the

first proper subset and the second proper subset are disjoint;

enqueues the multicast-to-unicast converted unicast packet in the second proper
subset of the subplurality of the TID queues, wherein multicast packets are selectively

dropped with respect to the first proper subset of the subplurality of the TID queues.
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2. The system of claim 1, wherein, in operation, the backpressure-aware scheduling
engine stops scheduling packets into TID queues to avoid multicast packets being dropped by

considering duplicated transmit butfers.

3. The system of claim 1, wherein, in operation, the backpressure-aware scheduling

engine determines a QoS profile to be associated with the multicast packet.

4. The system of claim 1, further comprising a queuing engine, coupled to the multicast

queue, wherein, in operation, the queuing engine enqueues packets in the multicast queue.

5. The system of claim 4, further comprising a bridging and queuing engine that includes

the queuing engine, wherein the bridging and queuing engine includes bridging functionality.

6. The system of claim 4, further comprising a classification and queuing engine that
includes the queuing engine, wherein the classification and queuing engine includes

classification functionality.

7. The system of claim 1, wherein the multicast queue includes a backpressure-controlled

multicast queue.

8. The system of claim 1, further comprising an access category (AC) scheduling engine,
wherein, in operation, the AC scheduling engine determines a QoS profile to be associated

with the multicast packet.

9. The system of claim 1, further comprising an access category (AC) scheduling engine
configured to implement an airtime fairness scheduling algorithm, wherein, in operation, the
AC scheduling engine targets stations to utilize an equal maximum share of airtime, wherein
the equal maximum share of airtime is a first airtime share that is fully consumed by a first
subset of the stations each with associated traffic sufficient to fully consume airtime greater
than or equal to the maximum share of airtime, and wherein a second subset of the stations
each have associated traffic insufficient to fully consume airtime equal to the maximum share
of airtime and each consume second airtime shares less than the equal maximum share of

airtime for the first subset of the stations.

10.  The system of claim 1, further comprising an access category (AC) scheduling engine
configured to implement a throughput fairness scheduling algorithm, wherein, in operation, the
AC scheduling engine targets stations to utilize an equal maximum share of throughput,
wherein the equal maximum share of throughput is a first throughput share that is fully

consumed by a first subset of the stations each with associated traffic sufficient to fully
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consume throughput greater than or equal to the maximum share of throughput, and wherein a
second subset of the stations each have associated traffic insufficient to fully consume
throughput equal to the maximum share of throughput and each consume second throughput

shares less than the equal maximum share of throughput for the first subset of the stations.

11. The system of claim 1, further comprising a fairness-enforced TID to access category
(AC) scheduling engine, wherein, in operation, the fairness-enforced TID to AC scheduling
engine determines a token cost for a packet in one or more of the TID queues, wherein the
token cost represents an estimate or ratio of network resources consumed when sending the

packet.

12.  The system of claim 1, further comprising an access category (AC) scheduling and
frame aggregation engine, wherein, in operation, the AC scheduling and frame aggregation

engine performs fairness-enforced TID to AC scheduling and aggregates frames.
13. A method comprising:
dequeuing a multicast packet from a multicast packet queue;

identifying a subplurality of traffic identifier (TID) queues associated with the multicast

packet;
identifying a first proper subset of the subplurality of the TID queues that are full;

converting the multicast packet into a multicast-to-unicast converted unicast packet for
each of a second proper subset of the subplurality of the TID queues, wherein the first proper

subset and the second proper subset are disjoint;

enqueuing the multicast-to-unicast converted unicast packet in the second proper subset
of the subplurality of the TID queues, wherein multicast packets are selectively dropped with

respect to the first proper subset of the subplurality of the TID queues.

14.  The method of claim 13, further comprising considering duplicated transmit buffers to
determine whether to stop scheduling packets into TID queues to avoid multicast packets being

dropped.

15. The method of claim 13, further comprising determining a QoS profile to be associated

with the multicast packet.

16. The method of claim 13, further comprising performing transparent bridging or

learning bridge operations.
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17.  The method of claim 13, further comprising identifying a traffic class associated with
the multicast packet, wherein the traffic class is used to indicate the kind of traffic in a traffic

stream.
18. The method of claim 13, further comprising:
implementing an airtime fairness scheduling algorithm;
implementing a throughput fairness scheduling algorithm;
selecting between airtime or throughput fairness;
carrying out airtime or throughput fairness procedures in accordance with the selection.

19.  The method of claim 13, further comprising determining a token cost for a packet in
one or more of the TID queues, wherein the token cost represents an estimate or ratio of

network resources consumed when sending the packet.

20. The method of claim 13, further comprising performing fairness-enforced TID to

access category (AC) scheduling and frame aggregation.
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21. A system comprising:
a means for dequeuing a multicast packet from a multicast packet queue;

a means for identifying a subplurality of traffic identifier (TID) queues associated with

the multicast packet;

a means for identifying a first proper subset of the subplurality of the TID queues that
are full;

a means for converting the multicast packet into a multicast-to-unicast converted
unicast packet for each of a second proper subset of the subplurality of the TID queues,

wherein the first proper subset and the second proper subset are disjoint;

a means for enqueuing the multicast-to-unicast converted unicast packet in the second
proper subset of the subplurality of the TID queues, wherein multicast packets are selectively

dropped with respect to the first proper subset of the subplurality of the TID queues.
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