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(57) ABSTRACT 

Systems and methods for classifying a document are pro 
vided. In exemplary embodiments, an organization specific 
classification code (OSCC) is used to classify the document 
or data. The OSCC is a classification code based on an infor 
mation type and an organization. In some embodiments, one 
or more policies may be associated with the OSCC. 
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SYSTEMIS AND METHODS FORUTILIZING 
ORGANIZATION-SPECIFIC 
CLASSIFICATION CODES 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. The present application is related to U.S. patent 
application Ser. No. 1 1/ , filed Aug. 16, 2006 and 
entitled “Systems and Methods for Utilizing an Enterprise 
Map to Determine Affected People.” which is herein incor 
porated by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003 Embodiments of the present invention relate gener 
ally to data management and more particularly to an organi 
Zation-specific classification system for data management. 
0004 2. Description of Related Art 
0005 Traditionally, document and record management 
systems utilize a classification code. Such as a unique name. 
to assign a document type to an instance or group of docu 
ments. For Some systems, more structure may be required for 
classifying documents. In some instances, companies may 
create and maintain information taxonomies, which may or 
may not be hierarchical, in order to handle the classification 
codes. 
0006 Furthermore, companies may desire to set policies 
based on classification codes. There may be regulatory 
requirements, laws, or other policies that are required in man 
agement of some documents. For example, a life insurance 
company is required to maintain insurance policies for a 
particular period of time after the death of the policy holder. 
Because companies do not want to maintain documents for a 
longer period of time than required, there is a strong desire to 
articulate or specify policies such as retention policies. 
0007 Conventionally, one stylized version of the classifi 
cation code comprises a three letter alpha string that identifies 
a general type (e.g., “ADM for administrative) and a three 
number string for the more specific type (e.g., "100 for 
general memo). For example, ADM-100” refers to a docu 
ment that is an administrative memo. 

0008. The coding may be applied to the document or 
group of documents in various manners depending on the 
medium the document is stored in. For example, if the docu 
ment is in an electronic format, the coding may be metadata 
attached to the document. For hard copy documents, the 
document may be compiled in a box with same type docu 
ments, and the box is coded (e.g., classification code is written 
or barcoded on the box). In embodiments using a barcode, a 
records management system may coordinate and/or identify 
the barcode (e.g., barcode from Box1 indicated that Box1 
contains ADM-100 documents. The coding may link the 
document or set of documents to a retention policy and Sched 
ule for disposal. 
0009. The use of the traditional classification codes tends 
to work well when a company is only located in one jurisdic 
tion, geography, or business or needs only one retention 
schedule for documents within a particular code regardless of 
where they are created or stored. In situations where the 
company exists in multiple jurisdictions and/or geographies 
(e.g., country, state, county), each jurisdiction may have very 
different laws or regulations. These different laws or regula 
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tions may dictate, as examples, different retention policies, 
different security policies, and different access policies for 
the same document type. 
0010 For example, UK requirements for retaining an 
accountledger (e.g., classification code ACC-200) may be 
different then U.S. requirements for the same type of docu 
ment. The same may be true for different business units 
within the same jurisdiction independent of legal or regula 
tory requirements. Thus, the company cannot rely strictly on 
document type classification coding as the only or primary 
linkage to retention or other policies, as the document type 
classification coding does not provide sufficient dimensions 
to address geographic, business unit, or jurisdictional distinc 
tions around which policy can be articulated or specified and 
with which documents (electronic or physical) can be thus 
coded. 

0011. In order to solve this problem, one prior art method 
utilizes an ad hoc tagging scheme. For example, a document 
is initially tagged with the traditional document type classi 
fication code. A user may append more tagging codes such as 
customer code or office code resulting in more attributes. 
Thus, a plurality of classification codes is associated with 
each document (e.g., “ADM-100 with client “BankX' and 
location “NYC'). Disadvantageously, this method does not 
work well when companies merge or if the law changes for a 
certain type of documents. Additionally, ad hoc tagging is 
generally not easily tracked because each user may apply 
their own unique tags and attributes (e.g., one user may use 
"NYC while a second user may note location as “New 
York). A traditional management system and traditional 
approaches are not designed or configured to track, Store, 
retrieve, or manage either policies or documents in this ad hoc 
a. 

0012. Therefore, there is a need for a classification code 
system that incorporates locality/jurisdiction data into the 
classification code. 

SUMMARY OF THE INVENTION 

0013 Embodiments of the present invention provide sys 
tems and methods for classifying a document utilizing an 
organization-specific classification code (OSCC). The OSCC 
is a classification code based on an information type and an 
organization. The organization may be physical, structural, or 
logical. 
0014. In some embodiments, one or more policies may be 
associated with the OSCC. All documents having the same 
OSCC are subject to the same policies. These policies may 
comprise a retention period for various instances of informa 
tion thus classified, custodian (i.e., storage location), record 
manager(s), and other important information which is perti 
nent to all documents sharing the OSCC. Additionally, the 
policy may also comprise information Such as a disposal 
period, security and access, and legal holds. 
0015 The system may comprise a locality module config 
ured to identify a locality element in determining correct 
usage of the OSCC. In some embodiments, the locality mod 
ule identifies a subset of OSCCs that a particular user is 
allowed to select based on the locality element. The locality 
element may comprise an author of the document, the author 
being affiliated with the organization oran individual assess 
ing the document (e.g., a document classifier, etc.). Alterna 
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tively, the locality element may be a location of the document, 
the location being affiliated with the (logically or physical) 
organization. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 FIG. 1 is an exemplary environment in which 
embodiments of the present invention may be practiced; 
0017 FIG. 2 is a block diagram of an exemplary manage 
ment system; 
0018 FIG. 3 is a block diagram showing association of 
code elements of an organization-specific classification code: 
0019 FIG. 4a is an exemplary screen shot of a GUI for 
managing organizations: 
0020 FIG. 4b is an exemplary screen shot of a GUI for 
managing information types; and 
0021 FIG. 4c is an exemplary screen shot of a GUI for 
creating organization-specific classification codes. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

0022. Embodiments of the present invention provide an 
exemplary system for utilizing an organization-specific clas 
sification code (OSCC). The OSCC identifies both a record or 
information type and a physical or logical organization as, or 
with, a single classification code. Any number of business or 
logical organizations may comprise an enterprise (e.g., com 
pany). Exemplary systems also allow a user to define a policy 
in terms of one jurisdiction or logical organization as distinct 
from another using the OSCC. The use of OSCCs also allows 
the user to find, based on the business or logical organization, 
types of documents operated upon by the organization. 
0023 FIG. 1 shows an exemplary environment 100 in 
which embodiments of the present invention may be prac 
ticed. The environment 100 comprises at least one user 102 
coupled via a network 104 to a management system 106. A 
plurality of information repositories 108 (e.g., storage, ware 
houses, etc.) are also coupled to the management system via 
the network 104. In various embodiments, the network 104 
may be a local area network, a wide area network, the Inter 
net, or a physical network of people, devices, and locations. In 
Some embodiments, more than one network and/or more than 
one type of network may be utilized to allow the components 
of the environment 100 to communicate with each other. 
0024. Any number of users 102 may be present in the 
environment 100. The user 102 is an individual accessing the 
management system 106 in order to perform Some action to, 
or with, one or more documents. In one example, the user 102 
is an individual creating or modifying a document. In other 
examples, the user 102 is an individual responsible for clas 
Sifying the documents, managing the documents, or imple 
menting a policy on Some of the documents. In another 
example, the user 102 is an individual creating, reviewing or 
modifying policy regarding some of the documents or data 
stored in one or more repositories 108. 
0025. The exemplary management system 106 manages 
the documents stored in the information repository 108. The 
management system 106 will be discussed in more detail in 
connection with FIG. 2. 
0026. Any number of information repositories 108 may be 
coupled to the management system 106. The information 
repository 108 contain the documents or information ele 
ments/data (e.g., electronic or physical files, emails, papers, 
digital media, back up tapes, etc.) classified using the OSCC. 
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These information repository 108 may be located anywhere 
in an enterprise (e.g., in different jurisdictions) or in a third 
party information repository off corporate premises. The 
information repository 108 may comprise both physical and 
electronic storage media, including warehouses, filing cabi 
nets, hard drives, and other paper, physical or digital media 
storage devices which may or may not be coupled to the 
network 104. 
0027. Referring now to FIG. 2, a block diagram of the 
exemplary management system 106 is shown. The manage 
ment system 106 may comprise an OSCC engine 200 and a 
classification engine 202 coupled in communication. In some 
embodiments, some of the components of the management 
system 106 are located at a device (e.g., computing device) 
associated with the user 102 and operate within the device to 
provide the functionalities described below. In other embodi 
ments, the management system 106 is completely located at 
the device associated with the user 102. In yet other embodi 
ments, the management system 106 is completely separate 
from the device of the user 102. 
0028. The exemplary OSCC engine 200 creates and main 
tains the OSCC used by the classification engine 202. In 
exemplary embodiments, the OSCC engine 200 comprises an 
OSCC generator 204, an OSCC policy manager 206, and an 
OSCC interface module 208. The OSCC generator 204 gen 
erates the OSCC. In exemplary embodiments, organizations 
or organizational units may be segmented out of a larger 
organization (physical enterprise or logical group as a whole). 
The organizations can comprise business units in different 
jurisdictions (e.g., countries, states, and counties) or having 
different business functions and requirements independent of 
legal or regulatory requirements, or other logical relation 
ships and segmentations. Information types may then be asso 
ciated with each organization. The creation of OSCCs will be 
discussed in more detail below in connection with FIG. 4a to 
FIG. 4C. 
0029. In exemplary embodiments, a policy may be asso 
ciated with the created OSCC. That is, for example, default 
retention, storage, or record keeping guidelines may be asso 
ciated with the created OSCC. These policies are initially 
generated and assigned to the created OSCC via the OSCC 
policy manager 206. All documents having the particular 
OSCC are subject to the same policy. These policies may 
comprise a custodian (i.e., storage location), a record man 
ager, and other important information which is pertinent to all 
documents sharing the OSCC. For example, the policy may 
also comprise information Such as a retention period, security 
and access, and legal holds. Policies are discussed in more 
detail in connection with FIG. 3. 

0030. The OSCC engine 200 also allows for revisions to 
be made to existing OSCCs via the OSCC generator 204. For 
example, if a single organization is split into two new orga 
nizations, an organization associated with an existing OSCC 
may be changed. Similarly, policies associated with an OSCC 
upon creation may be revised via the OSCC policy manager 
206. In exemplary embodiments, the OSCC engine or some 
other component tracks these historical changes and provides 
change management during reorganizations. 
0031. In some embodiments, the OSCC interface module 
208 is an interface to the device the user 102 is using to 
interact with the OSCC engine 200. In other embodiments, 
the OSCC interface module 208 provides a graphical user 
interface through which the user 102 can interact with the 
other components of the OSCC engine 202 to create the 
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OSCC and associated policies. Screen shots of some graphi 
cal user interfaces will be discussed in more detail in connec 
tion with FIG. 4a-FIG. 4c. 

0032. The classification engine 202 is configured to clas 
Sify the documents and data in the enterprise using the 
OSCCs. In exemplary embodiments, the classification engine 
202 comprises an OSCC database 210, a locality module 212, 
a database interface module 214, a policy module 216, and a 
user interface module 218. 

0033. The OSCC database 210 stores the OSCCs. In 
exemplary embodiments, OSCCs created by the OSCC 
engine 200 via the OSCC generator 204 are “published to the 
classification engine 202 and thus stored into the OSCC data 
base 210. When a user 102 classifies a document, the OSCC 
database 210 is accessed to provide the appropriate OSCCs, 
as will be discuss below. 

0034. The locality module 212 provides the locality based 
element to embodiments of the present invention. In exem 
plary embodiments, the locality module 212 identifies spe 
cific OSCCs based on the user's locality data (e.g., the busi 
ness organization or organizations, geographies, or 
jurisdictions associated with user). As discussed, each user 
102 or process that classifies a document may comprise a 
locality element that associates the user 102 or the process 
with an organization. For example, one or a few individuals 
on a merger and acquisition (M&A) team in a New York (NY) 
office may be responsible for archiving records for M&A 
deals for their office, according to the appropriate information 
retention policy. These individuals are functionally assigned 
only to work in the New York office. Therefore, there is 
location recognition based on the individual(s) archiving the 
documents by the locality module 212 (e.g., based upon the 
individual(s) organizational membership). Because the indi 
vidual(s) report to the New York office, a classification engine 
202 may allow only codes that apply to the New York office to 
be identified and/or allowed to be applied by the locality 
module 212. 

0035. From a user interface perspective, the user 102 is 
given a choice that appears to be a traditionally classification 
code (e.g., “MAA-100), according to one embodiment. 
However, implicitly, the classification code is an OSCC rep 
resenting “MAA-100-NY” because the document is coming 
from, or associated with, the user 102 from the New York 
office (e.g., from the user's computer, person, boxes, files, 
etc.). A similar user 102 at the enterprise's UK office may also 
have the traditionally classification code "MAA-100' avail 
able for use. However, when the UK user 102 applies the 
“MAA-100' classification code, the locality module 212 will 
determine, based on the user 102 being associated with the 
UK office, that the OSCC represents “MAA-100-UK.” for 
example. 
0036. In some of these embodiments, the user 102 does not 
see the locality element in the classification code (e.g., they 
only see “MAA-100). Instead, the locality element is 
embedded into an underlying layer of the management sys 
tem 106 which tags a document with the OSCC that is 
uniquely derived with organization and document type, or is 
otherwise associated with both the organization and docu 
ment type. In alternative embodiments, the user may have the 
option to use locality elements in their classification code 
(e.g., “MAA-100-NY) or provide a selection that is associ 
ated with a locality (e.g., classify as “MAA-100 and select 
location “NY” in a user interface). 
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0037. In further embodiments, specific OSCCs are only 
available for certain business organizations. For example, 
“ADM-200” may only be used in the New York office. In 
some of these embodiments, the locality module 212 implic 
itly determines the users 102 locality element and provides 
only an appropriate subset of OSCCs (e.g., only New York 
OSCCs to a New York user 102). In other embodiments, the 
locality module 212 may also consider the user (102) geog 
raphy in determining the appropriate OSCCs. 
0038. The locality module 212 narrows the OSCC choices 
available to the user 102 and may also validate any classifi 
cations made by the user 102 so that documents are coded 
properly. For example, if the user 102 associated with the UK 
office tries to manually code a document with "ADM-200 
(e.g., administrative memo—New York), the locality module 
212 may reject this classification. 
0039. In an embodiment where the user 102 is associated 
with more than one business organization, the user 102 may 
be presented with sets of classification codes for each busi 
ness organization with which they are associated. For 
example, if the user is associated with both the New York 
office and a European office within the enterprise, the user 
102 may see or use both sets of OSCCs. Thus, for example, 
“ADM-100-NY” and ADM-100-EU may be classification 
codes that the user 102 can use. In an alternative embodiment, 
the user may apply the OSCC “ADM-100” and specify the 
organization (e.g., NY or EU). 
0040. The database interface module 214 provides access 
to the information repositories 108. In exemplary embodi 
ments, a user 102 may search for documents having a par 
ticular OSCC. The database interface module 214 can access 
the information repositories 108 and find the specific docu 
ments, returning one or more documents (or a list of docu 
ments) to the user 102. 
0041. The exemplary policy module 216 allows a user 102 
to view and, in some embodiments, apply annotations to 
policies associated with an OSCC. 
0042. In some embodiments, the user interface module 
218 is an interface to the device the user 102 is using to 
interact with the classification engine 202. In other embodi 
ments, the user interface module 218 provides a graphical 
user interface through which the user 102 can interact with the 
other components of the classification engine 202. 
0043. The management system 106 is exemplary. Alterna 
tive embodiments may comprise more, less, or functionally 
equivalent components. While the embodiment of FIG. 2 
shows a separate OSCC engine 200 and classification engine 
202 within the management system, alternative embodiments 
may comprise a single engine combining the functionalities 
of both engines 200 and 202, or may comprise a single OSCC 
Engine 200 and a multiplicity of Classification Engines 202. 
In yet other embodiments, the OSCC engine 200 and classi 
fication engine 202 may be located in different management 
systems 106 coupled to the network 104, and may be used by 
different users 102 or groups of users. Furthermore, other 
embodiments may have a multiplicity of management sys 
tems 106 each responsible for different policy elements (e.g., 
security, retention, privacy), where the management systems 
use a common OSCC generator and database to create multi 
part policies for a single OSCC. In further embodiments, 
some of the functionalities and components of the OSCC 
engine 200 and the classification engine 202 may be com 
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bined. For example, the functionalities of the OSCC interface 
module 208 and the user interface module 218 may be com 
bined into a single module. 
0044) Referring now to FIG. 3, a block diagram showing 
association of code elements of an organization-specific clas 
sification code (OSCC) 302 is schematically illustrated. The 
OSCC 302 establishes a relationship between a document 
304, a policy 306, information type 308, and organization 
310. Because the organization 310 comprises persons 312 
(e.g., users 102), the persons 312 are thus associated with the 
OSCC 302. Further, in some embodiments, specific informa 
tion repositories 108 are associated with specific organiza 
tions 310, therefore the information repositories 108 are asso 
ciated with the OSCC 302. 

0045. The policy 306 comprises additional information 
which is applicable to all documents 304 sharing the same 
OSCC 302 in the organization 310. In exemplary embodi 
ments, the policy 306 may indicate a custodian (i.e., a storage 
location), retention rules, and a records manager (i.e., a per 
son responsible for management). The policy 306 may also 
indicate guidelines for actions associated with the OSCC 302 
Such as retention, disposal, or certification guidelines. For 
example, documents 304 having a particular OSCC 302 may 
have a policy 306 which requires the documents 304 be 
retained for seven years. 
0046 Because the policy 306 is associated with the OSCC 
302, and therefore indirectly with the organization 310 and 
information type 308, each organization 310 can manage 
different policies 306 for their own documents 304 indepen 
dent of other organizations 310 in the enterprise. Thus, for 
example, legal exceptions around local laws can be incorpo 
rated in the policy 306 of a Malaysian bank office for a 
specific information type 308 which will not affect the same 
information type at the parent US bank office. As a further 
example, if new legislation that affects record keeping is 
implemented, the policy 306 for the affected information type 
308 and locality of the new legislation (i.e., organization 310) 
can be modified in isolation of other information types 308 
and organizations 310. Additionally, embodiments of the 
present invention allow for organization-specific operational 
policies per information type to be established (e.g., what 
information repository the document should be stored in). 
0047. In a relational database embodiment, the policy 306 
record may be stored separate from the OSCC 302, but the 
policy 306 and the OSCC 302 will have references to each 
other in the relational database. 

0048 Advantageously, the OSCC 302 provides a signifi 
cant improvement over the prior art approaches to classifying 
documents with only an information type (e.g., sales invoice). 
The OSCC 302 reconciles differences in retention/disposal 
regulations in different jurisdictions or different business 
requirements for information retention across the enterprise. 
0049. Different enterprises and systems classify docu 
ments 304 at different points in the document lifecycle. In 
Some embodiments, an author can classify the document 304 
at the point of creation, thus identifying the information type 
308. Utilizing embodiments of the present invention, the clas 
sification now includes a locality element which may be 
inherent. For example, a subset of OSCCs may be identified 
for an author inherently based on an organization affiliation of 
the author (e.g., the author only works in the New York office 
and therefore only utilizes OSCCs for the New York organi 
Zation). 
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0050 Exemplary embodiments may comprise OSCCs 
that apply to a single organization or to a larger (i.e., parent) 
organization comprising a plurality of sub-organizations (i.e., 
a so-called "scope' of the OSCC, which may be a single 
organization oran organizational tree). For example, a single 
OSCC may be defined for the larger organization scope (e.g., 
Western Sales organization tree) without having to also be 
defined for each Sub-organization (e.g., California Sales, 
Oregon Sales, etc.) within the larger organization. The Sub 
organizations may inherit the parent organization's OSCCs 
and their policies, where the Sub-organization is within the 
scope of the OSCC definition. Similarly, modifications to a 
(master) OSCC or policy of the parent organization will flow 
to the sub-organizations. Therefore, an OSCC which applies 
to all Sub-organizations within a larger organization only 
needs to be defined once for the larger organization, greatly 
simplifying maintenance and management. 
0051. In other embodiments, the documents may be clas 
sified by a record keeper after document creation. Pattern 
recognition may be utilized by the record keeper to aid in the 
classification. For example, the record keeper can look at the 
author, sender, or receivers of a document and infer the local 
ity element. In this example, the record keeper can determine 
the organization 310 associated with the sender or determine 
that the document 304 is only being relayed within a single 
organization 310. In exemplary embodiments, the record 
keeper is an individual. In other embodiments, the record 
keeper may be a software tool. 
0052 Pattern recognition may also be utilized to identify 
the information type 308. For example, the recordkeeper may 
know from viewing a document 304 that it is a form for a sales 
invoice or an IP deal pitchbook having a recognized appear 
ance, content, or file name. In addition, the storage location, 
file owner, or other information may indicate the organization 
that owns the document. As a result, these documents 304 
may be implicitly classified by appearance, content, or file 
name and organization, allowing the correct identification of 
appropriate OSCC. Thus, the record keeper will, for example, 
file the document 304 in a correct box associated with the 
appropriate information type and organization. 
0053. In embodiments with automated information type 
classification systems, the system can derive the organization 
310, in addition to information type 308, in order to select the 
appropriate OSCC 302 for the document 304. For example, 
the information type 308 may be derived from pattern recog 
nition. The organization 310 can be derived from document 
location (e.g., file shares and other information repositories 
utilized by a small number of organizations) or document 
meta-data (e.g., file owner, document author, etc.). With 
document meta-data, an author, for example, has an affiliation 
with an organization 310 which thereby allows correct coding 
of the document with the appropriate OSCC 302. 
0054 Thus, embodiments of the present invention classify 
a document 304 based on the information type 308 and the 
organization 310. The classification may be applied by a 
person, a software application, any other mechanisms, or any 
combination of these different record keepers. 
0055. Because the OSCC 302 provides an intrinsic rela 
tionship between the organization 310, information type 308, 
and policy 306, a user 102 is able to develop, sustain, and 
apply policies far more efficiently in complex enterprises. 
Based on people, custodians, organizations 310, or informa 
tion types 308 known to be relevant to a legal matter, for 
example, the subset of all OSCCs 302 can be derived that are 
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relevant to the legal matter. More specifically, the user 102 
can search for a specific OSCC 302 and identify systems, 
people, and information associated with the legal matter. 
Additionally, the user 102 can search for and identify exact 
documents 304 or data that are classified with a given OSCC 
302. The search may be performed by a search module (not 
shown) in the management engine 106, for example. 
0056. In exemplary embodiments, the user 102 may ini 

tiate a policy change, via the policy manager 206, for the 
OSCC 302 as a whole. The policy. change may alter, enable or 
prevent some action with regards to the associated documents 
304 or OSCC 302. In one embodiment, the policy change is a 
legal hold that prevents the destruction of the identified docu 
ments for preservation and production purposes related to a 
legal action. The policy change is incorporated into the policy 
306. In some embodiments, a notification based on the policy 
change is sent to affected people and systems to inform them 
of the change in policy. In other embodiments, workflow may 
be generated or processed, such as is necessary to approve, 
institute, or otherwise process the policy change. For 
example, if the policy change requires legal approval before it 
is instituted, notification and workflow may be used together 
to route legal review tasks and approval requests to appropri 
ate legal reviewers, and to notify all involved parties of the 
approval process status as the review and approval is work 
flow is executed. In another example, the policy change is an 
addition of safe disposal process instructions for personally 
identifiable information, such as consumer or patient data, for 
all data or documents classified in the specific OSCC 302. 
Similarly, the policy change may be an addition or alteration 
to the retention period, the custodial repository, records man 
ager, or other policy element for that type of data in that 
physical or logical organization 310. 
0057. In a more specific example, a legal team looking for 
accounting records for Western US Sales does not have to 
search through all accounting records. Instead, the legal team 
accesses a search tool (e.g., search module) that searches 
based upon the OSCC 302. Furthermore, the OSCC 302 and 
its policy 306 may provide specific locations (custodians and 
repositories) within which to conduct the search, saving time 
in determining where data may be located. In some embodi 
ments, the search tool may also allow searches based on key 
words, data location, content indices, and the like. 
0058 Referring now to FIG. 4a, an exemplary screen shot 
of a graphical user interface (GUI) 400 for managing organi 
zations within the enterprise is shown. The organization GUI 
400 provides a means for a user 102 to create, edit, and delete 
organizations (e.g., organization 310) in an enterprise or logi 
cal hierarchy. As shown, under a corporate 402 organization 
of the enterprise are human resources and sales organization, 
404 and 406, respectively. Within these organizations 404 and 
406, further organizations may be created. For example, the 
sales organization 406 comprises a western sales organization 
408 and an eastern sales organization 410. These are given as 
examples only and any number of nested organizations and 
Sub-organizations can be created to model physical, struc 
tural, or logical relationships within the enterprise. 
0059. With respect to the human resources organization 
404, the user 102, as shown, can create (i.e., new), delete, or 
rename organizations within the human resources organiza 
tion 404. In the present embodiment, an options window 412 
is presented to a user 102 for creating, deleting, and renaming 
the organization. It should be noted that user 102 can create 
organizations at any level within the enterprise. For example, 
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if there is only a single human resources department for the 
entire enterprise, the lowest level organization that needs to be 
associated with this department is a human resources organi 
Zation 404. Other organizations, such as the sales organiza 
tion 406, may require further distinctions resulting in lower 
level organizations (i.e., western sales and eastern sales orga 
nizations 408 and 410). 
0060. In some embodiments, the user 102 can also move 
organizations within the hierarchy. The organizations may be 
moved by, for example, dragging and dropping an element 
identifying the organization into a different location on the 
hierarchy. This “virtual reorganization of lower level orga 
nizations (e.g., a Sub-organization) associates elements of a 
new parent organization to the moved, lower level organiza 
tion. These elements may include, but are not limited to, the 
people (person 312) employed within the organization or 
associated with the organization and the business systems and 
information repositories 108 used in the organization. The 
reorganization also causes policies 306 associated with the 
new parent organization to be inherited by the lower level 
organization. 
0061 FIG.4b is an exemplary screenshot of a GUI 420 for 
managing information types. The information type GUI 420 
allows the user 102 to create, delete, and rename information 
types within the enterprise hierarchy. The user 102 may also 
reorganize information types by moving (e.g., dragging and 
dropping) elements indicating the information type within the 
hierarchy. Further embodiments of may include additional 
features to manage information types, such as an ability to 
organize types (e.g., into a taxonomy of types), an ability to 
create standardized policy templates associated with a type, 
for use in subsequent OSCC creation, and other common 
utility functions. 
0062 Once the organization 310 and information types 
308 have been defined, an organization-specific classification 
code (OSCC 302) may be generated. Referring now to FIG. 
4c, an exemplary screen shot of a GUI 430 for creating the 
OSCC 302 is provided. The user 102 specifies an OSCC name 
in a name field 432, specifies an associated information type 
308, and specifies an associated organization 310. The infor 
mation type 308 is chosen in an information type display 434, 
while the organization 310 is chosen in an organization dis 
play 436. As shown, all OSCCs 302 are associated with both 
an information type and an organization. 
0063. In exemplary embodiments, a user 102 can also 
specify if the OSCC 302 applies to a single organization or to 
all sub-organizations within a selected organization in an 
application field 438. For example, a Sales organization 440 
may have one or more OSCCs associated with it, which will 
apply to a Western Sales Sub-organization 442 and an Eastern 
Sales Sub-organization 444. 
0064. While embodiments of the present invention 
describe the OSCC 302 having particular naming conven 
tions, the invention is independent of any coding, naming or 
numbering scheme, and any form of coding or naming may be 
utilized so long as the OSCC 302 associates an information 
type and an organization with a document being classified. 
0065. The above-described functions and components can 
be comprised of instructions that are stored on a storage 
medium. The instructions can be retrieved and executed by a 
processor. Some examples of instructions are software, pro 
gram code, and firmware. Some examples of storage medium 
are memory devices, tape, disks, integrated circuits, and serv 
ers. The instructions are operational when executed by the 
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processor to direct the processor to operate in accord with 
embodiments of the present invention. Those skilled in the art 
are familiar with instructions, processor(s), and storage 
medium. 
0066. The present invention has been described above 
with reference to exemplary embodiments. It will be apparent 
to those skilled in the art that various modifications may be 
made and other embodiments can be used without departing 
from the broaderscope of the invention. Therefore, these and 
other variations upon the exemplary embodiments are 
intended to be covered by the present invention. 

1. A method for classifying a document or data, compris 
ing: 

executing instructions stored in memory by a processor to 
access a database comprising at least one organization 
specific classification code (OSCC), the OSCC compris 
ing a single searchable classification code that identifies 
both an information type of the document or data, as well 
as the organization associated with the document or 
data; 

executing instructions stored in memory by the processor 
to automatically associate a locality element to each 
document or data, the locality element associating the 
document or data with the organization; 

executing instructions stored in memory by the processor 
to assignan OSCC from the database to the document or 
databased in part on the locality element, the assigned 
OSCC being associated with the information type and 
the organization and 

executing instructions stored in memory by the processor 
to store the document or data in an information reposi 
tory. 

2. The method of claim 1 further comprising executing 
instructions stored in memory by the processor to associate a 
policy with the assigned OSCC. 

3. The method of claim 2 wherein the policy provides 
storage, record keeping, privacy, legal or retention rules. 

4. The method of claim 2 further comprising executing 
instructions stored in memory by the processor to apply a 
policy change to the assigned OSCC. 

5. The method of claim 4 further comprising executing 
instructions stored in memory by the processor to provide a 
notification associated with the policy change. 

6. The method of claim 4 further comprising executing 
instructions stored in memory by the processor to process 
workflow associated with a policy change. 

7. The method of claim 4 further comprising executing 
instructions stored in memory by the processor to obtain 
approval for a change in policy. 

8. The method of claim 1 further comprising executing 
instructions stored in memory by the processor to generate 
the OSCC by selecting the information type and the organi 
zation associated with the OSCC. 

9. The method of claim 8 wherein the organization com 
prises a plurality of Sub-organizations. 

10. The method of claim 1 wherein executing instructions 
stored in memory by the processor to assign the OSCC com 
prises executing instructions stored in memory by the proces 
sor to select from a subset of all OSCC, the subset based upon 
at least one locality element. 

11. The method of claim 10 wherein the locality element is 
an author of the documents or data, the author being affiliated 
with the organization. 
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12. The method of claim 10 wherein the locality element is 
a location of the document or data, the location being affili 
ated with the organization. 

13. The method of claim 10 wherein the locality element is 
a person classifying the document or data, the person being 
affiliated with the organization. 

14. The method of claim 1 wherein the organization com 
prises a jurisdiction. 

15. The method of claim 1 wherein the organization com 
prises a geography. 

16. A system for classifying a document or data, compris 
ing: 

an organization specific classification code (OSCC) engine 
stored in memory and executable by a processor to gen 
erate and maintain OSCCs, each OSCC being associated 
with an information type and an organization, each 
OSCC comprising a single searchable classification 
code that identifies both an information type of the docu 
ment or data, as well as the organization associated with 
the document or data; 

an OSCC database configured to store the generated 
OSCCs; and 

a locality module stored in memory and executable by the 
processor to automatically associate a locality element 
to each document or data, the locality module further 
configured to automatically associate the document or 
data with the organization. 

17. The system of claim 16 wherein the OSCC engine 
comprises an OSCC generator stored in memory and execut 
able by the processor to generate the OSCCs. 

18. The system of claim 16 wherein maintaining the 
OSCCs comprises editing, moving, or deactivating at least 
one of the OSCCs. 

19. The system of claim 16 further comprising an OSCC 
policy manager stored in memory and executable by the pro 
cessor to define a policy for the OSCC. 

20. The system of claim 19 wherein the policy comprises a 
retention policy. 

21. The system of claim 16 further comprising a classifi 
cation engine stored in memory and executable by the pro 
cessor to classify the document or data using the OSCC. 

22. A system for classifying a document or data, compris 
ing: 

a locality module stored in memory and executable by a 
processor to automatically associate a locality element 
to each document or data, the locality module further 
configured to automatically associate the document or 
data with an organization; 

a classification engine stored in memory and executable by 
the processor to classify the document or data using an 
organization specific classification code (OSCC) based 
in part on the locality element, the OSCC being associ 
ated with an information type and the organization and 
the OSCC comprising a single searchable classification 
code that identifies both an information type of the docu 
ment or data, as well as the organization associated with 
the document or data; and 

an information repository configured to store the classified 
document or data. 

23. The system of claim 22 wherein the locality module is 
configured to determine one or more OSCCs based upon a 
locality element associated with the one or more OSCC. 
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24. The system of claim 22 wherein the locality element is 
an author of the document or data, the author being affiliated 
with the organization. 

25. The system of claim 22 wherein the locality element is 
a location of the document or data, the location being affili 
ated with the organization. 

26. The system of claim 22 wherein the locality element is 
a person classifying the document or data, the person being 
affiliated with the organization. 

27. A computer readable storage medium having embodied 
thereon instructions, the instructions being executable by a 
processor to perform a method for classifying a document or 
data, the method comprising: 

accessing a database comprising at least one organization 
specific classification code (OSCC); 

automatically associating a locality element to each docu 
ment or data, the locality element associating the docu 
ment or data with an organization; 

assigning an organization specific classification code 
(OSCC) to the document or data based in part on the 
locality element, the assigned OSCC being associated 
with an information type and the organization, the 
OSCC comprising a single searchable classification 
code that identifies both an information type of the docu 
ment or data, as well as the organization associated with 
the document or data; and 

storing the document or data in an information repository. 
28. A method for classifying a document, comprising: 
executing instructions stored in memory by a processor to 

access a database comprising an organization specific 
classification code (OSCC), the OSCC configured to 
provide an intrinsic relationship between the document, 
a policy, an information type, and an organization; 

executing instructions stored in memory by the processor 
to automatically associate a locality element to the docu 
ment with the organization; 

executing instructions stored in memory by the processor 
to assign an OSCC from the database to the document 
based in part on the locality element, the assigned OSCC 
being associated with the information type and the orga 
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nization, the OSCC comprising a single searchable clas 
sification code that identifies both an information type of 
the document or data, as well as the organization asso 
ciated with the document or data, wherein all documents 
having the assigned OSCC are subject to the same 
policy; and 

executing instructions stored in memory by the processor 
to store the document in an information repository. 

29. The method of claim 28, wherein the OSCC is selec 
tively applied to either the organization or to Sub-organiza 
tions within the organization. 

30. The method of claim 28, wherein the locality element is 
selectively shown to a user as part of the OSCC or hidden 
from the user. 

31. The method of claim 1, further comprising: 
in response to a search query comprising the OSCC, 

executing instructions stored in memory by the proces 
sor to locate and retrieve the document from the infor 
mation repository based on the OSCC. 

32. The system of claim 16, further comprising: 
in response to a search query comprising the OSCC, a 

search module stored in memory and executable by the 
processor for locating and retrieving the document from 
the information repository based on the OSCC. 

33. The system of claim 22, further comprising: 
in response to a search query comprising the OSCC, a 

search module stored in memory and executable by the 
processor for locating and retrieving the document from 
the information repository based on the OSCC. 

34. The computer readable storage medium of claim 27, the 
method further comprising: 

in response to a search query comprising the OSCC, locat 
ing and retrieving the document from the information 
repository based on the OSCC. 

35. The method of claim 28, further comprising: 
in response to a search query comprising the OSCC, 

executing instructions stored in memory by the proces 
sor to locate and retrieve the document from the infor 
mation repository based on the OSCC. 

c c c c c 


