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METHOD FOR PREVENTING COPYING OF 
DIGITAL VIDEO DISKS 

BACKGROUND OF THE INVENTION 

The present invention relates to a method for creating 
digital Video disks which are not Susceptible to copying. 
Specifically, a System for creating mass copies of digital 
Video disks is described from which commercially accept 
able copies may not be made. 
The explosion of digital data technology has produced a 

demand for mass marketed data mediums in the form of 
optical disks and magnetic tapes which include audio and 
Video records, which are played on CD playerS and audio 
tape players. Digital Video disks have Stored thereon an 
optically encoded digital file of a Video work including the 
program material divided into frames which is replayed by 
the user. 

The illicit copying of Such digital Video disks is a Sig 
nificant problem for copyright owners. AS one Solution to 
this dilemma, it is possible to encrypt the digital data before 
recording the data on a digital master data recording which 
is used to make copies on a large Scale. Even though the 
original master data recording is maintained Secret, it is 
possible, Sooner or later, using brute force techniques to 
discover a universal key needed to decrypt the data. 

In the related field of maintaining computer Software 
Secret various techniques have been developed for protect 
ing the Software against unauthorized use. One common 
Solution used to frustrate the unauthorized use and copying 
of computer Software includes the provision of a hardware 
device mounted to the port of computer which executes the 
Software. Unless the external hardware is present, a copy of 
the Software is useless as execution will halt without the 
corresponding hardware device connected to the computer. 
CD players and audio tape players, however, generally do 

not have the ability to provide such hardware security. The 
adaptation of these techniques to the protection of mass 
produced and distributed audio and Video disks requires that 
a hardware device be provided for Supplying keys to decrypt 
any encrypted data on the recorded mediums. To the extent 
that the discovery of the keys can be maintained Secret, 
commercial copying of the works becomes unprofitable. 

SUMMARY OF THE INVENTION 

It is an object of this invention to Store data on a data 
medium in a form which cannot be copied for commercial 
purposes. 

It is a more specific object of this invention to encrypt a 
Source of analog information which when decrypted cannot 
be used to manufacture illicit copies. 

In accordance with the invention, a digital Video disk 
recording and reproducing technique is described for Secur 
ing recorded information against copying. In carrying out 
the invention, a Signal containing an analog video signal is 
generated and combined with a Sampled noise Signal. The 
combined Signal is converted to digital data where it is then 
encrypted and Stored on a digital Video disk record on a 
frame-by-frame basis. The encryption process uses a key 
generated from the Sample of noise Signal which was 
combined with the original video data. The key derived from 
the sampled noise is further encrypted with a encryption key 
K. Specific to the digital Video disk. The frames of encrypted 
data are Stored on the digital Video record along with a 
header containing the encrypted noise key as well as a frame 
identification number. 
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2 
The digital video record is read by a video disk reader on 

a frame-by-frame basis. The encrypted key as well as frame 
number Stored within the header, representing the informa 
tion necessary to decrypt the following encrypted frame 
data, are decoded from the frame header. 

In accordance with a preferred embodiment, the 
encrypted noise key and frame number may be combined in 
a deciphering engine to derive the original noise key which 
is used to decrypt the encrypted data. Further, the Sampled 
noise is derived from the noise key and subtracted from the 
decrypted data to derive a Substantially noise free video 
Signal. The cancellation of the noise from the decrypted data 
is done a partial basis So that the noise cancellation is 
incomplete. The output of the digital video disk is Suitable 
for viewing and can be copied by ordinary VCR's. However 
the uncancelled noise in the Video signal is not of Sufficient 
quality to permit commercially acceptable copies to be made 
discouraging the mass copying of the disk. 

DESCRIPTION OF THE FIGURES 

FIG. 1 illustrates a ODC 1 having a self-contained tran 
sponder for calculating a decryption key. 

FIG. 2 is another implementation of a ODC 1 having a 
transponder fixed to a label on the ODC 1 for calculating a 
decryption key. 

FIG. 3 shows an audio cassette 1 having a transponder 2 
which calculates a decryption key. 

FIG. 4 is a block diagram of transponder 2 which deter 
mines a decryption key from information received from the 
reader. 

FIG. 5A illustrates a reader for reading and decrypting 
information contained on a data medium. 

FIG. 5B illustrates a reader for reading and decrypting 
information contained on a data medium which had been 
previously compressed. 

FIG. 6 illustrates a frame header for each frame of 
encrypted data contained on the data medium. 

FIG. 7 illustrates another frame header for each frame of 
encrypted data contained on the data medium. 

FIG. 8 is a flow chart illustrating how data is encrypted 
before Storing on a data medium. 

FIG. 9 illustrates the process for recovering and decrypt 
ing data from the data medium. 

FIG. 10 is a block diagram illustrating an apparatus for 
preparing Secure data for recording on a digital Video disk. 

FIG. 11 is an illustration of the device for reading and 
decrypting the encrypted data on the Video recording disk. 

FIG. 12 is an alternative embodiment for encoding a 
Source of digital Signals. 

FIG. 13 is an illustration of a device for decrypting data 
which has been recorded on the digital video disk. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

FIG. 1 illustrates an optical disk carrier (ODC) 1 which 
may be a DVD, audio CD or CD-ROM which is read by an 
optical Scanning head 21. The optical disk data carrier 1 
includes a transponder 2 fixed to the disk carrier 1 having a 
transponder microelectronic chip 3 connected to an antenna 
4. The transponder 2 is either embedded within the body of 
the disk or attached thereto with conventional adhesive. FIG. 
2 illustrates another embodiment of a optical disk carrier 1 
having a Stick-on label 5 containing the microelectronic chip 
3 and antenna 4. FIG. 3 illustrates the same transponder 2 
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fixed to a magnetic cassette tape 1A in a Similar manner. The 
transponder microcircuit 3 is inductively powered from a 
magnetic or electrical field generated by the reader 20. 

The ODC 1 of FIG. 1 is read with optical scanning head 
21 which directs a coherent optical beam to the surface of 
the ODC 1. Reflections from the Surface of the ODC 1 are 
converted into digital data by the optical Scanning head 21. 
As will be evident from a detailed description of the data 
format recommended for the ODC 1, the reader 20 will 
recover header information associated with each frame of 
encrypted data stored on the ODC 1 including a frame 
identification number. A transceiver 25 communicates with 
the transponder 2 through either an electroStatic or electro 
magnetic bi-directional link 17. AS the distances are Small, 
the required transmission channel power is very low. 
Further, the reader 20 and its associated transceiver 25 
generate a magnetic field which is used to transmit opera 
tional power to the transponder 2. 

The encrypted data is read from the ODC 1 on a frame 
by-frame basis. The reader 20 identifies a frame number 
within the header of each read frame which may be either a 
consecutive number from a frame numbering System, or 
may be a random number unique to a Specific frame. The 
read frame number is transferred to a transceiver 25. 

Transceiver 25 communicates via a bi-directional link 17 
to the transponder 2. The transponder 2 includes a decipher 
ing engine 10 that implements a decryption algorithm D to 
be used in deriving the frame decryption key FDK. The 
decryption algorithm D can be any block ciphering 
algorithm, Such as DES, Feal, KeeLoq, etc. The frame 
decryption key FDK is derived by decrypting the frame 
number using the algorithm D and Secret deciphering key 
DKA internally Stored in transponder 2. The transponder 2 
transmits the decryption key FDK via the bi-directional link 
17 to the transceiver 25. The frame decryption key FDK is 
used in a decryption circuit 19 to decrypt the encrypted 
frame data which follows the frame header. 

Thus, the foregoing implementation provides, along with 
a data medium, a transponder 2 which is necessary to 
decrypt each frame of data stored thereon. The ODC 1 
cannot be duplicated and later read and decrypted without 
the transponder 2. As will be evident when describing the 
details of transponder 2, the Stored information necessary for 
calculating the decryption key FDK may not be read from 
the transponder 2. Thus, while it may be possible to repro 
duce the Stored data 1, without a corresponding transponder 
2 having the secret information embedded therein for deriv 
ing a decryption key FDK, the duplicated ODC1 is useless. 

FIG. 4 is a block diagram of the transponder 2. The 
transponder 2 comprises a microcircuit 3, which includes a 
controller 9 having a deciphering engine 10. A non-volatile 
memory 8 stores Secret deciphering key DKA which is 
unique for any particular ODC title, as well as an algorithm 
used by deciphering engine 10 to combine the deciphering 
key with the received frame number. The non-volatile 
memory 8 is configured Such that its contents may not be 
read from the non-volatile memory 8, thereby maintaining 
secrecy and avoiding an illicit decryption of ODC 1. 
An energy coupling circuit 6 is shown which couples 

electromagnetic energy from the reader 20 to the microchip 
3 of the transponder 2. The transponder 2 is based on the 
known RFID systems, such as the commercially available 
transponder HCS 410 manufactured by Microchip 
Technology, Inc. These Systems have been implemented in 
so called identity: “friend or foe” (IFF) systems. The tran 
sponder 2 issues a given a response when a given input 
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4 
information is received based on the Secret deciphering key 
Stored inside it. 
The energy coupling circuit 6 inductively couples a.c. 

current from an a.c. magnetic field produced from the reader 
20. The a.c. current is then rectified by the coupling circuit 
6 to produce d.c. operating Voltage for the deciphering 
engine 10, non-volatile memory 8, and modulator/ 
demodulator 7. The modulator/demodulator 7 generates a 
modulated carrier for transmission to the reader transceiver 
25, as well as demodulates transmissions received from 
transceiver 25. 
The deciphering engine 10 is based on a set of executable 

instructions retrieved from the non-volatile memory 8. The 
deciphering engine 10 is configured from the instructions Set 
executed by an internal processor of microcircuit 3. For each 
frame number received via the bi-directional channel 17, the 
deciphering engine 10 reads key DKA from memory 8, and 
combines DKA with the frame number in a Secret algorithm 
Stored in non-volatile memory 8 to generate the frame 
decryption key: 
FDK=D(DKai). 

The calculated decryption key FDK is transmitted via the 
modulator/demodulator circuit 7 and antenna 4 to the trans 
ceiver 25 of the reader 20. 

FIG. 5A illustrates a more detailed block diagram of the 
reader circuit 20 for reading the encrypted frame data and 
decrypting the frame data with the decryption key FDK, 
received from the transponder 2. The transceiver 25 is 
shown to include an energy coupling circuit 26 which 
provides the electromagnetic field via antenna 29 to the 
transponder 2. The energy coupling circuit 26 generates the 
alternating field Sufficiently large to create the operating 
power for the transponder 2 which is only located a matter 
of inches away. Demodulator/modulator circuit 27 provides 
for communication over the bi-directional link 17 through 
either a magnetic communication or electromagnetic, or 
radio frequency communication via antenna 29 depending 
on the particular microcircuit 3 used for transponder 2. 
The controller 23 is shown which is a function of the 

internal microprocessor of the transponder 2 which is pro 
grammed to provide the decryption engine 24 with the 
decrypting key FDK received from the transponder 2 Via the 
bi-directional link 17. Abuffering means 29 under control of 
controller 23 Stores each frame of data, including the header 
asSociated with the frame, which is received from the optical 
Scanning head 21. 
The invention may also be implemented So that decryp 

tion takes place inside the reproduction device or a com 
puter. For this purpose, the decryption key FDK and the 
encrypted data EC, from the controller 23 are transferred to 
the reproduction device or a computer where the data is then 
decrypted. 
The decrypted data PC, produced by the buffering means 

29 can then be utilized by either a digital computer, digital 
Video disk player, or other digital playback means. It is, of 
course, possible to copy the decrypted data which is trans 
ferred at this point, which may therefore constitute a Source 
of illicit copying. 
AS an aid to frustrating copying of the decrypted data, 

FIG. 5B illustrates an implementation of the present inven 
tion which would further discourage Such copying. Refer 
ring now to FIG. 5B, there is shown a decompression means 
71. The implementation of FIG. 5B envisions that the data 
would be compressed using a Standard compression 
technique, Such as MPEG-2, prior to the data encryption and 
storing on the ODC 1. 

During the process of decrypting the Stored data by 
decryption engine 24, a decompression of the data would 
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occur following decryption by the decompression circuit 71. 
It should be noted that the decompression circuit could be 
additional Software instructions contained in controller 23, 
or may in fact be a separate hardware device. The decom 
pression is effected on the stored data in buffer 29. The 
decompressed frames of data are accumulated in the buffer 
29, and are then converted in FIG. 5B by digital analog 
converters 72 into analog video signals R, G and B. 

In most cases, the compression/decompression process is 
not lossless, in that each time a compression and decom 
pression occurs, the quality of the Signal degrades. This 
degradation, although not objectionable on the first copy 
being made from the R, G and B reproduced analog signals, 
would be further degraded if an attempt to create a master of 
the recording was attempted. The Subsequent data compres 
Sion necessary to create a master disk for creating large 
numbers of copies would significantly degrade image qual 
ity to render them commercially unappealing. 

In the event that the degradation of data quality from 
compression/decompression is not Sufficient, a noise gen 
erator 73 may be implemented for adding digital pseudo 
random weak noise to the inputs of the digital to analog 
converters 72, which will slightly corrupt the image reduc 
ing its quality. The noise degraded Signal, while not being 
unobjectionable for making a single copy, or directly view 
ing the image on a Video Screen, would, however, produce 
an inferior master for making additional copies. The dashed 
lines 74 and 75 of FIG. 5B indicate that the noise may be 
added either to the decompression circuit 71, or, may in fact, 
be applied as an analog signal to each of the R, G and B 
Video signals. 

The structure of the frame header which precedes every 
frame recorded on the data media is shown more particularly 
in FIG. 6. Referring now to FIG. 6, the arrangement of the 
data stored on media 1 is shown to include a DDC header 41 
preceding multiple frames of data 42. Each frame of data 42 
includes a frame header 43. The length of each frame 42, 
including the header 43, is Selected based on the capacity of 
the buffering means 29 to store the complete frame. The data 
contained in the frame 42 is encrypted in accordance with a 
encryption technique to be described in detail with respect to 
FIG.8. One of the fields within the frame header 43 is serial 
number field 46. The serial number field 46 contains a 
number representing the particular frame associated with the 
frame header 43. The first field of the frame header 45 
contains the Special Synchronization data that permits loca 
tion of the beginning of the frame by optical Scanning head 
21 Starting from any place on the data media. Thus, each 
frame may be individually accessed, and not necessarily in 
order. The encrypted data 44 may also be compressed, as is 
known to those skilled in efficiently recording data. 

The above System for maintaining Stored data Secure 
against unauthorized use can be adapted to protect digital 
Video disk recordings. In these recordings, regional codes 
can be entered into a field of each frame of the encrypted 
data. The regional codes insure that first run movies released 
to movie theaters do not face competition from a version 
which was recorded on digital video disk for home use. The 
regional codes are set up Such that digital Video disks 
released in designated World regions can not be read by a 
reader 20 Sold in any other region due to the presence of the 
regional code. Referring to FIG. 7, the foregoing feature can 
be provided by including within the header 43 of the frame 
42 additional fields 47 and 48. The regional code field 47 
contains a regional code identifying the region where the 
digital video disk may be played. The code in field 47 is 
assigned to non-copyright protected or home recorded mate 
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6 
rials. The title identification field 48 identifies the owner of 
the copyrighted material with a special identification code 
assigned to the copyrighted material. 

During a playback mode, the contents of fields 46-48 are 
also an input to the deciphering algorithm, along with the 
frame number in field 46. 

Further, the various readers 20 are configured to include 
a circuit for comparing the regional code contained in field 
47 with a locally stored regional code embedded in the 
reader 20 circuitry. If an attempt is used to play a digital 
Video disk intended for Sale in one region, in a reader 20 
intended for Sale in another region, the circuitry inhibits the 
read operation. 
The foregoing Structure of a digital Video disk may also be 

Sold as a blank recording medium having a default value 
DK, written in the non-volatile memory 8 of the 
transponder 2. 

FIG. 8 illustrates the process for preparing data for Storage 
on a data medium with frames of encrypted data 42 having 
a format shown in FIG. 6. The plain contents PC, of each 
Separate frame i should be preliminarily encrypted. The 
encryption is made using a Special encryption algorithm E 
and the Separate precalculated frame encryption key FEK, 
for each frame i. The encryption algorithm E has a coun 
terpart: the reverse decryption algorithm U to be used for the 
decryption of contents of ODC 1 by the decrypting engine 
24 inside the ODC reader 20. For each compilation of data 
A to be stored on a data medium, a separate Secret deci 
phering key DKA is selected. This value of DK will be 
written in the non-volatile memory 8 of the transponder 2 of 
the ODC1 having this particular encrypted data, and used by 
the transponder 2 to derive a key to decrypt a Stored data. 
There is no means to read the deciphering key DKA back 
from the non-volatile memory 8. 
The proceSS begins in Step 51 by Selecting a known 

encryption algorithm E, with the known reverse algorithm 
U, and a deciphering algorithm D implemented in the 
deciphering engine 10 of transponder 2, and deciphering key 
DKA chosen for the specific data compilation. 

Based on the above information and the known frame 
number i, the process of calculation of the frame encryption 
key FEK for particular frame i is calculated based on a 
frame decryption key FDK, which will be used to decrypt a 
data from this frame. 
An individual decryption key FDK is determined for 

every frame i of data stored on the ODC 1 as a result of the 
application of the deciphering algorithm D used in the 
deciphering engine 10 of a transponder 2 with deciphering 
key DKA, and with the frame Serial number i as an input 
data: 

FDK=D(DKai). 
Based on the encryption/decryption algorithm E/U, the 

frame encryption key FEK is calculated in step 53 from 
each decryption key FDK for each frame i as follows: 
FEK=f(E.FDK). 
In many encryption/decryption algorithms, Symmetry is 

provided Such that the frame encryption key is equal to the 
frame decryption key: 
FEK=FDK. 
The initial compilation of data to be placed on ODC 1 is 

divided into separate frames PC, in step 54 where PC, is the 
plain contents of the frame i. 

Using an encryption algorithm E in Step 55, the contents 
PC, of every frame i is encrypted differently as EC. Based 
on the particular value of the encrypted frame key FEK: 
EC=E(FEK, PC). 
The resulting encrypted contents EC, from frame i are 

supplied with the frame header in step 56. One of the fields 
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of the frame header, as shown in FIG. 6, includes a frame 
identification number i which may be a serial number. It is 
possible to replace the Serial number i with any random 
number which does not affect any of the forgoing encryption 
and decryption processes. 
The encrypted frames EC are then combined with the 

ODC header 41 in step 57 to comprise a recording master for 
reproducing the encrypted data medium. Copies of the 
recording master are manufactured and then physically 
combined with the transponder 2. In the process of 
manufacturing, the particular Secret deciphering key DKA is 
written into a transponder 2 of every copy of this particular 
title. The write operation can be done with the special 
instructions using the came RF channel and the equipment 
known in the State of the art. The deciphering key DKA is 
stored in the non-volatile memory 8 of the transponder 2 and 
can not be read from the outside of the transponder 2. There 
is no need to put Specific restrictions on the write key 
operation because the value of the key DKA itself is the only 
ODC producer's secret in the system. 
The system operation is summarized in FIG. 9. With the 

ODC I inserted, a reader 20 finds the desired reading 
position based on the instructions from the computer. The 
reader 20 reads the data from the ODC 1 with the optical 
Scanning head 21, locates the nearest frame 42 based on the 
Special Synchronization features of the record, and reads its 
respective header in Step 61. The reader 20 also energizes the 
power generation circuitry and energy coupling device 26 of 
FIG. 5 providing power to the transponder 2. The electro 
magnetic energy transferred from reader 20 to the transpon 
der 2, wakes up the microprocessor controller 9 of the 
transponder 2. The transponder 2 listens for incoming Sig 
nals from the transceiver 25. Once the transponder 2 and 
transceiver 25 have communicated over the bi-directional 
link 17 by exchanging handshake protocol Signals, the 
reader 20 in step 62 transfers the read value of the frame 
number i as a challenge to transceiver 25 over the 
bi-directional link 17 to the controller 9 in the transponder 
2. When the challenge data is received, the controller 9 reads 
the value of the deciphering key DKA from the non-volatile 
memory 8, and the deciphering engine 10 combines DKA 
with frame number i in the deciphering algorithm D. The 
deciphering algorithm D derives a decryption key FDK in 
step 63. Using the bidirectional link 17, the transponder 2 
forwards the decryption key FDK for the current frame to 
the reader 20 as a response to the challenge value comprising 
the frame number i. The decryption key FDK is stored 
within the decryption engine 24 of FIG. 5. The reader 20 
then reads the encrypted data ECi of the frame in step 65. 
The contents of the frame are decrypted in Step 66 using the 
Stored algorithm U and the received frame decryption key 
FDK. The remaining frames of the encrypted data medium 
are then read and the process of FIG. 9 begins again to 
decrypt the following frame until all frames of the data 
medium have been read and decrypted. 
AS an alternative embodiment of the invention, it is 

possible to Set up the frame Such that it represents decryption 
information for a Subsequent frame. This provides for a 
delay to allow the transponder and reader to exchange data 
before decrypting the frame data. 

Referring now to FIG. 10, a block diagram is shown of an 
embodiment of the device for creating a digital Video disk 
master for use in creating Subsequently recorded digital 
video disks for mass distribution. FIG. 10 contemplates a 
System for recording a Source of original master analog 
video signals 111. The digital video disk 1 includes 
encrypted data on a line-by-line basis, having a header 117 
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and a check sum 121. The header 117 of the digital video 
disk includes a frame number corresponding to the particular 
line of Video signal contained in the frame, as well as a key 
which is used to derive a decryption key for decrypting the 
encrypted data. 
The recording system of FIG. 10 contemplates a key 

generator circuit 113 which may be a noise generator 
Sampled at the beginning of each line of Video signal by 
Sample and hold circuit 114. A Sync Separator 112 operates 
to Sample the noise Signal from the key generator 113 at the 
beginning of each Video line interval. The sampled noise is 
combined with the original line of Video Signal in a mixer/ 
modulator 115. Thus, a composite signal comprising a 
Sample of noise with the original line of Video signal is 
prepared for data encryption. 
The combined Video and noise Signal is converted to a 

digital quantity by A/D converter 116 and applied to a data 
compression circuit 120. The data compressed signal is then 
encrypted by a data encryption circuit 118. 
A key for the data encryption circuit is created by the 

analog to digital converter 119 which creates a digital key 
from the Sampled noise Signal which was combined with the 
Video signal for encrypting the data Signal. The encrypted 
data from encryption circuit 118 is then written to the digital 
video disk. 

In accordance with a preferred embodiment of the 
invention, the lower order bits of the key produced by A/D 
converter 119 are dropped before encrypting the data in data 
encryption circuit 118 and before adding the encrypted key 
to header 117. In this way, residual noise is left on the analog 
Video output Signal following the decryption of the data. Any 
attempt to copy the analog video output signal after decryp 
tion would tend to increase the noise, thus, making it an 
unsuitable master Source for creating illicit copies of the 
recorded media. 
The addition of the noise to each line of video makes 

unauthorized use of the disk 1 even more difficult. The noise 
remains in the recorded data Stream, and even if a unautho 
rized party is Successful in decrypting the data, the presence 
of the noise with the encrypted data makes it undesirable, if 
not unusable. 
The header 117 includes a field with a frame count 

produced by the frame counter 122 which identifies the 
frame associated with the header. The header also includes 
in another field an encrypted version of the key used to 
encrypt the data. The key encryption circuit 110 encrypts the 
key with a value K. Specific to the particular title being 
recorded on the digital Video disk. The resulting encrypted 
value of the key and the frame count are inserted in the field 
of the header 117. It is also possible to include other 
pertinent data in the other fields of the header, Such as 
Synchronization information, etc. 

FIG. 11 illustrates one example of a apparatus which may 
be used to read the contents of the digital Video disk 1, and 
decrypt the encrypted contents of each frame. AS Set forth in 
the previous embodiments, an optical Scanning head 21 is 
used to read each frame from the record. The header 117 of 
the frame is decoded with decoder 124. The encrypted key 
K and frame number i are forwarded via the transceiver 25 
to a transponder located on the digital Video disk. The 
transponder 2 includes a deciphering engine therein which, 
from the value of K and i derives a decryption key K.D. 
The decryption key is forwarded to the transceiver 25, and 
is available for decrypting the data contained in the frame. 
The data decrypter 125 decrypts the data using the key 

and forwards the data to the decompression circuit 126. 
Decompression circuit 126 restores the data to its full width 
and applies the restored data to a digital to analog converter 
127. 
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The derived key is also converted by digital to analog 
converter 128 to an analog signal for deriving a cancellation 
component for removing noise contained in the demodulated 
data stream. A subtractor/demodulator 129 demodulates the 
data using the analog version of the key to derive an analog 
output signal. 

If the digital resolution of the key created in analog to 
digital converter 119 of FIG. 10 is less than the resolution of 
the analog to digital converter 116, residual noise will 
remain during recovery of the Signal by the Subtractor/ 
demodulator 129. The residual noise constitutes an offset or 
modulation of the video signal which will effect the gray 
Scale and color So that it is not identical to the original but 
not sufficient to be objectionable. However, the residual 
noise will make copying of the digital Video disk commer 
cially unattractive. 

If the functional set of components within 131 is created 
in a single integrated circuit, the analysis of the System will 
be extremely difficult and reverse engineering the System 
will be uneconomical discouraging the manufacture of illicit 
copies. 

The foregoing examples of a System for recording and 
reading encrypted data on a data media of FIGS. 10 and 11 
can be implemented using a master digital Source. FIG. 12 
illustrates a recording System modified to encrypt data which 
originates from a digital Source. The master digital Source 
232 generates each frame of data as a Video line with a Sync 
Signal. The Sync signal is used to Sample and hold a value of 
noise produced by key generator 223 in a Sample and hold 
circuit 224. The value of noise is digitized in an analog to 
digital converter 235 and combined in a digital adder 236 
with the master digital Source Video line data. The digital 
adder 236 may be a multiplier, XOR circuit, or any digital 
device which can combine two digital signals. The analog to 
digital converter 235 may provide a digital key of the same 
width as the value of each pixel produced by the digital 
Source 232. The digital key is truncated by a key truncator 
239 to produce a low resolution key. As the case in the 
system of FIG. 10, the combined data is compressed with a 
data compression circuit 237. 

FIG. 13 shows a modification to the circuitry of FIG. 11 
which will decrypt the information encoded on the digital 
video disk of the circuit of FIG. 12. The key recovered from 
the transponder 2 is used to decrypt the data in decryption 
circuit 228 as in the previous version of FIG. 11. The data 
is decompressed with a data decompression circuit 238 and 
then combined in inverse function circuit 240 having the 
inverse function of the digital adder 236 with the recovered 
digital key. The recovered digital key representing a noise 
component partially cancels noise contained in the decom 
pressed data. Digital/analog converter 241 provides the final 
analog Voltage of the recovered data. Security is enhanced 
by providing the devices of FIG. 13 in a single integrated 
circuit to avoid discovery of the encryption/decryption pro 
CCSS. 

It is a further enhancement to security if the device 236 for 
combining the digital key and data, and the inverse function 
circuit 240 are analog in character, i.e., they have certain 
non-linear responses and are inherently not noise free. In this 
way, it becomes more difficult to emulate their functions 
using any type of digital means, which might be utilized to 
produce an analog output signal having a quality capable of 
recording and reproduction. 

Thus, there has been described with respect to one 
embodiment a System for Securely storing data on a data 
medium. Those skilled in the art will recognize yet other 
embodiments described more particularly by the claims 
which follow. 
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What is claimed is: 
1. A method for Securely Storing a Series of frames of 

analog information which occur at a Synchronous rate com 
prising: 

generating an analog noise Signal; 
Sampling Said analog noise Signal at Said Synchronous rate 

to produce a Sample each frame; 
combining each Sampled noise signal with Said analog 

information signal of each frame to produce a com 
bined signal; 

digitizing Said combined signal; 
deriving a digital representation of Said Sampled analog 

noise Signal; 
encrypting Said digitized combined signal; and 
creating a plurality of frames of Said encrypted digitized 

Signal, each frame having a header with a frame iden 
tification field and Said digital representation of Said 
Sampled noise Signal; and 

Storing Said plurality of frames of Said encrypted digitized 
Signal on a data Storage medium. 

2. The method according to claim 1 further comprising: 
encrypting Said digital representation of Said Sampled 

noise. 
3. The method according to claim 1 further comprising: 
compressing Said combined digitized signal. 
4. The method according to claim 1 wherein Said Step of 

combining Said analog information signal with Said Sampled 
noise Signal is implemented by mixing Said Sampled noise 
Signal with Said analog information Signal. 

5. The method according to claim 1 wherein said frames 
of analog information signal are lines of a Video Signal, and 
Said Sampling is Synchronized to the Video signal line rate. 

6. The method according to claim 1 further comprising 
generating a frame number based on a number of consecu 
tive Sampling intervals. 

7. The method according to claim 6 further comprising 
inserting Said frame number in Said frame identification 
field. 

8. The method according to claim 1 wherein said digital 
representation of Said noise Signal is encrypted before Stor 
ing in Said header. 

9. A method for recovering analog information from a 
data medium comprising: 

reading digital data Stored as frames on Said data medium; 
deriving a key from data contained in each frame on Said 

data medium derived from a noise component of Said 
digital data; 

decrypting Said digital data with Said key; 
converting Said digital data to an analog signal; and 
combining Said key derived from a noise component with 

Said analog signal to remove noise contained in Said 
analog signal. 

10. The method according to claim 9 further comprising: 
decompressing Said digital data. 
11. The method according to claim 9 wherein said key is 

converted to an analog quantity before it is combined with 
Said analog signal. 

12. An apparatus for Securely storing analog information 
as occurring in frames at a Synchronous rate comprising: 

a Source of analog video Signals comprising a Synchro 
nous Sequence of frames, 

a Sample and hold circuit, connected to operate in Syn 
chronism with Said analog signal, Said Sample and hold 
circuit being connected to a noise generator for pro 
viding a Sample of noise for each frame of the Video 
Signal; 
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means for combining the value of noise derived from Said 
Sample and hold circuit with each frame of Said analog 
Video signal; 

means for converting Said combined analog video signal 
and Sample of noise Signal to a digital Signal; 

means for converting Said Sample of noise Signal into a 
digital encryption key; 

means for encrypting Said combined Video signal and 
noise Signal with Said key forming a frame of encrypted 
data; 

means for inserting a frame number and a value of Said 
key in a header of a frame of Said encrypted data; and 

means for Storing each of Said frames on the medium. 
13. The apparatus of claim 12 further including a key 

encryption means for encrypting Said key before inserting in 
Said header. 

14. A System for decrypting frames of encrypted Video 
information Stored on a recording medium comprising: 
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a reader circuit for reading each frame of Stored Video 

Signals; 
a decoder for recovering from a header on each read frame 

an encrypted key, and frame number; 
means for deriving a decyrption key from Said encrypted 

key and frame number; 
means for decrypting information Stored within Said 

frame containing Said encryption key with Said decryp 
tion key; 

means for converting Said decryption key into an analog 
Voltage; 

means for converting Said decrypted information into an 
analog Voltage; and 

means for combining Said analog Voltages to produce an 
analog Video signal. 

15. The apparatus of claim 14 further comprising means 
for decompressing Said decrypted data. 
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