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DYNAMICALLY MODIFYING DURABILITY PROPERTIES FOR INDIVIDUAL
DATA VOLUMES

BACKGROUND

(0001] The recent revolution in technologies for dynamically sharing virtualizations of
hardware resources, software, and information storage across networks has increased the
reliability, scalability, and cost efficiency of computing. More specifically, the ability to provide
on demand virtual computing resources and storage through the advent of virtualization has
enabled consumers of processing resources and storage to flexibly structure their computing and
storage costs 1n response to immediately perceived computing and storage needs. Virtualization
allows customers to purchase processor cycles and storage at the time of demand, rather than
buying or leasing fixed hardware in provisioning cycles that are dictated by the delays and costs
of manufacture and deployment of hardware. Rather than depending on the accuracy of
predictions of future demand to determine the availability of computing and storage, users are
able to purchasc the usc of computing and storage rcsources on a relatively instantancous as-
nceded basis.

10002] Virtualized computing environments arc frequently supported by block-bascd storage.
Such block-based storage provides a storage system that is ablc to intcract with various
computing virtualizations through a serics of standardized storage calls that render the block-
based storage functionally agnostic to the structural and functional details of the volumes that it
supports and the operating systems executing on the virtualizations to which it provides storagc
availability. However, as network transmission capabilities increase, along with greater
processing capacity for virtualized resources, 1/0 demands upon block-based storage may grow.
It I/0O demands exceed the capacity of block-based storage to service rcqucsts, then latency

and/or durability of block-based storage performance for virtualized computing resources suffer.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] FIG. 1 1s a series of block diagrams illustrating page cache write logging at block-

based storage, according to some embodiments.

[0004] FIG. 2 1s a block diagram illustrating a provider network implementing multiple
network-based services including a block-based storage service that implements page cache
write logging at storage nodes, according to some embodiments.

[0005] FIG. 3 1s a block diagram 1illustrating storage nodes that implement page cache write
logs for updates to page caches implemented at the storage nodes, according to some

embodiments.
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[0006] FIG. 4 1s a block diagram 1llustrating a storage node configured to trim log entries in

a page cache write log for a page cache at the storage node, according to some embodiments.
[0007] FIG. 5 1s a block diagram illustrating dynamically selective page cache write logging
for data volumes maintained 1n block-based storage, according to some embodiments.

[0008] FIG. 6 1s a high-level flowchart 1llustrating various methods and techniques for page
cache write logging at block-based storage, according to some embodiments.

[0009] FIG. 7 18 a high-level flowchart illustrating various methods and techniques for page
cache recovery from a page cache write log, according to some embodiments.

[0010] FIG. 8 1s a high-level flowchart illustrating various methods and techniques for
trimming a page cache write log, according to some embodiments.

[0011] FIG. 9 1s a high-level flowchart illustrating various methods and techniques for
deploying page cache write logging tcchniqucs, according to somc cmbodiments.

[0012] FIG. 10 1s a high-level flowchart illustrating various methods and techniques for
dynamically modifying durability properties for data volumes maintained at a storage node,
according to some embodiments.

[0013] FIG. 11 1s a high-level tflowchart illustrating various methods and techniques for
determining whether to enable or disable page cache write logging for data volumes, according
to some embodiments.

[0014] FIG. 12 18 a high-level flowchart illustrating various methods and techniques
processing write requests at a storage node for a particular data volume according to the
durability properties of the particular data volume, according to some embodiments.

[0015] FIG. 13 18 a high-level flowchart 1llustrating various methods and techniques for data
volume recovery with enabled and disabled write logging, according to some embodiments.
[0016] FIG. 14 1s a block diagram illustrating an example computing system, according to
some embodiments.

[0017] While embodiments are described herein by way of example for several embodiments
and 1llustrative drawings, those skilled 1n the art will recognize that the embodiments are not
limited to the cmbodiments or drawings dcscribed. It should be undcrstood, that the drawings
and detailed description thercto are not intended to limit embodiments to the particular form
disclosed, but on the contrary, the ntention 1s to cover all modifications, equivalents and
alternatives falling within the spirit and scope as defined by the appended claims. The headings
used heremn are for organizational purposes only and are not meant to be used to limit the scope
of the description or the claims. As used throughout this application, the word "may" 1s used 1n a

permissive sense (1.€., meaning having the potential to), rather than the mandatory sense (1.e.,
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meaning must). Similarly, the words “include”, “including”, and “includes” mean including, but
not limited to.
DETAILED DESCRIPTION

[0018] The systems and methods described herein may implement page cache write logging
for block-based storage. Block-based storage systems typically implement page caches to store
quickly (in system memory) updates to data volumes maintained in the page cache. Eventually
the page cache may be flushed to block-based storage devices to update persistent storage.
However, as system memory 18 not persistent in the event of a system failure, writes that are only
stored 1n the page cache are not durable and may be lost. Page cache write logging may be
implemented at storage nodes to preserve the state of the page cache 1 the event of a failure
causing a loss of data in the page cache. In some embodiments, page cache write logging may
bc implemented sclectively for different data volumcs maintaincd at a samc storagce systcm.
Durability properties for respective data volumes describing whether or not page cache write
logging 1s enabled or disabled for a corresponding data volume may be dynamically modified
according to various conditions at the storage system, such as a rate of incoming write requests
that are to be logged in a page cache write log.

[0019] FIG. 1 1s a series of block diagrams illustrating page cache write logging at block-
based storage, according to some embodiments. As indicated at 102 a block storage server 100
(which may be a general computing system, such as system 2000 described below with regard to
FIG. 14) may store data volumes 120 on one or more block-based storage devices attached to the
block-storage server. As write requests 142 for the data volumes 120 are received, I/O manager
102 may send 1n or near parallel updates to respective pages or entries 146 1n page cache 140 and
log records written 144 to page cache write log 130, which may be implemented on a persistent
storage device, (which may be separate from the block-based storage devices storing volumes
120). Log records may, in various embodiments, describe an update to a particular page or entry
of page cache 140. Log records may be stored in page cache write log 130 sequentially, 1n some
embodiments. In response to storing the log records 144 and updating the page cache 146, the
writc rcquests may be acknowlcdged. At a later timc pages in the page cache may be flushed
148 to update the volumes 120 1n the block-based storage devices. In some embodiments, log
records stored 1n page cache write log 130 may be removed or trimmed based on flush
operations 148 from the page cache such that log records describing updates to the page that are
made persistent in volume(s) 120 may be reclaimed and made available to store additional log

records.
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[0020] As 1llustrated at scene 104, a system failure 152 results in the loss of page cache data.

Thus, write requests in the page cache data are lost as they may have not been tlushed to the
volume(s) 120 1n persistent storage. I/O manager 132 may, in some embodiments, obtain log
records 132 from page cache write log 130 and replay the updates 134 to the page cache to
restore the state of the page cache prior to the system failure, resulting 1n a recovery of the page
cache data.

[0021] In some¢ e¢mbodiments, page cache write logging may be implemented on a per
volume basis. For example, in some embodiments, a durability property for a data volume which
indicates whether or not page cache write logging 1s enabled may be dynamically modified to
adjust to changing conditions at the storage node. For example, I/O manager 102 may monitor a
rate of incoming write requests that are to be logged in page cache write log 130, and
dynamically modify onc or morc durability propcrtics for a respective onc or more data volumces
120, 1n some embodiments. If, for instance, page cache write logging 1s disabled for a particular
data volume 120, then write requests 142 directed to the data volume may be completed (e.g.,
page cache 140 updated) without storing a log record describing the update 1in page cache write
log. Similarly, 1f page cache write logging 1s enabled, then write requests received subsequent to
the enablement of page cache write logging may, as illustrated in scene 102, have both updates
to the page cache 140 performed and log records stored in the page cache write log 130 prior to
acknowledging a write as complete. Recovery operations for data volumes with different
durability properties may vary, in some embodiments, with those data volumes with page cache
write logging enabled made available to receive new write requests more quickly or with less
subsequent recovery operations than those data volumes with page cache write logging disabled.
[0022] Please note that previous descriptions are not intended to be limiting, but are merely
provided as an example of page cache write logging at block-based storage. Various other
components may instigate or participate in logging, recovery, or processing write requests.
Other differences, for example, such as the number of storage nodes, data volumes, or durability
schemes (e.g., replicating a data volume on multiple nodes) may also be different than illustrated
in FIG. 1.

[0023] This specification begins with a general description of a block-based storage service
provider, which may implement page cache write logging and dynamically moditying durability
properties for data volumes. Then various examples of a block-based storage service provider
are discussed, including different components/modules, or arrangements of components/module
that may be employed as part of a block-based storage provider. A number of different methods

and techniques to implement page cache write logging and dynamically modifying durability
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properties for data volumes are then discussed, some of which are illustrated 1n accompanying
flowcharts. Finally, a description of an example computing system upon which the various
components, modules, systems, devices, and/or nodes may be implemented 1s provided. Various
examples are provided throughout the specification.

[0024] FIG. 2 1s a block diagram illustrating a provider network implementing multiple
network-based services including a block-based storage service that implements optimized write
performance during snapshot operations, according to some embodiments. Provider network
200 may be set up by an entity such as a company or a public sector organization to provide one
or more services (such as various types of cloud-based computing or storage) accessible via the
Internet and/or other networks to clients 210. Provider network 200 may include numerous data
centers hosting various resource pools, such as collections of physical and/or virtualized
computcr scrvers, storage devices, nctworking cquipment and the like (c.g., computing systcm
2000 described below with regard to FIG. 14), needed to implement and distribute the
infrastructure and services offered by the provider network 200. In some embodiments, provider
network 200 may provide computing resources, such as virtual compute service 230, storage
services, such as block-based storage service 220 and other storage service 240 (which may
include various storage types such as object’key-value based data stores or various types of
database systems), and/or any other type of network-based services 250. Clients 210 may access
these various services offered by provider network 200 via network 260. Likewise network-
based services may themselves communicate and/or make use of one another to provide different
services. For example, computing resources offered to clients 210 1n units called “instances,”
such as virtual or physical compute 1nstances or storage instances, may make use of particular
data volumes 226, providing virtual block storage for the compute instances.

[0025] As noted above, virtual compute service 230 may offer various compute mstances to
clients 210. A virtual compute instance may, for example, comprise on¢ or more servers with a
specified computational capacity (which may be specified by indicating the type and number of
CPUs, the main memory size, and so on) and a specified software stack (¢.g., a particular version
of an opcrating systcm, which may 1n turn run on top of a hypcrvisor). A numbcr of diffcrent
types of computing devices may be used singly or in combination to implement the compute
mstances of virtual compute service 230 1n different embodiments, including general purpose or
special purpose computer servers, storage devices, network devices and the like. In some
embodiments instance clients 210 or other any other user may be configured (and/or authorized)

to direct network tratfic to a compute mstance. In various embodiments, compute instances may
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attach or map to one or more data volumes 226 provided by block-based storage service 220 in
order to obtain persistent block-based storage for performing various operations.

[0026] Compute instances may operate or implement a variety of different platforms, such as
application server instances, Java™ virtual machines (JVMs), general purpose or special-purpose
operating systems, platforms that support various interpreted or compiled programming
languages such as Ruby, Perl, Python, C, C++ and the like, or high-performance computing
platforms) suitable for performing client applications, without for example requiring the client
210 to access an 1nstance. In some embodiments, compute instances have different types or
configurations based on expected uptime ratios. The uptime ratio of a particular compute
instance may be defined as the ratio of the amount of time the instance 18 activated, to the total
amount of time for which the instance 1s reserved. Uptime ratios may also be referred to as
utilizations 1 somc¢ implcmentations. If a client cxpcets to usc a computc stance for a
relatively small fraction of the time for which the instance 1s reserved (e.g., 30% - 35% of a year-
long reservation), the client may decide to reserve the instance as a Low Uptime Ratio instance,
and pay a discounted hourly usage fee in accordance with the associated pricing policy. If the
client expects to have a steady-state workload that requires an instance to be up most of the time,
the client may reserve a High Uptime Ratio instance and potentially pay an even lower hourly
usage fee, although in some embodiments the hourly fee may be charged for the entire duration
of the reservation, regardless of the actual number of hours of use, 1n accordance with pricing
policy. An option for Medium Uptime Ratio instances, with a corresponding pricing policy, may
be supported 1n some embodiments as well, where the upfront costs and the per-hour costs fall
between the corresponding High Uptime Ratio and Low Uptime Ratio costs.

[0027] Compute 1nstance configurations may also include compute instances with a general
or specific purpose, such as computational workloads for compute intensive applications (e.g.,
high-traffic web applications, ad serving, batch processing, video encoding, distributed analytics,
high-energy physics, genome analysis, and computational fluid dynamics), graphics intensive
workloads (e.g., game streaming, 3D application strecaming, server-side graphics workloads,
rendering, financial modcling, and cnginccring design), memory intensive workloads (¢.g., high
performance databases, distributed memory caches, m-memory analytics, genome assembly and
analysis), and storage optimized workloads (e.g., data warchousing and cluster file systems).
Size of compute instances, such as a particular number of virtual CPU cores, memory, cache,
storage, as well as any other performance characteristic. Configurations of compute instances
may also include their location, 1n a particular data center, availability zone, geographic,

location, etc... and (1in the case of reserved compute instances) reservation term length.
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[0028] In various embodiments, provider network 200 may also implement block-based
storage service 220 for performing storage operations. Block-based storage service 220 1s a
storage system, composed of a pool of multiple independent storage nodes 224a, 224b, 224c
through 224n(e.g., server block data storage systems), which provide block level storage for
storing one or more sets of data volumes data volume(s) 226a, 226b, 226¢, through 226n. Data
volumes 226 may be mapped to particular clients, providing virtual block-based storage (e.g.,
hard disk storage or other persistent storage) as a contiguous set of logical blocks. In some
embodiments, a data volume 226 may be divided up into multiple data chunks (including on¢ or
more data blocks) for performing other block storage operations, such as snapshot operations or
replication operations.

[0029] A volume snapshot of a data volume 226 may be a fixed point-in-time representation
of the statc of the data volumc 226. In somc¢ cmbodiments, volume snapshots242 may bce storcd
remotcly from a storage node 224 maintaining a data volume, such as 1n another storage service
240. Snapshot operations may be performed to send, copy, and/or otherwise preserve the
snapshot of a given data volume 1n another storage location, such as a remote snapshot data store
in other storage service 240.

[0030] Block-based storage service 220 may implement block-based storage service control
plane 222 to assist in the operation of block-based storage service 220. In various embodiments,
block-based storage service control plane 222 assists in managing the availability of block data
storage to clients, such as programs executing on compute instances provided by virtual compute
service 230 and/or other network-based services located within provider network 200 and/or
optionally computing systems (not shown) located within on¢c or morc other data centers, or
other computing systems external to provider network 200 available over a network 260. Access
to data volumes 226 may be provided over an internal network within provider network 200 or
externally via network 260, in response to block data transaction instructions.

[0031] Block-based storage service control plane 222 may provide a variety of services
related to providing block level storage functionality, including the management of user accounts
(c.g., crcation, dclction, billing, collcction of payment, ctc.).  Block-bascd storage scrvice
control plane 222 may further provide services related to the creation, usage and deletion of data
volumes 226 1n response to configuration requests. Block-based storage service control plane
222 may also provide services related to the creation, usage and deletion of volume snapshots
242 on other storage service 240. Block-based storage service control plane 222 may also
provide services related to the collection and processing of performance and auditing data related

to the use of data volumes 226 and snapshots 242 of those volumes.
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[0032] Provider network 200 may also implement another storage service 240, as noted
above. Other storage service 240 may provide a same or different type of storage as provided by
block-based storage service 220. For example, in some embodiments other storage service 240
may provide an object-based storage service, which may store and manage data as data objects.
For example, volume snapshots 242 of various data volumes 226 may be stored as snapshot
objects for a particular data volume 226. In addition to other storage service 240, provider
network 200 may implement other network-based services 250, which may include various
different types of analytical, computational, storage, or other network-based system allowing
clients 210, as well as other services of provider network 200 (¢.g., block-based storage service
220, virtual compute service 230 and/or other storage service 240) to perform or request various
tasks.

[0033] Clicnts 210 may cncompass any typc of clicnt configurablc to submit rcqucests to
network provider 200. For example, a given client 210 may include a suitable version of a web
browser, or may include a plug-in module or other type of code module configured to execute as
an extension to or within an execution environment provided by a web browser. Alternatively, a
client 210 may encompass an application such as a database application (or user interface
thereot), a media application, an office application or any other application that may make use of
compute mstances, a data volume 226, or other network-based service 1n provider network 200
to perform various operations. In some embodiments, such an application may include sufficient
protocol support (¢.g., for a suitable version of Hypertext Transfer Protocol (HTTP)) for
generating and processing network-based services requests without necessarily implementing
full browser support for all types of network-based data. In some embodiments, clients 210 may
be configured to generate network-based services requests according to a Representational State
Transfer (REST)-style network-based services architecture, a document- or message-based
network-based services architecture, or another suitable network-based services architecture. In
some¢ embodiments, a client 210 (e.g., a computational client) may be configured to provide
access to a compute instance or data volume 226 1n a manner that 1s transparent to applications
implcment on the clicnt 210 utilizing computational resources provided by the computce instance
or block storage provided by the data volume 226.

[0034] Chients 210 may convey network-based services requests to provider network 200 via
external network 260. In various embodiments, external network 260 may encompass any
suitable combination of networking hardware and protocols necessary to establish network-based
communications between clients 210 and provider network 200. For example, a network 260

may generally encompass the various telecommunications networks and service providers that
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collectively implement the Internet. A network 260 may also include private networks such as
local area networks (LANSs) or wide area networks (WANSs) as well as public or private wireless
networks. For example, both a given client 210 and provider network 200 may be respectively
provisioned within enterprises having their own iternal networks. In such an embodiment, a
network 260 may include the hardware (e.g., modems, routers, switches, load balancers, proxy
servers, etc.) and software (e.g., protocol stacks, accounting software, firewall/security software,
ctc.) necessary to establish a networking link between given client 210 and the Internet as well as
between the Internet and provider network 200. It 1s noted that in some embodiments, clients
210 may communicate with provider network 200 using a private network rather than the public
Internet.

[0035] FIG. 3 1s a block diagram 1llustrating storage nodes that implement page cache write
logs for updatcs to page caches implemented at the storage nodces and dynamically modifying
durability properties for data volumes, according to some embodiments. Multiple storage nodes,
such as storage nodes 310a, 310b, 310¢ through 310n, may be implemented 1n order to provide
block-based storage services. A storage node 310 may be one or more computing systems or
devices, such as a storage server or other computing system (e.g., computing system 2000
described below with regard to FIG. 14). Each storage node 310 may maintain respective
replicas of data volumes. For instance, storage node 310a maintains data volumes 312a, 312b,
312¢, 312d through 312n, storage node 310b maintains data volumes 314a, 314b, 314¢, 314d
through 314n, storage node 310¢ maintains data volumes 316a, 316b, 316¢, 316d through 316n,
through storage node 310n maintaining data volumes 318a, 318b, 318c, 318d through 318&n.
While storage nodes 310 are depicted as having equal numbers of data volumes, numbers of data
volumes maintained on storage nodes may vary from storage node 310 to other storage node
310. Some data volumes may differ in size from other data volumes, in some embodiments.
Storage nodes 310 may also provide multi-tenant storage. For example, 1n some embodiments,
data volume 316a maintained at storage node 310¢ may be maintained for one account of block-
based storage service 220, while data volume 316b also maintained at storage node 310¢c may be
maintaincd for a diffcrent account. Storagce nodcs 310 may pcersist their respective data volumces
in one or more block-based storage devices (e.g., hard disk drives, solid state drives, etc.) that
may be directly attached to a computing system or device implementing the respective storage
node.

[0036] Block-based storage service 220 may manage and maintain data volumes 1n a variety
of different ways. Different durability schemes may be implemented for some data volumes

among two or more storage nodes maintaining a same replica of a data volume. For example,
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different types of mirroring and/or replication techniques may be implemented (e.g., RAID 1) to
increase the durability of a data volume, such as by eliminating a single point of failure for a data
volume. In order to provide access to a data volume, storage nodes may then coordinate 1/O
requests, such as write requests, among the two or more storage nodes maintaining a replica of a
data volume. For example, for a given data volume 312a, storage node 310a may serve as a
master storage node. A master storage node may, 1n various embodiments, receive and process
requests (¢.g., I/0 requests) from clients of the data volume. Thus, storage node 310a may then
coordinate replication of I/O requests, such as write requests, or any other changes or
modifications to data volume 312a to on¢ or more other storage nodes serving as slave storage
nodes. For instance, storage node 310c may maintain data volume 316d which 1s a replica of
data volume 312a. Thus, when a write request 1s received for data volume 312a at storage node
310a, storagc nodc 310a may forward thc writc rcqucest to storagc nodc 310c and wait until
storage node 310c¢ acknowledges the write request as complete before completing the write
request at storage node 310. Master storage nodes may direct other operations for data volumes,
like snapshot operations or other I/O operations (e.g., serving a read request).

[0037] Please note, that in some embodiments, the role of master and slave storage nodes
may be assigned per data volume. For example, for data volume 312a maintained at storage
node 310a, storage node 310a may serve as a master storage node. While for another data
volume, such as data volume 312b, maintained at storage node 310a, storage node 310a may
serve as a slave storage node.

[0038] In various embodiments, storage nodes 310 may cach implement a respective page
cache. A page cache may be a portion of system memory or other memory device that stores
pages or other groupings of data from one of the data volumes 312 maintained a respective
storage node. Instead of directly writing to or reading from a block-based storage device
maintaining the portion of requested data of a data volume, the page cache may be updated. For
cxample, 1f a read request 1s received for a portion of a data volume, 1t may first be determined
whether the data resides in the page cache. If yes, then the data may be read from the page
cachc. If no, then the data may be rctricved from the respective block-bascd storage device
maintaining the portion of the requested data of the data volume and written 1nto the page cache
for future use. Similarly, a write request may be directed toward a data volume maintained 1n
persistent block storage may be first completed at the page cache. For a received write request, a
page cache entry corresponding to the data to be written (e.g., a portion of a data volume already
maintained 1n the page cache) may be updated according to the write request. Similarly, if the

data to be modified by the write request 1s not 1 the page cache, the data may be first obtained
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from the block-based storage device that persists the data, written into a new page cache entry in
the page cache, and then updated according to the write request. Page cache techniques are well-
known to those of ordinary skill in the art, and thus, the previous examples are not intended to be
limiting as to other page cache technmiques.

[0039] In various embodiments, storage nodes 310 may implement respective page cache
write logs, such as page cache write logs 320a, 320b, 320¢ through 320n. Page cache write logs
may store log records describing updates to the respective page cache, such as write requests that
modify data maintained in the page cache 330. Thus, in the event of a system or other failure
that causes a loss of data 1n the page cache 330, log records 1in the page cache write log 320 may
be used to restore the page cache to a state prior to the failure. Log records may be stored
sequentially according to the order in which updates are made to page cache 330, in some
cmbodiments. For cxamplc, writc rcqucest 1A 1s recerved, performed, and a corrcsponding log
record 1A 1s stored. Then write request 1B 1s received, performed, and a corresponding log
record 1B 1s stored, and so on. By storing log records sequentially, log records may be replayed
or re-applied 1n the order in which they are stored to generate a state of the page cache at a
particular point 1n time.

[0040] Moreover, sequential storage of log records may decrease write latency for storing
log records. Page cache write logs 320 may be implemented as a persistent storage device (e.g., a
hard-disk drive, solid state drive (SSD), or other block-based storage device). In some
embodiments, page cache write log 320 may be implemented on a persistent memory device,
such as non-volatile random access memory (NV RAM), battery or capacity backed memory, or
other types of memristor based resistive random access memory (ReRAM), three-dimensional
NAND technologies, Ferroclectric RAM, magnetoresistive RAM (MRAM), or any of various
types of phase change memory (PCM). Sequential writes to such types of persistent storage
devices are often faster than random access writes. In various embodiments, page cache write
logs 320 may be implemented on a dedicated block storage device for the storage node. The
persistent storage device persisting the page cache write log may be separate from block-based
storagc dcvices persisting data volumcs at a storage nodc, 1n some cmbodiments.

[0041] Storage nodes 310 may implement respective /O managers, such as /0 managers
340a, 340b, 340c through 340n. 1/0O managers 340 may handle 1/0 request directed toward data
volumes maintained at a particular storage node. Thus, I/O manager 340b may process and
handle a write request to volume 314b at storage node 310b, for example. /O manager 340 may
be configured to process I/O requests according to block-based storage service application

programming Interface (API) and/or other communication protocols, such as such as internet

11



10

15

20

25

30

CA 02940456 2016-08-23

WO 2015/138376 PCT/US2015/019576

small computer system interface (1SCSI). In some embodiments, I/O managers 340 may
implement respective log management components, such as log management 342a, 342b, 342¢
through 342n. Log management components may perform various log management functions,
such as trimming log records and/or performing page cache recovery based, at least in part, on
log records, discussed in further detail below with regard to FIGS. 4, 7 and 8.

[0042] FIG. 4 18 a block diagram illustrating a storage node configured to trim log entries in
a page cache write log for a page cache at the storage node, according to some embodiments.
Log management module 422 implemented in I/O manager 420 may control log operations for
page cache write log 400 at storage node 402. Log management module 422 may determine
when to perform a trimming operation (¢.g., detecting a trim event such as discussed below with
regard to FIG. 8). Log management module may first mark the trim point in the log 412, such as
th¢ point 1n the log 400 when the trimming opcration begins. Log rccords 410 that arc shaded
arc those log records that were stored prior to the trim point and are thus eligible to be trimmed
(as they need not be kept 1f the page cache 1s flushed entirely). Log management module 414
may 1nstruct page cache 430 to start a cache flush 414. One or more flush operations may be
performed to flush the page cache entries to 432 to the respective block-based storage devices
maintaining volumes 440a, 440b, through 440n. Once page cache entries are tlushed, the block-
based storage devices maintaining data volumes 440 may persistently store the completed write
operations previously stored 1n page cache 430. In some embodiments, log management module
422 may determine a size of flush operations, increasing or decreasing the portions of the page
cache flushed at a time. Once the indication that the cache flush 1s complete 416 1s received, the
log management module may then reclaim (e.g., delete and mark as available) log records prior
to the log trim point 418, freeing up space for additional log records.

[0043] FIG. 5 1s a block diagram 1llustrating selective page cache write logging for data
volumes maintained 1n block-based storage, according to some embodiments. As noted above, in
some embodiments page cache write logging may be enabled or disabled on a per data volume
basis. Write(s) 502 received at I/O manager 420 may be directed through log management
modulc 422. Log managcment module 422 may be configurcd to detcrmine whether a durability
property for a particular data volume (which indicates whether page cache write logging 1s
enabled or disabled). In the 1llustrated, example, volume controls 520b and 520c prevent page
cache logging for write requests 504 going to the page cache write log 400. While other writes
504 that are directed toward data volumes with a durability property enabled to allow page cache
write logging are passed through 506 and written as log records 508 to page cache write log 400.
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[0044] In some embodiments, volume log management 422 may perform dynamic
modification of durability properties for data volumes, as discussed below with regard to FIGS.
10 and 11. For example, I/O manager 420 and/or log management module 422 may monitor the
rate of incoming write requests that are to be logged and dynamically modify the durability
properties of one or more data volumes based on the incoming rate. Other data, such as control
plane data 510 rececived at log management 422, may also be used to make dynamic
modifications to durability propertics for data volumes, such as data that indicates durability
properties for other storage nodes maintaining one or more of the same replicas of the data
volumes maintained at the storage node.

[0045] The examples of page cache write logging for block-based storage maintaining data
volumes discussed above with regard to FIGS. 2 — 5 have been given 1n regard to a block-based
storagc scrvice. Various other types or configurations of block-bascd storage may implecment
these techniques. For example, a client of block-based storage (application, operating system, or
other component sending write requests for the data volume) may be implemented on a same
computing system as the storage node pertorming a snapshot operation. Different configurations
of storage nodes may also implement various numbers of replicas, mirroring, or other durability
techniques that may implement page cache write logging performed by the variously configured
storage nodes for the data volume. FIG. 6 1s a high-level flowchart illustrating various methods
and techniques for page cache write loggimng at block-based storage, according to some
embodiments. These techniques may be implemented using one or more storage nodes (or other
system component that maintains a data volume 1n block-based storage) as described above with
regard to FIGS. 2 — 3.

[0046] As indicated at 610, a write request for a data volume 1n a block-based storage device
maintained at the storage node may be received, in various embodiments. The write request may
write, delete, change or otherwise modify the data volume. A corresponding entry for the
modified data may be updated 1n the page cache 1n system memory at the storage node for the
write request, as indicated at 620. Likewise, 1n or ncar-parallel, a log record describing the
updatc to the corrcsponding cntry 1n the page cache write log may be storcd. For cxamplc, a log
record may include the exact value of the modification or new data, or may include a value from
which the update can be derived (e.g., prior value +1). In response to updating the
corresponding entry 1n the page cache and storing the log record describing the update to the
corresponding entry in the page cache write log, the write request may be acknowledged as

completed, as indicated at 640. The page cache may maintain the updated entry until such a time
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as the entry has been written to a persistent storage device maintaining the updated portion of the
data volume as part of a tlush operation, in some embodiments.

[0047] As noted above, preserving log records in a page cache write log may allow for a
state of the page cache prior to a system failure causing data loss 1 the page cache to be restored
to the page cache. FIG. 7 1s a high-level flowchart 1llustrating various methods and techniques
for page cache recovery from a page cache write log, according to some embodiments. As
indicated at 710, recovery from a system failure may occur at a storage node. A system failure
may generally be any failure that causes a loss of data in the page cache in system memory, such
as a power or software failure. Upon recovery, log records stored 1n the persistent storage device
storing the page cache write log that describe the state of the page cache may be obtamed, as
indicated at 720. For example, the log records may be read sequentially from the page cache log
as part onc or morc diffcrent rccovery opcrations, routincs, or proccsscs for the storage nodce
maintaining the data volume.

10048] As 1dicated at 730, the log records obtained from the page cache write log may be
applied to write to the page cache a state of the page cache prior to the system failure. For
example, as the log records describe the updates to the page cache log, the log records may be
replayed in sequence, recreating the updates to the page cache in order to restore the state of the
page cache, in some embodiments. In some embodiments, the log records may be dependent on
or independent of prior log records 1n the page cache write log. Once restored, the storage node
may be made available for processing 1/0 requests, in some embodiments.

[0049] Over time even a large page cache write log may become full, as write requests may
occur very frequently, in various embodiments. FIG. 8 18 a high-level flowchart illustrating
various methods and techniques for trimming a page cache write log, according to some
embodiments. As idicated at 810, a trim ecvent may be detected for a page cache log
maintaining log records describing updates to a page cache for a storage node. A trim event may
be an indication or a determination that available storage space 1n the page cache write log has
cxceed some threshold.  Other 1indications or determinations may be additionally, or
altcrnatively, uscd. For cxamplc, a timcr or other indication that an amount of timc clapscd sincc
a previous trim event may trigger a trim event. In some embodiments, a trim event may be
detected when a page cache flush of dirty pages has occurred such that a contiguous portion of
log records 1n the page cache write log may no longer be necessary to persist.

[0050] In response to detecting the trim event for the page cache log, a trim location in the
page cache log may be 1dentified. The trim location may be the current location 1n the log at the

ttme of the trim event. The trim event location may be saved or recorded elsewhere while
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trimming 1s performed. As indicated at 830, flush operations may be performed to write page
cache entries from the system memory to block-based storage devices storing the data volume, 1n
various embodiments. Flush operations may write the contents of portions of the page cache to
their corresponding locations 1n the block-based storage devices. In some embodiments, only
those portions of the page cache that have been modified (1.e. dirty) may be flushed.

[0051] In at least some embodiments, a determination as to the size of the page cache flush
opcrations may be made. For example, during the performance of flush operations write
requests to the flushed portion of the page cache are blocked. The size of the portion of flushed
arca may be adjusted depending on the speed with which the log needs to be trimmed in contrast
with the latency added to certain write requests that are blocked. For instance, if write requests
that would be written to a portion of the page cache that 1s within a flushed arca of a flush
opcration, then the size of the portion of the flushed arca may incrcasc or decrcasc the lateney for
pending write requests by increasing or decreasing the possibility that a particular write request
may be blocked. Upon completion of the flush operations, portions of the persistent storage
device maintaining the page cache log may be reclaimed for sting additional log records
describing updates to the page cache, as indicated at 840.

[0052] In some embodiments, a control plane or other system component may direct the
deployment, implementation, and/or enablement of page cache write logging for storage nodes
maintaining data volumes 1n block-based storage. FIG. 9 1s a high-level flowchart 1llustrating
various methods and technmiques for deploying page cache write logging techniques, according to
some embodiments. As indicated at 910, storage nodes 1n a block-based storage system may be
identified that do not maintain a page cache write log. For example, system level metadata may
be maintained indicating the version, configuration, or status of storage nodes, including whether
or not page cache write logging 1s implemented. As indicated at 920, the 1dentified storage
nodes may be evaluated to determine a durability score for each storage node. For example, if a
particular storage node 1s implemented 1n a data center or other physical or geographical location
that 1s prone to power failure, such information may lower a durability score for the storage
nodc. Similarly, 1f a majority of pcers in a samc data center or gecographical location have
implemented page cache write logging, then the durability score may be raised. Many other
factors may influence the durability score for a storage node, such as whether or not a majority
of data volumes maintained on the storage node have replicas on other storage nodes with page
cache write logging enabled. Different weightings, combinations, or other calculations

dependent of these various factors may be used to determine a durability score for a particular
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storage node. Thus, the previous examples are not intended to be limiting as to the various other
factors that may influence the durability score.

[0053] As indicated at 930, based on the durability scores for the storage nodes, a one or
more storage node may be selected to implement page cache write logging, in various
embodiments. Such selections may be provided to various different block-based storage service
administration or management interfaces according to different communication mechanisms. In
som¢ embodiments, the techniques illustrated 1n FIG. 9 may be performed periodically or a
periodically for a given subset of storage nodes implementing a block-based storage service
(¢.g., a particular room, data center, or other geographic location or grouping) or an entire fleet
of storage nodes implementing a block-based storage service. Each iteration of the method m
FIG. 9 may be allotted pre-defined number of deployments, 1n some embodiments, and thus the
storagc nodcs may bce sclected bascd on durability scorc until the number of available
deployments are assigned.

[0054] Page cache write logging may increase the durability of data volumes maintained at a
storage node, 1n various embodiments. By storing log records 1n a page cache write log, the state
of the page cache may be able to be restored in the event of a system failure. However, in some
embodiments, the increased burden of performing page cache write logging may exceed the
capabilities of persistent storage devices maintaining the page cache write log or hamper the
performance of write requests. Allowing more fine-grained page cache write logging may allow
for a storage node to effectively tune its performance to maximize durability and mimmize
latency. FIG. 10 1s a high-level flowchart illustrating various methods and techniques for
dynamically modifying durability propertics for data volumes maintained at a storage node,
according to some embodiments.

[0055] As indicated at 1010, a page cache write log storing log records describing updates to
a page cache may be maintained for write requests received at a storage node maintaining
multiple data volumes, 1in various embodiments. A page cache write log may be maintained in a
persistent storage device, as discussed above. The persistent storage device may be a block-
bascd storagc dcvice, such as a hard disk drive or solid statc drive. In somc cmbodiments, the
persistent storage device may be a non-volatile random access memory device (NV-RAM). Log
records may be written and/or stored in the persistent storage device sequentially, m order to
decrease write latency. Log records for different data volumes may be stored based on when the
write request was performed to update the page cache, and may not, in some embodiments, be

grouped or stored with log records for the same data volume.

16



10

15

20

25

CA 02940456 2016-08-23

WO 2015/138376 PCT/US2015/019576

[0056] As indicated at 1020, a rate of incoming write requests to the storage node that are to
be logged in the page cache write log may be monitored, in various embodiments. As discussed
below with regard to FIG. 11, the rate may, in some embodiments, be a simple measure of the
number of write requests received within a period of time that are to be logged. The rate may
also be converted mto a measure that indicates the amount of work to be performed 1n order to
perform the write requests (¢.g., mput/output operations per second (IOPS)). Monitoring of the
write requests may be performed continually, periodically, or aperiodically, in various
embodiments.

[0057] As mdicated at 1030, based, at least in part, on the rate of incoming write requests to
the storage node that are to be logged, a durability property for one (or more) of the data volumes
may be dynamically modified. The durability property may indicate, in various embodiments,
whcther page cache write logging 1s cnablcd or disable for the data volumce. Thus, by moditying
the durability property, write requests directed toward a particular data volume may be logged or
not logged, depending on a current state of the durability property for the data volume at the time
a write request 18 received. In some embodiments, dynamic modifications may include all of the
data volumes maintained at a storage node. For example, page cache write logging may be
disabled (or enabled) for all data volumes, in some embodiments.

[0058] Monitoring the rate of incoming write requests to a storage node may allow a storage
node to adapt to changing conditions, such as a dramatic increase or decrease i the number of
received write requests. FIG. 11 1s a high-level flowchart illustrating various methods and
techniques for determining whether to enable or disable page cache write logging for data
volumes, according to some embodiments. The rate of incoming write requests may be used to
take ameliorative actions, or to maximize performance and/or durability for data volumes
maintained at a storage node.

[0039] As mdicated at 1110, a rate of incoming write requests to a storage node 110 that are
to be logged to a page cache write log may be determined. This rate may, in some embodiments,
be a simple measure of the number of write requests received within a period of time. The rate
may also bc converted mto a mcasure that indicates the amount of work to be performed 1n order
to perform the write requests (e.g., mput/output operations per second (IOPS)). Once
determined, the rate of mcoming write requests may be compared with logging rate ceiling, as
indicated at 1120. A logging rate ceiling, may be determined or configured to correspond to
some throughput capability of a persistent storage device implementing the page cache write log,
in some embodiments. For example, 1f a hard disk drive can perform at a maximum 8000 IOPS,

then the logging rate ceiling may be determined to be some number at or below the maximum
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throughput of the hard disk drive (e.g., 7000 IOPS). In some embodiments, the logging rate

ceiling may be set lower than the maximum throughput of the persistent storage device 1n order
to allow dynamic modifications of durability properties time to lower the current rate without
exceeding the throughput capacity of the device (which may cause log record loss or blocked
write requests—as write requests may be blocked until the page cache write log can catch up).
[0060] If a determined rate of incoming write requests exceeds a logging rate ceiling, as
indicated by the positive exit from 1120, a selection of one or more data volumes may be made
to disable page cache write logging for the selected data volumes in order to lower the rate of
iIncoming write requests that are to be logged below the logging rate ceiling. The selection of
data volume may be made from the data volumes at the storage node that currently have page
cache write logging enabled. For instance, 1f 8 out of the 10 data volumes have page cache write
logging cnabled, the sclection may be madce from the 8 out of 10 data volumcs.

[0061] The sclection may be made based on several different factors. For example, the
selection may be based on the size of each data volume. For example, the largest data volume
may receive a disproportionately large amount of write requests. The selection may also be
made based on the number of write requests that are directed toward a particular data volume.
For instance, 1f a data volume, though small, receives frequent write requests, the small data
volume may push the rate of incoming write requests to be logged 1n excess of the rate ceiling,
Based on these and various other factors, one or more data volumes may be selected. For
example, data volumes may have an estimated rate of write requests associated with each data
volume. Data volumes may continue to be selected until an estimated rate of write requests for
the selected data volumes lowers the rate of incoming write request to an acceptable amount. In
some embodiments, an ordering or priority scheme of data volumes may be enforced in order to
select some data volumes over others. For example, in some embodiments, durability properties
for replicas of the data volumes maintained at other storage nodes may be known. Thus if, a
particular data volume has a higher number of write requests than another data volume, but the
particular data volume also only has page cache write logging at this storage node (and not at
othcr storage nodcs where replicas arc maintaincd), then the particular data volume may be
excluded or lowered 1n the ordering or priority scheme for selection. Once selected, page cache
write logging for the selected data volume may be disabled, as indicated at 1140.

[0062] In some embodiments, the rate of incoming write requests that are to be logged 1n a
page cache write log may also be compared to a logging rate floor, as indicated at 1150. Similar
to the analysis discussed above, with regard to the logging rate ceiling, a logging rate floor may

indicate that rate of incoming write requests for which the storage node may be able enable page
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cache write logging for additional. For example, the logging rate floor may be determined or set
based on an average number of write requests per volume such that a rate below the logging rate
floor indicates that a likely or historically average data volume may have write logging enabled
without exceeding the logging rate ceiling 1120.

[0063] A selection of a data volume (or data volumes) may be made from those data volumes
which have page cache write logging disabled. As discussed above, the selection may be based
on the size of cach data volume. For example, the smallest data volume may receive a
disproportionately small amount of write requests. The selection may also be made based on the
number of write requests that are directed toward a particular data volume. For instance, if a
data volume, though large, historically receives an mfrequent number of write requests, the large
data volume may not push the rate of incoming write requests to be logged in excess of the
logging ratc cciling. Bascd on thesce and various other factors, onc or more data volumcs may be
selected, as indicated at 1160. For example, data volumes may have an estimated rate of write
requests associated with each data volume. Data volumes may continue to be selected until an
estimated rate of write requests for the selected data volumes raises the rate of incoming write
requests to be above the logging rate tloor. In some embodiments, an ordering or priority
scheme of data volumes may be enforced in order to select some data volumes over others. For
example, in some embodiments, durability properties for replicas of the data volumes maintained
at other storage nodes may be known. Thus if, a particular data volume has a higher number of
write requests than another data volume, but the particular data volume also does not have page
cache write logging ecnabled at any storage node (where replicas of the data volume are
maintained), then the particular data volume may be favored in the ordering or priority scheme
for selection. Once sclected, page cache write logging for the selected data volume may be
enabled, as indicated at 1170.

[0064] The negative exit from 1150 back to 1110 indicates that this evaluation may be
performed repeatedly while the rate incoming write requests are monitored, in various
embodiments. In this way, adjustments to the durability properties of data volumes may be made
OVCr timc.

[0065] As durability properties for data volumes maintained at a storage node may be
dynamically changed over time, write request for the same data volume may be processed with
page cache write logging at one time and without page cache write logging at another time. FIG.
12 1s a high-level flowchart illustrating various methods and techniques processing write
requests at a storage node for a particular data volume according to the durability properties of

the particular data volume, according to some embodiments.
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[0066] As indicated at 1210, a write request may be received for a data volume. Metadata or
other information may be maintained at the storage node indicating the durability properties of
data volumes. The metadata may be evaluated to determine whether page cache write logging is
enabled for the data volume, as indicated at 1220. If yes, then the page cache may be updated
for the write, as indicated at 1250, and a log record describing the update to the page cache may
be stored 1n the page cache write log at the storage node, as indicated at 1260. As noted above
with regard to FIG.6, in some embodiments the update to the page cache for the write 1250 and
the storage of the log record 1n the page cache write log 1260 may be performed 1n parallel or
near parallel (e.g., started at the same time, but one operation finishes before the other). Once
the page cache 1s updated and the log record stored, the write request may be acknowledged as
complete, as indicated at 1270. If page cache write logging 1s not enabled for the data volume,
as mdicatcd by the ncgative cxit from 1220, then the page cache may be updated for the write
request, as indicated at 1230, and the write request acknowledged as complete, as indicated at
1240, without storing a log record 1n the page cache write log.

[0067] As discussed above with regard to FIG. 7, log records 1n a page cache write log may
be replayed to restore to a page cache a state of the page cache prior to a system failure. In this
way, write requests that were acknowledged as completed may not be lost, even though the page
cache may not have yet flushed page cache entries to the block-based storage devices
maintaining data volumes. Therefore, a current version of a data volume may be retained based
on the data volume as stored in the block-based storage devices and as described in the page
cache write log. Since page cache write logging may be enabled and disable for particular data
volumes at a storage node, some data volumes on a storage node may be current, while others
may not. FIG. 13 1s a high-level flowchart illustrating various methods and techniques for data
volume recovery with enabled and disabled write logging, according to some embodiments.
[0068] As 1mndicated at 1310, a storage node may recover from a system failure. The storage
node may maintain multiple data volumes. In order to perform additional recovery operations,
data volumes may be evaluated to 1dentify those data volumes with page cache write logging
cnablcd. As indicatcd at 1320, a particular data volumc may bc sclected.  The durability
property for the data volume may be used to determine whether page cache write logging was
cnabled for the data volume, as indicated at 1330. If yes, as indicated by the positive exit, the
data volume may be 1dentified as current, as indicated at 1350, and may be made available for
I/O requests, as indicated at 1360. For example, 1f a particular data volume 1s identified as
current, then a block-storage service control plane, or the storage node 1itself, may 1dentify a new

role for the data volume 1n a durability scheme, such as identifying the storage node as a master

20



10

15

20

25

CA 02940456 2016-08-23

WO 2015/138376 PCT/US2015/019576

storage node for the data volume. The 1dentified master storage node may then acquire one or
more slave storage nodes to maintain a new replica of the data volume, and replicate the data
volume to the slave storage nodes. Alternatively, in some embodiments, storage node may begin
processing [/O requests for the current data volume without obtaining any peer or slave storage
nodes. Any other recovery operations for a current data volume may also be performed to
prepare the data volume for 1/0 requests. 1f, however, page cache write logging 1S not enabled
for the data volume, as indicated by the negative exit from 1330, then the data volume may be
identified as not current, as indicated at 1340. Data volumes that are not current may be
subjected to extra recovery operations, such as waiting for another storage node maintaining a
replica of the data volume to 1dentify whether 1t maintains a current version of the data volume.
In some embodiments, data volumes not 1dentified as current may be deleted or removed from
block-bascd storagc dcvices at a storage nodc.

10069] The methods described herein may 1n various embodiments be implemented by any
combination of hardware and software. For example, in one embodiment, the methods may be
implemented by a computer system (e.g., a computer system as in FIG. 14) that includes one or
more processors executing program instructions stored on a computer-readable storage medium
coupled to the processors. The program instructions may be configured to implement the
functionality described herein (e.g., the functionality of various servers, storage nodes, control
planes, managers and/or other components, such as those that implement the block-based storage
service described herein). The various methods as illustrated in the figures and described herein
represent example embodiments of methods. The order of any method may be changed, and
various ¢lements may be added, reordered, combined, omitted, modified, etc.

[0070] Embodiments of page cache write logging for block-based storage as described herein
may be executed on one or more computer systems, which may interact with various other
devices. FIG. 14 1s a block diagram illustrating an example computer system, according to
various embodiments. For example, computer system 2000 may be configured to implement
storage and/or compute nodes of a compute cluster, a data stores, and/or a client, in different
cmbodiments. Computcr systcm 2000 may be any of various typcs of devicees, including, but not
limited to, a personal computer system, desktop computer, laptop or notebook computer,
mainframe computer system, handheld computer, workstation, network computer, a consumer
device, application server, storage device, telephone, mobile telephone, or mn general any type of
computing device.

[0071] Computer system 2000 includes one or more processors 2010 (any of which may

include multiple cores, which may be single or multi-threaded) coupled to a system memory
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2020 via an mput/output (I/0O) mterface 2030. Computer system 2000 further includes a network

interface 2040 coupled to I/O interface 2030. In various embodiments, computer system 2000
may be a uniprocessor system including one processor 2010, or a multiprocessor system
including several processors 2010 (e.g., two, four, eight, or another suitable number). Processors
2010 may be any suitable processors capable of executing instructions. For example, 1n various
embodiments, processors 2010 may be general-purpose or embedded processors implementing
any of a varicty of instruction set architectures (ISAs), such as the x86, PowerPC, SPARC, or
MIPS ISAs, or any other suitable ISA. In multiprocessor systems, cach of processors 2010 may
commonly, but not necessarily, implement the same ISA. The computer system 2000 also
includes one or more network communication devices (e.g., network interface 2040) for
communicating with other systems and/or components over a communications network (¢.g.
Intcrnct, LAN, ctc.).

0072] In the 1llustrated embodiment, computer system 2000 also includes one or more
persistent storage devices 2060 and/or one or more 1/0 devices 2080. In various embodiments,
persistent storage devices 2060 may correspond to disk drives, tape drives, solid state memory,
other mass storage devices, block-based storage devices, or any other persistent storage device.
Computer system 2000 (or a distributed application or operating system operating thereon) may
store instructions and/or data 1n persistent storage devices 2060, as desired, and may retrieve the
stored instruction and/or data as needed. For example, in some embodiments, computer system
2000 may host a storage system server node, and persistent storage 2060 may include the SSDs
attached to that server node.

[0073] Computer system 2000 includes onec or more system memorics 2020 that are
configured to store instructions and data accessible by processor(s) 2010. In various
embodiments, system memorics 2020 may be mmplemented using any suitable memory
technology, (¢.g., one or more of cache, static random access memory (SRAM), DRAM,
RDRAM, EDO RAM, DDR 10 RAM, synchronous dynamic RAM (SDRAM), Rambus RAM,
EEPROM, non-volatile/Flash-type memory, or any other type of memory). System memory
2020 may contain program instructions 2025 that arc cxccutablc by proccssor(s) 2010 to
implement the methods and techniques described herein. In various embodiments, program
instructions 2025 may be encoded 1n platform native binary, any interpreted language such as
JavaTM byte-code, or 1n any other language such as C/C++, JavaTM, etc., or in any combination
thercot. For example, 1n the illustrated embodiment, program instructions 2025 include program

instructions executable to 1mplement the functionality of a storage node, 1n different
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embodiments. In some embodiments, program instructions 2025 may immplement multiple
separate clients, nodes, and/or other components.

[0074] In some embodiments, program 1nstructions 2025 may include 1nstructions
executable to implement an operating system (not shown), which may be any of various
operating systems, such as UNIX, LINUX, SolarisTM, MacOSTM, WindowsTM, etc. Any or
all of program 1nstructions 2025 may be provided as a computer program product, or software,
that may include a non-transitory computer-readable storage medium having stored thercon
instructions, which may be used to program a computer system (or other electronic devices) to
perform a process according to various embodiments. A non-transitory computer-readable
storage medium may include any mechanism for storing information in a form (e.g., software,
processing application) readable by a machine (¢.g., a computer). Generally speaking, a non-
transitory computcr-accessiblc mcdium may include computcr-rcadablc storagc mcdia or
memory media such as magnetic or optical media, ¢.g., disk or DVD/CD-ROM coupled to
computer system 2000 via 1/O interface 2030. A non-transitory computer-readable storage
medium may also include any volatile or non-volatile media such as RAM (e.g. SDRAM, DDR
SDRAM, RDRAM, SRAM, ctc.), ROM, ctc., that may be included mm some embodiments of
computer system 2000 as system memory 2020 or another type of memory. In other
embodiments, program instructions may be communicated using optical, acoustical or other form
of propagated signal (e.g., carrier waves, infrared signals, digital signals, etc.) conveyed via a
communication medium such as a network and/or a wireless link, such as may be implemented
via network interface 2040.

[0075] In some embodiments, system memory 2020 may include data store 2045, which may
be configured as described herein. In general, system memory 2020 (¢.g., data store 2045 within
system memory 2020), persistent storage 2060, and/or remote storage 2070 may store data
blocks, replicas of data blocks, metadata associated with data blocks and/or their state,
configuration information, and/or any other information usable 1n implementing the methods and
techniques described herein.

[0076] In onc cmbodiment, 1/0 1ntcrfacc 2030 may be configurcd to coordinatc 1/0 traffic
between processor 2010, system memory 2020 and any peripheral devices i the system,
including through network 1nterface 2040 or other peripheral interfaces. In some embodiments,
I/O interface 2030 may perform any necessary protocol, timing or other data transformations to
convert data signals from one component (e.g., system memory 2020) into a format suitable for
use by another component (e.g., processor 2010). In some embodiments, I/O mterface 2030 may

include support for devices attached through various types of peripheral buses, such as a variant
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of the Peripheral Component Interconnect (PCI) bus standard or the Universal Serial Bus (USB)

standard, for example. In some embodiments, the function of I/O interface 2030 may be split
into two or more separate components, such as a north bridge and a south bridge, for example.
Also, in some embodiments, some or all of the functionality of I/0 interface 2030, such as an
interface to system memory 2020, may be incorporated directly into processor 2010.

[0077] Network interface 2040 may be configured to allow data to be exchanged between
computer system 2000 and other devices attached to a network, such as other computer systems
2090, for example. In addition, network interface 2040 may be configured to allow
communication between computer system 2000 and various 1/0 devices 2050 and/or remote
storage 2070. Input/output devices 2050 may, in some embodiments, include one or more
display terminals, keyboards, keypads, touchpads, scanning devices, voice or optical recognition
dcvices, or any other devices suitable for cntering or rctricving data by onc or morc computcr
systems 2000. Multiple mput/output devices 2050 may be present in computer system 2000 or
may be¢ distributed on various nodes of a distributed system that includes computer system 2000.
In some embodiments, stmilar input/output devices may be separate from computer system 2000
and may nteract with one or more nodes of a distributed system that includes computer system
2000 through a wired or wireless connection, such as over network interface 2040. Network
interface 2040 may commonly support one or more wireless networking protocols (e.g., Wi-
FI/IEEE 802.11, or another wireless networking standard). However, 1n various embodiments,
network 1nterface 2040 may support communication via any suitable wired or wireless general
data networks, such as other types of Ethernet networks, for example. Additionally, network
intertace 2040 may support communication via telecommunications/telephony networks such as
analog voice networks or digital fiber communications networks, via storage area networks such
as Fibre Channel SANSs, or via any other suitable type of network and/or protocol. In various
embodiments, computer system 2000 may include more, fewer, or different components than
those 1illustrated in FIG. 142000 (e.g., displays, video cards, audio cards, peripheral devices,
other network interfaces such as an ATM interface, an Ethernet interface, a Frame Relay
mtcrface, ctc.)

[0078] It 18 noted that any of the distributed system embodiments described herein, or any of
their components, may be implemented as one or more network-based services. For example, a
compute cluster within a computing service may present computing and/or storage services
and/or other types of services that employ the distributed computing systems described herein to
clients as network-based services. In some embodiments, a network-based service may be

implemented by a software and/or hardware system designed to support interoperable machine-
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to-machine 1nteraction over a network. A network-based service may have an interface
described 1n a machine-processable format, such as the Web Services Description Language
(WSDL). Other systems may interact with the network-based service in a manner prescribed by
the description of the network-based service’s interface. For example, the network-based service
may define various operations that other systems may invoke, and may define a particular
application programming interface (API) to which other systems may be expected to conform
when requesting the various operations. though

[0079] In various embodiments, a nctwork-based service may be requested or invoked
through the use of a message that includes parameters and/or data associated with the network-
based services request. Such a message may be formatted according to a particular markup
language such as Extensible Markup Language (XML), and/or may be encapsulated using a
protocol such as Simplc Objccet Access Protocol (SOAP). To perform a nctwork-bascd scrvices
request, a network-based services client may assemble a message including the request and
convey the message to an addressable endpoint (e.g., a Uniform Resource Locator (URL))
corresponding to the network-based service, using an Internet-based application layer transter
protocol such as Hypertext Transfer Protocol (HTTP).

[0080] In some embodiments, network-based services may be mmplemented using
Representational State Transfer (“RESTful”) techniques rather than message-based techniques.
For example, a network-based service implemented according to a RESTtul technique may be
invoked through parameters included within an HTTP method such as PUT, GET, or DELETE,
rather than encapsulated within a SOAP message.

[0081] Although the embodiments above have been described in considerable detail,
numerous variations and modifications may be made as would become apparent to those skilled
in the art once the above disclosure 1s fully appreciated. It 1s intended that the following claims
be interpreted to embrace all such modifications and changes and, accordingly, the above
description to be regarded m an illustrative rather than a restrictive sense.

[0082] Embodiments of the disclosure can be described 1 view of the following clauses:

1. A systcm implcmenting a storagce nodc, comprising:

a plurality of block-based storage devices maintaining a plurality of data volumes;

a system memory, comprising a page cache, wheremn the page cache 1s periodically or
aperiodically flushed to the plurality of block-based storage devices in order to
persistently update the plurality of data volumes;

a persistent storage device maintaining a page cache write log maintaining a plurality of

log records describing updates to the page cache, wherein the plurality of log
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records describe a state of the page cache to be restored to the page cache in the
event of a system failure resulting in a loss of data in the page cache;
a log management module, configured to:
monitor a rate of incoming write requests to the storage node that are to be logged
5 to the page cache write log;
based, at least 1n part, on the rate of incoming write requests, dynamically modify
a durability property for at least one data volume of the plurality of data
volumes, comprising:
enable page cache write logging for the at least one data volume; or
10 disable page cache write logging for the at least one data volume.
2. The system of clause 1, wherein, to dynamically modify the durability property
for the at Icast onc data volume, the log management modulc 1s further configurcd to:
select the at least one data volume to modify based, at least in part, on:
a respective size for each of the plurality of data volumes; or
15 a respective amount of write requests directed toward each of the plurality of data
volumes.
3. The system of clause 1, wherein the log management module 1s further configured
to:
receive a write request for a particular data volume;
20 determine that page cache write logging 1s disabled for the particular data volume; and
in response to updating the page cache according to the write request, acknowledge the
write request as complete without storing a log record for the write request in the
page cache write log.
4, The system of clause 1, wherein the storage node 1s implemented as one of a
25  plurality of storage nodes implementing a network-based block-based storage service, wherein
the network-based block-based storage service maintains data volumes for a plurality of different
clients.
3. A mcthod, comprising:
performing, by one or more computing devices:
30 maintaining, at a storage node, a page cache write log 1in a persistent storage
device storing a plurality of log records each describing updates to a page
cache at the storage node according to write requests for a plurality of data

volumes maintained at the storage node;
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monitoring a rate of incoming write requests to the storage node that are to be
logged to the page cache write log;
based, at least in part on the rate of incoming write requests, dynamically
modifying a durability property for at least one data volume of the
5 plurality of data volumes, comprising;:
cnabling page cache write logging for the at least one data volume; or
disabling page cache write logging for the at least one data volume.

6. The method of clause 5, wherein said dynamically modifying the durability

property for at least one data volume, further comprising:
10 selecting the at least one data volume to modify based, at least in part, on:

a respective size for each of the plurality of data volumes; or

a rcspective amount of write requcsts dirceted toward cach of the plurality of data

volumes.
7. The method of clause 6, wherein the storage node 18 one of a plurality of storage
15 nodes implementing a block-based storage system, wherein different ones of the plurality of
storage nodes maintain respective replicas of the plurality of data volumes maintained at the
storage node, wherein said selecting the at least one data volume to modity is further based, at
least in part, on respective durability for the respective replicas of the plurality of data volumes
maintained at the different storage nodes.
20 8. The method of clause 5, wherein the durability property for all of the plurality of
data volumes at the storage node 1s modified to be the same.
9. The method of clause 3, further comprising:
recerving a write request for a particular data volume of the plurality of data volumes;
determining that page cache write logging 1s disabled for the particular data volume; and
25 in response to updating the page cache according to the write request, acknowledging the

write request as complete without storing a log record for the write request 1n the

page cache write log.
10.  Thc mcthod of clausc 9, furthcr comprising:
recerving another write request for another data volume of the plurality of data volumes;
30 determining that page cache write logging 1s enabled for the other data volume;

in response to determining that page cache write logging 1s enabled for the other data

volume:

updating the page cache according to the other write request;

27



10

15

20

25

CA 02940456 2016-08-23

WO 2015/138376 PCT/US2015/019576

storing a log record describing the update to the page cache for the other write
request in the page cache write log; and

in response to updating the page cache according to the other write request and
storing the log record describing the update to the page cache for the other
write request 1n the page cache write log, acknowledging the other write
request as complete.

11. The method of clause 3,

wherein said enabling page cache write logging for the at Ieast one data volume 1s

performed 1n response to determining that the rate of incoming write requests 1s
below a logging rate floor; and

wherein said disabling page cache write logging for the at least one data volume 1s

pcrformed 1n responsc to detcrmining that the ratc of mcoming write rcqucsts
exceeds a logging rate ceiling.

12.  The method of clause 5, further comprising:

upon recovery from a system failure:

identifying data volumes of the plurality data volumes with page cache write
logging enabled as current; and

making the identified data volumes available for processing input/output (I/0)
requests.

13.  The method of clause 5, wherein the storage node 18 one of a plurality of storage
nodes implementing a network-based block-based storage service, wherein write requests are
received from virtual compute instances implemented by a network-based virtual compute
service, wherein the nctwork-based blocks storage service and the network-based virtual
compute service are implemented together as part of the same network-based services provider
network.

14, A non-transitory, computer-readable storage medium, storing program
instructions that when executed by one or more computing devices cause the one or more
computing dcvices to implement:

maintaining, at a storage node, a page cache write log 1 a persistent storage device

storing a plurality of log records each describing updates to a page cache at the
storage node according to write requests for a plurality of data volumes
maintained at the storage node;

monitoring a rate of mncoming write requests to the storage node that are to be logged to

the page cache write log;
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based, at least 1n part on the rate of incoming write requests, dynamically modifying a
durability property for at least one data volume of the plurality of data volumes,
comprising:
enabling page cache write logging for the at least one data volume; or
disabling page cache write logging for the at least one data volume.

15.  The non-transitory, computer-readable storage medium of clause 14, wherein, in
said dynamically modifying the durability property for at lcast on¢ data volume, the program
instructions cause the one or more computing devices to implement:

selecting the at least one data volume to modify based, at least in part, on:

a respective size for each of the plurality of data volumes; or
a respective amount of write requests directed toward cach of the plurality of data
volumcs.

16.  The non-transitory, computer-readable storage medium of clause 15, wherein the
storage node 1s on¢ of a plurality of storage nodes implementing a block-based storage system,
wherein different ones of the plurality of storage nodes maintain respective replicas of the
plurality of data volumes maintained at the storage node, wherein said selecting the at least one
data volume to modity is further based, at least in part, on respective durability for the respective
replicas of the plurality of data volumes maintained at the different storage nodes.

17.  The non-transitory, computer-readable storage medium of clause 14,

wherein said enabling page cache write logging for the at least one data volume 1s
performed 1n response to determining that the rate of incoming write requests 1s
below a logging rate floor;

wherein said disabling page cache write logging for the at least one data volume 1is
performed in response to determining that the rate of incoming write requests
exceeds a logging rate ceiling.

18.  The non-transitory, computer-readable storage medium of clause 14, wherein the

program instructions further cause the one or more computing devices to implement:

rceciving a write requcest for a particular data volumce of the plurality of data volumcs;

determining that page cache write logging 18 disabled for the particular data volume; and

in response to updating the page cache according to the write request, acknowledging the
write request as complete without storing a log record for the write request in the
page cache write log.

19.  The non-transitory, computer-readable storage medium of clause 18, wherein the

program instructions further cause the one or more computing devices to implement:
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recetving another write request for another data volume of the plurality ot data volumes;
determining that page cache write logging 1s enabled for the other data volume;
in response to determining that page cache write logging i1s enabled for the other data
volume:
updating the page cache according to the other write request;
storing a log record describing the update to the page cache for the other write
request 1n the page cache write log; and
in response to updating the page cache according to the other write request and
storing the log record describing the update to the page cache for the other
write request 1n the page cache write log, acknowledging the other write
request as complete.
20.  Thc non-transitory, computcr-rcadable storage mcedium of clausc 14, whercin the
storage node 1s implemented as one of a plurality of storage nodes implementing a network-
based block-based storage service, whercin the network-based block-based storage service

maintains data volumes for a plurality of different clients.
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WHAT IS CLAIMED IS:

1. A system implementing a storage node, comprising:
a plurality of block-based storage devices maintaining a plurality of data volumes;
a system memory, comprising a page cache, wherein the page cache 1s periodically or
apcriodically flushed to the plurality of block-based storage devices in order to
persistently update the plurality of data volumes;
a persistent storage device maintaining a page cache write log maintaining a plurality of
log records describing updates to the page cache, wherein the plurality of log
records describe a state of the page cache to be restored to the page cache in the
event of a system failure resulting 1n a loss of data 1n the page cache;
a log management module, configured to:
monitor a rate of incoming write requests to the storage node that are to be logged
to the page cache write log;

based, at least 1n part, on the rate of incoming write requests, dynamically modify
a durability property for at least one data volume of the plurality of data
volumes, comprising:
cnable page cache write logging for the at least one data volume; or

disable page cache write logging for the at Ieast one data volume.

2. The system of claim 1, wherein, to dynamically modify the durability property for

the at least one data volume, the log management module 1s further configured to:

{o:

select the at least one data volume to modity based, at least 1n part, on:
a respective size for each of the plurality of data volumes; or
a respective amount of write requests directed toward each of the plurality of data

volumes.

3. The system of claim 1, wherein the log management module 1s further configured

receive a write request for a particular data volume;

determine that page cache write logging 1s disabled for the particular data volume; and

in response to updating the page cache according to the write request, acknowledge the
write request as complete without storing a log record for the write request in the

page cache write log.
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4. The system of claim 1, wherein the storage node 1s implemented as one of a
plurality of storage nodes implementing a network-based block-based storage service, wherein

the network-based block-based storage service maintains data volumes for a plurality of different

5 clients.

3. A method, comprising:
performing, by one or more computing devices:
maintaining, at a storage node, a page cache write log 1n a persistent storage

10 device storing a plurality of log records each describing updates to a page
cache at the storage node according to write requests for a plurality of data
volumes maintained at the storage node;

monitoring a rate of incoming write requests to the storage node that are to be
logged to the page cache write log;

15 based, at least in part on the rate of incoming write requests, dynamically
modifying a durability property for at lcast one data volume of the
plurality of data volumes, comprising:
cnabling page cache write logging for the at least one data volume; or
disabling page cache write logging for the at least one data volume.

20

0. The method of claim 5, wherein said dynamically modifying the durability
property for at least one data volume, further comprising:
selecting the at least one data volume to modify based, at least in part, on:
a respective size for each of the plurality of data volumes; or

25 a respective amount of write requests directed toward each of the plurality of data

volumes.

7. The method of claim 6, wherein the storage node 1s one of a plurality of storage

nodes implementing a block-based storage system, wherein different ones of the plurality of

30  storage nodes maintain respective replicas of the plurality of data volumes maintained at the
storage node, wherein said selecting the at least one data volume to modify 1s further based, at

least 1n part, on respective durability for the respective replicas of the plurality of data volumes

maintained at the different storage nodes.
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8. The method of claim 5, wherein the durability property for all of the plurality of

data volumes at the storage node 1s modified to be the same.

9. The method of claim 5, further comprising:

recerving a write request for a particular data volume of the plurality of data volumes;

determining that page cache write logging 1s disabled for the particular data volume; and

in response to updating the page cache according to the write request, acknowledging the
write request as complete without storing a log record for the write request in the

page cache write log.

10.  The method of claim 9, further comprising:
recerving another write request for another data volume of the plurality of data volumes;
determining that page cache write logging 1s enabled for the other data volume;
in response to determining that page cache write logging 1s enabled for the other data
volume:
updating the page cache according to the other write request;
storing a log record describing the update to the page cache for the other write
request 1 the page cache write log; and
in response to updating the page cache according to the other write request and
storing the log record describing the update to the page cache for the other
write request 1n the page cache write log, acknowledging the other write

request as complete.

11. The method of claim 5,

wherein said enabling page cache write logging for the at least one data volume 1s
performed 1n response to determining that the rate of incoming write requests 1s
below a logging rate floor; and

wherein said disabling page cache write logging for the at least one data volume 1s
performed in response to determining that the rate of incoming write requests

exceeds a logging rate ceiling.
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12.  The method of claim 5, further comprising:

upon recovery from a system failure:
identifying data volumes of the plurality data volumes with page cache write
logging enabled as current; and
making the i1dentified data volumes available for processing input/output (1/0)

requcests.

13.  The method of claim 5, wherein the storage node 1s one of a plurality of storage
nodes implementing a network-based block-based storage service, wherein write requests are
received from virtual compute instances implemented by a network-based virtual compute
service, wherein the network-based blocks storage service and the network-based wvirtual

compute service are implemented together as part of the same network-based services provider

network.

14. A system implementing a storage node, comprising:

the storage node, configured to:

maintain a page cache write log 1n a persistent storage device storing a plurality of log
records cach describing updates to a page cache at the storage node according to
write requests for a plurality of data volumes maintained at the storage node; and

a log management module, configured to:
monitor a rate of incoming write requests to the storage node that are to be logged
to the page cache write log;
based, at least in part on the rate of incoming write requests, dynamically
modifying a durability property for at least one data volume of the plurality of
data volumes, comprising:

cnabling page cache write logging for the at least one data volume; or

disabling page cache write logging for the at least one data volume.
15. The system of claim 14, wherein the storage node 1s one of a plurality of other

storage nodes 1implementing a network-based block-based storage service, wherein the network-

based block-based storage service maintains data volumes for a plurality of different clients.
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