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(57) ABSTRACT 

The present invention is directed to a method for monitoring 
the connection state of users. In the method, when a user 
accesses a network, the networkloads a recognizable browser 
page on the user terminal and monitors the connection state of 
the user through message interaction with the browser page. 
With this method, it can be possible to reliably monitor the 
online state of the user, so that the authentication and account 
ing server can accurately charge the user who accesses the 
network and accepts the services of the network. The hand 
shake mechanism can also be carried out with few or no 
limitations on the user terminal, thus guaranteeing monitor 
ing of the connection state of users. 
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after the authentication succeeds, said user accessing the network, 
Portal Server sending a recognizable browser page to the client Side 

302 

the browser of the client side periodically sending 
page updating request packets to the Portal Server 

303 

the Portal Server updating the current online time of the user according 
to the page updating request packets 

304 

getting the time difference between the online time of the user 
and the current system time 
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METHOD FORMONITORING CONNECTION 
STATE OF USER 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation-in-part of PCT Applica 
tion No. PCT/CN2004/000850, filed Jul. 22, 2004, pending, 
which designates the U.S., which is hereby incorporated 
herein by reference in its entirety, and which claims priority 
from Chinese Application No. 03132983.7, filed Jul. 23, 
2003. 

FIELD OF THE INVENTION 

The present invention relates to network communication 
technology, and more particularly, to a method for monitoring 
the connection state of a user based on a handshaking mecha 
nism of Portal authentication. 

BACKGROUND OF THE INVENTION 

With the development of network communication tech 
nologies, various access authentication methods have been 
adopted for communication networks. Portal authentication 
is becoming increasingly popular for network operators 
because of its power Supporting capability for new services, 
elimination of the need for client software, and the like. 
During implementation of a Portal authentication, to charge a 
user accurately for its access to the network, it is necessary to 
monitor the online state of the user in real time. More specifi 
cally, when a user logs in successfully, the client terminal 
sends handshaking packets to the Portal Server periodically. 
If the Portal Server does not receive the handshaking packets 
after a given period of time, the Portal Server will force the 
user to log off to prevent the accounting server from charging 
the user when the user cannot communicate with the Portal 
Server. 

Currently, the handshaking mechanism referenced above 
can be implemented as follows. When a user logs in Success 
fully, an application or a control unit is downloaded for the 
user. The downloaded application periodically creates a TCP/ 
IP connection with the Portal Server, sends handshaking 
request packets to the Portal Server, and then waits for the 
response packets from the Portal Server. After receiving a 
handshaking request packet from the user, the Portal Server 
updates the on-line time of the user and sends a response 
packet to the user terminal. After receiving a response packet 
from the Portal server side, the application or control unit on 
the user terminal side carries out the proper operations based 
on the returned connection state of the user. If the Portal 
Server has not received the users handshaking request packet 
after a given period of time, the user will be deemed as being 
off-line and the Portal Server will send a stop charging packet 
to the device side. 

Such a handshaking mechanism requires installation of an 
application on the user terminal to ensure the accuracy of 
charges for a user's access to the network. With ongoing 
developments in computer technology, Software packages for 
use with a computer are also constantly updated. Therefore, 
implementation methods such as those described above based 
on the handshaking mechanism of the Portal authentication 
can have limitations in application. For example, when the 
browser on the user terminal is set to a higher security level, 
the Software for sending handshaking request packets often 
cannot be downloaded. Even if the software is downloaded, 
the downloaded software often cannot run because of a dif 
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2 
ferent operating environment Such as different operating sys 
tems of the users. In such cases, the handshaking mechanism 
based on Portal authentication cannot be implemented. The 
users online state cannot be monitored and the user who 
accesses the network can not be charged accurately, which is 
unacceptable not only to the users but also to the network 
operators. 

SUMMARY OF THE INVENTION 

The present invention can provide a method for monitoring 
the connection state of users so that a server can accurately 
monitor the online state of a user without an application 
downloaded on the user terminal. The invention can thereby 
provide a method for accurately charging a user for accessing 
the network. 
The method according to the present invention can include 

the following steps. When a user accesses a network, the 
network side loads a recognizable browser page on the user 
terminal and monitors the connection state of the user through 
message interaction with the browser page. 
By using this method, the implementation of the handshak 

ing mechanism based on Portal authentication does not 
require the user terminal to download and install any appli 
cation, thus overcoming the limitations in the prior art. Thus, 
monitoring a user's connection state is no longer restricted by 
different operating systems or different security levels of 
browsers on the user terminal, and further, Portal authentica 
tion does not require client software at the client side. In 
addition to this advantage, by using this method, the on-line 
state of a user can be reliably monitored, which facilitates 
accurate charging by the authentication and accounting 
server of an user for accessing the network based on the online 
state of the user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic diagram illustrating the networking 
architecture for Portal authentication; 

FIG. 2 is a schematic diagram of an embodiment of the 
present invention; 

FIG. 3 is a flowchart of an embodiment of the present 
invention; and 

FIG. 4 is a schematic view illustrating a packet interaction 
procedure between the Portal Server and the user terminal in 
accordance with the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The present invention now will be described more fully 
hereinafter in the following detailed description of the inven 
tion, in which some, but not all embodiments of the invention 
are described. Indeed, this invention may be embodied in 
many different forms and should not be construed as limited 
to the embodiments set forth herein; rather, these embodi 
ments are provided so that this disclosure will satisfy appli 
cable legal requirements. 
The following description is directed to an exemplary 

embodiment of the present invention which is implemented in 
a network based on Portal authentication. 

Referring to FIG. 1, a network architecture for Portal 
authentication can include a Portal Server 101, an authenti 
cation and accounting server 102, a network access device 
103 and users 104. Through the network access device 103. 
the users 104 access the network and accept services provided 
by the network under the monitoring of the authentication and 
accounting server 102 and Portal Server 101. 
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Based on the network architecture mentioned above, an 
embodiment of the invention is shown in FIGS. 2 and 3. This 
embodiment of the present invention is implemented based 
on the page updating technique, which can include the fol 
lowing steps: 

Step 300: after receiving an access request sent by the user, 
the network access device authenticates the user via the 
authentication and accounting server. If the authentication is 
Successful, the network access device permits the user to 
access the network, sends a browser page request including 
current state information of the user 104 to the Portal Server, 
and then proceeds to Step 301. If the authentication fails, the 
process does not proceed. 

Step 301: the Portal Server sends a recognizable browser 
page to the user. The browser page can be a HTML file based 
on HTTP, although page files of other formats that can be 
recognized by the user terminal also can be used in accor 
dance with the present invention. 

To provide a better display effect for the user, the browser 
page displayed according to the browser page file can be 
configured as two Sub-pages, wherein: 
One Sub-page is called a top page, which fills up the whole 

screen and is used to dynamically display the information 
about the online time of the user, the connection state of the 
user, and the like, based on the information of the user con 
nection state. This sub-page can also include a timer set based 
on the time interval between two consecutive request packets 
for page updating. 
The other Sub-page is called a bottom page, is of Zero 

height and is hidden, and can contain a variable of user con 
nection state reflecting the user state and set by the Portal 
Server based on the current connection state of the user. The 
current connection state of the user can include one of the 
following states: a normal connection state, a time out state of 
sending page updating request, a forced off-line state by the 
network access device, and a state of closing the browser 
page. When the timer set on the top page overtimes, the user 
sends to the Portal Server a page updating request packet for 
reloading the bottom page to update the user connection state 
information in the bottom page. 

Step 302: the browser page on the user terminal periodi 
cally sends page updating request packets to the Portal Server 
to update the user connection state information on the 
browser page and to request the Portal Server to update the 
online time of the user. 

Updating the user connection state information on the user 
terminal can let the user know more about its online state, 
including whether a forced off-line is imposed, whether the 
connection is normal, and the like. 

Step 303: after receiving the page updating request packet 
from the user, the Portal Server updates the online time of the 
user and then proceeds to Step 304. 

Here, the Portal sever periodically polls page updating 
request packets sent by the user based on a set time interval. 
The set time interval is usually set to less than the time-out 
interval set in the timer on the browser page sent to the user 
terminal. When the Portal server receives the page updating 
request packet sent by the user, the Portal server updates the 
current online time of the user based on the connection infor 
mation of the user stored therein. 

Step 304: the Portal Server monitors the time difference 
between the online time of the user and the current system 
time. That is, the Portal Server monitors in real time, deter 
mines the time difference between the online time of the user 
and the current system time, judges whether the time differ 
ence is greater than the time interval between two consecutive 
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4 
page updating request packets sent by the user terminal, and 
if so, proceeds to Step 305. Otherwise, the method proceeds 
to Step 306. 

Step 305: confirms that the user is off-line, i.e., the user is 
disconnected with the network, and then proceeds to Step 
3.07. 

Here, if the user is confirmed to be off-line, the Portal 
Server informs the authentication and accounting server to 
stop charging the user So as to ensure the accuracy of the 
charging. 

Step 306: confirms that the user is still online, and then 
proceeds to Step 307. 

Step 307: the Portal Server, based on the page updating 
request packet sent by the user, sends to the user terminal a 
packet being used to update the user connection state infor 
mation. Specifically, the Portal Server loads the user connec 
tion state information on the bottom page before sending it to 
the user so as to update the user connection state information, 
and the user terminal displays part of or all the user connec 
tion state information on the top page through the top page 
based on the updated user connection state information So 
that the user can receive more information about network 
access, such as the online time of the user, whether the user 
was forced off-line, whether the connection was normal, and 
the like. 
The method for monitoring the connection state of a user 

according to the present invention can be further described 
with reference to FIG. 4. As shown in FIG. 4, the user sends 
page updating request packets to the Portal Server periodi 
cally through the browser page. The Portal Server updates the 
online time of the user based on the page updating request 
packet and returns the user connection state information to the 
user. During the period when the user is online, this procedure 
is performed periodically until the Portal Server confirms that 
the user is off-line, and at this moment, the Portal Server sends 
to the network access device an off-line request packet relat 
ing to the user. After the off-line treatment to the user is 
implemented by the network access device, the network 
access device returns a result to the Portal Server. 

It can be seen from the above description that if the user 
closes the browserpage loaded by the Portal Server directly in 
an abnormal manner, the Portal Server can not receive any 
off-line request packets from the user. In this case, the Portal 
Server confirms that the user is already off-line according to 
Steps 304 and 305 mentioned above, and imposes forced 
off-line on the user through the network access device. At the 
same time, the Portal Server informs the authentication and 
accounting server to stop charging the user so as to ensure the 
accuracy of the charging and prevent unnecessary losses to 
the user. 

In order to keep a normal interaction between the user and 
the Portal Server, when the user forces a closed operation to 
the browser page, the Portal Server will prompt the user 
whether or not to log off. If the user clicks the off-line button 
or directly closes the prompt window, an off-line request is 
submitted to the Portal Server by the browser page for an 
off-line treatment. Otherwise, the user returns to the previous 
browser page. 

In Summary, when a user accesses a network, a recogniz 
able browser page is sent to the user terminal, and packet 
interaction is carried out with this browser page in Such away 
that the connection state of the user can be monitored. By 
using this method, it can be possible to reliably monitor the 
users online State so the authentication and accounting server 
can accurately charge a user who accesses the network and 
accepts the services of the network. Yet, the handshaking 
mechanism can also be implemented with few or no limita 
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tions on the user terminal to implement the monitoring of the 
user connection state, i.e., whether the user is online. 

Mentioned above is only an exemplary embodiment of the 
present invention, which should not be taken as limitations to 
the protective scope of the present invention. The foregoing 
description is an exemplary embodiment of this invention and 
should not be construed as limiting the protection scope of 
this invention. Many modifications and other embodiments of 
the invention will come to mind to one skilled in the art to 
which this invention pertains having the benefit of the teach 
ings presented in the foregoing descriptions. Therefore, it is to 
be understood that the invention is not to be limited to the 
specific embodiments disclosed and that modifications and 
other embodiments are intended to be included within the 
Scope of the appended claims. Although specific terms are 
employed herein, they are used in a generic and descriptive 
sense only and not for purposes of limitation, the scope of the 
invention being defined in the claims. 

That which is claimed is: 
1. A method for monitoring a connection state of a user 

terminal, the method comprising: 
sending a browser page to the user terminal, the browser 

page being sent by a Portal Server when the user termi 
nal accesses a network, wherein the browser page com 
prises a timer and user connection state information; 

at the Portal Server, receiving a page updating request 
packet from the user terminal every time the browser 
page on the user terminal determines that the timer set 
therein has timed out: 

updating an online time of the user terminal after receiving 
the page updating request packet, wherein the Portal 
Server performs the updating; and 

determining a time difference between the online time of 
said user terminal and a current system time of the Portal 
Server; 

calculating a time interval between two consecutive page 
updating request packets sent by said user terminal; 

assigning said user terminal to a disconnected State if said 
time difference is greater than the calculated time inter 
val; 

assigning said user terminal to a connected State if said time 
difference is not greater than the calculated time inter 
val; and 

sending the user connection state information from the 
Portal Server to the user terminal, wherein the user ter 
minal can update the user connection state information 
based on the sent information. 

2. The method for monitoring the connection state of a user 
terminal according to claim 1, wherein said user terminal 
accesses the network based on Portal authentication. 

3. The method for monitoring the connection state of a user 
terminal according to claim 1, wherein said browser page is 
an HTML file. 

4. The method for monitoring the connection state of a user 
terminal according to claim 1, wherein said user connection 
state information comprises at least one state selected from 
the group consisting of a user online State, a time out state of 
sending a page updating request, a forced off-line state by a 
network access device, and a state of closing the browser 
page. 

5. The method for monitoring the connection state of a user 
terminal according to claim 1, wherein said browser page 
comprises two Sub-pages, wherein at least one of said Sub 
pages comprises said timer and is used to display the user 
connection state information, and wherein the other of said 
Sub-pages comprises a variable of said user connection state 
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6 
information and requests updating of said variable of the user 
connection state information when said timer times out. 

6. The method for monitoring the connection state of a user 
terminal according to claim 1, wherein after assigning said 
user terminal to a disconnected state, the method further 
comprises imposing a forced off-line treatment on said user 
terminal and informing the user terminal of the forced off-line 
treatment. 

7. The method for monitoring the connection state of a user 
terminal according to claim 1, wherein when said user termi 
nal closes said browser page, said browser page Submits a 
user off-line request packet to the Portal Server and performs 
an off-line treatment. 

8. A method for monitoring a connection state of a user 
terminal, the method comprising: 

sending a browser page to the user terminal when the user 
terminal accesses a network, wherein the browser page 
comprises a timer and a user connection state informa 
tion; 

receiving a page updating request packet every time the 
browser page on the user terminal determines that the 
timer set therein has timed out; 

after receiving the page updating request packet, updating 
an online time of the user terminal; 

determining a time difference between the online time of 
the user terminal and a current system time; 

calculating a time interval between two consecutive page 
updating request packets sent by said user terminal; 

assigning said user to a disconnected State if said time 
difference is greater than the calculated time interval: 

assigning said user to a connected State if said time differ 
ence is not greater than the calculated time interval; and 

sending the user connection state information from the 
Portal Server to the user terminal, wherein the user ter 
minal can update the user connection state information 
based on the sent information. 

9. The method for monitoring the connection state of a user 
terminal according to claim 8, wherein said user connection 
state information comprises at least one state selected from 
the group consisting of a user online State, a time out state of 
sending a page updating request, a forced off-line state by a 
network access device, and a state of closing the browser 
page. 

10. The method for monitoring the connection state of a 
user terminal according to claim 8, wherein said browser page 
comprises two Sub-pages, wherein at least one of said Sub 
pages comprises said timer and is used to display the user 
connection state information, and wherein the other of said 
Sub-pages comprises a variable of said user connection state 
information and requests updating of said variable of the user 
connection state information when said timer times out. 

11. The method for monitoring the connection state of a 
user terminal according to claim 8, wherein the method fur 
ther comprises sending the user disconnection state informa 
tion to the user terminal. 

12. The method for monitoring the connection state of a 
user terminal according to claim 8, wherein after confirming 
said user terminal is in a disconnected State, the method 
further comprises imposing a forced off-line treatment on 
said user terminal and informing the user terminal of the 
forced off-line treatment. 

13. The method for monitoring the connection state of a 
user terminal according to claim 8, wherein the sending, the 
receiving, the updating, the determining the time difference, 
the calculating, and the two assigning steps are all performed 
by a Portal Server. 
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14. The method for monitoring the connection state of a 
user terminal according to claim 8, wherein said browser page 
is an HTML file. 

15. A method for monitoring the connection state of a user 
terminal, the method comprising: 

from a Porter Server, sending a browser page to the user 
terminal when the user terminal accesses a network, 
wherein the browser page comprises a timer and a user 
connection state information; 

sending a page updating request packet from the browser 
page to the Portal Server every time the browser page on 
the user terminal determines that the timer set therein 
has timed out; 

after receiving the page updating request packet from the 
user terminal, updating an online time of the user termi 
nal, wherein the updating is performed by the Portal 
Server; 

10 

15 

8 
determining a time difference between the online time of 

said user terminal and a current system time of the Portal 
Server: 

calculating a time interval between two consecutive page 
updating request packets sent by said user terminal; 

assigning said user to a disconnected State if said time 
difference is greater than the calculated time interval: 

assigning said user to a connected State if said time differ 
ence is not greater than the calculated time interval; and 

sending the user connection state information from the 
Portal Server to the user terminal, wherein the user ter 
minal can update the user connection state information 
based on the sent information. 
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