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(57) Abstract: Detecting resource errors in a heterogeneous comput-
ing environment is provided. A plurality of individual resource de-
pendency graphs corresponding to a plurality of computing systems
that comprise the heterogeneous computing environment is consoli-
dated to form a consolidated resource dependency graph. An analy-
sis of respective nodes representing respective resources of the het-
erogeneous computing environment in the consolidated resource de-
pendency graph is performed to identify a resource error caused by
a new resource being added to a computing system of the plurali-
ty of computing systems based on defined rule sets. It is determined
whether the new resource causes an error to sibling resources at a
same level under a parent resource in the consolidated resource de-
pendency graph based on the analysis. In response to determining
that the new resource does not cause an error to the sibling resources,
the new resource is deployed in the computing system of the hetero-
geneous computing environment,
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DETECTING RESOURCE REDUNDANCY AND CONFLICTS IN
HETEROGENEOUS COMPUTING ENVIRONMENT

BACKGROUND

1. Field:

[8001]  The disclosure relates generally to multi-cloud infrastructures and more
specifically to detecting resource redundancy and conflict errors in a multi-cloud
infrastructure comprised of a plurality of clouds corresponding to different cloud

providers using a single consolidated multi-cloud resource dependency graph.

2. Description of the Related Art:

[60062]  Multi-cloud is utilization of multiple cloud services, such as, for example,
computing, storage, and the like, 1n a single heterogeneous cloud architecture. Multi-
cloud also refers to distribution of resources or assets, such as, for example, software
applications, programs, and the like, across multiple cloud-hosting environments. Witha
typical multi-cloud infrastructure utihizing two or more clouds, such as, for example,
public clouds, private clouds, hybrid clouds, or the like, a multi-cloud infrastructure tries
to eliminate reliance on any single cloud provider. Multi-cloud differs from hybrid

cloud in that multi-cloud refers to multiple cloud services rather than multiple cloud
deployment models {e g., public, private, and hybrid). Also, m a multi-cloud
mifrastructure, synchronization between different providers is not essential to complete
processing or a transaction. For example, an entity, such as, for example, an enterprise,
company, business, organization, institution, agency, or the like, may concurrently use
different cloud providers for imfrastructure, platform, and software services. Similarly, an
entity may utilize different cloud providers for different workloads or may deploy a

single workload load balanced across multiple providers.
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SUMMARY

[8083]  According to one illustrative embodiment, a computer-implemented method
for detecting resource errors in a heterogeneous computing environment s provided. A
computer consolidates a plurality of individual resource dependency graphs
corresponding to a plurality of computing systems that comprise the heterogeneous
computing environment to form a consclidated resource dependency graph of the
heterogeneous computing environment. The computer performs an analysis of respective
nodes representing respective resources of the heterogeneous computing environment in
the consolidated resource dependency graph to identify a resource error caused by a new
resource being added to a computing system of the plurality of computing systems that
comprise the heterogeneous computing environment based on defined rule sets for the
plurality of computing systems. The computer determines whether the new resource
causes a resource error to a set of sibling resources at a same level under a parent
resource in the consolidated resource dependency graph based on the analysis. In
response to the computer determining that the new resource does not cause a resource
error to the set of sibling resources at the same level under the parent resource in the
consolidated resource dependency graph based oo the analysis, the computer deploys the
new resource in the computing system of the heterogeneous computing environment,
According to other iHlustrative embodiments, a computer system and computer program
product for detecting resource errors in a heterogeneous computing environment are

provided.
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BRIEF DESCRIPTION OF THE DRAWINGS

[6004] Figure 1 is a pictorial representation of a network of data processing systems
i which illustrative embodiments may be implemented;

[8005]  Figure 2 is a diagram of a data processing system in which illustrative
embodiments may be implemented;

[8006] Figure 3 is a diagram illustrating a cloud computing environment in which
iHustrative embodiments may be implemented;

(60077  Figure 4 15 a diagram tllustrating an example of abstraction layers of a cloud
computing environment in accordance with an illustrative embodiment;

[0008]  Figure 5 is a diagram tllustrating an example of a multi-cloud management
system in accordance with an itlustrative embodiment;

[0009]  Figure 6 15 a diagram illustrating an example of an individual cloud resource
dependency graph 1n accordance with an dlustrative embodiment;

[0010]  Figure 7 is a diagram illustrating an example of an outbound security rules
table in accordance with an illustrative embodiment;

[0011]  Figure 8 15 a diagram llustrating an example of a resource dependency table in
accordance with an dlustrative embodiment;

[0012]  Figure 9 15 a diagram llustrating an example of a desirable resource
redundancy table in accordance with an illustrative embodiment;

[0013]  Figure 10 15 a diagram llustrating an example of multi-cloud resource
connectivity i accordance with an iltustrative embodiment;

[6014]  Figure 11 15 a diagram lustrating an example of a multi~cloud resource
dependency graph 1o accordance with an Hustrative embodiment; and

[B015]  Figures 124-128B are a flowchart ilostrating a process for multi-cloud

resource management in accordance with an dlustrative embodiment.
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DETAILED DESCRIPTION

[8016] The present invention may be a system, a method, and/or a computer program
product at any possible technical detail level of integration. The computer program
product may include a computer-readable storage medium {or media) having computer-
readable program instructions thereon for causing a processor to carry out aspects of the
present invention.

[6017]  The computer-readable storage medium can be a tangible device that can retain
and store instructions for use by an instruction execution device. The computer-readable
storage medium may be, for example, but is not limited to, an electronic storage device, a
magnetic storage device, an optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination of the foregoing. A non-
exhaustive list of more specific examples of the computer-readable storage medium
mcludes the following: a portable corputer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), a static random access memory (SRAM), a portable
compact disc read-only memory (CD-ROM), a digital versatile disk (DVD), a memory
stick, a floppy disk, a mechanically encoded device such as punch-cards or raised
structures in a groove having mstructions recorded thereon, and any suitable combination
of the foregoing. A computer-readable storage medium, as used herein, is not to be
construed as being transitory signals per se, such as radio waves or other freely
propagating electromagnetic waves, electromagnetic waves propagating through a
waveguide or other transmission media {e.g., light pulses passing through a fiber-optic
cable), or electrical signals transmitted through a wire,

[6018]  Computer-readable program instructions described heremn can be downloaded
10 respective computing/processing devices from a computer-readable storage mediom or
to an external computer or external storage device via a network, for example, the
Internet, a local area network, a wide area network and/or a wireless network. The
network may comprise copper transmission cables, optical transmussion fibers, wireless
transmission, routers, firewalls, switches, gateway computers and/or edge servers. A

network adapter card or network interface in each computing/processing device receives
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computer-readable program nstructions from the network and forwards the computer-
readable program instructions for storage in a computer-readable storage medium within
the respective computing/processing device.

[8019]  Computer-readable program instructions for carrying out operations of the
present invention may be assembler instructions, instruction-set-architecture (ISA)
mstructions, machine instructions, machine dependent instructions, microcode, firmware
imstructions, state-setting data, configuration data for integrated circuitry, or etther source
code or object code written in any combination of one or more programming languages,
including an object oriented programming language such as Smalltaltk, C++ or the like,
and procedural programming languages, such as the "C" programming language or
similar programming languages. The computer-readable program instructions may
execute entirely on the user's computer, partly on the user's computer, as a stand-alone
software package, partly on the user's computer and partly on a remote computer or
entirely on the remote computer or server. In the latter scenario, the remote computer
may be connected to the user's computer through any type of network, including a local
area network (LAN) or a wide area network {WAN), or the connection may be made to
an external computer (for example, through the Internet using an Internet Service
Provider). In some embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate arrays (FPGA), or programmable
logic arrays (PLA) may execute the computer-readable program instructions by utilizing
state information of the computer-readable program mstructions to personalize the
electrontc circuttry, 1 order to perform aspects of the present invention.

[8028]  Aspects of the present invention are described herein with reference to
flowchart tllustrations and/or block diagrams of methods, apparatus (systems}, and
computer program products according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/or block diagrams, and
combinations of blocks n the flowchart iHustrations and/or block diagrams, can be
mmplemented by computer-readable program instructions,

[8021]  These computer-readable program mstructions may be provided to a processor
of a computer, or other programmable data processing apparatus to produce a machine,

such that the instructions, which execute via the processor of the computer or other
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programmable data processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks. These
computer-readable program mstructions may also be stored in a computer-readable
storage medium that can direct a computer, a programmable data processing apparatus,
and/or other devices to function in a particular manner, such that the computer-readable
storage medium having instructions stored therein comprises an article of manufacture
imcloding instructions which implement aspects of the function/act specified in the
flowchart and/or block diagram block or blocks.

(60227  The computer-readable program instructions may also be loaded onto a
computer, other programmable data processing apparatus, or other device to causea
series of operational steps to be performed on the computer, other programmable
apparatus or other device to produce a computer implemented process, such that the
mstructions which execute on the computer, other programmable apparatus, or other
device implement the functions/acts specitied in the flowchart and/or block diagram
block or blocks.

[6023]  The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and
computer program products according to various embodiments of the present invention.
In this regard, each block in the flowchart or block diagrams may represent a module,
segment, or portion of mstructions, which comprises one or more executable instructions
for implementing the specified logical function{s). In some alternative implementations,
the functions noted m the blocks may occur out of the order noted 1o the Figures. For
example, two blocks shown mn succession may, in fact, be accomplished as one step,
executed concurrently, substantially concurrently, in a partially or wholly temporally
overlapping manner, or the blocks may sometimes be executed m the reverse order,
depending upon the functionality mvolved. It will also be noted that each block of the
block diagrams and/or flowchart ilustration, and combmations of blocks 11 the block
diagrams and/or flowchart tHlustration, can be mmplemented by special purpose hardware-
based systems that perform the specified functions or acts or carry out combinations of

special purpose hardware and computer instructions.
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[8024]  With reference now to the figures, and in particular, with reference to Figures
1-5, diagrams of data processing environments are provided in which illustrative
embodiments may be implemented. It should be appreciated that Figures 1-5 are only
meant as examples and are not intended to assert or imply any limitation with regard to
the environments in which different embodiments may be implemented. Many
modifications to the depicted environments may be made.

[6025]  Figure 1 depicts a pictorial representation of a network of data processing
systems in which illustrative embodiments may be implemented. Network data
processing system 108 is a network of computers, data processing systems, and other
devices in which the illustrative embodiments may be implemented. Network data
processing system 180 contains network 102, which is the medium used to provide
communications links between the computers, data processing systems, and other devices
connected together within network data processing system 108, Network 102 may
mclude connections, such as, for example, wire communication hnks, wireless
communication links, fiber optic cables, and the like

[6026]  In the depicted example, server 104 and server 186 connect to network 102,
along with storage 108, Server 164 and server 106 may be, for example, server
computers with high-speed connections to network 192, In addition, server 104 and
server 106 provide multi-cloud resource management services by detecting resource
errors, such as, for example, resource redundancy errors, resource conflict errors, and the
like, 1 a multi-cloud nfrastructure comprised of a plurality of clouds corresponding to
different cloud providers using a single consolidated multi-cloud resource dependency
graph and a set of rules. Upon detecting resource errors in the multi-cloud architecture,
server 104 and server 186 can take automatic action to remove or correct the detected
resource errors and/or notify an mfrastracture administrator of the detected resource
errors. Also, it should be noted that server 104 and server 186 may each represent
multiple computing nodes in one or more cloud environments. Alternatively, server 104
and server 186 may each represent a cluster of servers 1n one or more data centers.
(80277 Chent 118, chient 112, and client 114 also connect to network 182, Chients
110, 112, and 114 are clients of server 184 and server 186. In this example, clients 110,

112, and 114 are shown as desktop or personal computers with wire communication links
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to network 182, However, it should be noted that clients 118, 112, and 114 are examples
only and may represent other types of data processing systems, such as, for example,
network computers, laptop computers, handheld computers, smart phones, smart
televisions, and the like, with wire or wireless communication links to network 102.
Users, such as, for example, software development and information technology
operations {DevOps) administrators, infrastructure administrators, and the like,
corresponding to chients 116, 112, and 114 may utilize clients 116, 112, and 114 to access
and utilize the multi-cloud resource management services provided by server 104 and
server 146,

[6028]  Storage 108 is a network storage device capable of storing any type of data ina
structured format or an unstructured format. In addition, storage 108 may represent a
plurality of network storage devices. Further, storage 168 may store cloud identifiers,
resource identifiers, identifiers and network addresses for a plurality of networks,
identifiers and network addresses for a plurality of servers, cloud resource dependency
graphs, consolidated multi-cloud resource dependency graphs, user-provided rules, cloud
provider-provided rules, resource error tables, resource redundancy desirability tables,
wdentifiers and network addresses for a plurality of client devices, identifiers for a
plurality of users, and the like. Furthermore, storage 188 may store other types of data,
such as authentication or credential data that may include usernames, passwords, and
hiometric data associated with admuamistrators and users, for example.

[0029]  Inaddition, it should be noted that network data processing system 160 may
melude any number of additional servers, chients, storage devices, and other devices not
shown. Program code located i network data processing system 160 may be stored on a
computer-readable storage medium or a set of computer-readable storage media and
downloaded to a computer or other data processing device for use. For example, program
code may be stored on a computer-readable storage medium on server 164 and
downloaded to chient 118 over network 182 for use on client 1106.

[8030] In the depicted example, network data processing system 108 may be
implemented as a number of different types of communication networks, such as, for
example, an internet, an intranet, a wide area network (WAN), a local area network

(LAN}, a telecommunications network, or any combination thereof. Figure 1 15 intended
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as an example only, and not as an architectural limutation for the different illustrative
embodiments.

[8031]  As used herein, when used with reference to ttems, “a number of” means one
or more of the items. For example, “a number of different types of communication
networks” is one or more different types of communication networks. Similarly, “a set
of 7 when used with reference to items, means one or more of the items.

[6032]  Further, the term “at least one of,” when used with a list of items, means
different combinations of one or more of the listed items may be used, and only one of
each item in the list may be needed. In other words, “at least one of” means any
combination of items and number of items may be used from the list, but not all of the
ttems in the list are required. The item may be a particular object, a thing, or a category.
[6033]  For example, without limitation, “at least one of item A, item B, or ttem C”
may include item A, ttem A and item B, or item B. This example may also mclude ttem
A, ttem B, and item C or item B and itern C. Of course, any combinations of these ttems
may be present. In some illustrative examples, “at least one of” may be, for example,
without limitation, two of item A, one of item B; and ten of ttem C; four of item B and
seven of ttem C; or other suitable combinations.

[6034]  With reference now to Figure 2, a diagram of a data processing system i3
depicted in accordance with an illustrative embodiment. Data processing system 204 13
an example of a computer, such as server 104 in Figure 1, in which computer-readable
program code or instructions implementing multi-cloud resource management processes
of lustrative embodiments may be located. In this example, data processing system 200
meludes communications fabric 202, which provides communications between processor
unit 204, memory 206, persistent storage 208, communications unit 2190, input/output
(I/O) anit 212, and display 214.

[6035]  Processor umit 204 serves to execute mstructions for software applications and
programs that may be loaded into memory 286, Processor unit 284 may be a set of one
or more hardware processor devices or may be a multi-core processor, depending on the
particular implementation.

[8036] Memory 2086 and persistent storage 208 are examples of storage devices 216

As used herein, a computer-readable storage device or a computer-readable storage
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mediom 1S any piece of hardware that is capable of storing information, such as, for
example, without imitation, data, computer-readable program code in functional form,
and/or other suitable information either on a transient basis or a persistent basis. Further,
a computer-readable storage device or a computer-readable storage medium excludes a
propagation medium, such as transitory signals. Furthermore, a computer-readable
storage device or a computer-readable storage medium may represent a set of computer-
readable storage devices or a set of computer-readable storage media. Memory 206, in
these examples, may be, for example, a random-access memory (RAM), or any other
suitable volatile or non-volatile storage device, such as a flash memory. Persistent
storage 208 may take various forms, depending on the particular implementation. For
example, persistent storage 208 may contain one or more devices. For example,
persistent storage 208 may be a disk drive, a solid-state drive, a rewritable optical disk, a
rewritable magnetic tape, or some combination of the above. The media used by
persistent storage 208 may be removable. For example, a removable hard drive may be
used for persistent storage 208,

(60371  In this example, persistent storage 208 stores multi-cloud resource manager
218 However, it should be noted that even though multi-cloud resource manager 218 13
itlustrated as residing in persistent storage 208, in an alternative illustrative embodiment,
multi-cloud resource manager 218 may be a separate component of data processing
system 200, For example, multi-cloud resource manager 218 may be a hardware
component coupled to communication fabric 202 or a combination of hardware and
software components. In another alternative 1llustrative embodiment, a first set of
components of multi-cloud resource manager 218 may be located in data processing
system 280 and a second set of components of multi-cloud resource manager 218 may be
focated in a second data processing system, such as, for example, server 106 mn Figure 1.
[6038] Multi-cloud resource manager 218 controls the process of detecting resource
redundancy errors, resource conflict errors, and the hike 10 a multi-cloud mfrastructure
comprised of a plurality of clouds corresponding to different cloud providers using a
consohdated resource dependency graph of the multi-cloud mfrastructure and rule sets
provided by users, such as DevOps administrators, and the cloud providers to detect the

errors. Further, multi-cloud resource manager 218 can automatically perform a set of

10
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action steps in response 1o detecting the resource errors in the multi-cloud infrastructure
prior to resource deployment. As a result, data processing system 280 operates as a
special purpose computer system in which multi-cloud resource manager 218 1n data
processing system 200 enables multi-cloud resource management. In particular, multi-
cloud resource manager 218 transforms data processing system 200 into a special purpose
computer system as compared to currently available general computer systems that do not
have multi-cloud resource manager 218,

[6039]  Communications unit 218, in this example, provides for communication with
other computers, data processing systems, and devices via a network, such as network
162 n Figure 1. Communications unit 210 may provide communications through the
use of both physical and wireless communications hinks. The physical communications
link may utilize, for example, a wire, cable, universal serial bus, or any other physical
technology to establish a physical communications link for data processing system 200.
The wireless communications hink may utilize, for example, shortwave, high frequency,
ultrahigh frequency, microwave, wireless fidelity (Wi-Fi), Bluetooth® technology, global
system for mobile commmunications {GSM), code division multiple access (CDMA),
second-generation (2G), third-generation (3G}, fourth-generation (4G), 4G Long Term
Evolution (LTE), LTE Advanced, fifth-generation (5G), or any other wireless
communication technology or standard to establish a wireless communications link for
data processing sysiem 280,

[0040]  Input/output unit 212 allows for the imput and output of data with other devices
that may be connected to data processing system 208, For example, mput/output unit 212
may provide a connection for user input through a keypad, a keyboard, a mouse, a
microphone, and/or some other suitable 1nput device. Display 284 provides a mechanism
to display information to a user and may mnclude touch screen capabilities to allow the
user to make on-screen selections through user interfaces or mnput data, for example.
[6041]  Instructions for the operating system, applications, and/or programs may be
located n storage devices 216, which are in communication with processor unit 204
through communications fabric 202, In this iflustrative example, the instructions are in a
tunctional form on persistent storage 208. These instructions may be loaded into memory

206 for running by processor unit 284, The processes of the different embodiments may

11
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be performed by processor unit 284 using computer-implemented instructions, which
may be located 1n a memory, such as memory 206. These program mstructions are
referred to as program code, computer usable program code, or computer-readable
program code that may be read and run by a processor in processor unit 204, The
program instructions, in the different embodiments, may be embodied on different
physical computer-readable storage devices, such as memory 286 or persistent storage
208

[6042]  Program code 226 15 located in a functional form on computer-readable media
222 that 1s selectively removable and may be loaded onto or transferred to data
processing system 260 for running by processor unit 204, Program code 220 and
computer-readable media 222 form computer program product 224 In one example,
computer-readable media 222 may be computer-readable storage media 226 or computer-
readable signal media 228,

[6043]  In these illustrative examples, computer-readable storage media 226 1s a
physical or tangible storage device used to store program code 220 rather than a medium
that propagates or transmits program code 228, Computer-readable storage media 226
may include, for example, an optical or magnetic disc that 1s inserted or placed into a
drive or other device that is part of persistent storage 208 for transter onto a storage
device, such as a hard drive, that is part of persistent storage 208 Computer-readable
storage media 226 also may take the form of a persistent storage, such as a hard drive, a
thumb drive, or a flash memory that 1s connected to data processing system 200

[8044]  Alternatively, program code 228 may be transferred to data processing system
280 using computer-readable signal media 228 Computer-readable signal media 228
may be, for example, a propagated data signal containing program code 228, For
example, computer-readable signal media 228 may be an electromagnetic signal, an
optical signal, or any other suitable type of signal. These signals may be transmitted over
communication links, such as wireless communication links, an optical fiber cable, a
coaxial cable, a wire, or any other suttable type of communications link.

[80458]  Further, as used heren, “computer-readable media 2227 can be singular or
plural. For example, program code 22¢ can be located in computer-readable media 222

in the form of a single storage device or system. In another example, program code 226

12
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can be located in computer-readable media 222 that 1s distributed in multiple data
processing systems. In other words, some instructions in program code 228 can be
located in one data processing system while other mmstructions in program code 228 can
be located 1n one or more other data processing systems. For example, a portion of
program code 228 can be located in computer-readable media 222 in a server computer
while another portion of program code 228 can be located in computer-readable media
222 located m a set of client computers.

[6046]  The different components illustrated for data processing system 206 are not
meant to provide architectural limitations to the manner in which different embodiments
can be implemented. In some illustrative examples, one or more of the components may
be icorporated in or otherwise form a portion of, another component. For example,
memory 286, or portions thereof, may be incorporated in processor unit 204 in some
tustrative examples. The different illustrative embodiments can be implemented in a
data processing system including components in addition to or in place of those
tHlustrated for data processing system 280. Other components shown 1n Figure 2 can be
varied from the illustrative examples shown. The different embodiments can be
implemented using any hardware device or system capable of running program code 220
[8047]  In another example, a bus system may be used to implement communications
fabric 202 and may be comprised of one or more buses, such as a system bus or an
mput/output bus. Of course, the bus system may be implemented using any suitable type
of architecture that provides for a transfer of data between different components or
devices attached to the bus system.

[6048] It 15 understood that although this disclosure mcludes a detailed description on
cloud computing, implementation of the teachings recited herein are not limited to a
cloud computing environment. Rather, dlustrative embodiments are capable of being
mmplemented i conjunction with any other type of computing environment now known
or later developed. Cloud computing is a model of service delivery for enabling
conventent, on-demand network access to a shared pool of configurable computing
resources, such as, for example, networks, network bandwidth, servers, processing,
memory, storage, applications, virtual machines, and services, which can be rapidly

provisioned and refeased with minimal management effort or interaction with a provider
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of the service. This cloud model may include at least five characteristics, at least three
service models, and at least four deployment models.

[8049]  The characteristics may include, for example, on-demand self-service, broad
network access, resource pooling, rapid elasticity, and measured service. On-demand
self-service aliows a cloud consumer to unilaterally provision computing capabilities,
such as server time and network storage, as needed automatically without requiring
human interaction with the service’s provider. Broad network access provides for
capabilities that are available over a network and accessed through standard mechanisms
that promote use by heterogeneous thin or thick client platforms, such as, for example,
mobile phones, laptops, and personal digital assistants. Resource pooling allows the
provider’s computing resources to be pooled to serve multiple consumers using a multi-
tenant model, with different physical and virtual resources dynamically assigned and
reassigned according to demand. There is a sense of location independence in that the
consumer generally has no control or knowledge over the exact location of the provided
resources, but may be able to specify location at a higher level of abstraction, such as, for
example, country, state, or data center. Rapid elasticity provides for capabilities that can
be rapidly and elastically provisioned, in some cases automatically, to quickly scale out
and rapidly released to quickly scale in. To the consumer, the capabilities available for
provisioning often appear to be unlimited and can be purchased in any quantity at any
ume. Measured service allows cloud systems to automatically control and optimize
resource use by leveraging a metering capability at some level of abstraction appropriate
1o the type of service, such as, for example, storage, processing, bandwidth, and active
user accounts, Resource usage can be monitored, controlled, and reported providing
transparency for both the provider and consumer of the utilized service.

[B050]  Service models may include, for example, Software as a Service (8aa8},
Platform as a Service {PaaS), and Infrastructure as a Service (TaaS). Softwareas a
Service 15 the capability provided to the consumer to use the provider’s apphications
running on a cloud mfrastructure. The applications are accessible from various client
devices through a thin client interface, such as a web browser {e.g., web-based e~-mail).
The consumer does not manage or control the underlying cloud infrastructure inchuding

network, servers, operating systems, storage, or even individual application capabilities,
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with the possible exception of limited user-specific application configuration settings.
Platform as a Service 1s the capability provided to the consumer to deploy onto the cloud
imfrastructure consumer-created or acquired applications created using programming
languages and tools supported by the provider. The consumer does not manage or
control the underlying cloud infrastructure inchuding networks, servers, operating
systems, or storage, but has control over the deployed applications and possibly
application hosting environment configurations. Infrastructure as a Service is the
capability provided to the consumer to provision processing, storage, networks, and other
fundamental computing resources where the consumer is able to deploy and run arbitrary
software, which can include operating systems and applications. The consumer does not
manage or control the underlying cloud infrastructure, but has control over operating
systems, storage, deployed applications, and possibly limited control of select networking
components, such as, for example, host firewalls.

[6051]  Deployment models may include, for example, a private cloud, community
cloud, public cloud, and hybrid cloud. A private cloud 1s a cloud infrastructure operated
solely for an organization. The private cloud may be managed by the organization or a
third party and may exist on-premises or off-premises. A community cloud 1s a cloud
mfrastructure shared by several orgamizations and supports a specific coromunity that has
shared concerns, such as, for example, nussion, security requitements, policy, and
compliance considerations. The community cloud may be managed by the organizations
or a third party and may exist on-prenuses or off-premises. A public cloud 15 a cloud
mifrastructure made available to the general public or a large industry group and s owned
by an organization selling cloud services. A hybrid cloud 15 a cloud infrastructure
composed of two or more clouds, such as, for example, private, community, and public
clouds, which remain as unique entities, but are bound together by standardized or
proprietary technology that enables data and application portabihity, such as, for example,
cloud bursting for load-balancing between clouds.

[8052] A cloud computing environment 13 service oriented with a focus on
statelessness, low coupling, modularity, and semantic interoperability. At the heart of

cloud computing 1s an infrastructure comprising a network of interconnected nodes.
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[6053]  With reference now to Figare 3, a diagram iHustrating a cloud computing
environment 1s depicted in which illustrative embodiments may be implemented. In this
iflustrative example, cloud computing environment 386 includes a set of one or more
cloud computing nodes 318 with which local computing devices used by cloud
consumers, such as, for example, personal digital assistant or smart phone 320A, desktop
computer 3208, laptop computer 320, and/or automobile computer system 328N, may
communicate. Cloud computing nodes 310 may be, for example, server 184 and server
166 n Figure 1. Local computing devices 320A-320N may be, for example, clients 116-
114 1n Figure 1.

[6054]  Cloud computing nodes 310 may communicate with one another and may be
grouped physically or virtually into one or more networks, such as private, community,
public, or hybrid clouds as described hereinabove, or a combination thereof This allows
cloud computing environment 300 to offer infrastructure, platforms, and/or software as
services for which a cloud consumer does not need to maintain resources on a local
computing device, such as local computing devices 320A-320N. 1t is understood that the
types of local computing devices 328A-320N are intended to be illustrative only and that
cloud computing nodes 310 and cloud computing environment 308 can communicate
with any type of computerized device over any type of network and/or network
addressable connection using a web browser, for example.

[B0S5]  With reference now to Figure 4, a diagram illustrating abstraction model
layers 1s depicted in accordance with an illustrative emnbodiment. The set of functional
abstraction layers shown n this illustrative example may be provided by a cloud
computing environment, such as cloud computing environment 300 in Figave 3 It
should be understood 1n advance that the components, layers, and functions shown in
Figure 4 are intended to be illustrative only and embodiments of the invention are not
hmited thereto. As depicted, the following layers and corresponding functions are
provided.

[8056]  Abstraction layers of a cloud computing environment 4680 inchude hardware
and software layer 402, virtualization layer 404, management layer 406, and workloads
layer 408 Hardware and software layer 482 includes the hardware and software

components of the cloud computing environment. The hardware components may
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inclode, for example, mainframes 418, RISC (Reduced Instruction Set Computer)
architecture-based servers 412, servers 414, blade servers 416, storage devices 418, and
networks and networking components 420, In some illustrative embodiments, software
components may include, for example, network application server software 422 and
database software 424,

[B057]  Virtualization layer 484 provides an abstraction layer from which the
tollowing examples of virtual entities may be provided: virteal servers 426; virtual
storage 428 virtual networks 430, including virtual private networks; virtual applications
and operating systems 432; and virtual clients 434

[60S8]  In one example, management layer 406 may provide the functions described
below. Resource provistoning 436 provides dynamic procurement of computing
resources and other resources, which are utilized to perform tasks within the cloud
computing environment. Metering and pricing 438 provide cost tracking as resources are
utilized within the cloud computing environment, and billing or invoicing for
consumption of these resources. In one example, these resources may comprise
apphication software licenses. Security provides identity verification for cloud consumers
and tasks, as well as protection for data and other resources. User portal 446 provides
access to the cloud computing environment for consumers and system administrators.
Service level management 442 provides cloud computing resource allocation and
management such that required service levels are met. Service level agreement (SLA)
planning and fulfiliment 444 provides pre-arrangement for, and procurement of, cloud
computing resources for which a future requirement 1s anticipated 1n accordance with an
SLA.

[8059]  Workloads layer 408 provides examples of functionality for which the cloud
computing environment may be utilized. Example workloads and functions, which may
be provided by workload layer 408, may include mapping and navigation 446, software
development and lifecycle management 448, virtual classroom education debivery 450,
data analytics processing 4382, transaction processing 484, and multi-cloud resource
management 456

[86060] Resource management s a core function of any computing system. Resource

management affects performance, functionality, and cost of a computing system.
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Inefficient resource management has a direct negative effect on the performance and cost
of the computing system and an indirect negative effect on the functionality of the
computing system. As a result, inefficient resource management may cause some
functions of the computing system to become too expensive to utilize or may be unused
due to poor performance.

[8061] A cloud is a complex computing environment comprised of a large number of
shared resources, which are subject to unpredictable client requests and affected by
external events the cloud cannot control. In such complex computing environments, an
mfrastructure administrator needs to foresee potential issues early (e g, prior to
deploying the resources in the cloud), so that the infrastructure administrator can avoid
mtroducing errors into the cloud.

[6062]  DevOps administrators provision shared resources in a cloud using software,
such as, for example, Infrastructure as Code (1a(C), shell scripts, or other automation code.
faC 15 the management of infrastructure (e.g., networks, virtual machines, load balancers,
connection topology, and the like) in a descriptive model, using the same versioning as
the DevOps adminstrators utilize for source code. Similar to the principle that the same
source code generates the same binary, an faC model generates the same computing
environment every time it 1s applied. The software helps a DevOps adminustrator to
manage and provision computer data centers using machine-readable configuration files.
Based on the complexity of the infrastructure and requirements, a software configuration
file continues to increase n size as a DevOps administrator continues to create new
resources in the infrastructure.  As a multi-cloud mfrastructure, which includes complex
entities {e.g., banking entities, financial entities, securities entities, and the like}, multiple
cloud accounts, multiple shared resources, and multiple networks, increases in
complexity, an mfrastructure administrator needs to know and understand the
mfrastructure resource map of the multi-cloud environment 1o detail.

[8063]  Inaddition, i 1s possible that a DevOps administrator can inadvertently
provision several redundant and/or conflicting resources between different clouds in the
multi-cloud mfrastructure.  Assume, for example, a BevOps administrator provisions
muitiple connectivity options in the multi-cloud infrastructure and 1s unaware of

redundant or conflicting connectivity resources in the mukti-cloud infrastructure. These
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connectivity resources are costly and add further load in the multi-cloud infrastructure.
Thus, a need exists to notity the infrastructure administrator regarding the redundant or
conflicting connectivity resources existing in the multi-cloud environment.

[8064]  Currently, a DevQOps administrator has to manually discover any redundant or
conflicting resources in the melti-cloud infrastructure. Sometimes, redundant resources
are unnecessary, which incur unnecessary cost and load in the multi-cloud infrastructure.
Also, scenarios exist where a resource can cause a conflict with one or more other
resources in the multi-cloud infrastructure. In such scenarios, only one resource
dominates, and the other resources are suppressed or never used.

[6065]  Currently, no solution exists by which a DevOps administrator can foresee
errors inn the multi-cloud infrastructure prior to provisioning the resources in the multi-
cloud environment. Also, no solution currently exists where a DevOps admunistrator can
view the complete multi-cloud infrastructure resource map all at one time. Several
possible reasons exist for using a multi-cloud architecture, which may include, for
example, reduced reliance on any one cloud provider, cost efficiency, increased
flexibility, adherence to regulations requiring certain data to be physically present within
a defined geographic area, distribution of processing requests to a geographically closer
cloud to reduce network latency, militating disasters, and the hike.

[0066]  Dlustrative embodiments identify redundant resource errors, conflicting
resource errors, and any other resource errors in a multi-cloud infrastructure using a
single consolidated resource dependency graph. IHustrative embodiments utilize a mult-
cloud resource deployment error analyzer that bists all redundant resources, conflicting
resources, and any other resource errors, along with the cost incurred by each of these
resources, in a resource error table. Based on information in the resource error table, the
mfrastrocture administrator can determine whether to keep, correct, or eliminate one or
more of these resources. Also, a DevOps administrator can check the redundant and
conflicting resources listed in the resource error table before provisioning any new
resources, such as, for example, gateways, connections, security group rules, and the like,
n the multi-cloud infrastructure. In addition, illustrative embodiments identify the
redundant and conflicting resource errors in the current software configuration file and

mform the infrastructure administrator of the errors prior to execution of the software
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configuration file to deploy the new resource. After notification of the identified
redundant and conflicting resource errors in the software configuration file, the
imfrastructure administrator can modify the code in the software configuration file to, for
example, reuse existing resources and eliminate conflicting resources. Thus, ilustrative
embodiments reduce the unnecessary workload and cost in the multi-cloud infrastructure
and increase multi-cloud mfrastructure performance by identifying the redundant and
conflicting resources prior to execution of the software configuration file.

[6067]  Illustrative embodiments generate and continually update the single
consohidated resource dependency graph for the multi-cloud environment. lustrative
embodiments merge or combine all the software configuration files corresponding to
each of the different clouds comprising the multi-cloud environment to form the single
consolidated resource dependency graph for the multi-cloud infrastructure. Hlustrative
embodiments crawl and analyze all the nodes of the single consolidated dependency
graph of the multi-cloud mfrastructure representing all the resources of the multi-cloud
imfrastructure to identify redundant and conflicting resources, such as, for example,
gateways, connections, security group rules, and the hike. Further, illustrative
embodiments calculate the cost of these redundant and conflicting resources and inform
the infrastructure administrator when redundant and/or conflicting resources exist in
cloud accounts corresponding to the multi-cloud infrastructure.

[6068]  Hlustrative embodiments wdentify redundant and conflicting resources at the
individual cloud level of the multi-cloud infrastructure. THustrative embodiments check
each individual cloud to determing whether a respective resource 18 redundant or could
cause a conflict in that particular cloud. THustrative embodiments identify the redundant
and conflicting resources based on the parent/child node relationships in the resource
dependency graph corresponding to that particular cloud. For example, illustrative
embodiments search the resource dependency graph of a cloud for a child rescurce node,
such as, for example, a security group rule, that 1s attached to a same parent resource
node as another child resource node via an edge and 15 the same or equal (1.e., redundant).
When child resource nodes, which are sibling resource nodes at a same level under the
same parent resource node within the resource dependency graph, represent a same or

similar type of resource, illustrative embodiments inform the infrastructure administrator
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of the redundancy to remove the redundant resource when appropriate. Alternatively,
iHustrative embodiments can automatically remove the redundant resource from the cloud
and notify the infrastructure administrator of the removal. Further, illustrative
embodiments search the resource dependency graph of the cloud to determine whether a
conflict exists between resources corresponding to sibling resource nodes under a same
parent resource node. If a conflict exists between resources, then tHustrative
embodiments inform the infrastructure adminsstrator of the conflict to remove the
conflict. Alternatively, iflustrative embodiments can automatically remove the
conflicting resource from the cloud and notify the infrastructure administrator of the
removal.

[6069]  Furthermore, illustrative embodiments combine, merge, or aggregate all the
individual resource dependency graphs corresponding to the plurality of clouds
comprising the multi-cloud infrastructure into a single consolidated resource dependency
graph of the multi-cloud mftrastructure. Then, dlustrative embodiments 1identify
redundant and conflicting resources at the multi-cloud level of the multi-cloud
mfrastructure. For example, illustrative embodiments search the consolidated mulii-
cloud resource dependency graph looking for sibling resource nodes, which correspond to
resources, such as, for example, gateways, connections, security group rules, and the like,
that are attached to the same parent resource node via edges and are redundant or causing
a conflict.

[6070]  [lustrative embodiments generate a dependency graph of all operations
mvolved in each respective software configuration file of the various clouds in the multi-
cloud nfrastructure. In other words, ilustrative embodiments continue to record all the
software configuration files that have been executed in the multi-cloud infrastructure.
The single conschdated resource dependency graph of the multi-cloud mfrastructure
provides an overall view of the entire multi-cloud infrastructure. Hlustrative
embodiments provide the overall view of the entire multi-cloud mnfrastructure to the
mfrastructure administrator n a single display panel or dashboard.

[B071]  Moreover, illustrative embodiments identify all child resource nodes that are
dependent on a same parent resource node in the consolidated multi-cloud resource

dependency graph and determine whether resources corresponding to dependent child
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resource nodes are redundant {e.g., same, equal, duplicative, identical, or the like) or are
causing a conflict. As an illustrative example, llustrative embodiments check nodes
corresponding to network resources, such as, for example, gateways and connections, ina
cloud account corresponding to the multi-cloud infrastructure. In this illustrative
example, the connections are represented by child resource nodes that are siblings and
dependent on the same parent resource node, which represents the gateway. Hlustrative
embodiments compare whether the connections are equal (i.e, redundant). IHustrative
embodiments record the gateway and its redundant or duplicate connections in the
resource error table. When illustrative embodiments determine that the connections are
not equal, then tllustrative embodiments check whether the connections can cause a
conflict by comparing attributes, such as, for example, network address prefixes, subnet
identifiers, and the like, corresponding to the connections. A conflict exists when the
attributes of one connection are the same or match the attributes of another connection.
[lustrative embodiments record the gateway and the gateway’s conflicting connections n
the resource error table.

[6072]  When dlustrative embodiments find that cross-account connections exist in a
same cloud, iHustrative embodiments record the gateway and the gateway’s redundant
and conflicting connections across cloud accounts in that cloud. For example, a public
cloud may have a customer that has multiple virtual private clouds on that public cloud,
each virtual private cloud being a different cloud account for that customer via a transit
gateway. As a result, the multiple cloud accounts of that customer can create cross-
account connections via the transit gateway. Similarly, illustrative embodiments record
redundant and conflicting connections across multi-cloud accounts as well,. When
itlustrative embodiments determine that connections are redundant or conflicting,
tlustrative embodiments report the redundancy or conflict to the infrastructure
admimstrator, along with incurred cost and other connection details, such as, for example,
when a connection was last used, how frequently the connection was used 10 a day, week,
month, or year, and the like. Hiustrative embodiments can utihize cloud montoring tools
to collect such metrics.

[6073] Hlustrative embodiments report the redundant and conflicting resources in the

current software configuration file of a cloud to the infrastructure administrator prior to
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execution of that file. The infrastructure administrator can review the redundant and
conflicting resources in the cloud and determine, for example, whether existing resources
can be reused in the current software configuration file instead of creating new resources,
thereby, reducing cost. In addition, the infrastructure administrator can review the single
consohidated resource dependency graph of the multi-cloud mfrastructure to learn

how resources are dependent across various cloud accounts and clouds. For example,
before the infrastructure admunistrator decides to remove a particular resource, cloud
account, or cloud, the infrastructure administrator can look at this single consolidated
multi-cloud resource dependency graph to understand the impact of removing that
particular resource, cloud account, or cloud. Further, the infrastructure administrator can
decide whether to create a virtual private cloud peering or transit gateway connection
before the infrastructure administrator creates virtual private cloud connectivity

options. By looking at the consolidated multi-cloud resource dependency graph, the
mfrastructure administrator can determine how to reduce or save cost by eliminating
certain network resources in the multi-cloud mfrastructure.

[6074] A vurtual private cloud s a public cloud offering that allows an entity to
establish the entity’s own private cloud-like computing environment on a shared public
cloud mfrastructure. A virtual private cloud provides the entity with an ability to define
and control a virtual network that is logically isolated from all other public cloud tenants,
which creates a private, secure place on the public cloud for the entity. In other words,

a virtual private cloud 1s an on-demand configurable pool of shared resources allocated
within a public cloud environment, providing a certain level of 1solation between the
different entities using the shared resources. A virtual private cloud’s logical isolation 1
mplemented using virtual network functions and security features that provide the entity
with granular control over which internet protocol addresses or applications can access
particular resources. The 1solation between one virtual private cloud entity and all other
entities of the same virtual private cloud 1s achieved normally through aliocation of a
private internet protocol subnet and a virtual communication construct {such as a virtual
tocal area network or a set of encrypted communication channels) per entity.

[8075]  Thus, illustrative embodiments provide one or more technical solutions that

overcome a technical problem with detecting resource redundancy and conflicts ina
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multi-cloud infrastructure comprised of a plurality of clouds corresponding to different
cloud providers. As a result, these one or more technical solutions provide a technical
effect and practical application in the field of multi-cloud resource management.

[8076]  With reference now to Figure 5, a diagram illustrating an example of a multi-
cloud management system is depicted in accordance with an illustrative embodiment.
Multi-cloud management system 508 may be implemented in a network of data
processing systems, such as network data processing system 180 m Figure 1, or a cloud
computing environment, such as cloud computing environment 300 in Figure 3. Multi-
cloud management system 508 is a system of hardware and software components for
detecting resource redundancy errors, resource conflict errors, and the like in a multi-
cloud infrastructure comprised of a plurality of clouds corresponding to different cloud
providers using a consolidated resource dependency graph of the multi-cloud
mfrastructure and rule sets provided by users and the cloud providers to detect the errors.
(60771  In this example, multi-cloud management system 566 includes multi-cloud
resource management server 302 and client device 564, However, it should be noted that
multi-cloud management system 500 is intended as an example only and not as a
himitation on dlustrative embodiments. In other words, multi-cloud management system
500 may include any number of servers, client devices, and other components.

[0078]  User 506, such as, for example, a DevOPs administrator, using client device
504, submits software configuration file 568 to multi-cloud resource management server
802 via smart multi-cloud resource deployer 516, Chient device 3084 may be, for
example, client 118 in Figare 1 or local computing device 320B in Figare 3. Multi-
cloud resource management server 382 may be, for example, server 184 in Figure 1, data
processing system 206 n Figure 2, or a cloud computing node of cloud computing nodes
310 mm Figure 3. Software configuration file 508 may be, for example, an {aC, shell
script, or any other automation code file. It should be noted that in alternative iltustrative
embodiments, smart multi-cloud resource deployer $18 may be a component of multi-
cloud resource manager 512, Smart multi-cloud resource deployer 518 ts the entry point
to deploy all software configuration files. Furthermore, smart multi-cloud resource
deployer 518 1s cloud provider agnostic. For example, user 886 submits software

configuration file 568 for any specific type of cloud corresponding to a particular cloud
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provider. When user 506 submuts software configuration file 508, smart multi-cloud
resource deployer 310 recognizes the cloud provider from the software configuration file.
In addition, smart multi-cloud resource deployer 510 maintains all multi-cloud accounts.
[8079]  Upon recetving software configuration file 388, smart multi-cloud resource
deployer 510 utilizes multi-cloud resource dependency graph manager 514 to generate
consohidated multi-cloud resource dependency graph 816, Multi-cloud resource
dependency graph manager 514 generates consolidated multi-cloud resource dependency
graph 516 by merging a resource dependency graph corresponding to software
configuration file 508 for the specific type of cloud of that particular cloud provider with
individual cloud resource dependency graph 518 corresponding to cloudl 528 of cloud
providerl 522 and individual cloud resource dependency graph 524 corresponding to
cloud2 526 of cloud provider? 528 recetved from multi-cloud resource manager 512
Multi-cloud resource dependency graph manager 514 inputs consolidated multi-cloud
resource dependency graph 816 into multi-cloud resource deployment error analyzer 530
for resource error analysis.

[6080] Multi-cloud resource deployment error analyzer 536 checks consolidated
multi-cloud resource dependency graph 516 for resource errors, such as, for example,
resource redundancy errors and resource conflict errors, utilizing user rules 832 provided
by user 506 and cloud provider rules 534 provided by cloud provideri 522 and cloud
provider2 828 Multi-cloud resource deployment error analyzer 830 utilizes redundancy
checker 536 to check for undesired multi-cloud resource redundancies and conflict
checker 838 to check for multi-cloud resource conflicts. It should be noted that rule
evaluator 340 evaluates user rules 832 and cloud provider rules 534 for inconsistencies
prior to multi~cloud resource deployment error analyzer 830 utilizing the rules to analyze
consohdated multi-cloud resource dependency graph 816 for resource errors via
redundancy checker 836 and conflict checker 538,

[B081]  User rules 332 may be any type of rules, such as, for example, whether security
certificates are in a beta or general availability version or any kind of security and
comphiance rules. For example, user rules 832 may mclude a rule for whether a
particular set of resources are going to be provisioned in a defined geographic region

based on regulations. It should be noted that user 506 can add any custom rule extension
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or plugin for additional error checks by multi-cloud resource deployment error analyzer
838 Cloud provider rules 834, which are specific to cloud provideri 522 and cloud
providerZ 528, may be for detecting redundancy and conflicts in resources. If multi-
cloud resource deployment error analyzer 830 detects any rule violation of either user
rules 832 or cloud provider rules 834, muiti-cloud resource deployment error analyzer
538 records that error in a resource error table.

[6082]  Multi-cloud resource deployment error analyzer 538 crawls and analyzes each
respective resource node in consolidated multi-cloud resource dependency graph 516 and
generates the resource error table. While crawling through the resource nodes of
consohidated multi-cloud resource dependency graph 516, multi-cloud resource
deployment error analyzer 530 identifies all child resource nodes that are sibling nodes at
a same level and dependent on a parent resource node and then determines whether two
or more child resource nodes are equal (i.e., redundant) or could cause a conflict. For
example, multi-cloud resource deployment error analyzer 838 checks network resource
nodes corresponding to transit gateways and connections in a cloud account.

Connections are represented as child resource nodes at a same level in consolidated
multi-cloud resource dependency graph 516 that are dependent on a same parent resource
node representing the transit gateway. Multi-cloud resource deployment error analyzer
838 determunes whether the connections are redundant. When multi-cloud resource
deployment error analvzer 838 deternunes that the connections are redundant, multi-
cloud resource deployment error analyzer 338 automatically removes the unused and
undesired redundant resource and notifies user 506 of the removal.  When multi-cloud
resource deployment error analyzer 838 determines that the connections are not
redundant, multi-cloud resource deployment error analyzer 836 checks whether the
connections could cause a conflict by comparing the attributes of the connections. When
mudti-cloud resource deployment error analyzer 838 determines that the connections are
conflicting, multi-cloud resource deployment ervor analyzer 338 records the transit
gateway and its conflicting connections in the resource error table and automatically
removes the conflicting resource based on at least one of user rules 532 or cloud provider

rules 534.
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[6083] When multi-cloud resource deployment error analyzer 530 identifies that
redundant cross-account connections in a same cloud exist, mulii-cloud resource
deployment error analyzer 838 records the transit gateway and its redundant connections
across cloud accounts in the resousrce error table. Similarly, multi-cloud resource
deployment error analyzer 830 records redundant connections across multi-cloud
accounts as well. When connections are redundant or could cause a conflict, multi-cloud
resource deployment error analyzer 530 reports the error to user 586 (e.g., an
mfrastructure administrator), along with incurred cost and other connection details, such
as, for example, when a connection was last used, how frequently the connection was
used in a day, week, month, year, or the like. Multi-cloud resource deployment error
analyzer 530 can collect such metrics using cloud monitoring tools.

[6084]  With reference now to Figure 6, a diagram illustrating an example of an
individual cloud resource dependency graph is depicted 1n accordance with an illustrative
embodiment. Individual cloud resource dependency graph 680 may be implemented ina
mutlti-cloud resource manager, such as, for example, multi-cloud resource manager 512 in
Figure 5. In addition, individual cloud resource dependency graph 606 may be, for
example, individual cloud resource dependency graph 518 10 Figure 5. Individual cloud
resource dependency graph 600 1s a resource dependency graph for a software
configuration file corresponding to a single cloud provider account, such as, for example,
cloud provider! 822 in Figure 8. A multi-cloud resource deployment error analyzer,
such as, for example, multi-cloud resource deployment error analyzer 830 in Figure §,
identifies redundant and conflicting resources in individual cloud resource dependency
graph 606 for the single cloud provider account.

[6085]  Software configuration file tools, such as, for exampie, 1aC tools, already
provide support for generating a resource dependency graph from a software
configuration file, such as, for example, software configuration file 508 in Figare 5 Ha
software configuration file tool does not support resource dependency graph generation,
then the resource dependency graph can be generated by searching through the software
configuration file and storing the data in a table, along with the software configuration

file’s dependencies and resource metadata.
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[6086]  In this example, individual cloud resource dependency graph 668 indicates that
gateway test tg gateway 1 602 (i.e, parent resource node) has 4 connections {dependent
child resource nodes that are sibling nodes at a same level). The 4 connections to
gateway test tg gateway 1 602 are: 1) com tg connection.test com tg xac 664

{connected to vpe: net2-vpe-1); 2} com tg connectiontest com tg xacl 686 (connected
test-vpe-1); and 4) com _tg connection.test com tg connection 618 {connected to vpc:
test-vpc-2). In this example, com tg connection.test com tg xac 604 and

com_tg connectiontest com tg xacl 606 are redundant resources because

com tg connectiontest com tg xac 604 and com tg connectiontest com tg xacl 606
are connecting to the same virtual private cloud (i.e, vpe: net2-vpe-1} in another cloud
provider account. Details of the virtual private cloud (vpc) can be found from the cloud
resource name of the cloud resource vpe.

(60877  Hlustrative embodiments utilize two approaches for finding redundancy and
conflicts in cloud resources. The two approaches are a cloud provider specific code
approach and a declarative approach. The cloud provider specific code approach
implements the cloud resource redundancy and conflicts checks in provider specific code.
In the declarative approach, the cloud provider specifies a set of atiributes, which can
result in redundancy or conflicts, for each respective resource type in that particular cloud
of the cloud provider.

[0088]  For example, in the cloud provider specific code approach, the cloud provider
writes the code or logic m the software configuration file to compare two cloud resources
when the two cloud resources are equal or the same {1.e., redundant}). As an illustrative
code example n the software configuration file, security group rules are the same when
protocol {e.g., internet control message protocol (icmp}, code, and type), direction, and
address are all the same such as:

resource "com_is_security_group rule” "or_sg rule out icmp” {
depends_on = [data.com_is_vpc.test cr vpcl

STOUp = com_1s_security group.cr_security group.id

direction = "outbound”

remote = "0.0.0.0/0"
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icmp {
code = 0
type = 8
j

}.

[8089]  The cloud provider can write the code in the software configuration file using
an equals() method. Using the code, a multi-cloud resource deployment error analyzer,
such as, for example, multi-cloud resource deployment error analyzer 330 in Figure §,
can easily compare 2 resources in the cloud. The multi-cloud resource deployment error
analyzer uses the equals(} method to perform the resource redundancy check. Similarly,
the cloud provider writes the code to detect whether two cloud resources can cause a
conflict in the cloud. Whenever a conflict exists between cloud resources, only one
resource dominates, and the other resources are suppressed. The method to detect cloud
resource conflict is similar to the equals() method for detecting resource redundancy in
the cloud. To detect cloud resource contlict, the cloud provider can utilize a conflict()
method in the code that compares cloud resource attributes. The conflict() method
mdicates that 2 cloud resources have a conflict when, for example, the subnet is the same,
priority/weightage is the same, direction/action 1s opposite, or the like,
[0090]  In the declarative approach the cloud provider can specify or define the
resource attributes in the software contiguration file that can result in either redundancy
or conflicts for each respective resource type 1n the cloud corresponding to the cloud
provider. The cloud provider may utilize, for example, YAML A"t Markup Language
{YAML), which 1s a human-readable data-serialization language, to specify the attributes
for each respective resource type. YAML 15 commonly used for software configuration
files.
[8091] [ustrative examples of specifying resource attributes that can result 1n
redundancy using YAML in the software configuration file are:

redundancy yvaml:

securtty _group_rule {resource type}:

- direction (attribute)

- protocol {attribute)
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transit_gateway connection {resource type):
- vpe_id (attribute).
[8092]  Hlustrative examples of specifying resource attributes that can result in conflict
using YAML in the software configuration file are:
conflicts.yaml:
securtty group rule {resource type}:
- action (attribute)
- priority {attribute)
transit_gateway connection {resource type}.
- address prefix (attribute)
- subnet _id (attribute).
[6093]  The multi-cloud resource deployment error analyzer looks at the
redundancy. yaml and the conflicts. vaml in the software configuration file and compares
the attributes specified under each respective resource type. When the attributes are the
same for sibling resource nodes at a same level under a parent resource node in the
resource dependency graph of the cloud, then the multi-cloud resource deployment error
analyzer concludes that the cloud resources corresponding to the sibling nodes having the
same atiributes are redundant and informs the infrastructure administrator of the
redundancy. Sinlarly, the multi-cloud resource deplovment error analyzer compares the
atiribute specified under each respective resource type to determine whether the attributes
are different for a set of cloud resources of the same resource type corresponding to
dependent sibling rescurce nodes under a same parent resource node. When the atiributes
are different, but conflicting, the multi-cloud resource deployment error analyzer informs
the infrastructure administrator of the conflict. In addition, the multi-cloud resource
deployment error analyzer may inform the multi-cloud resource manager of the
redundancy and conflict error for appropriate action. For example, the multi-cloud
resource manager may automatically remove redundant and conflicting cloud resources
from one or more clouds i the multi-cloud infrastructure,
[6094]  Thus, ilustrative embodiments reduce cloud cost by removing redundant and
conflicting resources. As an illustrative example, assume there are 2 virtual private

clouds (vpe-1 and vpe-2), and the 2 virtual private clouds are connected to a same transtt
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gateway. However, the 2 virtual private clouds have a conflict in subnet (2 g., the subnet
range is the same). For example, the 2 virtual private clouds are connected with the
transit gateway so that a virtual server instance {vsi-1} in one of the virtual private clouds
{vpe-1) can connect to another virtual server instance {vsi-3} using a private internet
protocol address. Because the subnet ranges for the 2 virtual private clouds are same,
when virtual server instance {vsi-1) in virtual private cloud (vpc-1} tries to connect to
virtual server instance (vsi-3), the internet protocol address gets resolved to a different
virtual server instance (vsi-2) in virtual private cloud (vpe-1) and never reaches virtual
private cloud {vpe-2). Hence, the transit gateway 1s of no use as virtual private cloud
(vpe-1) and virtual private cloud (vpce-2} can never communicate with each other. Asa
result, the transit gateway will not be used. The transit gateway is now a costly cloud
resource not being used because of the conflict. If iHustrative embodiments inform the
infrastructure administrator regarding the transit gateway prior to resource deployment,
then the infrastructure administrator can, for example, correct the virtual private cloud
subnet range or remove the transit gateway resource. (onsequently, by removing the
conflict, cost of operating the cloud 1s reduced.
[0095]  To detect the conflict in the llustrative example above, illustrative
embodiments can use the conflict() method for transit gateway connections to compare
the subnet ranges of dependent sibling nodes representing transit gateway connections at
the same level in the resource dependency graph under the same parent resource node
representing the transit gateway (TG). An illustrative example of the conflict() method
for this use case may be:

Confliet(} {

a. call equals(} method, find if the TG connections are same. If same,

mform user that the connections are redundant.

b. If connections are different, then compare the subnet range of VPCs.

¢. If there 1s a conflict in subnet range, inform the user regarding

conflicting resources.

}.
[8096] i should be noted that all subnets of the virtual private clouds and classic

network will connect to the transit gateway. As a result, the subnets should not overlap.
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Therefore, when creating virtual private clouds that are intended to connect to a transit
gateway, the virtual private clouds should be created with non-overlapping network
prefixes and unique subnets.

(80977  With reference now to Figure 7, a diagram illustrating an example of an
outbound security rules table is depicted in accordance with an illustrative embodiment.
Outbound security group rules table 780 may be implemented in a muiti-cloud resource
manager, such as, for example, multi-cloud resource manager 512 in Figure S

[6098]  In this example, outbound security group rules table 780 include 3 outbound
security group rules: outbound security group rule 702, ocutbound security group rule 704,
and outbound security group rule 706. Outhound security group rule 762 and outbound
security group rule 706 have the same priority (1.e., 65000). However, outbound security
group rule 702 1s allowing all outbound access and outbound security group rule 706 is
denying all outhound access. As a result, a conflict exits between cloud resources

=
i

outbound security group rule 762 and outbound security group rule 706. Consequently,
out of the 3 outbound security group rules, 2 are of no use due to the conflict. This
conflict 1s incurring cost to the multi-cloud wnfrastructure. If tllustrative embodiments
mform the infrastructure administrator regarding this conflict in outbound security group
rules prior to deployment, the infrastructure administrator can research the conflicting
resource error and correct it
[6099]  To detect the contlict in the illustrative example above, illustrative
embodiments can use the conflict() method for outbound security group rules to compare
the prionity and action of dependent sibling nodes representing cutbound security group
rules at the same level 1n the resource dependency graph under the same parent resource
node representing the security group (SG).
[B0100]  Anillustrative example of the conflict() method for this use case may be:
Contlict() {
a. call equals{) method, find if the SG rules are same. If same, nform user
that the rules are redundant.
b. If rules are different, then compare the action and priority for conflict.

c. If there is a conflict, inform the user regarding conflicting resources.

1.
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[80101] With reference now to Figure &, a diagram illustrating an example of a
resource dependency table 15 depicted in accordance with an ilustrative embodiment.
Resource dependency table 800 may be implemented in a multi-cloud resource manager,
such as, for example, multi-cloud resource manager 512 in Figure .

[60102] Hlustrative embodiments can parse a software configuration file, such as, for
example, software configuration file 508 in Figure 5, to generate, for example, a
JavaScript Object Notation (JSON} file. The JSON file can contain various information
regarding how various nodes are connected in the resource dependency graph
corresponding to the parsed software configuration file, such as, for example, parent
nodes, dependent nodes, source, destination, and the like, and the edges by which
respective nodes are connected to one another in the graph. Using the JSON file,
iHustrative embodiments search for parent node/child node relationships. [Hustrative
embodiments search the array of edges of a parent/child node relationship and make an
entry 1n resource dependency table 808 until the edge reaches the destination which
contains close.

[60103] Resource dependency table 808 is for a particular cloud account, such as, for
exarmple, cloud account “XYZ”, containing information regarding all the resources and
their dependencies corresponding to the cloud account. THustrative embodiments
determine whether a connection is redundant or conflicting by analyzing the cloud
resource name of each respective cloud resource. In this example, connections

test com_tg xac 802 and test comm_tg xacl 804 are redundant connections because
test com_tg xac 802 and test comm_tg xacl 804 connect to the same virtual private
cloud.

[60104] With reference now to Figure 9, a diagram illustrating an example of a
desirable resource redundancy table 15 depicted 10 accordance with an dlustrative
embodiment. Desirable resource redundancy table 880 may be implemented n a multi-
cloud resource manager, such as, for example, multi-cloud resource manager 812 in
Figure 5.

[B0105] Desuable resource redundancy table 980 indicates whether redundancy of a
respective resource type is desirable or undesirable 1n a multi-cloud infrastructure. For

example, scenarios exist where redundancy of cloud resources are desired and needed.
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For example, a plurality of redundant gateways 18 configured in a network for high
availability. Similarly, a plurahity of redundant virtual server instances is configured ina
subnet of a network for failover. In such cases, the infrastructure administrator defines
the list of desired and un-desired redundant resources 1n the software configuration file of
the cloud. Based on the list of desired and un-desired redundant resources, tlusirative
embodiments can inform the infrastructure administrator regarding the redundant
resources in priority order. 1lustrative embodiments can display desirable resource
redundancy table 900 to the infrastructure administrator so that the infrastructure
administrator can review undesired redundant resources with high priority, such as
priority, such as com_tg gateway 904, Based on the information 1n desirable resource
redundancy table 900, the infrastructure administrator can remove specific resources if
redundancy 1s not desired or needed for high availahility.

[60106] In this example, the DevOps administrator does not need resource type

com_is security group rule 902 to be redundant. When illustrative embodiments
determine that com_is_security_group_rule 902 is redundant for a virtual server instance,
tHustrative embodiments inform the infrastructure adnunistrator with highest priority
(e.g., 1) followed by hist of desired redundant resource types, such as, for example,
gateways and connections. Hlustrative ermobodiments list the desired and un-desired
resource types in priority order in desirable resource redundancy table 906,

[00107] With reference now to Figure 10, a diagram ilustrating an example of multi-
cloud resource connectivity 1s depicted in accordance with an illustrative embodiment.
Multi-cloud resource connectivity 1000 llustrates resource connectivity between clouds
mm multi-cloud infrastructure 1002, In this example, multi-cloud infrastructure 1062
mcludes cloud 1884, cloud? 1006, cloud3 1008, and cloudd 1818, Gateways 1012,
1614, 1816, and 1018 are connected across the different clouds. If redundant gateways
exist across 2 clouds, then dhustrative embodiments can inform the infrastructure
administrator 1n priority order based on mformation in a desirable resource redundancy
table, such as, for example, desirable resource redundancy table 806 in Figure 9.

[60108] With reference now to Figare 11, a diagram tllustrating an example of a multi-

cloud resource dependency graph 1s depicted in accordance with an illustrative
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embodiment. Multi-cloud resource dependency graph 1108 may be implemented in a
multi-cloud resource dependency graph manager, such as, for example, multi-cloud
resource dependency graph manager 514 in Figure §.

[80109] Multi-cloud resource dependency graph 1180 represents a single consolidated
resource dependency graph, such as, for example, consclidated multi-cloud resource
dependency graph 516 in Figure S, corresponding to a multi-cloud infrastructure
comprised of a plurality of clouds that are associated with different cloud providers. The
multi-cloud resource dependency graph manager combines or merges all the individual
cloud account configurations (i.e., mdividual resource dependency graph 1102
corresponding to cloud providerl account “XYZ” 1104 and individual resource
dependency graph 1186 corresponding to cloud provider2 account “NFV Development”
1108} to generate multi-cloud resource dependency graph 1166, Individual resource
dependency graph 1182 and individual resource dependency graph 1106 may be, for
example, individual cloud resource dependency graph 518 and individual cloud resource
dependency graph 524 in Figure 8. The multi-cloud resource dependency graph
manager consolidates individual resource dependency graph 1102 and individual
resource dependency graph 1186 by referring to cloud resource names, which are unique
across the entire multi-cloud infrastructure, corresponding to respective resource types.
A multi~cloud resource deployment error analyzer, such as, for example, multi-cloud
resource deployment error analyzer 538 in Figure 5, searches and analyzes the nodes of
multi-cloud resource dependency graph 1188 to detect cloud resource redundancy and
conflicts in the multi-cloud mfrastructure.

[B0110]  As an dlustrative example, a customer wants to utilize a first cloud {cloud?)
cotresponding to a first cloud provider {cloud providerl} and a second cloud {cloud2)
corresponding to a second cloud provider {cloud provider2) i the multi-cloud
mfrastructure. The customer wants to configure a hugh availability virtual private cloud
on cloud! corresponding to cloud provider! and on cloud?2 corresponding to cloud
providerZ. The customer also wants each of these virtual private clouds in cloudl and
cloud? to have a virtual server mnstance (virtual machine virtoal server instance). The
customer further wants both of the virtual server instances to communicate between

cloud! and cloud? using a high availability virtual private network gateway
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configuration. The virtual private network connects the customer’s on-premise network
to the virtual private cloud in the public cloud using the Internet. In a virtual private
network gateway connection, 2 virtual private network tunnels exist. However, these
tunnels are of no use when the endpoints are in the same subnet range (1.¢., both on-
premise network and virtual private cloud network are in the same network range).
Because both the on-premise and virtual private cloud networks use the same internal
internet protocol addresses, it is not possible to build a tunnel between these two
networks.
[60111] Anillustrative example of how to check this high avatlability virtual private
network gateway configuration for conflicting resources follows. The DevOPs
administrator should configure the virtual private network gateways of cloud! and cloud2
with autonomous system numbers that are different from each other and should not
conflict with each other. For example, the DevOPs administrator may configure cloudl
to have the autonomous system number of 65001 and cloudZ? to have the autonomous
system number of 65002, In addition, the DevOPs administrator should configure the
virtual private network tunnel subnets of both cloudl and cloud?2 to be different and not
conflicting.
[60112] In this example, the parent resource s the virtual private network gateway and
the virtual private network gateway connections are the sibling resources. The DevOps
administrator defines the virtual private network gateway connections to have attributes
of tunnel and subnet. Each of the virtual private network gateways has virtual private
network gateway connections that will have a dependency with cloud! and cloud2. The
conflict(} method will compare the attributes (1.e., tunnel and subnet} of the virtual
private network gateway connections with other sibling resources. If the attributes of
sibling resources are different, then the tunnel subnet ranges should be different and
should not result 1 a conflict. An dlustrative example of the conflict{} method 1s as
follows:

Contlict() {

a. call equals() method, find if the virtual private network gateway

connections are same. If same, inform user that the virtual private network

gateway connections are redundant.
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b. If virtual private network gateway connections are different, then

compare subnet range.

c. If there is a conflict/overlap with subnet ranges, inform the user

regarding conflicting resources.

}.
[80113] When sibling resources are found to have interdependency with other clouds
within the multi-cloud infrastructure, then the multi-cloud resource deployment error
analyzer compares the immediate parent resource nodes as well. In this example, the
multi-cloud resource deployment error analyzer compares and verifies whether the
autonomous system number is the same for the parent resource of the connections which
is cloud! virtual private network and cloud2 virtual private network. If the autonomous
system numbers are the same, then inform the infrastructure adnunistrator regarding the
conflicting virtual private network gateways.
[60114] It should be noted that the DevOps adminustrator can set an error percentage
threshold level for redundancy and conflict errors in order for tllustrative embodiments to
prevent or disallow the infrastructure adnunistrator from deploying certain resources in
the multi~cloud infrastructure until the percentage of errors 15 below the set error
percentage threshold level. The DevOps adnuristrator can also five-tune a software
configuration file to find the errors from various checker modules, such as, for example,
redundancy checker 536 and conflict checker 538 in Figure 3. Hlustrative embodiments
can also certity that the multi-cloud infrastructure is a high available multi-cloud
mfrastructure when a resource redundancy percentage of that particular multi-cloud
mfrastructure is above a predefined mintmum resource redundancy percentage threshold
level. In addition, illustrative embodiments can also certity different cloud services
corresponding to the multi-cloud infrastructure based on the resource error percentage.
[80115] With reference now to Figures 12A-128, a flowchart ilfustrating a process for
multi-cloud resource management 18 shown i accordance with an dlustrative
embodiment. The process shown 1 Figures 12A-12B may be implemented ina
computer, such as, for example, server 184 in Figure 1 or data processing systemn 280 in
Figure 2. For example, the process shown in Figures 12A-12B may be implemented in

multi-cloud resource manager 218 in Figure 2.
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[80116] The process begins when the computer receives a request from a user to add a
new resource to a cloud of a multi-cloud infrastructure using a software configuration file
(step 1202). The computer generates a new resource dependency graph of the cloud that
mncludes the new resource based on the software configuration file (step 1284). The
computer merges the new resource dependency graph with a current resource dependency
graph of the cloud to form a merged resource dependency graph of the cloud (step 1286}
[80117] The computer performs an analysis of respective nodes representing respective
resources of the cloud in the merged resource dependency graph to identify a redundancy
error or a conflict error caused by the new resource being added to the cloud based on a
defined rule set for the cloud (step 1208). The computer makes a determination as to
whether the new resource causes a redundancy error or a conflict error to a set of sibling
resources at a same level under a parent resource in the merged resource dependency
graph based on the analysis (step 1210}

[60118] If the computer determines that the new resource does cause a redundancy
error or a conflict error to a set of sibling resources at a same level under a parent
resource in the merged resource dependency graph based on the analysis, yes output of
step 1210, then the process proceeds to step 1228 If the computer determines that the
new resource does not cause a redundancy error or a conflict error to a set of sibling
resources at a same level under a parent resource in the merged resource dependency
graph based on the analysis, no output of step 1218, then the computer consolidates the
merged resource dependency graph of the cloud with a set of dependency graphs
corresponding to one or more other clouds that comprise the multi-cloud mmfrastructure to
form a consolidated resource dependency graph of the multi-cloud infrastructure (step
1212).

[80119] The computer performs an analysis of respective nodes representing respective
resources of the multi-cloud nfrastructure in the consolidated resource dependency graph
to identify a redundancy error or a conflict error caused by the new resource being added
1o the cloud based on defined rule sets for the one or more other clouds of the multi-cloud
mfrastructure (step 1214). The computer makes a determination as to whether the new

resource causes a redundancy error or a conflict error to a set of sibling resources at a
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same level under a parent resource in the consolidated resource dependency graph based
on the analysis (step 1216).

[60128] If the computer determines that the new resource does not cause a redundancy
error or a conflict error 1o a set of stbling resources at a same level under a parent
resource in the consolidated resource dependency graph based on the analysis, no output
of step 1216, then the computer deploys the new resource in the cloud of the multi-cloud
imfrastructure (step 1218). Thereafter, the process terminates. If the computer
determines that the new resource does cause a redundancy error or a conflict error to a set
of sibling resources at a same level under a parent resource in the consolidated resource
dependency graph based on the analysis, yes output of step 1216, then the computer
performs a set of action steps based on the redundancy error or the conflict error (step
12203 The set of action steps may include, for example, notifying an infrastructure
administrator of the resource error, automatically removing or correcting the resource
error, and the hike. Thereafter, the process terminates.

[60121] Thus, illustrative embodiments of the present invention provide a computer-
implemented method, computer system, and computer program product for detecting
resource redundancy and contlict errors in a multi-cloud nfrastructure comprised of a
plurality of clouds corresponding to different cloud providers using a single consolidated
multi-cloud resource dependency graph. For example, illustrative embodiments enable a
user, such as, for example, a DevOps adninistrator, to specify custom rules and
extensions to detect errors in the multi-cloud infrastructure. In addition, lustrative
embodiments enable a cloud provider to write code in the software configuration file for
detecting resource redundancy and conflicts 1o the multi-cloud mfrastructure. THustrative
embodiments also enable the cloud provider to utilize a declarative approach where the
cloud provider can specify rules on a per resource type basis for when sibling resources
are redundant and when sibling resources are conflicting. As a result, iflustrative
embodiments capable of detecting any kind of resource errors m the multi-cloud
mifrastructure prior to resource deployment and then performing steps, such as, for
example, imforming the user regarding dominating and suppressed resources,
automatically removing suppressed resources, and the hike, to reduce multi-cloud

mfrastructure cost and increase performance.
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[80122] The descriptions of the various embodiments of the present invention have
been presented for purposes of illustration, but are not intended to be exhaustive or
himited to the embodiments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing from the scope of the
described embodiments. The terminology used herein was chosen to best explain the
principles of the embodiments, the practical application or technical improvement over
technologies found in the marketplace, or to enable others of ordinary skill in the art to

understand the embodiments disclosed herein.
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CLAIMS:

What is claimed 1s:

1. A computer-implemented method for detecting resource errors in a heterogengous
computing environment, the computer-implemented method comprising:

consolidating, by a computer, a plurality of individual resource dependency
graphs corresponding to a plurality of computing systems that comprise the
heterogeneous computing environment to form a consolidated resource dependency
graph of the heterogeneous computing environment;

performing, by the computer, an analysis of respective nodes representing
respective resources of the heterogeneous computing environment in the consolidated
resource dependency graph to identify a resource error caused by a new resource being
added to a computing system of the plurality of computing systems that comprise the
heterogeneous computing environment based on defined rule sets for the plurality of
computing systems;

determining, by the computer, whether the new resource causes a resource error to
a set of sibling resources at a same level under a parent resource n the consohidated
resource dependency graph based on the analysis; and

responsive to the computer determining that the new resource does not cause a
resource error to the set of sibling resources at the same level under the parent resource in
the consolidated resource dependency graph based on the analysis, deploying, by the

computer, the new resource in the computing system of the heterogengous computing

environment,
2. The computer-implemented method of claim 1 further comprising:

responsive to the computer determuning that the new resource does cause the
resource error to the set of sibling resources at the same level under the parent resource in
the consclidated resource dependency graph based on the analysis, performing, by the

computer, a set of action steps automatically based on the resource error.
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3. The computer-implemented method of claim 2, wherein the set of action steps
mcludes one or more of notifying a user of the resource error, automatically removing the

resource error, and automatically correcting the resource error.

4. The computer-implemented method of claim 1 further comprising:

receiving, by the computer, a request from a user to add the new resource to the
computing system of the plurality of computing systems that comprise heterogeneous
computing environment using a software configuration file;

generating, by the computer, a new resource dependency graph of the computing
system that includes the new resource based on the software configuration file;

merging, by the computer, the new resource dependency graph with a current
resource dependency graph of the computing system to form a merged resource
dependency graph of the computing system; and

performing, by the computer, an analysis of respective nodes representing
respective resources of the computing system in the merged resource dependency graph
to 1dentify a particular error caused by the new resource being added to the computing

system based on a defined rule set for the computing system.

5 The computer-implemented method of claim 4, wherein the software

configuration file is one of Infrastructure as Code, shell scripts, or automation code.

6. The computer-implemented method of claim 1, wherein the computer performs
the analysis of the respective nodes representing the respective resources of the
heterogenecus computing environment in the consohidated resource dependency graph
prior to the new resource being deploved n the computing system of the heterogeneous

computing environment,
7. The computer-implemented method of claim 1, wherein the heterogeneous

computing environment 15 a multi-cloud infrastructure comprised of a plurabity of clouds

corresponding to different cloud providers.
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8. The computer-implemented method of claim 7, wherein the computer prevents
deployment of resources in the multi-cloud infrastructure until a percentage of errors is

below a set error percentage threshold level for resource errors.

9. The computer-implemented method of claim 1, wherein the resource error is one

of a resource redundancy error and a resource contlict error.

10, The computer-implemented method of claim 9, wherein the computer detects the
resource redundancy error by comparing attributes of the new resource with attributes of
the set of sibling resources at the same level under the parent resource in the consolidated

resource dependency graph.

1t The computer-implemented method of claim 9, wherein the computer detects the

resource redundancy error using an equals() method.

12, The computer-implemented method of claim 9, wherein the computer detects the
resource conflict error by comparing attributes of the new resource with atiributes of the
set of sibling resources at the same level under the parent resource in the consolidated

resource dependency graph.

13 The computer-implemented method of claim 9, wherein the computer detects the

resource conflict ervor using a conflict(} method.

14 The computer-implemented method of claim 1, wheretn the new resource 1s one

of a gateway, connection, or securtty group rule corresponding to the computing system.

15 A computer for detecting resource errors in a heterogeneous computing
environment, the computer comprising:

a bus system;

a storage device connected to the bus system, wherein the storage device stores

program instructions; and
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a processor connected to the bus system, wherein the processor executes the
program instructions {0

consolidate a plurality of individual resource dependency graphs
corresponding to a plerality of computing systems that comprise the
heterogeneous computing environment to form a consolidated resource
dependency graph of the heterogeneous computing environment,

perform an analysis of respective nodes representing respective resources
of the heterogeneous computing environment in the consolidated resource
dependency graph to identify a resource error caused by a new resource being
added to a computing system of the plurality of computing systems that comprise
the heterogeneous computing environment based on defined rule sets for the
plurality of computing systems;

determine whether the new resource causes a resource error to a set of
stbling resources at a same level under a parent resource in the consolidated
resource dependency graph based on the analysis; and

deploy the new resource in the computing system of the heterogeneous
computing environment in response determining that the new resource does not
cause a resource error to the set of sibling resources at the same level under the
parent resource in the consolidated resource dependency graph based on the

analysis.

o The computer of claim 15, wherein the processor further executes the program
mstructions to:

perform a set of action steps auvtomatically based on the resource error in response
to determining that the new resource does cause the resource error to the set of sibling
resources at the same level under the parent resource in the consohidated resource

dependency graph based on the analysis.

17. The computer of claim 15, wherein the processor further executes the program

instructions o
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receive a request from a user to add the new resource to the computing system of
the plurality of computing systems that comprise heterogeneous computing environment
using a software configuration file;

generate a new resource dependency graph of the computing system that includes
the new resource based on the software configuration file;

merge the new resource dependency graph with a current resource dependency
graph of the computing system to form a merged resource dependency graph of the
computing system; and

perform an analysis of respective nodes representing respective resources of the
computing system in the merged resource dependency graph to identify a particular error
caused by the new resource being added to the computing system based on a defined rule

set for the computing system.

18 A computer program product for detecting resource errors in a heterogeneous
computing environment, the computer program product comprising a computer-readable
storage medium having program instructions embodied therewith, the program
mstructions executable by a computer to cause the computer to perform a method of;

consolidating, by the computer, a plurality of individual resource dependency
graphs corresponding to a plurality of computing systems that comprise the
heterogeneous computing environment to form a consolidated resource dependency
graph of the heterogeneous computing environment;

performung, by the computer, an analysis of respective nodes representing
respective resources of the heterogeneous computing environment in the consolidated
resource dependency graph to identify a resource error caused by a new resource being
added to a computing system of the plurality of computing systems that comprise the
heterogenecus computing environment based on defined rule sets for the plurality of
computing systems;

determining, by the computer, whether the new resource causes a resource rror to
a set of sibling resources at a same level under a parent resource in the consolidated

resource dependency graph based on the analysis; and
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responsive to the computer determining that the new resource does not cause a
resource error to the set of sibling resources at the same level under the parent resource in
the consolidated resource dependency graph based on the analysis, deploying, by the
computer, the new resource in the computing system of the heterogeneous computing

environment.

1% The computer program product of claim 18 further comprising:

responsive to the computer determining that the new resource does cause the
resource error to the set of sibling resources at the same level under the parent resource in
the consolidated resource dependency graph based on the analysis, performing, by the

computer, a set of action steps automatically based on the resource error.

20 The computer program product of claim 18 further comprising:

receiving, by the computer, a request from a user to add the new resource to the
computing system of the plurality of computing systems that comprise heterogeneous
computing environment using a software configuration file;

generating, by the computer, a new resource dependency graph of the computing
system that includes the new resource based on the software configuration file;

merging, by the computer, the new resource dependency graph with a current
resource dependency graph of the computing system to form a merged resource
dependency graph of the computing system; and

performung, by the computer, an analysis of respective nodes representing
respective resources of the computing system in the merged resource dependency graph
1o identify a particular error caused by the new resource being added to the computing

system based on a defined rule set for the computing system.

46



WO 2022/242595

PCT/CN2022/093049

100

—
?534\@
== 1]

SERVER

 NETWORK

SERVER 10871 STORAGE

FIG. 1

1/12



WO 2022/242595 PCT/CN2022/093049

200
\\ﬁ
DATA PROCESSING SYSTEM
STORAGE DEVICES
216~ PERSISTENT STORAGE
MULTI-CLOUD

206 208~ RESOURCE

204 ‘\ MANAGER

) S
MEMORY 248
PROCESSOR UNIT

FABRIC

& !

COMMUNICATIONS INPUTOUTPUT

@ COMMUNICATIONS

<

UNIT UNIT DISPLAY
/ / N
210 212 214

i

222 COMPUTER
\q PROGRAM PRODUCT

COMPUTER-READABLE MEDIA

PROGRAM CODE
/
220
224 el COMPUTER-READABLE
STORAGE MEDIA

/298
226

COMPUTER-READABLE
SIGNAL MEDIA

FIG. 2

2/12



PCT/CN2022/093049

WO 2022/242595

¢ DId

= SIAON
o ANIANOHIANS ONLLNGINOD U010
ONLLNGINOD GNOTO 0LE
= 008
— N
71 o~ N
g02¢ / m
T N TN

ONLLNGNOD IO /2

F01IA30 N
ONILNAWOD
W01
NQZE

A3AI0
ONLLNGWOD
oo

-Y0CE

d30IA40
ONLLNANOD W01

3/12



PCT/CN2022/093049

WO 2022/242595

AE!

Il Il

HAAYT FHYAMLH0S GNY FHYAMTGHVH
F ] e — m—
[ )
4%
8Ly N <
aLy cLy Ob¥
HIAYTNOLIYZITYNRLMIA

= o &

/

A% 4

oty

8y

HIAV T INDNZOVYNYIA

s [ =

1[=

HIAYT SAVOTHHOM

== =]

%\\%

ENIWNCHIANT DNLINCGWOS QNCTD W 40 SHEAVT NOLLOVHISEY

00y

4/12



PCT/CN2022/093049

WO 2022/242595

¢ 'Dld

|
peG| e mmwm me
| MIAIAQH aNOTD
» UIHOIHO | 1 WIZAWNY Ovs
= LOT14NQD HOUY3 v/
' oges ANFNAOTT L, 1 un vaza 30
\ WBDIoFHD | ] FOUNOSHY .
b ZHICIAONd aNOTD AONYONNGIY | ] GNOTS-IONW Nwm
ZAN010 )
ST YISN
U
......... | D 706
MIDVNYIV \ HdYHS ADNIONIAd 74 S >MQ
S36NOSHEY Y 4o J31VODNOSNOD THYAMLIOS
ano10 WNCIAIONI | AN LW N 1
.. mmm . | 808
p  HIAIACHA ONOTD 4 A7 HIDUNT TN olc HIAO I
-1anoTo ~ f HdVHO ADNIONIJI J2UN0SIH AN0TI0
\ 0¢s '\ 30MN0S3M aNOTO LU LHVAS 905
BN .. \ ¥3sn
0§
" 28 —
wwm AL
HdVHD AONIONZdIa UIAYIS LNINIOVNYW
I0UNOSTY GNOTD WACIAIINI 30UNOSTY ANOTO-ILINN Mm ¢
WILSAS INFNIDVNYI

F0HN0SIH ANOTIS-TLINA

5/12



PCT/CN2022/093049

WO 2022/242595

9

<7 uioosapioid

DId

¥

&

019
\

809
l

A

nosuLoy B wos

28X B Wos seruonouMoss B TWeo

uonosuLes B wos sy uenoeuuos By woo

HdVeiD ASNIONLEA

A
009

.. {as0) wiosiepinoid foos

43HNOS3Y GNOTD TWRTIAIONI

Lotosuues 8y sy uonoeuuos By woo

]

¢ oi ool

LoeX By woo T jesyuo

& /
909

iy SpOY0BT ARDUNCGUne IR f1o)]

6/12



PCT/CN2022/093049

WO 2022/242595

8 DId

08 08
| Z
00¢ b \ :umxxmﬁgoﬁwmw | Aemeph B ise; ¥
0og b N aex By woo 188} L Aemeiel B se) ¢
001 ) uogosuuno B wooisey | | Aemeeb T sy FA
00t 0 Uolosuue "B s8] L Aemaiel B 1se) b
swyrognp | (OTENOO=E | GIEWON QUANYN ON
J3HHNONL LS00 AONYANAGIY INIONZAIa JTHNOSIY TWIN3S
S
308
318V ASNIONTd30 30HN0S3Y
L ODIA
aEa & ANY ANY ANY ANY | punogingivAueq oooge 904
MOTIY @ | LINWIINI ANY ANY ANV | PUNOGINCIOWSIUIMOIY | 10099 o)
MOTW @ ANY ANY ANY ANY PUROZINO|YMOYY 00088 .70,
NOLLOV NOLLWNILSEO | 3F0dN0S | T0D010Md | 1d0d VN ALTHORMd
ﬁ:/,
004
F18VL 83NN
ALDNCES ONNO8LNG

7/12



WO 2022/242595 PCT/CN2022/093049

DESIRABLE RESOURCE
REDUNDANCY TABLE
9@2
SERIAL RESCURCE DES??EEQS E\i%EgRED PRIORITY
NO Tvpe 904 = | ORDER
’ / 0=UNDESIRED)

1 com_ig_gateway \ 1 1
2 com_{g_connection 1 2
3 com_is_securily_group ¢ 2
4 com_is_security_group_rule ¢ i
5 {// com_is_instance 1 3
& \ com_is_vpe 1 4

\
a

902

FIG. 9

8/12



PCT/CN2022/093049

WO 2022/242595

2001+
FHNLINHLSYHANT
aNOT TN

01 "DId

AYMILYD AYMILYD
810}

8001

yanocTo ednoio

4501 0
AYMILYD

{8}301ANES
CIUYHS

¥00L
LanoTo

AVMALYD

710}

¢anoio

,«ﬂ//
0001
ALIALLOINNOD
A0UNOSIY ANOTIOTLINW

9/12



PCT/CN2022/093049

WO 2022/242595

8011 <
HdYdO
AJNAONIL30
43HN0SH
WACIAIGNT

< 7 iapioxdpnop ™

11 "Did

< ..w.h%mxé%nomu. .. ~

F d

4 e
Zada Loda 1
"odATE LU0 o0ATS D
& &
7 Remeyel B sey o | Aemeieb B ee || Lodh B e LodA 78U
femarel ysuRy 7w e Remolpb B pwon | § wodATsTLWwos | odATST WD
i 58 i
UOnoBULeY B Lo uofoauucy By Iser poRx By o™ ogx B Lo

7 g ,.,Emﬁ%@am. h
L AdN,=luncooe
N2 iepincidpnop

80L1

189y LUolosuLeY B woo

uoRosuu0Y By L wos

‘leppasdpnop

7011

158y uonosuLoy By woo

Hd¥H9 ASNIONId3]

1soyuoRosuL0s By "L woo

%
0041

SAUY

Hd¥D
ADNZUNIdAT
23UN0SH
TYNGIAIGNT

FIN0SIY ANOTOLLINA

10/12



WO 2022/242595 PCT/CN2022/093049

RECEIVE, BY A COMPUTER, A REQUEST FROM AUSER TO
ADD A NEW RESOURCE TO A CLOUD OF A MULTI-CLOUD
INFRASTRUCTURE USING A SOFTWARE CONFIGURATION FILE

1202~

¥
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1

MERGE, BY THE COMPUTER, THE NEW RESQURCE DEPENDENCY GRAPH
WITH A CURRENT RESOURCE DEPENDENCY GRAPH OF THE CLOUD TO
FORM A MERGED RESOURCE DEPENDENCY GRAPH OF THE CLOUD

1206~

¥

PERFORM, BY THE COMPUTER, AN ANALYSIS OF RESPECTIVE NODES
REPRESENTING RESOURCES OF THE CLOUD IN THE MERGED
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