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The present invention includes a method and
apparatus for providing access control to services
within a computer network. More specifically, the
present invention includes a services management
system, or SMS. The SMS manages network connec-
tions between a series of client systems and a router.
An access network control server (ANCS) manages
the configuration of the router. For each network
user, the SMS maintains a profile of filtering rules.
When the user accesses the network, the SMS down-
loads the user’s filtering profiles to the ANCS. The
ANCS then uses the downloaded filtering profiles to
reconfigure the router. The router then uses the filter-
ing rules to selectively forward IP packets originating
from the user’s host system and directed at the net-
work services.
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Method and Apparatus for Access Control in a Distributed Multiserver ~.

Network Environment
FIELD OF THE INVENTION

The present invention relates generally to security in computer networks.
More specifically, the present invention is a method and apparatus that provides

access control for applications in a multiserver network environment.

BACKGROUND OF THE INVENTION

For many computer networks, the ability to provide controlled access to
objects, such as applications and data, is an important requirement. The need for
effective access control increases, in most cases, with increasing network size and
with increasing numbers and types of network users. A first approach to access
control has been to build access control systems into the applications for which
controlled access is required. With this approach, the applications authenticate each
user prior to responding to the user's requests. In practice, this method has been
found to be somewhat difficult to implement, due largely to the fact that modifications
must be made to each application requiring access control.

A second approach to access control has been the use of proxy servers.
Proxy servers are programs that act as middlemen between network users and
applications requiring access control. When a user sends a request to an
application, the request goes first to the proxy server. The‘ proxy server then
authenticates the user’s request and either forwards the request to the application or
discards the request. Access control using proxy servers is an effective method that
reduces the changes that must be made to the applications requiring access control.
As a result, the use of proxy servers is often preferred over the use of access control
systems built-in to applications. Unfortunately, experience has shown that, as
network grow in scale, the use of proxy servers tends to be somewhat of a
bottleneck since each user request must pass through the proxy server.

As a result, there is a need for access control systems that provide high-
throughput and may be implemented without modifications to the applications

requiring controlled access.
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SUMMARY OF THE INVENTION

A preferred embodiment of the present invention includes a method and
apparatus for controlling access to services within a computer network. More
specifically, a preferred environment for the present invention is a computer network
that includes a series of server systems, a series of client systems and one or more
routers. An access network control server (ANCS) controls configuration of the
network components and a services management system (SMS), dynamically
reconfigures the ANCS. The network also includes a DHCP server that implements
the Dynamic Host Configuration Protocol (DHCP) defined in Internet RFC 1541. The
client systems, which are typically personal computers using cable modems,
connect to the router. As part of the connection process, each client system receives
a dynamically allocated IP address from the DHCP server.

Within the network, certain software applications are included within logical
groups known as “services.” Each application within a service is available from one
or more server systems. Network users who wish to access one of these
applications subscribe to the service that includes the application. The SMS
maintains a filtering profile for each service. Each filtering profile includes one or
more filtering rules. Each filtering rule is designed to forward |P packets that are
directed at the applications within the services. Network users are assigned
sequences of filtering profiles. Each filtering profile included in a user’s filtering
profile sequence corresponds to one of the services to which the user subscribes.

Network users login to the network using one of the client systems as a host.
As part of the login process, the SMS authenticates the user using a password or
other authentication method. Subsequently, the SMS locates the user's filtering
profile sequence. The user’s filtering profile sequence is then downloaded by the
SMS to the ANCS. The ANCS uses the rules included in the downloaded filtering
profile sequence to establish a packet filter for IP packets originating from the user’s
host system. The new packet filter is preferably established by reconfiguring the
components of the network that forward IP packets originating at the user's host
system. For example, the packet filter may .be established by reconfiguring the router

that connects the user’s host system to the network. Alternatively, the packet filter
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may be established by reconfiguring the cable modem that connects the user's host ™

system to the router.

Subsequently, the new packet filter uses the rules of the user's filtering profile
sequence to selectively forward or discard IP packets originating from the user’s
host system. Specifically, the packet filter forwards packets that are directed to the
services to which the user subscribes. Packets that are directed at services that the
user is not authorized to use are discarded.

In accordance with the purpose of the invention, as embodied and broadly
described herein, the present invention is a method for providing access control to
services in a computer network including one or more server systems and one or
more client systems, the method comprising the steps of: providing a filtering profile
for each service, each filtering profile including one or more filtering rules,
establishing the identity of a network user that is using a host client system,
selecting one of more filtering profiles in accordance with the identity of the network
user, and establishing a packet filter in the computer network, the packet filter using
the filtering rules included in the selected profiles to selectively forward packets
originatihg at the host client system and directed at one or more of the services
included in the network.

In further accordance with the purpose of the invention, as embodied and
broadly described herein, the present invention is a computer program product
comprising: a computer usable medium having computer readable code embodied
therein for providing access control to services in a computer network including one
or more server systems and one or more client systems, the computer program
product comprising: first computer readable program code devices configured to
cause a computer system to maintain a filtering profile for each service, each filtering
profile including one or more filtering rules, second computer readable program code
devices configured to cause a computer system to establishing the identity of a
network user that is using a host client system, third computer readable program
code devices configured to cause a computer system to select one of more filtering
profiles in accordance with the identity of the network user, and fourth computer
readable program code devices configured to cause a computer system to establish

a packet filter in the computer network, the packet filter using the filtering rules

3



10

15

20

25

30

WO 98/26552 PCT/US97/22116

included in the selected profiles to selectively forward packets originating at the host .

client system and directed at one or more of the services included in the network.

Advantages of the invention will be set forth, in part, in the description that
follows and, in part, will be understood by those skilled in the art from the description
or may be learned by practice of the invention. The advantages of the invention will
be realized and attained by means of the elements and combinations particularly
pointed out in the appended claims and equivalents.
BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute a part
of this specification, illustrate several embodiments of the invention and, together
with the description, serve to explain the principies of the invention.

Figure 1 is a block diagram of a computer network shown as a representative
environment for a preferred embodiment of the present invention.

Figure 2 is a block diagram of an access network control server (ANCS) as
used by a preferred embodiment of the present invention.

Figure 3 is a block diagram of a services management system (SMS) as used
by a preferred embodiment of the present invention.

Figure 4 is a block diagram of a filtering profile used in a preferred
embodiment of the present invention.

Figure 5 is a block diagram of a filtering rule as used in a preferred
embodiment of the present invention.

Figure 6 is a block diagram showing an exempilary filtering profile associated
with a service as provided by the present invention.

Figure 7 is a block diagram showing the correspondence between a network
user and a sequence of filiering profiles as provided by the present invention.

Figure 8 is a flowchart showing the steps associated with a preferred

embodiment of a method for providing access control in a computer network.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Reference will now be made in detail to the preferred embodiments of the

invention, examples of which are illustrated in the accompanying drawings.
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Wherever possible, the same reference numbers will be used throughout the =
drawings to refer to the same or like parts.

In Figure 1, a computer network 100 is shown as a representative
environment for the present invention. Structurally, computer network 100 includes a
series of client systems 102, of which client systems 102a through 102f are
representative. Each client system 102 may be selected from a range of differing
devices including, but not limited to the personal computers shown in Figure 1.
Preferably, each client system 102 is limited to use by a single user at any given
time. A cable modem 104 is connected to each client system 102. Each cable
modem 104 is connected, in turn, to a cable router 106. The use of cable router 106
and cable modems 104 is also intended to be exemplary and it should be
appreciated that other networking technologies and topologies are equally practical.
It should also be appreciated that a number of different cable modems and cable
routers are available from various manufactures. In particular, cable modem 104 can
be a CyberSUFR cable modem and cable router 106 can be a CableMASTR cable
router, both supplied by Motorola, Inc.

Network 100 also includes a series of server systems 108, of which server
systems 108a through 108c are representative. Each server system 108 is
connected to cable router 106. Generally, server systems 108 are intended to
represent the broad range of server systems that may be found within computer
networks.

A DHCP server system 110 is also included in computer network 100 and
connected to cable router 106. DHCP server system 110 is a computer or other
system that implements Dynamic Host Configuration Protocol (DHCP. Functionally,
DHCP server system 110 provides for allocation of IP addresses within network 100.
When client systems 102 initially connect to cable router 106, each client system
102 requests and receives an IP address from DHCP server system 110. Although
Figure 1 shows only a single DHCP server system 110, it is to be understood that
additional DHCP server systems 110 may be used without departing from the spirit
of the present invention.

Computer network 100 also includes an access network control server

(ANCS) 112 and a services management system (SMS) 114. Both ANCS 112 and
5
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SMS 114 are connected to cable router 106. ANCS 112 is shown in more detail in .
Figure 2 to include a computer system 202 that, in turn, includes a processor or
processors 204 and a memory 206. An input device 208 and an output device 210
are connected to the computer system 202 and represent a wide range of varying
I/0 devices such as disk drives, keyboards, modems, network adapters, printers and
displays. A disk drive 212, of any suitable disk drive type, is shown connected to
computer system 202. An ANCS process 214 is shown to be resident in memory
206 of computer system 202.

SMS 114 is shown in more detail in Figure 3 to include a computer system
302 that, in turn, includes a processor or processors 304 and a memory 306. An
input device 308 and an output device 310 are connected to the computer system
302 and represent a wide range of varying I/O devices such as disk drives,
keyboards, modems, network adapters, printers and displays. A disk drive 312, of
any suitable disk drive type, is shown connected to computer system 302. An SMS
process 314 and a filtering profile database 316 are shown to be resident in memory
306 of computer system 302. In Figure 1, ANCS 112 and SMS 114 are shown as
separate entities. It should be appreciated, however, that the present invention
specifically anticipates that ANCS 112 and SMS 114 may be implemented using a
single computer system that includes ANCS process 214, SMS process 314 and
filtering profile database 316.

Within network 100, certain software applications are included in logical
groups known as services. As an example, network 100 could include an application
that provides continuous updates of sporting events. This applications could be
included in a sports news service. Network users who wish to use a specific
application subscribe to the service that includes the application. Thus, users
desiring to have continuous updates of sporting events would subscribe to the sports
news service. In general, the applications included in a service may be available
from one or more of the server systems 108 included in network 100. Popular
services would typically be available from multiple server systems 108 while less
popular services might be available from only a single server system 108.

Within SMS 114, each service has a filtering profile of the type shown in
Figure 4 and generally designated 400. Filtering profile 400 includes a profile id 402

6
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and a series of filtering rules, of which filtering rules 404a through 404c are -
representative. The filtering rules 404 included in a filtering profile 400 are better
understood by reference to Figure 5. In Figure 5, it may be seen that each filtering
rule 404 includes an action 500. Action 500 specifies the disposition of IP packets
are match by a particular filtering rule 404. In particular, action 500 may indicate that
a matched IP packet will be forwarded, or that a matched 1P packet will be
discarded. Filtering rule 404 also includes a destination IP address 502 and a
destination IP mask 504. Destination IP address 502 corresponds to the destination
address included in the header of an IP packet. Destination |P mask 504 is similar to
destination IP address 502 but corresponds to a range of destination IP addresses.
To match a particular filtering rule 404, an IP packet must either have a destination
address that matches the destination address 502 included in the filtering rule 404 or
have a destination address that is included in the range of destination address mask
504 of the filtering rule 404.

Filtering rule 404 also includes a protocol type 506. Protocol type 506
corresponds to the protocol type of an IP packet. Thus, the protocol type 506 of
each filtering rule 404 has a value that corresponds to an IP packet type, such as
TCP, UDP, ICMP, etc. To match a particular filtering rule 404, an IP packet must
have a protocol type that matches the protocol type 506 included in the filtering rule
404

Finally, for the embodiment shown, filtering rule 404 includes a starting port
number 508 and an ending port number 510. Starting port number 508 and ending
port number 510 define a range of port numbers of the type used by certain
protocols, such as UDP and TCP. To match a particular filtering rule 404, an IP
packet of one of these types must have a port number that falls within the range
defined by starting port number 508 and ending port number 510.

An example of a filtering profile 400 for the exemplary sports news service is
shown in Figure 6. More specifically, in Figure 6, filtering profile 400 includes two
filtering rules, 404a and 404b respectively. Filtering rule 404a includes an action 500
indicating that IP packets that match the filtering rule 404a should be forwarded.
Additionally, filtering rule 404a includes a destination address 502 that corresponds

to the IP address of server system 108a. The destination address mask 504 of

7
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filtering rule 404a is set to 255.255.255.255 and the protocol type 506 of filtering rule -
404a is set to UDP. Finally, the starting port number 508 and ending port number
510 of filtering rule 404a are both set to 66.

For filtering rule 404b, an action 500 is included that indicates that IP packets
that match the filtering rule 404b should be forwarded. Additionally, filtering rule
404b includes a destination address 502 that corresponds to the IP address of
server system 108c. The destination address mask 504 of filtering rule 404b is set to
255.255.255.255 and the protocol type 506 of filtering rule 404b is set to UDP.
Finally, the starting port number 508 and ending port number 510 of filtering rule
404b are both set to 99.

Based on the foregoing, it may be concluded that the sports news service is
available from server systems 108a and 108c. The application that provides
continuous updates of sporting events is accessed using the UDP protocol. In the
case of server system 108a, the application is accessed using port 66. In the case of
server system 108c, a port address of 99 is used.

Within SMS 114, each network user has a filtering profile sequence. These
filtering profiles 400 are maintained in filtering profile database 316 and are
retrievable by SMS 114 using the user's identity within network 100. The filtering
profiles 400 that are included in a user’s filtering profile sequence correspond to the
services to which the user subscribes. Thus, if a user were to subscribe to the sports
news services, his filtering profile sequence would include the filtering profile 400
shown in Figure 6. The user’s filtering profile sequence would also include filtering
profiles for any other services to which the user subscribes.

The association between network users and filtering profiles 400 may be
better understood by reference to Figure 7. In Figure 7 an index 700 is shown for
filtering profile database. Index 700 has one entry 702 for each network user. Each
entry 702 references the filtering profiles 400 that correspond to the services to
which the network user subscribes. Thus entry 702a references filtering profiles
400a and 400b. This allows the sequence of filtering profiles associated with network
users to be retrieved.

A preferred embodiment for access control is shown as method 800 of Figure

8. Method 800 includes step performed by SMS 114 and ANCS 112. For
8
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convenience, these steps are grouped into an SMS context 802 and an ANCS ~
context 804. Method 800 begins with step 806 where SMS 114 authenticates a
network user. More specifically, for a preferred embodiment of the present invention,
users access the network 100 by using a host client system 102. To prevent misuse
of the network 100, SMS 114 authenticates each user using a password or other
authentication scheme. The authentication process also informs the SMS 114 of the
identity of the user. Step 806 corresponds, in a general sense, to the methods and
procedures that are executed by SMS 114 to authenticate and identify a network
user.

In step 808, which follows, SMS 114 locates the user's filtering profile
sequence within the filtering profile database 316. In general, this step is performed
by searching the index 700 of filtering profile database 316 using the user’s identity
as a search key. The users identity may be, for example, a user name or
identification number. In some cases, such as in the case of a new user, a default
filtering profile sequence may be generated using a standardized template.

Step 808 is followed by step 810, where the user’s filtering profile sequence is
downloaded by SMS 114 to ANCS 112. At the same time, the SMS 114 passes the
IP address of the user’s host system 102 to the ANCS 112. In the following step, the
ANCS 112 uses each of the filtering rules 404 included in the user’s filtering brofile
sequence to establish a packet filter for IP packets originating from the user’s host
system 102. The packet filter is established by reconfiguring one or more of the
components of the network 100 that forward packets originating at the user's host
system 102. For example, in some cases, the packet filter may be established by
reconfiguring the modem 104 connected to the user's host system 102. Alternatively,
the packet filter may be established by reconfiguring router 106. Preferably, ANCS
112 reconfigures the network components using a standardized protocol that may
be used in combination with the components of network 100.

Subsequently, the packet filter established by the ANCS 112 is used to filter
IP packets that originate from the user's host system 102, allowing those packets
that are directed to the services to which the user subscribes. More specifically, the
packet filter established by the SMS 114 examines each IP packet that originates at

the user’s host system 102. As part of this evaluation, the packet filter starts with the

9
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first filtering rule 404 included in the user's filtering profile sequence. This first =

filtering rule 404 is compared to the IP header of the IP packet. If the destination IP
address 502, destination IP mask 504, protocol type 506 and the range defined by
the starting port number 508 and ending port number 510 all match the header of
the IP packet, the filtering rule 404 matches the IP packet. The packet filter then
applies the action 500 included in the filtering rule 404. If the first filtering rule 404
included in the user’s filtering profile sequence does not match, the remaining
filtering rules 404 are tried in order. If no filtering rule matches, the IP packet is
discard.

Subsequently, the user may change the services to which he or she
subscribes. In this event, SMS 114 may re-download the user’s filtering profile to the
ANCS 112 allowing the ANCS 112 to reconfigure the network 100 to reflect the
user's new subscriptions. The user’s filtering profile may be also be re-downloaded if
a server system 108 is added or becomes unavailable or in response to any other
relevant event within network 100.

Other embodiments will be apparent to those skilled in the art from
consideration of the specification and practice of the invention disclosed herein. It is
intended that the specification and examples be considered as exemplary only, with

a true scope of the invention being indicated by the following claims and equivalents.

10
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WHAT IS CLAIMED IS:

1. A method for providing access control to services in a computer
network including one or more server systems and one or more client systems, the
method comprising the steps of:

providing a filtering profile for each service, each filtering profile
including one or more filtering rules,

establishing the identity of a network user that is using a host client
system,

selecting one of more filtering profiles in accordance with the identity of
the network user, and

establishing a packet filter in the computer network, the packet filter
using the filtering rules included in the selected profiles to selectively forward
packets originating at the host client system and directed at one or more of

the services included in the network.

2. A method as recited in claim 1 wherein the computer network includes
a router and wherein the step of establishing a packet filter includes the step of
reconfiguring the router to selectively forward packets originating at the host client

system in accordance with the filtering rules included in the selected profiles.

3. A method as recited in claim 1 wherein the host client system is
connected to the network using a cable modem and wherein the step of establishing
a packet filter includes the step of reconfiguring the cable modem to selectively
forward packets originating at the host client system in accordance with the filtering

rules included in the selected profiles.

4, A method as recited in claim 1 wherein the step of providing one or
more filtering profiles further comprises the step of selecting the filtering profiles from

a database.

5. A method as recited in claim 1 wherein each service includes one or

more applications, each application being located on one or more servers systems

11
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and wherein the filtering profile for each service includes one or more filtering rules =
for selectively forwarding packets directed to servers on which the applications of the

service are located.

6. A method as recited in claim 1 wherein each filtering rule includes a

protoco! type, the protocol type corresponding to the protocol used to send

messages to one of the services.

7. A method as recited in claim 1 wherein each filtering rule includes a
destination address where the destination address corresponds to the IP address of

one of the server systems.

8. A method as recited in claim 5 wherein each filtering rule includes a

destination mask.

9. A method as recited in claim 5 wherein each filtering rule includes a

range of destination port numbers.

10. A method as recited in claim 5 wherein the step of selecting one of
more filtering profiles in accordance with the identity of the network user selects

filtering profiles corresponding to services to which the user is a subscriber.

11. A computer program product comprising:

a computer usable medium having computer readable code embodied
therein for providing access control to services in a computer network
including one or more server systems and one or more client systems, the
computer program product comprising:

first computer readable program code devices configured to
cause a computer system to maintain a filtering profile for each service,
each filtering profile including one or more filtering rules,

second computer readable program code devices configured to
cause a computer system to establishing the identity of a network user

that is using a host client system,

12
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third computer readable program code devices configured to ~.

cause a computer system to select one of more filtering profiles in
accordance with the identity of the network user, and

fourth computer readable program code devices configured to
cause a computer system to establish a packet filter in the computer
network, the packet filter using the filtering rules included in the
selected profiles to selectively forward packets originating at the host
client system and directed at one or more of the services included in

the network.

12. A computer program product as recited in claim 11 wherein the
computer network includes a router and wherein the fourth computer readable
program code devices includes computer readable program code devices configured
to cause a computer system to reconfigure the router to selectively forward packets
originating at the host client system in accordance with the filtering rules included in

the selected profiles.

13. A computer program product as recited in claim 11 wherein the host
client system is connected to the network using a cable modem and wherein the
fourth computer readable program code devices includes computer readable
program code devices configured to cause a computer system to reconfigure the
cable modem to selectively forward packets originating at the host client system in

accordance with the filtering rules included in the selected profiles.

14. A computer program product as recited in claim 8 wherein the third
computer readable program code devices includes computer readable program code
devices configured to cause a computer system to select the filtering profiles from a

database.

15.  An apparatus for providing access control to services in a computer
network including one or more server systems and one or more client systems, the

apparatus comprising:

13
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a filtering profile for each service, each filtering profile including one or .
more filtering rules,

a first portion configured to cause a computer system to establish the
identity of a network user that is using a host client system,

a second portion configured to cause a computer system to select one
of more filtering profiles in accordance with the identity of the network user,
and

a third portion configured to cause a computer system to establish a
packet filter in the computer network, the packet filter using the filtering rules
included in the selected profiles to selectively forward packets originating at
the host client system and directed at one or more of the services included in

the network.

16. An apparatus as recited in claim 15 wherein the computer network
includes a router and wherein the third portion includes a fourth portion configured to
cause a computer system to reconfigure the router to selectively forward packets
originating at the host client system in accordance with the filtering rules included in

the selected profiles.

17.  An apparatus as recited in claim 15 wherein the host client system is
connected to the network using a cable modem and wherein the third portion
includes a fourth portion configured to cause a computer system to reconfigure the
cable modem to selectively forward packets originating at the host client system in

accordance with the filtering rules included in the selected profiles.

18. An apparatus as recited in claim 15 wherein the second portion
includes a fourth portion configured to cause a computer system to select the

filtering profiles from a database.

14
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