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AUTOMATIC DETECTION OF QUERIES 
MISSING ORDER-BYVA UNIT TEST 

TECHNICAL FIELD 

0001. The subject matter described herein relates gener 
ally to data processing. 

BACKGROUND 

0002 Software testing may be performed to determine 
whether code operates properly. For example, unit testing 
may be performed to test whether certain code modules work 
together given data and other operational conditions. Test 
Script may be written to test one or more specific aspects of 
the modules and their behavior. To perform unit test, test 
script may be run to test and monitor the behavior of the 
modules before the modules are further integrated with other 
modules and/or released as operational. 

SUMMARY 

0003. In one aspect, there is provided a method. The 
method may include intercepting a result provided by a data 
base in response to a query; modifying the intercepted result 
to enable detection of an order by problem; and detecting, 
based on the modified intercepted result, whether the query is 
missing an order by clause. 
0004. In some variations, one or more of the features dis 
closed herein including the following features can optionally 
be included in any feasible combination. The query sent to the 
database may be intercepted. The intercepted query may be 
modified to enable detection of the order by problem. The 
modified, intercepted query may be forwarded to the data 
base. The detecting may further include modifying the result 
to cause an exception to be thrown, when accessed with an 
order-sensitive operation. The database may include a data 
base management system that makes default sort order guar 
antees. The database may include a column-store database. 
The order by clause may order the result of the query based on 
one or more columns of the database. The modifying may 
include reversing the order of the intercepted result. The 
query may include a select query. 
0005 Implementations of the current subject matter can 
include, but are not limited to, systems and methods consis 
tent including one or more features are described as well as 
articles that comprise a tangibly embodied machine-readable 
medium operable to cause one or more machines (e.g., com 
puters, etc.) to result in operations described herein. Simi 
larly, computer systems are also described that may include 
one or more processors and one or more memories coupled to 
the one or more processors. A memory, which can include a 
computer-readable storage medium, may include, encode, 
store, or the like one or more programs that cause one or more 
processors to perform one or more of the operations described 
herein. Computer implemented methods consistent with one 
or more implementations of the current Subject matter can be 
implemented by one or more data processors residing in a 
single computing system or multiple computing systems. 
Such multiple computing systems can be connected and can 
exchange data and/or commands or other instructions or the 
like via one or more connections, including but not limited to 
a connection over a network (e.g. the Internet, a wireless wide 
area network, a local area network, a wide area network, a 
wired network, or the like), via a direct connection between 
one or more of the multiple computing systems, etc. 
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0006. The details of one or more variations of the subject 
matter described herein are set forth in the accompanying 
drawings and the description below. Other features and 
advantages of the subject matter described herein will be 
apparent from the description and drawings, and from the 
claims. While certain features of the currently disclosed sub 
ject matter are described for illustrative purposes in relation to 
an enterprise resource Software system or other business Soft 
ware solution or architecture, it should be readily understood 
that such features are not intended to be limiting. The claims 
that follow this disclosure are intended to define the scope of 
the protected subject matter. 

DESCRIPTION OF DRAWINGS 

0007. The accompanying drawings, which are incorpo 
rated in and constitute apart of this specification, show certain 
aspects of the Subject matter disclosed herein and, together 
with the description, help explain some of the principles 
associated with the disclosed implementations. In the draw 
ings, 
0008 FIG. 1 depicts an example of an application under 
unit test, in accordance with some example implementations; 
0009 FIG. 2 shows an example of a system for order by 
detection, in accordance with some example implementa 
tions; and 
0010 FIG. 3 shows an example of a process for order by 
detection, in accordance with some example implementa 
tions t user interface including a notification. 
0011 When practical, similar reference numbers denote 
similar structures, features, or elements. 

DETAILED DESCRIPTION 

0012. The order by instruction is a database instruction 
used in conjunction with a select instruction to return a result 
set in a certain order (for example, the rows of the result set 
being Sorted in accordance with the values found in one or 
more corresponding columns). For example, a select of 
employees (for example, SELECT FROM Employees) may 
be ordered by a last name (for example, ORDER BY Last 
Name, which is a column of the database). 
0013. In some frameworks, some databases may return 
results in a particular sorted ordereven when the query did not 
specify a sort order, but some databases, such as column-store 
databases as well as other types of databases, may not make 
such default sort order guarantees. When the database does 
not employ a default sort order, a result set may be being 
returned in an arbitrary order (for example, whatever order 
the data was stored in the database, or the arbitrary combina 
tion of partial results as computed by parallel processes 
within the database). This may cause issues and, more impor 
tantly, errors during execution of Some queries, especially if 
the result set was expected to have some ordering. 
0014. The subject matter disclosed herein may provide an 
automated way of detecting database queries that may cause 
errors or other issues due to order by uncertainties. For 
example, certain databases (for example, MySQL and the 
like) tend to return results in a particular sorted order even 
when the query did not explicitly specify a sort order via the 
order by instruction. Some applications rely on this sorted 
order behavior and issue database queries that do not explic 
itly call for order by instruction, even when these applications 
require the query result set to be sorted. As such, the out-of 
order query result set may cause errors (for example, throw 
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exceptions) when the database does not provide the result set 
in order. The subject matter disclosed herein provides a way 
to detect queries that may cause these order by related errors. 
0015 FIG. 1 depicts an example of an application 101 and 

its corresponding logic 104 (for example, program code, 
Script, business logic, and/or the like). The logic 104 may be 
tested for correctness and, more particularly, the above-noted 
order by issue. FIG. 1 also depicts a unit test suite 102 includ 
ing one or more unit tests, such as unit test 103 and the like. 
0016 FIG.2 depicts an interaction diagram. FIG.3 depicts 
a process 300 for detecting order by issues. The description of 
the interaction diagram of FIG. 2 also refers to FIGS. 1 and 3. 
0017. To validate an application 101 for correctness with 
respect to order by, a unit test 103 may be run on that appli 
cation. To run a single unit test 103 of the unit test suite 102 for 
that application, a unit test executor 201 executes a unit test 
103. 
0018. At 310, unit test executor 201 runs unit test 103. 
During the course of execution of the unit test 103, unit test 
103 runs a portion of the application business logic 104. For 
example, to run a single unit test 103, unit test executor 201 
handles execution of unit test 103. Unit test executor 201 then 
instructs and/or initiates the unit test 103 to run/execute a step 
of the unit test unless all of the steps of the unit test have been 
run (No at 315 and 320). 
0019. At 325, application business logic 104 issues one or 
more database queries 251 to a database adapter 205 in runt 
ime 204. For each database query 251 received by the data 
base adapter 205, the database adapter adapts the query for a 
specific query language dialect recognized by a database 208, 
and then sends query 252 to database 208. 
0020. At 330, the query modification unit 206 intercepts 
the query 252 and then modifies the query. For example, the 
query modification unit 206 may modify query 252, an 
example of which is as follows: 
0021 SELECT* FROM Employees LIMIT 1, 
to another, new query 253 which is as follows: 
0022 SELECT* FROM Employees LIMIT 2. 
0023 The modified query 253 instructs database 208 to 
return more than one row of data, when available. This modi 
fication enables detection of an order by problem (for 
example, returning a list of one item may not lend itself to 
order by detection processing, when compared to a longer 
list). 
0024. At 335, the query modification unit 206 sends the 
modified query 253 to the database 208 for execution. At 340, 
database 208 returns the query result 254 to the database 
adapter 205. At 345, database adapter 205 transforms the 
database result 254 into a structure, such as an array 255. The 
database adapter 205 sends the array back to the caller, such 
as application 101. 
0025. At 350, the array modification unit 207 intercepts 
the array being returned 255. If the query 252 contains an 
order by clause (which means that the database 208 had sorted 
the query results before returning it), then the array modifi 
cation unit 207 leaves the array 255 untouched and sends it 
back to unit test 202. For example, the following query does 
not contain an order by clause: 
0026 SELECT* FROM Employees LIMIT 1. 
But the following query does contain an order by instruction: 
0027 SELECT* FROM Employees ORDER BY Last 
Name LIMIT 1. 
0028. At 355, if the query 252 does contain an order by 
clause, the array modification unit 207 can modify (for 
example, reverse) the order of the entries in the array 255. For 
example, array modification unit 207 may modify (for 
example, reverse the array order) of the following: 
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(0029 <Employee 6>, <Employee 2>, <Employee 4->), 
to the following: 
0030 <Employee 4->, <Employee 2>, <Employee 6>. 
This modification enables detecting whether there is an order 
by issue with the query. For example, intentionally modifying 
the order may trigger an exception or error to be thrown to 
enable detection of the order by issue. 
0031. At 360, array modification unit 207 modifies the 
array to throw exceptions when attempts are made to access 
the array in an order-sensitive or sequential fashion. For 
example, accessing the first element of the array, accessing 
the last element, accessing each element in sequence, and 
combining the array with another array would all be consid 
ered to be order-sensitive operations. 
0032. At 365, the array modification unit 207 returns the 
modified array 256 to the application business logic 104. The 
application 101 and, in particular, application business logic 
104 may then access modified array 256. The application 
business logic 104 may also pass the modified array back to 
unit test 202, which in turn may also access the modified array 
256. 

0033. At 370-375, if the array access results in an excep 
tion being thrown (due to for example order-sensitive or 
sequential access), unit test 202 sends the exception 257 onto 
the unit test executor 201 to report as a test failure. For 
example, application business logic 104 may try to access the 
last element of the array, which is an order-sensitive opera 
tion. This causes an exception to be thrown. 
0034. At 380-385, if no exceptions are thrown when the 
array is accessed, then the unit test checks its correctness 
assertions 203. Since the array elements were reversed by the 
array modification unit 207, some assertions may fail. If 
assertions fail, then the failures 257 are sent to the unit test 
executor 201 for reporting. For example, the unit test may 
assert that the returned array 257 matches the expected output 
of: 
0035) <Employee 6>, <Employee 2>, <Employee 4->). 
0036 But due to the element reversal performed by the 
array modification unit 207, array 257 actually has the fol 
lowing form: 
0037 <Employee 4->, <Employee 2>, <Employee 6> 
As such, there is no match and the assertion fails. Here, there 
is an order by issue/error. 
0038. At 390, if no failures or exceptions are sent to the 
unit test executor 201, then the unit test 203 is considered as 
a Success by the unit test executor. 
0039. The following provides an illustrative example. 
Database 208 may contain a table of “Employees' as shown 
at Table 1. 

TABLE 1 

FirstName LastName ID 

John Doe 6 
Jane Doe 2 
Joseph Doe 4 

0040. The unit test 202 may consists of for example the 
following: 

0041 employees=Employees.find(:first, 
“LastName='Doe') 

0.042 first employee-employees.first 
0.043 assert first employee.ID=6 
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0044) The last line of the unit test 202 in this example 
(“assert first employee.ID=6) represents the correctness 
assertion 203 of the unit test 202. Referring to FIG.3, at 310, 
unit test executor 201 executes unit test 203. As there is a step 
to run (yes at 315), the unit test 203 instructs, at 320, the 
application business logic 104 to run “Employees.find(:first, 
“LastName="Doe'). At 325, the application business logic 
104 sends the query, SELECT* FROM Employees WHERE 
LastName="Doe LIMIT 1, to the database adapter 205. At 
330, the query modification unit 206 intercepts the query 
before it goes to the database 208, and changes it to the 
following: 
0045 SELECT* FROM 
LastName="Doe LIMIT 2. 
0046. At 335, query modification unit 206 sends the modi 
fied query to the database 208. At 340, the database 208 
returns the result at Table 2. 

Employees WHERE 

TABLE 2 

FirstName LastName ID 

John Doe 6 
Jane Doe 2 

0047. At 345, the database adapter converts the result into 
an array (255) having the following form: 
0048 <Employee 6>, <Employee 2>. 
0049. At 350, array modification unit 207 finds that the 
query 252 did not have an order by clause. At 355, the array 
modification unit 207 intercepts the array 255 and reverses 
the elements to the following: 
0050. <Employee 2>, <Employee 6>). 
0051. At 360, the array modification unit 207 also modi 
fies the reversed array to throw exceptions on order-sensitive 
access, and then returns the modified array 256 to the appli 
cation business logic 210. 
0052 At 365, the application business logic 104 returns 
the array 256 to the unit test 202. It then runs: first 
employee employees.first, which is an order-sensitive opera 
tion on the array 256 by accessing the first element of the 
array. As such, the array throws an exception, at 370. At 375, 
the unit test executor 201 detects the exception and reports it 
as a test failure. 
0053 Without in any way limiting the scope, interpreta 

tion, or application of the claims appearing below, a technical 
effect of one or more of the example embodiments disclosed 
herein is increase operating efficiency and/or speed of data 
base execution. 
0054 As used herein, the term database may refer to a 
database management system and its associated structured 
data. Moreover, an order-by controller may be provided in 
some implementations to detect the order by problem. 
0055 One or more aspects or features of the subject matter 
described herein can be realized in digital electronic circuitry, 
integrated circuitry, specially designed application specific 
integrated circuits (ASICs), field programmable gate arrays 
(FPGAs) computer hardware, firmware, software, and/or 
combinations thereof. These various aspects or features can 
include implementation in one or more computer programs 
that are executable and/or interpretable on a programmable 
system including at least one programmable processor, which 
can be special or general purpose, coupled to receive data and 
instructions from, and to transmit data and instructions to, a 
storage system, at least one input device, and at least one 
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output device. The programmable system or computing sys 
tem may include clients and servers. A client and server are 
generally remote from each other and typically interact 
through a communication network. The relationship of client 
and server arises by virtue of computer programs running on 
the respective computers and having a client-server relation 
ship to each other. 
0056. These computer programs, which can also be 
referred to as programs, software, Software applications, 
applications, components, or code, include machine instruc 
tions for a programmable processor, and can be implemented 
in a high-level procedural and/or object-oriented program 
ming language, and/or in assembly/machine language. As 
used herein, the term “machine-readable medium' refers to 
any computer program product, apparatus and/or device, Such 
as for example magnetic discs, optical disks, memory, and 
Programmable Logic Devices (PLDs), used to provide 
machine instructions and/or data to a programmable proces 
Sor, including a machine-readable medium that receives 
machine instructions as a machine-readable signal. The term 
“machine-readable signal” refers to any signal used to pro 
vide machine instructions and/or data to a programmable 
processor. The machine-readable medium can store Such 
machine instructions non-transitorily, such as for example as 
would a non-transient Solid-state memory or a magnetic hard 
drive or any equivalent storage medium. The machine-read 
able medium can alternatively, or additionally, store Such 
machine instructions in a transient manner, such as for 
example, as would a processor cache or other random access 
memory associated with one or more physical processor 
COCS. 

0057 To provide for interaction with a user, one or more 
aspects or features of the subject matter described herein can 
be implemented on a computer having a display device. Such 
as for example a cathode ray tube (CRT) or a liquid crystal 
display (LCD) or a light emitting diode (LED) monitor for 
displaying information to the user and a keyboard and a 
pointing device. Such as for example a mouse or a trackball, 
by which the user may provide input to the computer. Other 
kinds of devices can be used to provide for interaction with a 
user as well. For example, feedback provided to the user can 
be any form of sensory feedback, Such as for example visual 
feedback, auditory feedback, or tactile feedback; and input 
from the user may be received in any form, including, but not 
limited to, acoustic, speech, or tactile input. Other possible 
input devices include, but are not limited to, touch screens or 
other touch-sensitive devices such as single or multi-point 
resistive or capacitive track pads, Voice recognition hardware 
and Software, optical scanners, optical pointers, digital image 
capture devices and associated interpretation Software, and 
the like. 

0058. The subject matter described herein can be embod 
ied in Systems, apparatus, methods, and/or articles depending 
on the desired configuration. The implementations set forth in 
the foregoing description do not represent all implementa 
tions consistent with the subject matter described herein. 
Instead, they are merely some examples consistent with 
aspects related to the described Subject matter. Although a 
few variations have been described in detail above, other 
modifications or additions are possible. In particular, further 
features and/or variations can be provided in addition to those 
set forth herein. For example, the implementations described 
above can be directed to various combinations and Subcom 
binations of the disclosed features and/or combinations and 



US 2016/01 1741.6 A1 

subcombinations of several further features disclosed above. 
In addition, the logic flows depicted in the accompanying 
figures and/or described herein do not necessarily require the 
particular order shown, or sequential order, to achieve desir 
able results. Other implementations may be within the scope 
of the following claims. 
What is claimed is: 
1. A non-transitory computer-readable medium including 

program code that, when executed by at least one program 
mable processor, causes the at least one programmable pro 
cessor to perform operations comprising: 

intercepting a result provided by a database in response to 
a query: 

modifying the intercepted result to enable detection of an 
order by problem; and 

detecting, based on the modified intercepted result, 
whether the query is missing an order by clause. 

2. The computer-readable medium of claim 1 further com 
prising: 

intercepting the query sent to the database; 
modifying the intercepted query to enable detection of the 

order by problem; and 
forwarding the modified, intercepted query to the database. 
3. The computer-readable medium of claim 2, wherein the 

detecting further comprises: 
modifying the result to cause an exception to be thrown, 
when accessed with an order-sensitive operation. 

4. The computer-readable medium of claim 1, wherein the 
modifying comprises reversing the order of the intercepted 
result. 

5. The computer-readable medium of claim 1, wherein the 
database comprises a database management system that 
makes default sort order guarantees. 

6. The computer-readable medium of claim 1, wherein the 
database comprises a column-store database. 

7. The computer-readable medium of claim 1, wherein the 
order by clause orders the result of the query based on one or 
more columns of the database. 

8. The computer-readable medium of claim 1, wherein the 
query comprises a select query. 

9. A method comprising: 
intercepting a result provided by a database in response to 

a query: 
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modifying the intercepted result to enable detection of an 
order by problem; and 

detecting, based on the modified intercepted result, 
whether the query is missing an order by clause. 

10. The method of claim 9 further comprising: 
intercepting the query sent to the database; 
modifying the intercepted query to enable detection of the 

order by problem; and 
forwarding the modified, intercepted query to the database. 
11. The method of claim 10, wherein the detecting further 

comprises: 
modifying the result to cause an exception to be thrown, 
when accessed with an order-sensitive operation. 

12. The method of claim 9, wherein the database comprises 
a database management system that makes default sort order 
guarantees. 

13. The method of claim 9, wherein the database comprises 
a column-store database. 

14. The method of claim 9, wherein the order by clause 
orders the result of the query based on one or more columns 
of the database. 

15. The method of claim 9, wherein the modifying com 
prises reversing the order of the intercepted result. 

16. The method of claim 9, wherein the query comprises a 
select query. 

17. A system comprising: 
intercepting, by an order-by controller, a result provided by 

a database in response to a query; 
modifying, by the order-by controller, the intercepted 

result to enable detection of an order by problem; and 
detecting, by the order-by controller, based on the modified 

intercepted result, whether the query is missing an order 
by clause. 

18. The system of claim 18, wherein the order-by controller 
comprises at least one processor circuitry and at least one 
memory circuitry including program code to cause at least the 
intercepting, the modifying, and the detecting. 

19. The system of claim 18, further comprising: 
intercepting the query sent to the database; 
modifying the intercepted query to enable detection of the 

order by problem; and 
forwarding the modified, intercepted query to the database. 

k k k k k 


