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(57) Abstract: A method for tracking modifications to a hardware configuration of a computer system is disclosed, the method
& including the steps of (a) capturing a first snapshot of the hardware configuration of the computer system at a first point in time;
& (b) storing the first snapshot in a remote database; (c) capturing a second snapshot of the hardware configuration of the computer
system at a second subsequent point in time; and (d) comparing the stored first snapshot and the second snapshot. Any difference
between the first and second snapshots indicates that a change has been made to the hardware configuration of the computer system.
This method can reduce warranty abuse or fraud by the users of the computer system and also reduce the likelihood of theft of the

computer(s) and any attached peripheral equipment.
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TITLE: METHOD AND SYSTEM FOR MONITORING COMPUTER SYSTEMS
Field of the Invention

The present invention relates to methods and systems for monitaring computer
systems and mare particularly to monitoring modifications to hardware configurations

‘of computer systems.

Background to the invention

Many new computer products and peripherals are covered by a manufacturer's
warranty. Manufacturer's warranties vary in terms of the extent of repair,
replacement and refund options that are available for a particular product. Most
manufacturers' warranties contain express limitations regarding computer equipment
which has been modified since the purchase date. ‘

Many computer equipment distributors or resellers offer extended warranties on
newly purchased equipment which constitutes an upgrade on the basic

. manufacturer's warranty. Extended warranties may take effect either when the

manufacturer's warranty expires, of operate during and after the term of the
manufacturer's warranty. Sorne extended warranties can be obtained through
third-party warranty vendors.

Warranty abuse or fraud is @ major problem for warcanty vendors. When system
failures occur for a product under warranty, the customer usually sends the system
back to the manufacturer or authorised service provider for warranty repair. The
manufacturer or third party warranty provider then repairs the system, expending
whatever parts and/or labour are required to rectify the  problem. However, it is not
uncommon for a customer to modify a system through installation of non-genuine,
defective or used parts, before reporting the system as being faulty and returning
it to the manufacturer or third party warranty provider for repair under warranty.
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A related issue is an ingrease in the theft of notebooks, desktop computers and
peripheral computer equipment. The theftof such devices has become a significant
problem for many businesses, Security measures such as password protection can
be readily circumvented by making hardware modifications to the stolen computer.
Moreaver, such secufity measures clearly fail to prevent or deter authorised users
to whom the password is Known from stealing computing equipment. Other security
measures such as physical locks and other attachment devices can be forcibly
removed and an authorised user with an approptiate key can merely use the key to
uniock the attachment device and steal the cpmputer.

The discussion of the background to the invention included herein is included to
explain the context of the invention. This is not to be taken as an admission that any
of the material referred to is published, known or part of the common general
knowledge as at the priority date of the claims,

Summary of the Invention

According to an aspect of the present invention, there is provided a method for
tracking modifications to a hardware configuration of a computer system, the method
including the following steps:

(a)  capturing a first snapshot of the hardware configuration of the computer
system at a first point in time;

(b)  storing the first snapshot in a remote database;

(€) capturing a second snapshot of the hardware configuration of the computer
system at a second subsequent point in time;

(d)  comparing the stored first snapshot and the second snapshot;
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3
wherein any difference between the first and sacond snapshots indicates that

a change has been made to the hardware configuration of the computer
system,

The tracking of modifications to the hardware configuration of a computer system is
useful both for warranty providers and also for reporting theft of  computer
components. S

Preferably, the method further includes the step of generating an alert to notify a
nominated person that a modification has been made to the hardware configuration,
Such an alert may be directed to a system-administrator, warranty provider or other
nominated person. '

In a preferred embodiment of the invention, the first point in time oceurs when a
program for performing the steps of the method for tracking modifications to a
hardware configuration of a computer system is installed in the computer system
and the second point in time occurs each time the computer system is turned on or

restarted subsequent to the program belng installed on the computer system.

In one form of the invention, the hardware configuration includes one or more of the
following:

(8) disc drive type;
()  central processing unit (CPV) type;
(c)  memory configuration;

(dy  peripheral devices.
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Most preferably, the method further includes the following steps.

(8)  checking a status of the computer system each time a snapshot is
captured; and

{by if the status of the computer system indicates that the system has
hean stolen,

(c)  determining a network identifier associated with the computer system;
and

(d) reporting the network identifier to the nominated person;

wherein the network identifier can be used to determine the physical location
of the computer system,

The network identifier may include one or more of the following:
(@)  anIP address,; or
(b) & MAC address.

In one embodiment, the method further includes the step of monitoring a
performance parameter of one or more hardware components,

Preferably, the performance parameter is measured and the measured
performance parameter is compared to a stored performance parameter included
in the first snapshot. Preferably, the performance parameter is measured each time
the system is started up.



20

WO 2006/089352

PCT/AU2006/000217

Most preferably, a change in the performance parameter causes an alert to be
generated to notify the nominated person that a potential problem exists  with the
hardware component.

According to another aspect of the present invention, there is provided a method of
providing a warranty for a computer system, the method including the following

steps:

providing software for tracking changes in one or more hardware
configuration parameters in a computer system.

installing the software on the computer system, "

capturing a first snapshot of a hardware configuration of the computer

system at a first point in time;
storing the first snapshot in a remote database,

capturing a second snapshot of the hardware configuration of the
computer system at a second subsequent point in time;

comparing the stored first snapshot and the second snapshot: and
generating an alert for transmission to a warranty provider if the

comparison reveals any difference between the first and second

snapshots;

wherein a difference between the first and second snapshots indicates that
a change has been made to the hardware configuration of the computer
system and causes the warranty provider to reassess validity of the warranty
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According to yet another aspect of the present invention, there is provided a method
of tracking a stolen computer system, including the following steps:

(&) providing software far tracking a network identifier associated with a computer

system;
(b) installing the software on the co'mputer system;
(c) reporting the computer system as being stolen;
(d)  monitaring a network identifier associated with the stolen system; and
(@) reporting the network identifier to the nominated person,

wherein the network identifier can be used 1o determine the physical location of the

computer system.

An advantage of the present invention is that manufacturer's and/or other warranty
providers are enabled to monitor whether hardware modifications have been made:
to a computer system 1o alleviate the problem of fraudulent warranty claims.

Another advantage of the present invention is the abiiity to track a network identifier

for a stolen computer system which can be used to determine a physical location of

the stolen device.

Brief Description of the Drawings

The invention will hereinafter be described in greater detail with reference to the
attached drawings, which show example embodiments of the invention. Itis to be
understood that the particularity of the drawings does not supersede the generality

of the preceding description of the invention.
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Figure 1 is a systematic view showing the system components used to perform the

present invention according to an embodiment.

Figure 2A is a flow chart illustrating the steps of the methad of the present invention
according to an embhodiment.

Figure 2B is a flowchart which is a continuation of the flow chart in Figure 2A,

Detailed Description

Referréng firstly to Figure 1, there are shown the components used to perform the
method according to one embodiment of the invention. The components include a
plurality. of computer systems 10 coupled to a remote server 12 via a TCP/iP
network 14 such as the Internet or some other analogous network.

Referring now to F igure 2A, a software program configured to perform the steps of
the method must be installed on each of the computer systems to be monitored 16.
The program is configured to capture a snapshot of the hardware configuration of
the system and transmit the same to a remote server via a network for storing
and/or further processing. Installation of this software involves the inputting of
requested user data for storage in a database on the remote server 18, The
requested data includes a product key (or warranty identification number) which is
provided on purchase of the software, a purchase date, an expiry date, and
customer details including the name and email address of a person nominated by the
customer to receive alerts regarding any system modifications. This person may be
a system administrator, computer system rﬁanufacturer, warranty provider, or other

suitable person.

The data provided by the custemer is encrypted and transmitted to the remote
server, where it is stored in a database. As part of the registration process, the

~ systam conducts a check to ensure that the product key is valid 20. If the product

key is not valid, the registration process is terminated. If the product key is valid, the
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registration process is completed and the user data is entered into and stored in the
database. Once the user data has been entered into the database, an auto
generated PDF file contalning the warranty policy details, terms and conditions is
forwarded to the nominated person's email address for future reference.

Once the software has been installed and registered, a first snapshot of the
hardware configuration of the system is captured 24. The hardware configuration
may include any one or more of the following: disc drive type; central processing unit
(CPU) type; memory configuration, connected peripheral devices and the like. The
snapshot includes a build sheet encompassing the system's hardware configuration.
The snapshot or build sheet is stored in the database as an XML file 26, An
example of such a build sheet is shown in Appendix 1. The sample build sheet
provides a number of examples of featuras which may be monitorad in accordance
with an embodiment of the invention.

The first snapshot will include data relating to . hardware components and
specifications which were installed in the system when it was built and/or when the
software was installed. In the build sheet, original equipment may be annotated as
"ariginal aquipment" for easy reference. '

Referring now to Figure 2B, a second or subsequent snapshot is- captured
automatically each time that the computer system is turned on or rostarted 28. The
second snapshot captures the same data set as the first snapshot but at a
subsequent point in time 30. This anablas the shapshots to be compared such that
any difference in the snapshot data is indicative of modifications made to the
hardware configuration of the computer system in the intervening period,

As with the first snapshot (or original build gheet) the second snapshot is encrypted
and transmitted to the remote server 32 for comparison to the first snapshot 34. Any
variation in system configuration parameters between the first and second snapshots
indicates that a modification has been made to the hardware configuration since the
first snapshot was captured 36. The build sheet resulting from the second snapshot
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is annotated with the terms "modified equipment" or similar to clearly indicate which
system configuration parameters have been modified. The resulting build sheet can
also be configured to indicate when a hardware modification was detected. In the
event that the computer system is not connected to a network when modification of
hardware configuration is detected, the modification(s) will be storéd inan XML file
to be transmitted to the server the next time that a network connection is detected
Itis to be understood that the tracking of hardware configuration modifications is a
transparent back end process,

When the comparison indicates that a modification has been made 38, an alert is
generated for transmission to the nominated person, to notify the system
administrator, warranty provider or other suitable person that a hardware modification

~ has occurred in a system far which the nominated person is responsible 40,

There are two clear uses for the system hardware modification data Firstly, a

system administrator can be made aware that a hardware modification has occurred
to enable appropriate action to be taken if required. For example, consider the

scenario where the hardware modification is the result of a monitor having been

disconnected from the computer system. The alert should prompt the system

administrator to také appropriate steps to determine whether disconnection of the

device was authorised and if not, and attempts to locate the missihg device are

unsuccessful, it can be concluded that device has been stolen. This enables system

administrators to"monitor theft of computer components which may not otherwise be

obvious.

Alternatively, the occurrence of any hardware modifications can be reported to a
warranty provider such that the warranty provider can determine whether the
modification invalidates the terms of any warranty existing for the computer system.
The database on the reinote server may be provided by a warranty vendor, to
enable the warranty vendor to keep track of any authorised or unauthorised

hardware modifications.
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In addition to the hardware medification facility, the system preferably includes a
theft tracking facility. The role of the theft tracking facility is to monitor the status of
each computer systam and if the status is recorded as "stolen” to undertake to track
a location identifier asgociated with the device, Each time the gsomputer system is
turned on or restarted, a check is made of the status of the system. For instance,
if & systern administrator advised the warranty provider that a particular system has

‘bean stolen, that system will be flagged as bsing stolen in the database and

subsequent starting of that device will cause the theft tracking script to be activated,
The theft tracking script may be an ASP script residing on the remote server. In

. addition, it should be understood that the script runs in the background such that a-

thief would not ordinarily be aware that the stolen computer is being tracked. The
ASP theft tracker script according to an embodiment of the invention is attached as

Appendix 2,

The theft tracking sctipt captures a network identifier as soon as the stolen computer

system is connected to the Internet. The network identifier is typically a network
address which is given to a device when it is manufactured or assigned when the
device is connected to a network. Such network addresses include Internet Protocoal
(IP) addresses or Media Access Protocol (MAC) addresses. An IP address can be
used to trace the physical location of the device and will also have associated with
it the name and address of the P address owner.

The network identifier is forwarded to the nominated person to enable action to be
taken to detetmine the physical address of the device, such as for example
contacting an Internet Service provider for resolution of the IP address. An
advantage of hosting the theft tracker script on the remote server is that any .
problems and/or issues with the script can be sorted out at the server and without

reguiring access to the client.

In addition to monitoring hardware configuration modifications, the monitoring
system can further monitor performance parameters of one or more system

hardware components. For inetahce, the first enapshot includes a fan speed In
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revolutions per minute (rpm). The original fan speed is logged together with the
snapshot data on the build sheet such that it can be compared with the fan speed
at subsequent points in time. The system may be configured to generate an alert if
there is a change in the fan speed. A tolerance level can be set by the warranty
provider at say 20% or some other appropriate figure. In this case the alert would
indicate that preventative maintenance is required before the fan fails.

Itis to be understood that various additions, alterations and/or medifications may be
made to the parts previously described without departing from the ambit of the
invention. '

Appendix 1

- <ORIGINAL_BUIDSHEET>

- <HEADER®> '

<ID>PC888990</ID>

<DATE=>30/12/2004</ DATE>

</HEADER>

-<DISKDRIVE_HARDWARE=>

-<WIN32_DISKDRIVE devicestatus="original equlpment"
guid="IDE\DISKIC25N020ATCS04-0_CA20A71A\5&3923B92830&0.0.0">
<Availabitity=, </Availability>
<BytesPerSector>512</BytesPerSector>
<Caption=IC25N020ATCS04-0</Caption>
<Description=Disk drive</Description>
<DevicelD>W\PHYSICALDRIVEO</DevicelD>
<Index>0</Index>

<|nstaliDate/>

<InterfaceType>IDE</Interface Type>
<Manufacturer>(Standard disk drives)</Manufacturer>

<Medial.oaded>True</MediaLoaded>
<MediaType>FlIxad hard disk media</MediaType>
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<Model>b</Model>
<Name>\\,\PHYSICALDRIVEO</Name>

<Partitions>4</Partitions>

<PNPDevicelD>IDE\DISKIC25N020ATCS04-
0_CA20A71A\583923B928808&0.0.0</PNPDevicelD>
<PowerManagementsupported /> |
<SectorsPerTrack>63</SectorsPerTrack>
<8ize>20,003,880,960</Size>
<Status>0OK</Status>\

<Statusinfo />
<TotalCylinders>2,432</TotalCylinders>
<ConfigManagerErrorCode>Device is working

| properly </ConfigManagerErrarCode>

</WIN32_DISKDRIVE>

</DISKDRIVE_HARDWARE>

- <FAN_HARDWARE>

-<WIN32_FAN devicestatus="original equipment" guid="">
<PowerManagementCapabilities>h</PowarManagementCapabilities»
<MVIN32_FAN>

</FAN_HARDWARE>

-<CDROMDRIVE_HARDWARE=> .
-<WIN32_CDROMDRIVE devicestatus="original equipment"
guid="IDE\CDROMSAMSUNG_CD-ROM_SN124_N100_1\5810429FC6&080.0.0"»
<Availability>,running/full power</Availability>

<BytesPerSector />

<Caption>SAMSUNG CD-ROM SN-124</Caption>

<Description>CD-ROM Drive</Description>
<DevicelD>IDE\CDROMSAMSUNG_CD-ROM_SN-124N100_
\5&10429FC6&080.0.0</DevicelD>

<[ndex />

<IngtaliDate />
<interfaceType />
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<Manufacturer>(Standard CD-ROM drives)</Manufacturer>
<Medial.oaded> False</MediaLoaded>
<MediaType>CD.ROM</MediaType>

<Model />

<Name>SAMSUNG CD-ROM SN-124</Name>

<Partitions />
<PNPDevicelD>IDE\CDROMSAMSUNG_CD-ROM_SN-
124_N100_15&10429FC68080.0.0</PNPDevicelD>
<PowerManagementSupported />

<8ectorsPerTrack />

<Size (>

<8tatus>0K</Status>

<8tatusinfo /»

<TotalCylinders />

<ConfigManagerErrorCaode>Device is working
properly;</ConfigManagerEﬁrrorCode>
<PowerManagementCapabilities>Unknown</PowerManagementCapabilities>
</WIN32 CDROMDRIVE> '
</CDROM DRIVE_ HARDWARE®>

- <FLOPPYDRIVE_HARDWARE>

- <WIN32_FLOPPYDRIVE devicestatus="original equipment"
guid= "FDC\GENERIC_FLOPPY_DRIVE\5&3371E7B8&0&0">
<Availability> running/full power</Availability>
<Caption>Floppy disk drive</Caption>
<Description>b</Description> '
<DevicelD>FDC\GENERIC_FLOPPY_DRIVE\5&3371E7B8&0&0</DevicelD>
<InstallDate />

<Manufacturer>(Standard floppy disk drives)</Manufacturer>
<Name>Floppy disk drive</Name>

<PNPDevicelD>FDCI\GENERIC_&FLOPPY_DRIVE\5&3371E7B8&080</PNPDevi

celD>
<PowerManagementCapabllities>Unknown</PowerManagementCapabilities>

PCT/AU2006/000217
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<PowerManagementSupported />
«Status>OK</Status>

<8tatusinfo /> '

<ConfigManagerErrorCode>Daevice is working
properly.</ConfigManagerErrorCode>

</WIN 32_FLOPPYDRIVE>

</FLOPPYDRIVE_HARD WARE>

- <KEYBOARD_HARDWARE>

<WIN32_KEYBOARD devicestatus="original equipment"
guid="ACPI\PNP0303\0">

<Availability>,</Availability>

<Caption>Enhanced (101- or 102-key)</Caption>
<Description>Standard 101/102-Key or Microsoft Natural PS/2
Keyboard</Description>

<DevicelD>ACPINPNP0303\0</DevicelD>

<|nstaliDate />

<Name>Enhanced (101- or 102-key</Name>
<PNPDevicelD>ACPIPNP0O303\0</PNPDevicelD>
<PowerManagementCapabilities>Unknown</PowsrManagementCapabilities>
<PowerManagementSupported>Faise</PowerManagementSupported>
<Status>OK</Status>

<Statusinfo />

<ConfigManagerErrorCode=Device is working
properly.</ConfigManagerErrorCode>

</WIN32_KEYBOARD>

</KEYBOARD_HARDWARE>

- <BASEBOARD_HARDWARE?»

- <WIN32_BASEBOARD devicestatus="original equipment" guid="">
<Caption>Base Board</Caption>

<Description>Base Board</Description>

<HotSwappable />
<|nstaliDate />
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<Manufacturer>KAPOK</Manufacturer>

<Model />

<Name>Base Board</Name>

<Otherldentifyinginfo />

<PartNumber />

jc_PoweredOmTrue</Powered0n>‘

<Replaceable /> ‘
<SerialNumber>12345678</SerialNumber>

<Status />

<Tag~Base Board</Tag>

<Version>None</Version>

<ConfigManagerErrorCode>Device is working
properly.</ConfigManagerErrorCode>
<PowerManagementCapabilities>Unknown</PowerManagementCapabilities>
</WIN32 _BASEBOARD> '
</BASEBOARD_HARDWARE>

- <PROCESSOR_MARDWARE>

- <WIN32. PROCESSOR devicestatus="original equipment" guid="x86 Family 6
Model 11 Stepping 1">

<AddressWidth>32</AddressWidth>

<Availability> running/full power</Availability>

<Caption>x86 Family 8 Model 11 Stepping 1</Caption>
<CpuStatus>1</Cpu Status>
<CurrentClockSpeed>1096</CurrentClockSpeed=
<CurrentVoltage>29</CurrentValtage>
<DataWidth>32</DataWidth>

<Description>x88 Family 6 Model 11 Stepping 1</DeScription>
<DevicelD>CPU0</DevicelD>

<ExtClock>66</ExtClock>

<Family=2</Family>

<InstallDate />

<|.2CacheSize>256</L2CacheSize» -
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<L2CacheSpeed>1096</L.2CacheSpeed>
<l.evel>6</Level>
<LoadPercentage>1</LoadPercentage:
<Manufacturer>Genuinelntel</Manufacturer>
<MaxClockSpeed=1096</MaxClockSpeed:
<Name=Intel(R) Celeron(TM) CPU 1100MHz</Name>
<0thefFamilyDescription >
<PNPDevicelD />
<PowerManagementCapabilities>Unknown</PowerManagementCapabiiities>
<PowerManagementSupported>False</PowerManagemeftSUpported>
<Processorld>000000000383F9FF</Processorld >
< ProcessorType>3</ProcessorType=>
<Revision>=2817</Revision>
<Role>CPU</Role>
<SoacketDesignation>uPGA2</SocketDesignation>
<Status>OK</Status>
<8tatuginfo>3</Statusinfo>
<Stepping>1</Stepping>
<Uniqueld />
<UpgradeMethod>6</UpgradeMethod>
<Version>Model 11, Stepping 1</NVersion>
<VoltageCaps>4</VoltageCaps>
</WIN32_PROCESSOR>
</PROCESSOR_HARDWARE >
- <sMEMORYDEVICE_HARDWARE >
. <WIN32 MEMORYDEVICE devicestatus="original equipment’ guid="">
<ConfigManagerErrorCode>Unknown</ConfigManagerErrorCode>
</WIN32_MEMORYDEVICE=>
</MEMORYDEVICE_HARD WARE?>
. <PHYSICALMEMORY_HARDWARE >
- <WIN32 PHYSICALMEMORY devicestatus="ariginal equipment’ guid="">
<BankLabel>Banks 0/1</BankLabel> -
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<Capacity>1,069,547,520</Capacity>
<Caption>Physical Memory</Caption>
<DataWidth>64</DataWidth>
<Description>Physical Memory</Description>.
<DeviceLocator>DRAM Slot 0</Devicel.ocator>
<FormFactor>DIMM</FormFactor>
<HotSwappable /=
<InstaliDate />
<InterleavePosition>DIMM</InterleavePosition>
<Manufacturer /> '
< MemoryType>DRAM</MemoryType:>
<Mode) /> '
«Name>Physical Memoryc/Name*»
<Qtheridentifyinginfo />
<PanNumber />
<PositioninRow />
<PoWeredOn [>
<Replaceable />
<8erialNumber /»
<Speed />
<8tatus />
<Tag>b</Tag>
<TypeDetail»EDO</TypeDetail>
<Version />
<ConfigManagerErrorCode>Device is working
properly.</ConfigManagerkrrorCodes
</WIN32_PHYSICALMEMORY>

PCT/AU2006/000217

- <WIN32_PHYSICALMEMORY devicestatus="original equipment" guid=""»

<BankLabel>J39/U40</Bankl.abel>
<Capacity»2,097,152</Capacity>
<Caption>Physical Memory</Caption>
<DataWidth>84</DataWidth>
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<Description>Physical Memory</Description>
<DevicelLocator>Video Memory</DeviceLocator> <
FormFactor>TSOP</Form Factor>
<HotSwappable />

<installDate />
<interleavePosition>TSOP</InterleavePosition>
<Manufacturer />
<MemoryType>VRAM</MemoryType>

<Model /=

<Name>Physical Memory</Name>
<QOtherldentifyinginfo />

<PartNumber />

<PositioninRow />

- <PoweredOn />

<Replaceable /=

«<SerialNumber />

<Speed />

<Status />

<Tag>Physical Memory 3</Tag>
<TypeDetail>Unknown</T ypeDefailb-

<\ersion /> '
<ConfigManagerErrorCode>Device is working
properly.</ConfigManagerErrorCode>

</WIN 32_PHYSICALMEMORY >

PCT/AU2006/000217

- <WIN32_PHYSICALMEMORY devicestatus="original equipment" guid=""»

<BankLabel>U5/U6</BankLabel>
<Capacity>262,144</Capacity>
<Caption>Physical Memory</Caption>
<DataWidth>64</DataWidth>
<Description>Physical Memory</Description>
<Devicelocator>Cache SRAM</Devicel.ocator>

< FormFactor>T80OP</ FormFactor>
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<HotSwappable />

<IngtafiDate />
<interleavePosition>TSOP</InterleavePosition>
<Manufacturer />

<MemoryType>SRAM </MemoryType$

<Model /> '
<Name>Physical Memory</Name>
<Qtheridentifyinginfo />

<PartNumber />

<PositioninRow />

<PoweredOn /=

<Replaceable />

<SerialNumber />

<Speed />

<Status />

<Tag>Physlcal Memeory 4</Tag:
<TypeDetail>Unknown</TypeDetail>

<Version />
<ConfigManagerErrorCode>Davice is working
properly.</ConfigManagerErrorCode>

</WIN 32_PHYSICALMEMORY>

- <WIN32_PHYSICALMEMORY devicestatus="original equipment’ guid="">
<BanklLabel>U43</Bankl.abel>

< Capacity »2,097,152</Capacity >
<Caption>Physical Memory</Caption>
<DataWidth>16</DataWidth>
<Description>Physical Memory</Description>
<Devicel.ocator>Flash BIOS U43</Devicel.ocator>
<FormFactor>TSOP</FormFactor>
<HotSwappable />

<InstallDate />
<\nterleavePosition>T8SOP</InterleavePosition>

PCT/AU2006/000217
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<Manufacturer />

< MemoryType>EEPROM</MemoryType>

<Model />

<Name>»Physical Memory</Name>
<Qtheridentifyinginfo />

<PartNumber />

<PositioninRow />

<PoweredOn />

<Replaceable />

<SerialNumber />

<8peed />

<Status />

<Tag>Physical Memory §</Tag>
<TypeDetail>Unknown</TypeDetail>

<Version />

<ConfigManagerErrorCode>Device is working
properly.</ConfigManagerErrorCode>
</WIN32_PHYSICALMEMORY>
</PHYSICALMEMORY_HARDWARE>

- <POINTINGDEVICE_HARDWARE®>

- «W1N32_POINTINGDEVICE devicestatus="ariginal aquipmant”
guid="ACPI\PNPOF13\4815D87081&0">
<Availability=,</Availability>

<Caption>P8/2 Compatible Mouse</Caption>
<Description>PS/2 Compatible Mouse</Description>
<DevicelD>ACPIPNPOF13\4815D870818&0</DevicelD>
<Devicelnterface>P8/2</Deviceinterface>
<Handedness>Right Handed Operation</Handedness>
<Hardware Type>P$/2 Compatible Mouse</HardwareType>
<InstallDate /=

<Manufacturer>Microsoft</Manufacturer»
«Name>P$/2 Compatible Mouse</Name>
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<PNPDevicelD>ACPINPNPOF13\4&15D87081&0</PNPDeviceiD>
<PointingType>Unknown</PointingType> |
<PowerManagementCapabilities>Unknown</PowerManagementCapabilities>
<PowerManagementSupported »False</PowerManagementSupported>
<Status>OK</Status>

<Statusinfo /> .

<ConfigManagerEtrorCode>Device is working
properly.</ConfigManagerErrorCode>»

</WIN32_POINTINGDEVICE>

</POINTINGDEVICE_HARDWARE>

- <NETWORKADAPTER_HARDWARE>

~<WIN32_NETWORKADAPTER devicestatus="origlnal equipment"
guid="PCI\VEN_1039&4DEV_09008SUBSYS_22021558&REV_82\3&813C0B0
C580&09">

<AdapterType>Ethernet 802.3</AdapterType>

<Availability>,running/full power</Availability>

<Caption>[00000001] SiS 900 PCI Fast Ethernet Adapter</Caption>
<Description>§i§ 900 PCI Fast Ethernet Adaptaer</Description>
<DevicelD>1</DeviceiD>

<Index>1</Index>

<InstallDate 7>

<MACAddress>00:90:F8§:10:18:CF</MACAddress>
<Manufacturer>SiS</Manufacturer> -

<Name>Si$ 900 PC| Fast Ethernet Adapter</Name>

<PN PDevicelD>PCN\VEN_1039&DEV_0900&SUBSYS_22021558&REV_82\3
&13C0B0C5&08&098</PN PDevicelD> -
<PowerManagementSupported>False</PowerManagementSupparted>
<Speed />

<Status /»

«<8tatusinfo />

<ConfigManagerErrorCode>Device I working
properly./ConfigManagerErrorCode>
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</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="original equipment"
guid="[00000002] RAS Async Adapter">

<Avallability>, running/full power</Avatlability>

<Caption>[00000002] RAS Async Adapter</Caption>

<Description>RAS Async Adapter</Description>

<DevicelD>2</DevicelD>

<ipdex=2</Index>

<|nstallDate />

<MACAddress />

<Manufacturer />

- <Name>RAS Async Adapter</Name>

<PNPDevicelD />
<PowerManagementSupported>False</PowerManagementSupported>
<Speed />

<Status />

<Statusinfo />

':ConfigManagerErrorCodewdnning/full powaer</ConfigManagerErrorCode>
</WIN32_NETWORKADAPTER> .

- <WIN32_NETWORKADAPTER devicestatus="original equipment"
guid="ROOTIMS_PSCHEDMP\0000">

<Availability>, running/full power</Availability>

<Caption>[00000003] Packet Scheduler Minlport</Caption>
<Description>Packet Scheduler Miniport</Description>
<DevicelD>3</DeavicelD>

<|ndex>3</Index>

<InstallDate />

<MACAddress />

<Manufacturer>Microsoft</Manufacturer>

<Name=>Packet Scheduler Miniport</Name>

<PNPDevicelD>ROOTIMS_PSCHEDMPI0000</PNPDevicelD>
<PowerManagementSupported>False</PowerManagementSupported=
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<Speed /-
<Status />

- <Statusinfo />
- <ConfigManagerErrorCode>Device is working

properly.</ConfigManagerErrorCode>

</WIN32 NETWORKADAPTER>

- <WIN32. NETWQRKADAPTER devicestatus="original equipment"
guid ="ROOT\MS_L2TPMINIPORT\0000" >
<Avallabitity >, running/futl power</Availability>
<Caption>[00000004] WAN Miniport (L2TP)</Caption>
<Description>WAN Minipert (L2TP)</Description>
<DevicelD=4</DevicelD>

<lndex>4</|ndex>

<InstallDate /=

<MACAddress />

< Manufacturer>Microsoft</Manufacturer=

<Name>WAN Miniport (L2TP)</Name>
<PNPDevicelD>ROOTIMS_L2TPMINIPORT\0000</PNPDevicelD>
<PowerManagernemSupported>FaIse</PowerManagementSLlpported>
<Speed /> '

<8tatus /=

<8tatusinfo /=

<ConfigManagerkrrorCode>Device is working
properly.</ConfigManagerErrorCode>

</WIN32 NETWORKADAPTER>

- <WIN32 NETWORKADAPTER devicestatus="original equipment"
guid ="ROOT\MS_PPTPMINIPORT\0000">

<Availability>, running/full power</Availability>
<Caption=[00000005] WAN Miniport (PPTP)</Caption>
<Dascription>WAN Miniport (PPTP)</Description=

< Devicell) »8</DevicelD >

<Index>h=/Index>
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<InstaliDate />

<MACAddress>60:60:54:60:30:30</MACAddress>
<Manufacturer>Microsoft</Manufacturer>

<Name>WAN Minlport (PPTP)</Name>
<PNPDevicelD>ROOT\MS_PPTPMINIPORT\0000</PNPDevicelD>
<PowerManagementSupported>False</PowerManagementSupported>
<Speed />

<Status />

<Statusinfo />

<ConfigManagerErrorCode>Device Is working
properly.</ConfigManagerErrorCode>
</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devyicestatus="original equipment”
guid="ROOT\MS_PPFPOEMINIPORT\0000">
<Availability>,running/full powaer</Availability>
<Caption>{00000006] WAN Minlport (PPPOE)</Caption>
<Description>WAN Miniport (PPPOE)</Description>
<DevicelD>6</DevicelD>

<index>6</Index>

<InstaliDate /»

<MACAddress>33:50:6F:45:30:30</MACAddress>
<Manufacturer>Microsoft</Manufacturer>

<Name>WAN Miniport (PPPOE)</Name>
<PNPDevicelD>ROOTIMS_PPPOEMINIPORT\0000</PNPDevicelD>
<PowerManagementSupported>False</PowerManagementSupported>
<8peed />

<Status />

<8tatusinfo />

<ConfigManagerErrorCode>Device is working
properly.</ConfigManagerErrorCode>
</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="orlglnal equlpment”
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guid="ROOT\MS_PTIMINIPORT\0000">
<Availability>,running/full power</Availability>
<Caption>[00000007] Direct Parallel</Caption>
<Description=Dlirect Paralle!</Description> .
<DevicelD>7</DevicelD>

<Index>7</Index>

<|nstaliDate />

<MACAddress />

<Manufacturer>Microsoft</Manufacturer>

<Name>Diract Parallel</Name>»

<PNPDevicelD>ROOT \MS_PTIMINIPORT\0000</PNPDevicelD>
<PowerManagementSupported>False</PowerManagementSupported>
<Speed />

<Status />

<StatusTnfo />

<ConfigManagerErrorCode>Daevice is working
properly.</ConfigManagerErrorCode>
</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="original equipment"
guid ="ROOT\MS_NDISWANIP\0000"> '
<Availability>,running/full power</Availability»
<Caption>[00000008] WAN Miniport (IP)</Caption=
<Description>WAN Miniport (IP)</Descriptions>
<DevicelD>8</DevicelD>

<Index>8</Index>

<installDate />

<MACAddress />

<Manufacturer>Microsoft</Manufacturers

<Name>WAN Miniport (IP)</Name>
<PNPDevicelD>ROOTIMS_NDISWANIP\0000</PNPDevicelD>
<PowerManagementSupported>False</PowerManagementSupported>
<Speed />
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<8tatus />

<Statusinfo />

<ConfigManagerErrorCode>Devlce is working
properly,/ConfigManagerErrorCode> '
</WIN32_NETWORKADAPTER> A

- <WIN32_NETWORKADAPTER devicestatus="original equipment”
guid="ROOT\MS_PSCHEDMM\0001">

<Availability>, running/full power</Availability>
<Caption>[00000009] Packet Scheduler Miniport</Caption>
<Description>Packet Scheduler Miniport</Description>
<Devicel|D>9</DevicelD>

<|ndex>9</Index>

<InstaliDate />

<MACAddress>42: BO: 20:52:41:63 </MACAddress>
<Manufacturer>Microsoft</Manufacturer>

<Name=>Packeét Scheduler Miniport</Name>
<PNPDevlcelD&ROOT\MS_,PSCHEDMP\DDO1</PNPDevicelD>
<PowerManagementSupported>Faléec/PowérManagementSuppoﬁed>
<Speed /> |
<Status />

<8tatusinfo />

<ConfigManagerErrorCode>Device I8 working
properly.</ConfigManagerErrorCode>
</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus='original equipment"
guid="{00000010] NETGEAR MA101 USB Adapter">
<Availability>,running/full power</Availability=
<Caption>[00000010] NETGEAR MA101 USB Adapter</Caption>
<Description>NETGEAR MA101 USB Adapter</Description>
<DevicelD>10</DevicelD>

<Index>10</Index>

<instalDate />
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<MACAddress />

" <Manufacturer />

<Name>NETGEAR MA101 USB Adapter</Name>

<PNPDevicelD 7~
<PowerManagementSupported>False</PowerManagementSupported>
<Speed /> '

<Status />

<8tatusinfo />

<ConfigManagerErrarCode>running/full powar</ConfigManagerErrorCode>

</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="original equipment’
guid="ROOT\MS_PSCHEDMP\0002">

<Availability> running/full power</Availability>
<Caption>[00000011]) Packet Scheduler Miniport</Caption>
<Description>Packet Scheduler Miniport</Description>
<DevicelD>11</DevicsID>

<Index>11 </lndex>

<InstallDate />

< MACAdd ress=>00;90: F5:10:18:CF</MACAdd ress>

<Manufacturer>Microsoft</Manufacturer>

<Name>Packet Scheduler Miniport</Name>
<PNPDevicelD>ROOTWMS_PSCHEDMP\0002</PNPDevicelD>
<PowerManagementSupported>False</PowerManagementSupported>
<Speed />

<Status />

<Statusinfo /=

«ConfigManagerErrorCode>Deovice is working
properly.</ConfigManagerErrorCode>
</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="original equipment"

guid="[{00000012] Microsoft TV/Video Connection">
<Availability= ,running/full power</Availability>

PCT/AU2006/000217
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<Caption>[00000012] Microsoft TV/Video Connection</Caption>
<Descripfion>Microsoft TVNideo Connectlon</Descrlption'>
<DevicelD>12</DevicejD>

<Index>12</Index>

<jnstaliDate />

<MACAddress />

<Manufacturer />

<Name>Microsoft TV/Video Connection</Name>

<PNPDevicelD />
<PowerManagementSupported>False</PowerManagementSupported>
<Speed />

<Status />

<Statusinfo /=

<ConfigManagerErrorCode>running/tull power</ConfigManagerErrorCode>
</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="original equipment"
guid="[00000013] SMC EZ Connect USB/Ethernet Series Converter'>
<Availability>, running/full power</Availability>

<Caption>[00000013) SMC EZ Connect USB/Ethernet Serles
Converter</Caption>

<Description>SMC EZ Connect USB/Ethernet Serles Converter</Description>
<DevicelD>13</DevicelD>

<Index>13</iIndex>

<|nstallDate />

<MACAddrass />

<Manufacturer />

<Name>SMC EZ Connect USB/Ethernet Series Converter</Name>
<PNPDevicelD />
<Powerrv1anagementSupported>FaIse</PowerManagementSupported>

- <8peed />

<Status />
«Statusinfo /=
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<ConfigManagerErrorCode>running/full power</ConfigManagerErrorCode>
<WIN32 NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="otiginal equipment"
guid="ROOT\MS_PSCHEDMP\0003">

<Availability>,running/full power</Availability>

<Caption>[00000014] Packet Scheduler Miniport</Caption>
<Description>Packet Scheduler Miniport</Description>
<DevicelD>14</DevicelD> '

<Index>14</Index>

<InstallDate />

<MACAddrass />

<Manufacturer=Microsoft</Manufacturer>

<Name>Packet Scheduler Miniport</Name:>
<PNPDevicelD>ROOTIWMS_PSCHEDMP\0003</PNPDevicelD>
<PowerManagementSupported>Falsa</PowerManagementSupported>
«Speed /> ‘

«<Status />

<8tatusinfa />

<ConfigManagerErrorCode>Device is working
propetly.</ConfigManagerEcrarCode>

“</WIN32 NETWORKADAPTER>

. <WIN32_NETWORKADAPTER devicestatus="original equipment”
guid="USB\VID_0707&FID_0200\0001">

<Availabifity> , running/full power</Avaitabitity>

<Caption>[00000015] SMC EZ Connect USB/Ethernet Serles
Converter</Caplion=

<Description>SMC EZ Connect USB/Ethernet Seriea Converter</Dascription»
<DevicelD>15</DevicelD>

<index>15</index>

<InstalliDate />

<MACAddress>00:04: £2:08:8E:06</MACAddress>
<Manufacturer>SMC</Manufacturers
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<Name>SMC EZ Connect USB/Ethernet Serles Convertar</Name>
<F’NPDeviceiO>USB\V(D_OTOT&PID_OZOO\OOM</PNPDevicelD>
<PowerManagementSuppoﬂed:»Fa|se<!PowerManagementSupported>
<Speed /> '

<Status />

<Statusinfo />

<ConfigManagerErrorCode>Device is working

properly.</ConfigMa nagerErrorCode>
</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER dewcestatus-"orlglnal equipment”
guid="ROOT\MS_PSCHEDMP\0004">

<Availability>,running/full power</Availability>

_<Caption>[00000016] Packet Scheduler Miniport</Caption=

<Description>Packet Scheduler Miniport</Description>
<DevicelD>186</DevicelD>

<Index>16</Index>

<instaliDate />

<MACAddress>00:04:E2:08:8E:06</MACAddress>
«ManufacturersMicrosoft</Manufacturer>

<Name>Packet Scheduler Miniport</Name>
<PNPDevicelD>ROOT\MS_PSCHEDMP\0004</PNPDevicelD>
<PowerManagementSupported»Falae</PowerManagementSupported:~
<Speed />

«<Status />

<Statusinfo />

<ConﬁgManagerErrorCodehDevtce ls working

proparly.</Config Ma nagerErrorCode>
</WIN32_NETWORKADAPTER>

- SW1N32_NETWORKADAPTER devicestatus="original equipment”
guid="[{00000017] SMC EZ Connect USB/Ethernet Series Converter'>

<Availability>,running/full powers</Availability>
<Caption={00000017] SMC EZ Connect USB/Ethernet Serles
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Converter</Caption>
<Description>SMC EZ Connect USB/Ethernet Series Converter</Description>
<DevicelD>17</DeviceiD> | -
<Index>17</Index>

<installDate />

<MACAddress />

<Manufacturer />

<Name>SMC EZ Connect USB/Ethernet Series Converter</Name>
<PNPDevicelD />
<PowerManagementSupported>False</PowerManagementSupponed>
<Speed />

<Status /»

<8tatusinfo />

<ConfigManagerErrorCode>running/full power</ConfigManagerErrorCode>
</WIN32_NETWDRKADAPTER=>

- <WIN32_NETWORKADAPTER devicestatus="original equipment"
guid="ROOT\MS_PSCHEDMP\0005">

<Availability>,running/full power</Availability>

<Caption>[00000018) Packet Scheduler Miniport</Caption>
<Description>Packet Scheduler Miniport</Description>
<DevicelD>18</DevicelD>

<Index>18</index>

<InstallDate />

<MACAddress /> |
<Manufacturer>Microsoft</Manufacturer>

<Name>Packet Scheduler Miniport</Name>

<PNPDevicelD$ROOT\MS PSCHEDMP\0005</PNPDevioelD>
<PowerManagementSupported»FalseclPowerManagementSupported>
<3peed />

<Status />

<Statusinfo />
<ConfigManagerErrorCode>Device is working
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properly./ConfigManagerErrorCode>

</WIN32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="original equipment"
guid="[00000019] SMC EZ Connect USB/Ethernet Serfes Converter’>
<Availability=, running/full power</Availability>

<Caption=[00000019] SMC EZ Connect USB/Ethernet Series
Converter</Caption> ,

<Description>SMC EZ Connect USB/Ethernet Series Converter</Description>
<DevicelD>19</DevicelD>

<Index>19</Index>

<InstaliDate />

<MACAddress />

<Manufacturer /> ,

<Name>SMC EZ Connect USB/Ethernet Series Converter</Name>
<PNPDevicelD />
<PowerManagementSupponted>False</PowerManagementSupported>
<Speed /> L

<Status />

<8tatusinfo />

<ConfigManagerErrorCode>running/full power</ConfigManagerErrorCode>
</WIN 32_NETWORKADAPTER>

- <WIN32_NETWORKADAPTER devicestatus="original equipment"
guid="ROOT\MS_PSCHEDMP\0006">

<Availability>,running/full power</Availability>

<Caption>[00000020) Packet Scheduler Miniport</Caption>
<Description>Packet Scheduler Minlport</Description>
<DeavicelD>20</DevicelD>

<Index>20</Index>

<InstaliDate />

<MACAddress /»

< M\anufacturer>Microsoft</Manufacturer>
<Name>Packet Scheduler Miniport</Name>
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<PNPDevicelD>ROOTWS_PSCHEDMP\0006</PNPDevicelD>
<PowerManagementSupported>False</PowerManagementSupporteds>
<Speed />

<Status />

<Statusinfo />

<ConfigManagerErrorCode>Device Is working

properly.</Config Ma nagerErrorCode>
</WIN32_NETWORKADAPTER>

- <WIN3Z2_NETWORKADAPTER devicestatus="original equipment”
guid="{00000021] SMC EZ Connect USB/Ethernet Series Converter'>
<Availability>, running/full power</Availability>

<Caption>[00000021] SMC EZ Connect USB/Ethernet Series
Convertar</Caption>

<Description>8MC EZ Connect USB/Ethernet Series Converter</Description>
<DevicelD>21</DevicelD>

<Index>21</Index>

<|nstaliDate />

<MACAddress />

<Manufacturer />

<Name>8MC EZ Connect USB/Ethernet Serlas Converter</Name>
<PNPDevicelD />
<PowerManagementSupported>False</PowerManagementSupporieds>
<Speed />

<Status />

<8tatusinfo />

<ConfigManagerErrorCode>running/full power</ConfigManagerErrorCode>
</WIN32_NETWORKADAFPTER>

- <WIN32_NETWORKADAPTER devicestatus="original equipment"
guid="ROOTMS_PSCHEDMP\0007">

<Availability>,running/full power</Availability>

<Caption>[00000022] Packet Scheduler Miniport</Caption>
<Description>Packet Scheduler Miniport</Description>
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<DevicelD>22</DevicelD>

<index>22</Index>

<instaliDate />

<MACAddress />

<Manufacturer>Microsoft</Manufacturer>

<Name=>Packet Scheduler Miniport</Name> .

< PNPDevicelD>ROOT\MS_PSCHEDMP\0007</PNPDeavicelD>
<PowerManagementSupported>False</PowerManagementSupparted>
<Speed />

<Status />

<Statusinfo />

<ConfigManagerErrerCode>Device is working

properly.</Config Ma nagerErrorCode>

</WIN32_NETWORKADAPTER>

</INETWORKADAPTER_HARDWARE>

- <VIDEOCONTROLLER_HARDWARE=>

- «<WIN32_VIDEOCONTROLLER devicestatus="original equipment"
guid="PCI\VEN_10398DEV_630085UBSYS_220215588REV_3114&DA4DE0
&0&0010">

<Availability>,running/full power</Availability>

<Caption>$i8 300/305/630/540/730</Caption>

<Description>8iS 300/305/630/540/730</Description>
<DevicelD>VideoControllert</DevicelD>

<instaliDate /=

<Name=>8iS 300/305/630/540/730</Name>
<PNPDevioelD»PCl\VEN_fl039&DEV__6300&SUBSYS__22021568&REV_31\4
&DA4DF0&0&0010</PNPDevicelD>
<PowerManagementCapabilites>Unknown</PowerManagementCapabiiities>
<PowerManagementSupported />

<Status>OK</Status>

<8tatusinfo /> ,
<ConfigManagerErrorCode>Device Is working
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properly.</ConfigManagerErrorCode>
</WIN32_VIDEOCONTROLLER>
</VIDEOCONTROLLER_HARDWARE>

- <sDESKTOPMONITOR_HARDWARE>

- <WIN32_DESKTOPMONITOR devicestatus="original equipment”
quid="DISPLAY\DEFAULT_MONITOR\5&CC3080B&0&1 0000001&01800">

<Availability>, running/full power</Availability>

<Caption>Defauit Monitor</Caption>

<Description>Default Monitor</Description>

<DevicelD>DesktopMonitori</DevicelD>

<InstallDate />

<Na}ne>Default Monitor</Name>

<PNPDevicelD>DISPLAY\DEFAULT_MONITOR\S&CC3080B&0&10000001&0
1800</PNPDevicelD>

<PowerManagementCapabilities>Unknown </PowerManagementCapabilities>

<PowerManagementSupperted /> '

<Status>0QK</Status>

<Statusinfo />

<ConfigManagerErrorCode>Device Is working

properly.</ConfigManagerErrorCode>

</WIN32_DESKTOPMONITOR>

</DESKTOPMONITOR_HARDWARE>

- <POTSMODEM_HARDWARE>

. <WIN32_POTSMODEM devicestatus="original equipment’

guid="PCI\VEN_1039&DEV_7013&8UBSYS_22021558&REV_A0\3&13COB0
C5&08&0E">

<Availability>,</Availability>

<Caption>HAMRS5600 Modem</Caption>

<ConfigManagerErrorCode>Device is working
properly,</ConfigManagerErrorCode>

<Description>HAMRS600 Modem</Description >
< DevicelD>PCAVEN_1039&DEV_7013&8U BSYS_22021558&4REV_AD\3&13
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COBOC5&080E</DevicelD>

<Index>0</Index>

<installDate />

<Model >HAMRS5600 Modam</Model>

<Name>HAMRS600 Modem</Name>

<PNPDevicelD>PCIVEN_1039&DEV_7013&SUBSYS,_220215588REV_AO\3
&13COBOCS&0&0E</PNPDevicelD>

~<PowerManagementCapabilities>Unknown</PowerManagementoapabilities>

<PowerManagementSupported>False</PowerManagementSupported>

<8tatus>0K</Status> '

<8tatusinfo>3</Statusinfo>

</WIN32_POTSMODEM>

</POTS MODEM_HARDWARE>

</ORIGINAL_BUILOSHEET>

Appendix 2

<%@LANGUAGE="VBSCRIPT" CODEPAGE="1252"%>

<%

‘GUARDIAN ANTI-THEFT (®) 2004 United Electrical Software Pty Ltd

‘Author: Nathan Pawell

‘Version: 1.01 Revision: A

‘Seript Purpose: Log MAC / IP address of STOLEN PC into Guardian Database

cst = “Provider=Microsoft.Jet. OLEDB.4.0,Data Source="
¢st = cst & Server,MapPath("../Data/Guardian.mdb”)
set conn = CreateObject("ADODB.Connection”)
conn.mode = 3 ' adModeReadWrite

conn.open cst

Dim RSPID_MMColParam
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RSPID_MMColParam = "1"

if (REQUEST.QueryString("pid")<> *") Then
RSPID_MMColParam = REQUESTQueryString("pid")
else
RSPID_MMColParam = REQUEST form("pid")
End If

Dim RSPID
Dim RSPID_numRows

Set RSPID = Server.CreateObject("ADODB.Recordset")
RSPID.ActiveConnection = conn
RSPID.Source = "SELECT * FROM Antitheft_IPTracker"
RSPID.CursorType = 2
RSPID.CursorLocation = 2
RSPID.LockType = 2
RSPID.Open()

RSPID_numRows = 0

%>
<htm|>
<head>
<title>Guardian Anti-Theft Tracking Script</title>
<%

dim strDate

dim strTime

' Set the date / time of the client activity,
sttDate=date
strTime=time
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if RSPID_MMColParam <> "' then
' Track our Client by requesting server variables from the Web Server
RSPID.Addnew '
RSPID("Date")=strDate
RSPID("Time")=strTime
RSPID("CLI ENT_PID") = req uest.form ("pid")
RSPED("REMOTE_IP")=requast.ServerVarlables("REMOTE_ADDR")
RSPID("REMOTE_MAC") = req uest.form ("remote_mac")
RSPID("DENIED_REQUEST")=request.form("denied_request")
RSPID("DENIED_REASON") =request.form("denied_reason")
RSPID.UPDATE -

' By setting a third command. 'DEACTIVATE".
'We can remotely deaptivate the stolen software here if required.
' This command is currently UNUSED but can be implemented at any time.

IF RSPID.EOF<>TRUE THEN
REGSTATUS="LOGGED"
ELSE
REGSTATUS="ERROR"
END IF
Yo ‘
<meta http-equiv="Content-Type" content="text/htm|; charset=iso-8859-1">
</head=>

<body>

. (o/p

response.write("?REGSTATUS="8 REGSTATUS &"")
Ypur
</body>
</html>

<%
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RSPID.Close()
conn.close()

Set RSPID = Nething
set conn=nothing

Yo
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Claims

A method for tracking modifications to a hardware configuration of a computer
system for tracking changes in one or more hardware configuration
parameters in a computer system, the method including the following steps:

(A)  capturing a first snapshot of the hardware configuration of the
caomputer system at a first point in time;

(B)  storing the first snapshot in a remote database;

(C) capturing a second snapshot of the hardware configuration of the
computer system at a second subsequent point in time,

(D)  comparing the stored first snapshot and the second snapshot;

wherein any difference between the first and second snapshots indicates that
a change has been made to the hardware configuration of the computer
system.

A method according to claim |, further including the step of generating an alert
to notify a nominated person that a modification has been made to the
hardware configuration.

A method according to claim 1 or 2, wherein the first point in time occurs
when a program which performs the steps of the method is installed in the
computer system and the second point in time occurs each time the computer
system is turned on or restarted subsequent to the program being installed on
the computer system.,

A method according to any one of the preceding claims, wherein the hardware
configuration includes one or more of the following:
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disc drive type;
central processing unit (CPU) type;
memory configuration,

peripheral devices. .

A method of any one of the preceding claims, the method further includes the
following steps:

(A)

(D}

checking a status of the computer system each time a snapshot is
captured; and

if the status of the computer system indicates that the system has
been stolen;

monitoring a network identifier associated with the computer system;
and

reporting the network identifier to the nominated person;

- wherein the network identifier can be used to determine the physical location

of the computer system.

A method according ta claim 5, wherein the network identifier includes one or
mare of the following:

(A)

(8)

an IP address: or

a MAC address.
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A method according to any one of the preceding claims, further including the
step of manitoring a performance parameter of one or more hardware
components. '

A method according to claim 7, further including the step of measuring a
performance parameter and comparing the performance parameter to a
stored performance parameter included in the first snapshot.

A method according to claim 8,‘ wherein a change in the performance
parameter causes an alert to be generated to notify the nominated person

that a potential problem exists with the hardware component.

A method of providing & warranty for a computer system, the method
including the following steps:

(A)  providing software for tracking changes in one or more hardware
configuration parameters in a computer system,

(B) installing the sofltware on the computer system;,

(C) capturing a first snapshot of a hardware configuration of the computer
system at a first point in time;

(D) storing the first snapshot in & remote database;

(E) ocapturing a second snapshot of the hardware configuration of the
computer system at a second subsequent paint in time,

(F)  comparing the stored first snapshot and the second snapshot; and
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(G) generating an alert for transmission to a warranty provider if the
comparison reveals any difference between the first and second
shapshots;

wherein a difference between the first and second snapshots indicates that
@ change has been made to the hardware configuration of the computer
system and causes the warranty provider to reassess validity of the warranty.

A method of tracking & stolen computer system, including the following steps.

(A)  providing software for tracking a network identifier agsociated with a
computer system;

(B) installing the software on the computer system;
(C) reporting the computer system as being stolen;

(DY  menitoring a network identifier agsociated with the stolen camputer
system,; and

(F)  reporting the network identifier to the nominated person;

wherein the network identifier can be used to determine the physical location
of the computer system.
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