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(57) Abstract: A method for establishing a connection oriented communication, preferably in the form of a telephone connection
@ via the Internet, between a first communication partner as calling party, caller (1), and a second communication partner as called
& party, callee (2), wherein the caller (1) directs a request for establishing a connection to the callee (2), is characterized with respect to
O effectively suppressing SPAM calls with minimum interference of normal telephone operations in that on the side of the callee (2),
after receiving the request for establishing a connection, initially the origin of the request is checked, and based on the result of the
analysis it is decided whether to establish a connection, or to decline the request temporarily. Feature is known in the field of SPIT,
SPAM over IP or more generally as an unsolicited multimedia call as Greylisting (or Graylisting).
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A METHOD FOR ESTABLISHING A CONNECTION ORIENTED
COMMUNICATION

The invention relates to a method for establishing a connection oriented
communication, preferably in the form of a telephone connection via the Internet,
between a first communication partner as calling party, caller, and a second
communication partner as called party, callee, wherein the caller directs a request for
establishing a connection to the callee.

In the area of electronic mail unsolicited bulk email messages — so-called SPAM —
have become very common and have turned into a severe problem. Not only
companies that require email communication are impacted by SPAM messages, but
also private users are very annoyed by SPAM. Many Internet users nowadays
receive more SPAM messages than regular emails. For this reason, almost every
server for incoming email uses SPAM filters which check incoming mails according to
defined rules. They search, for example, actively for key words in the content of an
email, they check specific configurations of the server used for sending the email or
they search for senders that are often used for sending bulk emails. In case of a
matching classification of an email as SPAM, it is marked and/or sorted out.

In the area of telephone communication, analog or digital, SPAM also occurs
increasingly, which occurs there, for example, as unsolicited commercial calls, and
which is generally designated as SPIT (SPAM over Internet Telephony). These calls
are mostly placed by automated calling machines. Due to the currently and mainly
employed switched telephone networks, such SPAM calls are very cumbersome and
expensive which is the reason for a rather restricted number of SPAM calls. When
Internet telephony will be used more commonly though, such SPAM calls will
become much easier and cheaper, so a tremendous increase of SPAM calls will
have to be assumed. Therefore, also here a respective filtering of the calls according
to certain rules is necessary.

Many methods, which are being used in the context of email SPAM filters, cannot be
transferred to the area of telephone communications, or can only be transferred with
significant modifications. The reason for this is the different nature of the two types of
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communication. While email uses an asynchronous data transfer, in which the entire
content can be examined, and in which a delay in the transmission is acceptable,
telephone calls and similar forms of communication require the establishment of real
time communication sessions. Thus, neither the content can be examined, nor delays
can be tolerated.

It is therefore an object of the present invention to improve and further develop a
method of the initially described type for establishing a connection oriented
communication in such a way, that unsolicited SPAM calls can be effectively
prevented, wherein the regular telephone operation shall be influenced as little as
possible and a disturbance of telephone communication participants shall be mostly
avoided.

In accordance with the invention, the aforementioned object is accomplished by a
method comprising the features of claim 1. According to this claim, such a method is
characterized in that on the side of the callee, after receiving the request for
establishing a connection, initially the origin of the request is checked, and based on
the result of the analysis it is decided whether to establish a connection, or to decline
the request temporarily.

According to the invention, it has first been recognized that a method for avoiding
undesired communication connections has to get involved already before the actual
establishment of the connection. According to the invention, initially the arrival of a
request for a connection establishment is awaited. After receiving the request for a
connection establishment, the establishment of a connection is initially deferred and
an analysis of the origin of the request is performed. Then, based on the result of the
analysis, a decision is made whether to establish a connection, or whether to decline
the request on a temporary basis. Since an origin analysis can be performed rather
quickly, there are no significant delays and the communication operation between the
communication participants is only influenced minimally. A request for a
communication establishment from a dubious origin, which raises the suspicion that it
could be a SPIT call, is declined according to the invention only on a temporary
basis, whereby — in contrast to the situation where it is declined ultimately —~ the
opportunity for further handling is given.
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In an advantageous manner, it is checked in the context of the analysis whether the
caller is known to the callee. Requests for communication establishment from known
parties can generally be classified as non critical. Accordingly, the connection can
always be established for those callers already known in advance.

With respect to an efficient and fast familiarity check, it may be provided that a list is
maintained on the side of the callee, which could be designated as white list, and in
which callers are listed, which are known to the callee, e.g. due to calls made in the
past.

In particular for the case that the check yields that the request comes from a caller,
which is not known to the callee, a temporary declining of the incoming request may
be provided. In this context, the fact is being used, that a major percentage of SPIT
calls is generated by so-called Bot-Networks. Typically, a Bot-Network is a large set
of network computers, which have been modified by spammers in an illegal manner.
Spammers use security gaps of the network computers for this purpose to install
SPAM software on them. This is typically performed without being noticed by the
regular operator of the computer. Generally, spammers use software, which performs
an automatic penetration into the computers, thus generating Bot-networks, which
can easily comprise several thousand computers. Since these computers are
generally not known to the callee, a temporary declining of connection requests from
unknown callers constitutes an efficient SPIT suppression.

Moreover, in the context of analyzing the origin of the request, a reverse DNS
(domain name system) resolution can be attempted. Depending on requirements and
individual wishes of the callee, it may then be provided that requests from unknown
callers are not declined temporarily in general, but only when the DNS resolution
proves to be unsuccessful.

In a particularly advantageous manner, the caller is informed about the temporary
declining of its request. In this context, the caller can furthermore be informed about
the reason for being declined, i.e. it can be communicated to the caller that the
request has been declined for the purpose of avoiding SPAM calis.
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Furthermore, in case of a temporary declining of an incoming request, a waiting
period and a subsequent time window for a second call of the caller can be set. The
length of the wait period as well as the length of the time window can be determined
as freely configurable parameters. It may furthermore be provided, that the caller is
asked to send a second request for establishing a connection within the
predetermined time window. In the case that a second request of the caller is
performed within the predetermined time window, it may be provided, that the
connection with the callee is established. This measure takes advantage of the fact,
that spammers use single computers generally only for short periods of time in order
to avoid to be discovered by the regular operator of the computer. A typical spammer
behavior is that spammers attempt to place as many SPAM calls as possible during
the time in which they use the computers. For this reason spammers like to use so-
called “fire-and-forget” approaches for SPIT production. This means that the further
fate of the placed calls, in particular their connection status, is generally not followed-
up any further by the spammers. Accordingly, it is very unlikely that SPIT calls
generated in this manner are being repeated within the predetermined time window,
so that by employing the described measure an efficient suppression of undesired
communication connections is realized.

With respect to a long term usage of information once generated, it may be provided
that a caller, which performs a second request within the predetermined time window,
is entered into a white list. In case of future requests, this party can thus be
considered as known, and the connection can be directly established without further
checks.

In the context of a particularly preferred embodiment the signaling protocol for the
connection oriented communication, which, e.g., can be the Session Initiation
Protocol (SIP), is extended by an explicit signal. In case of a request for establishing
a connection from an unknown caller, this signal is sent from the callee to the caller.
Alternatively, the signal can be sent to the caller by a signaling server on the
signaling path of the respective connection, or by any other suitable network entity
located on the signaling path. Via the signal, the caller is informed about the
temporary declining of its request.
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With respect to an easy identification of a potential second calling attempt, it may be
provided that the sender of the signal stores an identification of the caller. In
particular, this identification can be, e.g., the address of the caller. Alternatively, or
additionally, an identification of one of the signaling servers, which have passed on
the request for establishing a connection, can be stored. On the side of the caller, it
may be provided that it automatically sends a second request for establishing a
connection within the predetermined time window, when receiving the signal.

If the caller does not send a second request for establishing a connection within the
predetermined time window, it may be provided that the stored identification of the
caller is deleted. In other words, the caller is again listed in some kind of gray list.
This means that in case of a new request the procedure of origin checking is
performed again, before determining whether a connection is established.

With respect to a particularly high level of security it may be provided that a label is
assigned to the caller, which is added to the signal. The establishment of a
connection upon the second request for establishing a connection can then be based
on the fact of whether or not the caller uses its assigned label.

Alternatively or additionally, it is conceivable to append a challenge to the signal. The
establishment of the connection upon the second request for connection
establishment can then be based on the fact of whether or not the caller has resolved
the challenge. The challenge can be performed e.g. as a mathematical puzzle, or as
any other question, which is selected in such a way that it can be resolved by
software used to generate SPIT only with a certain time effort.

With respect to an implementation that is as simple as possible and which does not
require any additional signaling, it may be provided that the caller is initially asked
with a recorded voice message to send another request for establishing a connection
within the predetermined time window. The recorded voice message can furthermore
comprise the information that the refusal constitutes a measure for avoiding SPAM
calls. The voice message can be recorded in several different languages. If the
request for establishing a connection comprises information with respect to the
language preferred by the caller, which can e.g. be supported by the Session
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Initiation Protocol (SIP), the recorded message can be played in the respective
language, in order to assure that the caller understands the message.

With respect to a further improvement of security, the callee can distribute number
codes to potential calling parties as a precaution. In case of a request for establishing
a connection, it can be checked if the caller has a valid number code. If this is the
case, a connection is established, otherwise the call is declined. Alternatively, a white
list can be generated by the callee as a precaution, in which those callers are listed,
whose calls are not to be identified as SIP.

In the context of another preferred embodiment, it is provided, that an unknown caller
is requested to leave a message on a voice mail box of the callee. Thus, a rerouting
of a call can be performed onto the voice mail box for each call of an unknown caller.
It is also conceivable that a rerouting is only performed, when the caller has
previously selected this option, e.g. through using dial tones.

A telecommunications service provider can provide the described functions in an
advantageous manner to its customers as an added value service, or as a service to
be billed separately, or together with other services.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end, it is to be referred to the
patent claims subordinate to patent claim 1 on the one hand and to the following
explanation of preferred embodiments of the invention by way of example, illustrated
by the figure on the other hand. In connection with the explanation of the preferred
embodiment of the invention by the aid of the figure, generally preferred
embodiments and further developments of the teaching will we explained. In the
drawing,

Fig. 1 shows an embodiment of a method according to the invention for
establishing an internet telephone communication between two
communication partners, and
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Fig. 2 shows an embodiment of a time structure for an identification of SPIT
calls.

Fig. 1 schematically shows an embodiment of a method according to the invention for
establishing an internet telephone connection between a caller 1 and a callee 2. In
the illustrated embodiment, the entire functionality for avoiding the connection of
SPIT calls is implemented in a signaling server 3, which is located in the signaling
path between the communication partners 1, 2, and in front of the terminal of the
callee 2. It is appreciated that the functionality for avoiding SPIT can also be
implemented directly in the terminal of the callee 2 in another embodiment.

As it is apparent in Fig. 1, the caller 1 initially sends a request A for establishing a -
connection to the callee 2. This can be performed e.g. based on the Session Initiation
Protocol (SIP). The SPIT defense system 3 checks the origin of the request, or by
comparing the address of the caller 1 with the stored addresses of callers, known to
the callee 2. Thus, callers can e.g. be defined as known, when they have already
previously successfully placed a call with the callee 2. The callee 2, however, can
define permitted callers also in the form of a white list.

In case the check yields, that the caller 1 is a known, and thus a permitted party, a
connection is immediately established. This means the call is connected to the callee
2. In Fig. 1, the case is shown, where the caller 1 is a caller, who has not been
known so far. For handling such calls, the employed signaling protocol is expanded
by a signal, which is transmitted by the SPIT defense system 3 (or alternatively by
the terminal of the callee 2) to the terminal of the caller 1. The signal, designated with
B in Fig. 1, communicates to the caller 1, that the call has been declined in a
preliminary manner, and asks the caller to call again at a later point in time. The
request can furthermore comprise the specification of a time window and read
accordingly: “Please call again within the next five minutes (within the next hour)”.

The sender of the signal B stores an identifier of the caller 1, or its terminal, or an
identifier of one of the signaling servers, which have routed the request for
establishing a connection. Storing an identifier serves for later identification of a
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second calling attempt. The second call, if it is performed within the specified time
window, will pass the SPIT defense system and will cause that the terminal of the
callee sends a ring tone. The second call is designated in Fig. 1 with the designation
C. The successful establishment of a connection with the callee 2 is designated with
a designation D.

However, if the second call is not placed within the specified time window, the stored
identifier of the caller 1 is deleted again. A new calling attempt is correspondingly
treated like a first calling attempt, and again has to go through a check by the SPIT
defense system as described above. ‘

The described approach requires a standardization of the signal B, which is sent from
the callee 2 to the caller 1, and an expansion of the user interface of the terminal of
the caller 1 in order to show the received signal to the caller and possibly to provide a
mechanism for automatic generation of a second calling attempt. According to an
alternative approach, this is less convenient for the caller 1, but does not require a
standardization of signals. The SPIT defense system is provided so that a call from
an unknown caller is established, however, only for the purpose to transmit a
recorded language message from the callee 2, asking the caller 1 to call again within
a predetermined time window.

Fig. 2 shows a time axis in a schematic illustration, showing the time based operation
of a SPIT defense system in an exemplary manner. At the point in time, designated
t0, a first call attempt of a caller 1 comes in at the callee 2. Since the caller 1 is not
known to the callee 2, the call is initially declined as described above in detail, and a
waiting time and a subsequent time window for a second call attempt of the caller 1 is
determined. In a practical application, a point time, t1, and a point in time, t2, are
determined. A new calling attempt of a caller within the time interval between the
points in time t0 and t1 is finally declined. Calls within the time window, defined by
the points in time, t1 and t2, however, are accepted. The address of a party 1 calling
again between the points in time t1 and t2 can, on the one hand, be stored on the
side of the callee 2 in a white list, and future calls of this party can be connected with
the callee 2 without further checking.
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After the time window has expired, this means after the point in time t2, the stored
address of the caller 1 is deleted. A second call occurring after the point in time t2 of
the caller 1 is thus treated like a first call, and has to go through the SPIT check
again.

Many modifications and other embodiments of the invention set forth herein will come
to mind the one skilled in the art to which the invention pertains having the benefit of
the teachings presented in the foregoing description and the associated drawings.
Therefore, it is to be understood that the invention is not to be limited to the specific
embodiments disclosed and that modifications and other embodiments are intended
to be included within the scope of the appended claims. Although specific terms are
employed herein, they are used in a generic and descriptive sense only and not for
purposes of limitation.
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Claims

1. Method for establishing a connection oriented communication, preferably in
the form of a telephone connection via the Internet, between a first communication
partner as calling party, caller (1), and a second communication partner as called
party, callee (2), wherein the caller (1) directs a request for establishing a connection
to the callee (2),

characterized in thaton the side of the callee (2), after receiving the
request for establishing a connection, initially the origin of the request is checked,
and based on the result of the analysis it is decided whether to establish a
connection, or to decline the request temporarily.

2. Method according to claim 1, wherein it is checked in the context of the
analysis, whether the caller (1) is known to the callee (2).

3. Method according to claim 2, wherein a list is maintained on the part of the
callee (2), in which callers are listed, which are known to the callee (2).

4. Method according to claim 2 or 3, wherein a request received by the callee (2)
is temporarily declined, if the request comes from a caller (1), which is not known to
the callee (2).

5. Method according to any of claims 1 to 4, wherein a request received by the
callee (2) is temporarily declined, if a reverse DNS (domain name system) resolution
of the address of the caller (1) is not successful.

6. Method according to any of claims 1 to 5, wherein the caller (1) is informed
about the temporary declining of its request.

7. Method according to any of claims 1 to 6, wherein in case of a temporary
declining of an incoming request, a waiting period and a subsequent time window of
predeterminable lengths are determined for a second call of the caller (1).
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8. Method according to claim 7, wherein the caller (1) is requested to send a
second request for establishing a connection within the predetermined time window.

9. Method according to claim 7 or 8, wherein in case of a second request of the
caller (1) within the predetermined time window, the connection with the callee (2) is
established.

10.  Method according to any of claims 7 to 9, wherein the caller (1) is entered into
a white list, in case of a second request within the predetermined time window.

11.  Method according to any of claims 2 to 10, wherein in the context of the
signaling protocol for the connection oriented communication, a signal is provided,
which in case of a request for establishing a connection from the side of an unknown
caller (1), is sent to the caller (1), either by the callee (2), or by a signaling server in
the signaling path of the respective connection.

12. Method according to claim 11, wherein the sender of the signal stores an
identification of the caller (1), or an identification of one of the signaling servers,
which have forwarded the request for establishing a connection.

13.  Method according to claim 11 or 12, wherein on the side of the caller (1), when
receiving the signal, a second request for establishing a connection is automatically
sent within the predetermined time window.

14.  Method according to claim 12 or 13, wherein the stored identification of the
caller (1) is deleted in case no second request for establishing a connection is
transmitted by the caller (1) within the predetermined time window.

15.  Method according to any of claims 11 to 14, wherein a label assigned to the
caller (1) is added to the signal, wherein the connection, upon the second request for
establishing a connection, is established only in case the caller (1) uses the assigned
label.
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16. Method according to any of claims 11 to 15, wherein a challenge is added to
the signal, wherein the connection, upon the second request for establishing a
connection, is established only in case the caller (1) has resolved the challenge.

17.  Method according to any of claims 1 to 16, wherein the caller (1) is requested
by means of a recorded voice message to send a new request for establishing a
connection within the predetermined time window.

18. Method according to claim 17, wherein the recorded voice message is
provided in several different languages.

19. Method according to claim 18, wherein on the part of the caller (1) a preferred
language is designated in the context of the request for establishing a connection,
and wherein the recorded voice message is played in the preferred language.

20. Method according to any of claims 1 to 19, wherein on the part of the callee (2)
number codes are distributed to potential calling parties in advance, and wherein in
case of a request for establishing a connection, a connection is established, if the
analysis of the origin of the request yields that the caller (1) has a valid number code.

21.  Method according to any of claims 1 to 20, wherein on the part of the callee (2)
a white list is established in advance, and wherein in case of a request for
establishing a connection, a connection is established, if the analysis of the origin of
the request yields that the caller (1) is listed in the white list.

22. Method according to any of claims 1 to 21, wherein an unknown caller (1) is
requested to leave a message on the voice mail box of the callee (2).

23. Method according to any of claims 1 to 22, wherein the functions are provided
by a telecommunications service provider to customers as a value added service, or
as an additional chargeable service separately or bundled with other services.
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