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(57) Abstract: An extraction device (10) collects log groups from a computer under investigation. The extraction device
(10) then refers to a rule in which a plurality of signatures indicating attacks on computers are arranged in an order
characteristic of the attacks, and extracts log groups matching any of the signatures from the collected data. The extraction
device (10) then extracts, from among the extracted log groups, each log group for which the maximum length common
subsequence between the chronological signature sequence matched by the logs of the log group and the signature sequence
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indicated in the rule is the longest. The extraction device (10) then calculates, for each log group for which the maximum
length common subsequence with respect to the signature sequence indicated in the rule is the longest, the variance value
of the time difference between chronologically adjacent logs in the log group. The extraction device (10) then outputs,
as an attack trace candidate, the maximum length common subsequence of the log group for which the variance value is
the smallest among the extracted log groups.
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U RF
title: “wannacry service install”
detection:
f1:
system_evt_id: 7045
f2:
system_evt_service_name: “Microsoft Security Center (2.0) Service”
f3:
system_evt_service file: *mssecsvc.exex”
condition: f1 and f2 and 3

JL—IL 0 RFy

title: windows login
target: evt_system

?ﬂow:

B — fid 1 detection:
order: 1 fl: _
phase: Login fzt.arget. evt_system
file: winLogin.yml évent_id: 6005
B — fid2 f3:
order: 2 event_source: EventLog
phase: Download malware \ condition: f1 and f2 and f3
file: UpjkoCreated.yml
B - fid:3
order: 2

phase: Download malware
file: clgyCreated.yml

B - fid:4

order:

phase: Execution
file: cmdexe.yml

B - fid>b

order: 4

phase: Execution
file: netexe.yml

B — fid6
order: 4

phase: Execution
file: systeminfo.yml
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