(19 DANMARK (100 DK/EP 3447975 T3

(12) Overseettelse af
europaeisk patentskrift

Patent- og
Varemeaerkestyrelsen

(51) Int.CI.: HO04L 12/751 (2013.01) HO04 L 29/08 (2006.01)
(45) Oversaettelsen bekendtgjort den: 2021-09-13

(80) Dato for Den Europaeiske Patentmyndigheds
bekendtgarelse om meddelelse af patentet: 2021-07-21

(86) Europaeisk ansggning nr.: 18185541.2

(86) Europaeisk indleveringsdag: 2018-07-25

(87) Den europeaeiske ansggnings publiceringsdag: 2019-02-27
(30) Prioritet: 2017-08-25 SE 1751021

(84) Designerede stater: AL AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HR HU IE IS IT LI LT LU LV
MC MK MT NL NO PL PT RO RS SE SI SK SM TR

(73) Patenthaver: Telia Company AB, 169 94 Solna, Sverige
(72) Opfinder: TAMIZK AR, Babak, Gronbrinksgatan 2, 117 59 Stockholm, Sverige
(74) Fuldmaegtig i Danmark: Groth & Co KB, P.O. Box 6107, SE-102 32 Stockholm, Sverige
(54) Benaevnelse: FREMGANGSMADER OG APPARAT TIL ROUTING AF DATAPAKKER | EN NETVAERKSTOPOLOGI
(56) Fremdragne publikationer:
EP-A1-2 793 437

EP-A1- 2 863 614
WO-A1-2017/006081



DK/EP 3447975 T3



DK/EP 3447975 T3

DESCRIPTION

TECHNICAL FIELD

[0001] The present disclosure relates to the field of data communications, and in particular to
methods and apparatuses/devices for routing data packets in a network topology using an
improved routing protocol that is based on autonomous system numbers.

BACKGROUND

[0002] There exist hundreds of different network protocols created for supporting
communication between computers and other types of electronic devices. Routing protocols
are the family of network protocols that enable computer routers to communicate with each
other and in turn to intelligently forward traffic between respective networks. In general a
network routing protocol performs functions which include: discovery which means identifying
other routers on the network; routing management for keeping track of all possible destinations
(for network messages or data packets) along with some data describing the pathway; and
path determination for making dynamic decisions for where to send each network message or
data packet.

[0003] Examples of routing protocols include Interior Gateway Protocol (IGP) and Exterior
Gateway Protocol (EGP).

[0004] IGP is a routing protocol which is used to find network path information within an
autonomous system, for example a system of corporate local area networks. The gateways
(hosts with routers) use this protocol for exchanging routing information in-between. The
routing information can then be used by the Internet protocol (IP) or other network protocols to
specify how to route transmissions (or data packets). Known IGPs are Routing Information
protocol (RIP); Interior Gateway Routing Protocol (IGRP), Open Shortest Path First (OSPF)
and Intermediate System to Intermediate System (IS-IS). There is also an Enhanced IGRP
(EIGRP) which supports classless IP subnets and improves the efficiency of the routing
algorithms compared to IGRP.

[0005] EGP is a routing protocol which is used to find network path information between
different autonomous systems. EGP is commonly used in the Internet to exchange routing
table information. The Border Gateway Protocol (BGP) is an example of EGP. BGP detects
modifications to routing tables and selectively communicates those changes to other routers
over TCP/IP. Internet providers commonly use BGP to join their networks together.

[0006] Another way to route packets is by using Multi-Protocol Label Switching (MPLS) which
uses labels attached to packets to forward them through the network. The MPLS labels are
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advertised between routers. The |IP packets are prefixed by these labels and forwarding is
done on the basis of these labels and not by destination IP address that means forwarding of
packets is based on lookup of labels rather than a lookup of the IP addresses hence speeding
up the routing procedure. For example, if Router A wishes to send a data packet to Router E,
Router A will insert a header in the data packet with a label stack that contains information
about the data packet, where it came from, and where it is going. Router A will then send the
data packet to Router B, Router B will send the data packet to Router C, Router C will send the
data packet to Router D, and Router D will send the data packet to Router E. Each Router
strips away past labels and adds new ones in order to keep forwarding the data packet to
where it needs to go. Hence, within each router, the incoming label is examined and its next
hop is matched with a new label. The old label is replaced with the new label for the packet's
next destination, and then the freshly labeled packet is sent to the next router. Each router
repeats the process until the packet reaches an egress router.

[0007] There are however several problems with current routing protocols. For instance, they
require long list of entries in routing tables, and need to be updated whenever there are
changes in the network. Label switching using MPLS achieves faster routing but MPLS need to
be run over another routing protocol for it to work. This means that two protocols need to run in
parallel in each router and due to that the required resources are doubled. Further, in MPLS
each router needs to generate a new label to replace the old label as explained above. In BGP,
huge entries of routes need to replicate between BGP neighbors in order to build and update
the routing table, which requires a great amount of resources of routers. As a consequence,
the routing decision time increases. Also, any change in a network need to be communicated
to all other routers.

[0008] Prior art document EP 2793437 A1 discloses a method of operating a content
distribution system with a server controlled routing mechanism. The method includes:
collecting prefix entries from an autonomous system; receiving a content request to send a
particular digital content to a prefix, generating, at a host server, an opaque label based on the
autonomous system for an Internet Protocol (IP) packet of the digital content when the prefix is
listed in the prefix entries collected from the autonomous systems; and forwarding the IP
packet out of an egress interface of a network equipment, the egress interface is associated
with the opaque label.

[0009] There is therefore a need for new methods and apparatuses of routing packets in a
network topology that require less consumption of resources, achieve fast routing of packets
through fast decision making at each router and provide reduction in size of routing tables.

SUMMARY

[0010] The invention provides a method for routing of data packets in a network topology per
claim 1, a method performed by an edge router device per claim 9 and corresponding edge
router device per claim 12. Dependent claims describe preferred embodiments of the
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invention.

[0011] An advantage with embodiments herein is that when the data packet leaves the source
edge router device, the destination IP address of the destination host to which the data packet
is to be delivered is not used by any hop router device, except for the destination router device.
A hop router device or transit router device only needs to determine from its routing table the
address of next hop router to which the data packet is to be sent.

[0012] Another advantage is that the routing tables are smaller in size as compared to prior art
routing tables. This is since the routing table according to embodiments herein does not
include network IDs (IP network addresses). This means that all network IDs (IP network
addresses) associated to a AS can be merged to just one entry which is the AS number. This
leads to that the routing is quicker as decision making in each router is fast. Also, less CPU and
RAM resources are required by each router.

[0013] Another advantage with embodiments herein is that there is no need to replace the AS
number for each data packet passing a router. Hence, the AS number inserted by the source
host or the source edge router in the data packet is only removed by the destination router.
Intermediate or transit routers do not change the content of the data packet at Layer 2.5 or
Layer 3.

[0014] Additional advantages achieved by the invention will become apparent from the
following detailed description when considered in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] Example of embodiments herein are described in more detail with reference to attached
drawings in which:

Figure 1
is an example of a network topology wherein embodiments of the present invention may
be employed.
Figure 2
illustrates a flowchart of a method according to embodiments of the present invention.
Figure 3
illustrates a flowchart of a method performed by a source host device according to some
embodiments herein.
Figure 4
illustrates a flowchart of a method performed by a source edge router device according
to some embodiments herein.
Figure 5
illustrates a flowchart of a method performed by a hop router device according to some
embodiments herein.
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Figure 6
illustrates a block diagram of a source host device according to some embodiments
herein.

Figure 7
illustrates a block diagram of an edge router device according to some embodiments
herein.

Figure 8
illustrates a block diagram of a hop router device according to some embodiments
herein.

DETAILED DESCRIPTION

[0016] In the following, a detailed description of the exemplary embodiments is presented in
conjunction with the drawings to enable easier understanding of the solutions(s) described
herein.

[0017] Referring to Figure 1, there is illustrated an example of a network or system topology
wherein embodiments herein may be employed.

[0018] Hereinafter, is described, according to embodiments herein, a new method for routing
data packets in a network topology. According to embodiments herein, each router is
configured to build a BGP routing table based on Autonomous System numbers (AS numbers
or ASNs) instead of network IDs. The routing decisions performed by the routers are based on
AS numbers.

[0019] Figure 1 depicts five autonomous systems, AS 1717, AS 1818, AS 1919, AS 2121 and
AS 2222. To each AS is associated an AS edge router device. AS edge router device R-17 is
associated to AS 1717, R-18 is associated to AS 1818, R-19 is associated to AS 1919, R-21 is
associated to AS 2121 and R-22 is associated to AS 2222.

[0020] As shown, to each router device/apparatus and within each AS, a plurality of IP
addresses or network IDs are dedicated.

[0021] For example, in AS 1717, three IP addresses are dedicated 177.177.0.0; 277.277.0.0
and 17.17.0.17. PC-17 which can be any type of host device is depicted having IP address
17.17.0.17. Although host device PC-17 is depicted as a laptop, a host can take any form of
communication device such as a smartphone or a stationary computer, a server etc.

[0022] AS 2222 is shown hosting a computer SRV-22 connected to router R-22. In this
example SRV-22 is hosting a domain name called Babak-22.com as network name or DNS
name and 22.22.0.22 as |IP address.
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[0023] In the following, an overview of a procedure for routing data packets according to prior
art is described followed by an overview of a method for routing data packets based on AS
numbers in accordance with some embodiments herein followed by an example applying the
principles of the present invention in a network topology such as the one shown in figure 1.

[0024] Assume that PC-17 in AS 1717 wants to send data packets to SRV-22 (Babak-22.com)
in AS 2222. In this case PC-17 is a source host device having IP address 17.17.0.17 and SRV-
22 is the destination host having IP address 22.22.0.22.

[0025] In a simple scenario according to prior art method, PC-17 looks up the IP address of
SRV-22 by sending a query to a local or a global DNS (Domain Name System) server and
creates a data packet.

[0026] An example of the DNS query is shown below:
DNS query from PC-17

Name IP
Babak-22.com 7?77

[0027] An example of a DNS server response to PC-17 is shown below:
DNS response to PC-17

Name IP
Babak-22.com 22.22.0.22

[0028] An example of a data packet that is created by PC-17 is depicted below:
PC-17 ready to send out data packet:

L2 L3
Destination MAC Source MAC Source IP Destination IP
R-17 mac PC-17 mac 17.17.0.17 22.22.0.22

[0029] The data packet includes at L2 (Layer 2) the destination MAC (Medium Access Control)
address of the closest edge router, which is R-17, and the source MAC address of PC-17. The
data packet also includes at L3, the source IP address (of PC-17) 17.17.0.17 and the
destination IP address (of SRV-22) which is 22.22.0.22. Note that for simplicity, the content of
the data packet in terms of payload etc. is not shown since the embodiments herein are not
restricted to any type of payload, instead the focus here is to describe how data packets are
routed.

[0030] PC-17 sends the data packet to its default source edge router which is R-17 (see figure
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1.

[0031] Upon receiving the data packet, R-17 looks at its BGP routing table and sends the data
packet to the next hop router. As shown in the routing table of R-17, for destination network
address or network ID 22.22.0.0/24, the next hop router is R-19 (underlined in the table).

R-17 AS Routing table

Destination Network ID (address) Next hop
18.18.0.0/24 R-18
118.118.0.0/24 R-18
218.218.0.0/24 R-18
19.19.0.0/24 R-19
119.119.0.0/24 R-19
219.219.0.0/24 R-19
21.21.0.0/24 R-18
121.121.0.0/24 R-18
221.221.0.0/24 R-18
22.22.0.0/24 R-19
122.122.0.0/24 R-19
222.222.0.0/24 R-19

[0032] When transit router or next hop router R-19 receives the data packet, the same
procedure is performed as that of router R-17 i.e. R-19 performs a look up in its BGP routing
table and sends the data packet to the subsequent next hop router which is router R-22. Since
R-22 is the destination router, R-22 delivers the data packet to the destination address of SRV-
22 which is 22.22.0.22.

[0033] As can be seen in the above BGP routing table, router R-17 in AS 1717 includes all
individual IP network addresses hosted by AS 1818, AS 1919, AS 2121 and AS 2222. The size
of the table is thus large. The routing table becomes larger whenever new network IDs are
introduced in the network topology.

[0034] Below is described a new method of routing packets in a network topology according to
embodiments herein, which is more efficient, faster, and which requires less resources and
also less entries in the BGP routing tables of the routers.

[0035] Instead of having all IP network addresses in the BGP routing table for every network
under a AS, we can have just one route to know how to reach the destination AS. This means
that all IP network addresses or network IDs under a AS are represented, in a routing table, by
a single number which is the AS number. Also, a router builds its BGP routing table based on
what is the best route to reach to the different autonomous systems and not based on the best
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route for every individual network under different autonomous systems. This way, the BGP
routing table is significantly smaller. This leads to that the BGP process is more efficient and
faster as compared to prior art method described earlier.

[0036] Figure 2 depicts the main steps of the method according to the embodiments herein
which include:

(201) sending a request to a server for requesting a AS number of a AS to which a destination
host belongs, said request including a name of the destination host or an IP destination
address of the destination host; the AS number of the AS is also referred to here as the
destination AS number;

(202) receiving a response including the AS number;
(203) inserting the AS number at Layer 2.5 (L2.5) of a data packet, and

(204) sending the data packet including the AS number i.e. the destination AS, a source IP
address and the IP destination address towards the AS hosting the IP destination address.

[0037] There are several ways on how to retrieve the AS number.

[0038] In an exemplary embodiment, assume that PC-17 wants to send a data packet to SRV-
22 having public DNS name: Babak-22.com.

[0039] 1) We know that one of the most important tasks of a DNS server is to map the domain
name to the IP address as previously described. But with the new method, we change or
redesign the DNS system so that the DNS server provides not only the IP number of the
destination host but also the AS number hosting the destination host. Hence, the source host
device PC-17 sends a request or query to a DNS server for requesting the AS number, the
request or query includes the DNS name of the destination host SRV-22. A simplified example
of the DNS query is shown below:

[0040] New version of DNS query from PC-17
Name IP AS Number
Babak-22.com ??77? 2?77

[0041] 2) The DNS server, according to this embodiment, sends a response to PC-17. The
DNS server response is exemplified below:

[0042] New version of DNS response to PC-17
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Name IP AS Number
Babak-22.com 22.22.0.22 2222

[0043] As an example, the DNS server retrieves the AS number from a IANA (Internet
Assigned Numbers Authority) server by sending e.g. the IP address or the DNS name to the
IANA. The IANA server looks up the AS number and provides the DNS server with the AS
number that is associated to the DNS name or to the IP address.

[0044] 3) When PC-17 receives the DNS response, it inserts the destination AS number
between Layer 2 and Layer 3 i.e. at Layer 2.5 of the data packet and sends the data packet
towards the AS hosting the IP destination address of SRV-22. An example of the structure of
the data packet is shown below:

PC-17 read to send out packet - (Next Generation

L2 L 2.5 L3
Destination MAC §{Source MAC {Destination AS jSource IP Destination IP
R-17 mac PC-17 mac 2222 17.17.017 §{22.22.0.22

[0045] As depicted, the data packet includes the destination AS 2222 at Layer 2.5. The data
packet also includes the destination IP address of SRV-22, the MAC address of R-17, the MAC
address of PC-17 and the destination IP address of the host.

[0046] When the closest router device R-17, which is the source edge router device, receives
the data packet, it looks at the L2.5 part of the packet to see what the destination AS is. R-17
then determines, from the AS BGP routing table, the next hop router for this destination AS
number to which the data packet is to be forwarded based on the AS number, and sends the
data packet to the next hop router.

[0047] As previously explained, the edge router device R-17 for AS 1717 uses BGP. The new
BGP routing table is built based on destination AS numbers instead of destination network IP
addresses. In this case the simplified routing table is shown below:

R-17 AS new Routing table

AS Number Next hop
2222 R-19
2121 R-18
1818 R-18
1919 R-19

[0048] As seen from the table above, no IP network address is listed in the table i.e. all IP
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network addresses under a AS are represented by the AS number. It is also clear that the
routing table is much smaller compared to prior art BGP tables. This also improves the BGP
processing. Further, R-17 does not need to open the data packet at Layer 3.

[0049] 4) From the table above, and based on the destination AS number AS 2222, the source
edge router R-17 determines, from L2.5 part of the packet, that the next hop router is R-19
(underlined in the table). The data packet to be sent from R-17 to R-19 is exemplified below:
R-17 ready to send out packet:

L2 L25 L3
Destination MAC {Source MAC |{Destination AS {Source IP Destination IP
R-19 R-17 mac 2222 17.17.017 {22.22.0.22

[0050] 5) When the next hop router R-19 receives the data packet, it just looks at L2.5 to
determine which AS number is indicated as destination AS. Since the AS number 2222 differs
from the AS number associated to router R-19 (which is AS 1919), router device R-19
determines from its own AS BGP routing table, the subsequent next hop router to which the
data packet is to be forwarded and sends the data packet to the subsequent next hop router
We ca see here there is no change on L2.5 and L3 part of the packet. Transit routers don't
change anything in the packet except L2 which is normal. Below is shown the R-19 AS BGP
routing table:

R-19 AS new Routing table

AS Number Next hop
2222 R-22
2121 R-22
1818 R-17
1717 R-17

[0051] As depicted, the subsequent next hop router device is R-22.

[0052] The packet that is sent to R-22 is exemplified below:
R-17 ready to send out packet:

L2 L25 L3
Destination MAC {Source MAC iDestination AS {Source IP Destination IP
R-22 R-19 mac 2222 17.17.017 {22.22.0.22

[0053] 6) When the packet reaches R-22, this router looks at L2.5 and because the AS
number AS 2222 indicated in the packet corresponds (i.e. is equal) to the AS number
associated to router R-22, router R-12 removes the AS number 2222 and looks at L3 to
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determine the IP destination address of the destination host SRV-22 which is 22.22.0.22.
Router device R-12 (destination router) then sends/delivers the data packet to the destination
host.

[0054] As clear from above, BGP routing tables are significantly smaller because they include
the destination AS numbers instead of individual destination IP network addresses (network
IDs) under a AS.

[0055] Having smaller topology table enables the routing protocol algorithm to run faster. In
addition, less resources from routers are required to find the best route i.e. this improves the
communications/conversations between routers.

[0056] Further, any change in network IDs under a AS does not affect the size of the table. In
addition, changes in networks IDs do not require update or replication between the BGP
routers, and there is no need to re-run the BGP algorithms due to those changes.

[0057] Another advantage is that ACL (Access Control List), PBR (Policy Base Routing) and
QoS (Quality of Service) can process much faster and efficiently when the filter is a group of
networks/ASs. And the filter is applied on L2.5 where the AS number is indicated. Hence, in
many cases decisions are made in L2.5 instead of L3.

[0058] For instance when an ACL/PBR is created on a router to apply a specific destination
network ID, transit networks do not need to look in L3 to check if the ACL/PBR is a match for
them or not. Instead, with the new method, only the router belonging to the destination AS
looks in L3.

[0059] For instance assume that we have an ACL on a router to block traffic destined to IP
18.18.0.18. With just this one ACL line, all packets passing through the router need, according
to prior art, to be looked up at L3 to see if their destination address is 18.18.0.18 or not. But
with the new method according to the embodiments herein, only those packets that include a
AS number of an AS hosting IP address 18.18.0.18 need to be looked up at L3. The filtering
thus applies on L2.5 for decision making instead of L3.

[0060] Summary of the actions performed by a source host device (e.g. PC-17) in conjunction
with Figure 3 includes:

(301) Sending a request to a DNS server for requesting a AS number of a destination AS, the
request including the name or the IP address of the destination host (e.g. SRV-22);

(302) Receiving a response from the DNS server, the response including the AS number i.e.
the destination AS number, the destination IP address and the name of the destination host;

(303) Inserting the AS number at L2.5 of a data packet, and

(304) Sending the data packet to a source edge router device, the data packet includes the
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destination AS number, the destination IP address and the IP address of the source edge
router device that is connected to the source host device.

[0061] Instead of the source host device requesting the (destination) AS number, a AS look-up
task can be given to the source edge router device in accordance with another embodiment.
This means that the source host device (e.g. PC-17) generates a standard data packet with no
additional field and sends the packets to its default gateway which is the source edge router
device (e.g. R-17). Then the edge router device determines a AS number of a AS to which the
destination host belongs based on the IP destination address of this destination host.

[0062] For example, the source edge router device may send a request to a IANA server or
any other online "AS number lookup" website of a server to retrieve the AS number for the
destination IP address indicated in the data packet.

[0063] In another example, the source edge router device requests the AS number from a
local AS number resolver server which can have a connection to the IANA server or to an
online "AS number lookup" website or a server. This is similar to DNS technology where there
is an internal DNS server that responds to a local query. The AS number resolver server may
be internal to the edge routers or be externally connected to the edge routers.

[0064] When the source edge router device retrieves the AS number, it inserts it at L2.5 of the
packet received from the source host device. Then, the edge router determines from a AS
routing table, based on the AS number, the next hop router device to which the data packet is
to be forwarded and, sends the data packet including the destination AS number, a source IP
address of the source host device and the IP destination address of the destination host to the
next hop router device.

[0065] An advantage with the above embodiment is that there is no need for the source host
device to change the packet format. The AS number(s) can be cached locally on the router for
a defined period of time to use for some other similar queries.

[0066] It should be mentioned that from a security point of view security policies may need to
be amended to let the router device have a direct connection to internet to look up the AS
number. The security policies for the routers are outside the scope of the embodiments of the
present invention.

[0067] Summary of the actions described above and performed by a (source) edge router
device (e.g. R-17) in conjunction with Figure 4 includes:

(401) Receiving a data packet from a source host device (e.g. PC-17), the data packet
including an IP destination address of a destination host (e.g. SRV-222);

(402) Determining a (destination) AS number to which the destination host belongs based on
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the IP destination address of the destination host. As previously described this may be done by
querying a AINA server or a "ASN lookup" website of a server or a local AS number resolver
server.

(403) Inserting the AS number at Layer 2-5 of the data packet;

(404) Determining from a AS routing table, based on the AS number, a next hop router device
to which the data packet is to be forwarded; and

(405) Sending the data packet including the AS number i.e. the destination AS number, a
source |P address and the destination IP address of the destination host to the next hop router
device.

[0068] Referring to Figure 5, there is illustrated the main steps performed by the (next) hop
router device in accordance with embodiments herein.

(501) Receiving a data packet, the data packet including a destination AS number at Layer 2.5
of the packet and an IP address of a destination host;

(502) Comparing the AS number with a AS number associated to the hop router device. As
shown in step (502) the hop router device checks if the AS number in the data packet is equal
or not to the AS number associated to the next hop router device.

(503) if the AS number in the data packet differs (indicated by NO) from the AS number
associated to the next hop router, determining from the AS routing table of the hop router
device, the address of a subsequent next hop router device to which the data packet is to be
forwarded and sending the data packet to the subsequent next hop router device.

(504) if the AS number in the data packet corresponds (indicated by YES) to the AS number
associated to the next hop router device, removing the AS number from the packet and
forwarding the data packet to the IP destination address of the host within the AS.

[0069] The present invention also relates to a (source) host device 600 to perform the method
steps previously described in conjunction with figure 3. An exemplary block diagram of a
(source) host device 600 is depicted in Figure 6. As shown the device 600 may be any type of
communication device such as a PC, a laptop, a smartphone, a stationary computer, a server
etc.

[0070] The host device 600 comprises a processing circuit or a processing module or a
processor 610; a memory module 620; a receiver circuit or receiver module 640; a transmitter
circuit or transmitter module 650; and a transceiver circuit or transceiver module 630 which
may include the transmitter circuit 650 and the receiver circuit 640. The host device 600 may
support any radio access technology including 2G, 3G, 4 G, 5G, Wifi, Wimax or a combination
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thereof.

[0071] The processing module/circuit 610 includes a processor, microprocessor, an application
specific integrated circuit (ASIC), field programmable gate array (FPGA), or the like, and may
be referred to as the "processor 610". The processor 610 controls the operation of the host
device 600 and its components. Memory (circuit or module) 620 includes a random access
memory (RAM), a read only memory (ROM), and/or another type of memory to store data and
instructions that may be used by processor 610. In general, it will be understood that the host
device 600 in one or more embodiments includes fixed or programmed circuitry that is
configured to carry out the operations in any of the embodiments disclosed herein.

[0072] The processor 610 is configured to execute computer program instructions from a
computer program stored in a non-transitory computer-readable medium that is in, or is
accessible to the processing circuitry. Here, "non-transitory” does not necessarily mean
permanent or unchanging storage, and may include storage in working or volatile memory, but
the term does connote storage of at least some persistence. The execution of the program
instructions stored in the memory specially adapts or configures the processor 610 to carry out
the operations of the host device 600 disclosed herein. Further, it will be appreciated that the
host device 600 may comprise additional components not shown in Figure 6.

[0073] The source host device 600 by means of processor 610 is operative send a request to
a DNS server for requesting a AS number of an AS to which a destination host belongs. The
request includes a name and/or the IP destination address of the destination host. The
processor 610 is further operation to receive, from the DNS server, a response including the
AS number, an IP destination address of the destination host and a name of the destination
host. The processor 610 is operative to insert the AS number at Layer 2.5 of a data packet and
to send the data packet including the AS number, a source destination address of the source
host device 600 and the IP destination address of a source edge router that is connected to
the source host device. Additional actions performed by the source host device have already
been described and need not be repeated.

[0074] There is also provided a computer program comprising instructions which when
executed on at least one processor 610 of the source host device 600 according to
embodiments herein, cause the at least one processor 610 to carry out the method previously
described. Also, a carrier containing the computer program is provided, wherein the carrier is
one of a computer readable storage medium; an electronic signal, optical signal or a radio
signal.

[0075] The present invention also relates to a (source) edge router device 700 to perform the
method steps previously described in conjunction with figure 4. An exemplary block diagram of
a (source) edge router device 700 is depicted in Figure 7.

[0076] The edge router device 700 comprises a processing circuit or a processing module or a
processor 710; a memory module 720; a receiver circuit or receiver module 740; a transmitter
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circuit or transmitter module 750; and a transceiver circuit or transceiver module 730 which
may include the transmitter circuit 750 and the receiver circuit 740. The source edge router
device 700 may support any radio access technology including 2G, 3G, 4 G, 5G, Wifi, Wimax,
or a combination thereof.

[0077] The processing module/circuit 710 includes a processor, microprocessor, an application
specific integrated circuit (ASIC), field programmable gate array (FPGA), or the like, and may
be referred to as the "processor 710". The processor 710 controls the operation of the edge
router device 700 and its components. Memory (circuit or module) 720 includes a random
access memory (RAM), a read only memory (ROM), and/or another type of memory to store
data and instructions that may be used by processor 710. In general, it will be understood that
the source edge router 700 in one or more embodiments includes fixed or programmed
circuitry that is configured to carry out the operations in any of the embodiments disclosed
herein.

[0078] The processor 710 is operative to receive a data packet from a source host device 600,
the data packet including an IP destination address of a destination host. The processor 710 is
further operative to determine a AS number of a AS to which the destination host belongs
based on the IP address of the destination host; to inset the AS number at Layer 2.5 of the
data packet; to determine from a AS routing table, based on the AS number, the address of the
next hop router device to which the data packet is to be forwarded and to send the data packet
including the AS number, a source IP address of the source host device and the IP address of
the destination host to the next hop router device 800. The processor 710 is operative to
determine the AS number by sending a request or query to a IANA server or to a "AS number
lookup" website of a server, the request or query comprising the IP address of the destination
host. Alternatively, the processor 710 is operative to determine the AS number by requesting
the AS number from a local AS number resolver server that it connected to a IANA server.

[0079] There is also provided a computer program comprising instructions which when
executed on at least one processor 710 of the source edge router device 700 according to
embodiments herein, cause the at least one processor 710 to carry out the method previously
described. Also, a carrier containing the computer program is provided, wherein the carrier is
one of a computer readable storage medium; an electronic signal, optical signal or a radio
signal.

[0080] The present invention also relates to a (next) hop router device 800 to perform the
method steps previously described in conjunction with figure 5. An exemplary block diagram of
a (next) hop router device 800 is depicted in Figure 8.

[0081] The hop router device 800 comprises a processing circuit or a processing module or a
processor 810; a memory module 820; a receiver circuit or receiver module 840; a transmitter
circuit or transmitter module 850; and a transceiver circuit or transceiver module 830 which
may include the transmitter circuit 850 and the receiver circuit 840. The hop router device 800
may support any radio access technology including 2G, 3G, 4 G, 5G, Wifi, Wimax, or a
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combination thereof.

[0082] The processing module/circuit 810 includes a processor, microprocessor, an application
specific integrated circuit (ASIC), field programmable gate array (FPGA), or the like, and may
be referred to as the "processor 810". The processor 810 controls the operation of the hop
router device 800 and its components. Memory (circuit or module) 820 includes a random
access memory (RAM), a read only memory (ROM), and/or another type of memory to store
data and instructions that may be used by processor 810. In general, it will be understood that
the hop router device 800 in one or more embodiments includes fixed or programmed circuitry
that is configured to carry out the operations in any of the embodiments disclosed herein.

[0083] The processor 810 is operative to receive a data packet including a AS number at
Layer 2.5 and an IP destination address of a destination host. The processor is further
operative to compare the AS number with a AS number associated to the hop router device
800. If the AS included in the data packet differs from a AS number associated to the hop
router device 800, the processor 810 is operative to determine from a AS routing table, the
address of a subsequent next hop router device to which the data is to be forwarded and to
send the data packet to the subsequent next hop router device. If the AS number included in
the data packet corresponds (is equal) to the AS number associated to the hop router device
800, the processor 810 is operative to remove the AS number from the data packet and to
forward the data packet the IP destination address of the destination host.

[0084] There is also provided a computer program comprising instructions which when
executed on at least one processor 810 of the hop router device 800 according to
embodiments herein, cause the at least one processor 810 to carry out the method previously
described. Also, a carrier containing the computer program is provided, wherein the carrier is
one of a computer readable storage medium; an electronic signal, optical signal or a radio
signal.

[0085] Throughout this disclosure, the word "comprise” or "comprising" has been used in a
nonlimiting sense, i.e. meaning "consist at least of'. Although specific terms may be employed
herein, they are used in a generic and descriptive sense only and not for purposes of limitation.
In particular, the embodiments herein may be applicable is any wired or wireless systems,
including 2G, 3G, 4G, 5G, Wifi, WiMax etc.
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FREMGANGSMADER OG APPARAT TIL ROUTING AF DATAPAKKER | EN
NETVARKSTOPOLOGI

Patentkrav

1. Fremgangsmade til routing af datapakker i en netveerkstopologi, hvilken
fremgangsmade omfatter:
pa en ferste enhed i netveerket
— (201) afsendelse af en anmodning til en server med anmodning om et autonomt
system-(AS)-tal for et AS, til hvilket en malveert tilherer, idet anmodningen
indbefatter et navn pa malveerten eller en IP-maladresse pa malveerten;
— (202) modtagelse af et svar, der indbefatter AS-tallet;
— (203) indfejelse af AS-tallet mellem lag 2 og lag 3, dvs. pa lag 2,5 i en datapakke;
— (204) afsendelse af datapakken, der indbefatter AS-tallet, en kilde-IP-adresse og
IP-méaladressen, hen til det AS, som hoster IP-maladressen;
pa en routerenhed i netvaerket
— (601) modtagelse af en datapakke, idet datapakken indbefatter et mal-AS-tal pa
lag 2,5 i pakken og en IP-adresse pa en malveert;
— (504) fiernelse, nar mal-AS-tallet svarer til det AS-tal, der er associeret med
routerenheden, af AS-tallet fra datapakken og videresendelse af datapakken til IP-

maladressen pa malveerten inden for AS'et.

2. Fremgangsmade ifelge krav 1, hvor den ferste enhed er en kildevaertsenhed, og hvor
serveren er en DNS-server, og svaret fra DNS-serveren yderligere indbefatter mal-IP-
adressen og malvaertens navn.

3. Fremgangsmade ifelge krav 2, hvor afsendelse (204) af datapakken, der indbefatter
AS-tallet, omfatter afsendelse af datapakken til en kildekantrouterenhed, som er tilsluttet
kildeveertsenheden, og hvor kildekantrouterenheden, ud fra en AS-routingtabel,

bestemmer den naeste hop-routerenhed, til hvilken datapakken skal videresendes,
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baseret pa AS-tallet, og hvor kildekantrouteren afsender datapakken, der indbefatter AS-
tallet, til den naeste hop-routerenhed.

4. Fremgangsmade ifalge krav 1, hvor den ferste enhed er en kildekantrouterenhed, der
er tilsluttet en kildeveertsenhed, som sendte datapakken, og hvor serveren er en IANA-

server.

5. Fremgangsmade ifelge krav 4, der yderligere omfatter bestemmelse, ud fra en AS-
routingtabel for kildekantrouterenheden, af den naeste hop-routerenhed, til hvilken
datapakken skal videresendes, baseret pa AS-tallet, og hvor kildekantrouterenheden

afsender datapakken, der indbefatter AS-tallet, til den naeste hop-routerenhed.

6. Fremgangsmade ifelge krav 1, hvor den fgrste enhed er en kildekantrouterenhed, og

hvor serveren er en lokal AS-tal-resolver-server, der er tilsluttet en IANA-server.

7. Fremgangsmade ifelge krav 6, der yderligere omfatter bestemmelse, ud fra en AS-
routingtabel for kildekantrouterenheden, af den naeste hop-routerenhed, til hvilken
datapakken skal videresendes, baseret pa AS-tallet, og hvor kildekantrouterenheden
afsender datapakken, der indbefatter AS-tallet, til den naeste hop-routerenhed.

8. Fremgangsmade ifelge krav 3, 5 eller krav 7, der, hvis det AS-tal, der er indbefattet i
datapakken, som modtages af routerenheden, adskiller sig fra et AS-tal, der er associeret
med routerenheden, omfatter bestemmelse, ud fra en AS-routingtabel for routerenheden,
af adressen pa en efterfelgende naeste hop-routerenhed, til hvilken datapakken skal
videresendes; og hvor routerenheden afsender datapakken til den efterfelgende naeste
hop-routerenhed.

9. Fremgangsmade udfert af en kantrouterenhed (700) til routing af en datapakke i en
netveerkstopologi, hvilken fremgangsmade omfatter:
— (401) modtagelse af en datapakke fra en kildeveertsenhed (600), idet datapakken

indbefatter en IP-adresse pa en malveert;
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— (402) bestemmelse af et AS-tal for et AS, til hvilket malveerten tilhgrer, baseret
pa malveertens IP-adresse;

— (403) indfejelse af AS-tallet mellem lag 2 og lag 3, dvs. pa lag 2,5 i datapakken;
— (404) bestemmelse, ud fra en AS-routingtabel, baseret pa AS-tallet, af den neeste
hop-router (800), til hvilken datapakken skal videresendes;

— (405) afsendelse af datapakken, der indbefatter AS-tallet, en kilde-IP-adresse pa
kildeveertsenheden og malvaertens IP-adresse, til den naeste hop-routerenhed
(800);

— (501) modtagelse af en anden datapakke, idet den anden datapakke indbefatter
et mal-AS-tal pa lag 2,5 i datapakken og en IP-adresse pa en malveert;

— (504) fiernelse, nar mal-AS-tallet svarer til det AS-tal, der er associeret med
kantrouterenheden, af AS-tallet fra den anden datapakke og videresendelse af den

anden datapakke til IP-maladressen pa veerten inden for AS'et.

10. Fremgangsmade ifelge krav 9, hvor bestemmelse af AS-tallet omfatter afsendelse af

en anmodning til en IANA-server, idet anmodningen indbefatter malveertens IP-adresse.

11. Fremgangsmade ifelge krav 9, hvor bestemmelse af AS-tallet omfatter anmodning
om AS-tallet fra en lokal AS-tal-resolver-server, der er tilsluttet en IANA-server.

12. Kantrouterenhed (700) til routing af en datapakke i en netveerkstopologi, idet
kantrouterenheden (700) omfatter en processor (710) og en hukommelse (720), hvor
hukommelsen (720) indeholder instruktioner, som kan afvikles af processoren (710), hvor
kantrouterenheden (700) kan:

— modtage en datapakke fra en kildeveertsenhed (600), idet datapakken indbefatter

en |IP-adresse pa en malveert;

— bestemme et AS-tal for et AS, til hvilket malvaerten tilherer, baseret pa

malveertens |P-adresse;

— indfeje AS-tallet mellem lag 2 og lag 3, dvs. pa lag 2,5 i datapakken;

— bestemme, ud fra en AS-routingtabel, baseret pa AS-tallet, adressen pa den

naeste hop-routerenhed (800), til hvilken datapakken skal videresendes,
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— sende datapakken, der indbefatter AS-tallet, en kilde-IP-adresse pa kildeveerten
og malvaertens IP-adresse, til den nasste hop-routerenhed (800);

— modtage en anden datapakke, idet den anden datapakke indbefatter et mal-AS-
tal pa lag 2,5 i datapakken og en IP-adresse pa en malveert;

— fjerne, nar mal-AS-tallet svarer til det AS-tal, der er associeret med
kantrouterenheden, AS-tallet fra datapakken og videresende datapakken til IP-

maladressen pa veerten inden for AS'et.

13. Kantrouterenhed (700) ifslge krav 12, hvor processoren (710) kan bestemme AS-
tallet ved afsendelse af en anmodning til en IANA-server, idet anmodningen indbefatter
malvaertens |P-adresse.

14. Kantrouterenhed (700) ifslge krav 12, hvor processoren (710) kan bestemme AS-
tallet ved at anmode om AS-tallet fra en lokal AS-tal-resolver-server, der er forbundet
med en IANA-server.
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