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MOBILE UNIT CONFIGURATION MANAGEMENT FOR WLANS

This application is a continuation-in-part of U.S. patent application serial
No. 10/215,701 entitled Mobile Unit ConfiguFation Management for WLANS, filed
August 9, 2002, which is hereby incorporated by reference in its entirety for each
of its teachings and embodiments.

FIELD OF THE INVENTION

The present invention relates to the management of configurations of mobile
units operating in a Wireless Local Area Network (WLAN) environment. More
specifically, the invention relates to a system for managing hardware and software

configurations.to enforce configuration management policies on mobile units.

BACKGROUND OF THE INVENTION

WLANSs are now in common use in both large and small businesses, as
public Internet access points, and in home environments. Millions of access points
and mobile units are now deployed. Enterprises commonly deploy wireless access
points on one or more sub-networks often at multiple geographic locations. There
also is a growing trend toward employing Wireless Local Area Network (WLAN)

technology for public Internet access points used by travelers or other mobile users.

In a WLAN, one or more base stations or Access Points (AP) bridge between
a wired network and radio frequency or infrared connections to one or more mobile
stations or Mobile Units (MU). The MUs can be any of a wide variety of devices
including, laptop computers, personal digital assistants, wireless bar code scanners,
wireless point of sale systems or payment terminals, and many other specialized
devices. Most WLAN systems used in business and public access environments
adhe’re' to one or more of the IEEE 802.11 family of specifications,

In a typical corporate environment the mobile units roam between the one or
more sub-networks used by that enterprise. Often times, the environments and

services for these sub-networks. are significantly different. The configuration
: 1.
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requirements for both hardware and software for the mobile units can therefore
change significantly between sub-networks. Management of these configurations
for large numbers of mobile units using a large number of sub-networks can be a
significant problem. This problem is made more difficult by the fact that third party
service providers operate some sub-networks used by the mobile units, while other
networks are operated by the enterprise itself. Finally, any practical WLAN

configuration management system must provide a method to update the software
and configuration information on the mobile units.

Dynamic configuration management of nodes on local area networks is
widely practiced. Several examples of well-established dynamic configuration
management protocols are known. One widely deployed example.is the BOOTP
protocol (see RFC951) and its extensions (see for example RFC2132) that allow a _
server to configure parameters and load files onto- a network node under
management. However, these protocols, and the related Dynamic Host
Configuration Protocol (DHCP; RFC2131) only opefate at startup or boot time of the

network node and do not attempt to control network access based on the
configuration management policies.

Many standard network management tools include dynamic network node
configuration management capabilities. Some examples of these tools include the
OpenView from Hewlett Packard, the Tivioli network management products from
IBM, and the Uniéenter management product from Computer Associates. In all
cases, these products rely on an existing network connection (i.e. sockets over a
TCP/IP protocol) and therefore, none of these products can limit network access
based on énforcement of configuration management policies.

US5367635 to Bauer and Kepke disclbses a system using the Simple
Network Management Protocol (SNMP) to manage configuration parameters-and
files on network nodes. This system requires an. existing TCP/IP connection for

SNMP sessions, and therefore cannot limit network access based on enforcement
of configuration management policies.
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In US5651006 to Fujino, et. al., a hierarchical network management system
is disclosed, wherein one or more sérvers distributed over a hierarchy of sub-
networks uses the SNMP protocols to manage the configurations of the nodes on
a sub-network specific basis. This system requires an existing TCP/IP connection
for SNMP sessions, and therefore cannot limit network access based on

enforcement of configuration management policies.

US5655081 to Bonnell, et. al., discloses a system, wherein a network
management server uses agents executing a set of specific. scripts on network
nodes to discover and manage the use of network services. This system requires
an existing network connection or sessions (usually runhing over the TCP/IP
protocol), and therefore cannot limit network access based on enforcement of
configuration management policies,

US5872931 to Chivaluri discloses a system, wherein a hierarchy of
management agents attempts to autonomously run corrective scripts when a fault
is detected. This system does not attempt to limit network access based on
enforcement and focuses on correction of fault rather than enforcement of
configuration management policies.

SUMMARY OF THE INVENTION

The present invention overcomes the deficiencies of prior. art WLAN
configuration management systems by providing a system to create, update and

manage hardware and software profiles for mobile units, which roam across multiple
WLAN sub-networks. .

In one aspect, the invention comprises a normal-communications inhibitor,
further comprising: an electronic device comprising a representation of data; the
data comprising a program for inhibiting normal wireless communications via at least
one wireless local area network between a wireless device and at least one
resource; the program being configured to allow or inhibit normal communications
between the wireless device and the at least orie resource based on a compliance
determination of whether the wireless device complies with at least one policy; the
compliance determination being based on at least one structure/function

-3-
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determination of at least one aspect of the structure or function of the wireless
device performed by a program executed on the wireless device. In one preferred
embodiment, the at least one policy is selected from a collection of one or more

candidate policies based on an identifier of an access point or a sub-network.

In another aspect, the invention comprises a configuration management
system, further comprising: a client program executing on a wireless device; the
client program being configured to determine an identifier of an access point through
which the wireless device may communicate, and based on the determination,
select a configuration profile from a collection of one or more configuration profiles
and to configure the wireless device in accordance with the configuration profile.

In one preferred embodiment, the system further comprises a policy that the
wireless device be configured in accord with a determinable profile; the client
program being further configured to provide an indication that the wireless device
is configured in accord with the profile in order to cause a normal-communications

inhibitor to permit normal communications between the wireless device and at least
one server program.

In another aspect, the invention comprises a normal-communications.
inhibitor, further comprising: an electronic device comprising a representation of
data; the data comprising a program for inhibiting normal wireless communications
via at least one wireless local area network between a wireless device and at least
one resource; the program being configured to allow or inhibit normal

communications between the wireless device and the at least one resource based

- on the existence of data representing a policy corresponding to an identifier of an

access point or sub-network.

In yet another aspect, the invention comprises a system for the enforcement
of configurations of mobile units, further comprising a configuration management
software client on the mobile units, one or more servers for controlling the hardware,
software and stored data configurations on the mobile units, one or more 4sub-
networks connected to the one or more servers, one or more configuration profiles

specific to some of the one or more of the sub-networks on which the mobile units

-4 -
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can roam, one or more wireless access points connected to each of the one or more

sub-networks and capable of communicating with the mobile units.

It will be appreciated that the foregoing statements of the features of the
invention are not intended as exhaustive or limiting, the proper scope thereof being

appreciated by reference to this entire disclosure and to the substance of the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be described by reference to the preferred and alternative
embodiments thereof in conjunction with the drawings in which:

Fig. 1 is an overall diagrammatic view of one embodiment of the invention:

Fig. 2 is a schematic diagram of a configuration management profile for one
embodiment of the invention; '

Fig. 3A, 3B, 3C, 3D, and 3E is a configuration management process. flow
diagram for one embodiment of the inventjon;

Fig. 4 is overall diagrammatic view of one alternative embodiment of the
invention; and,

Fig. 5 is a diagram of a simplified process flow for one embodiment of the
invention.

DETAILED DESCRIPTION OF THE PREFERRED AND ALTERNATIVE
EMBODIMENTS

The following detailed description refers to the accompanying drawings, and
describes exemplary embodiments of the present invention. Other embodiments
are possible and modifications may be made to the exemplary embodiments without
departing from the spirit, functionality and scope of the invention. Therefore, the
following detailed descriptions are not meant to limit the invention.

Overview of the Invention




10

15

20

25

30

WO 2004/015930 PCT/US2003/024885

The invention provides the capabilities to enforce configuration requirements
for hardware and software on mobile units operating on Wireless Local Area
Networks (WLAN). The invention allows the configuration policy to change
dynamically with the access point or sub-network association. Whenever a mobile
unit connects to a new sub-network or access point, the system invokes and then
verifies the proper configuration profile for that sub-network or access point. Thus
the system ensures the configuration of the mobile unit meets the requirements for

the sub-network being used. Capabilities under configuration management can
include: '

1. security capabilities and software including, anti-virus software, intrusion
detection software, PKI certificates and software, VPN software, shared

security keys, master security keys, and other authentication and encryption
software or tokens;

software applications;

enabled network protocols and protocol parameters and settings;

> »N

enabled operating system versions and settings or parameters;

5. radios and network interface card configurations including, transmit signal

strength, transmit and receive channel, and country codes;

6. valid devices, device drivers and firmware for network cards and other
devices, and;

7. access to stored data, network printers, shared files and other network
services.

Thus the invention provides organizations with the capability to ensure the
sécurity, compatibility and capability of mobile units as they roam across any
number of sub-networks. In a preferred and some other embodiments, mobile unit
profile information is provided by the same processes that enforce the policies on
the access points (APs) and other infrastructure components. In some embodiments
a complete/closed system is provided wherein sets of configuration management
profiles are applied to the mobile uni’gs and access points thereby combining the

management of the APs and mobile devices and ensuring consistency between the

-6-
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configuration of the mobile units and access points. In addition, a more fobust
system is therefore provided because, among other things, the best source of the
access point configuration is the network management component. Such an
integrated environment, helps ensure the consistency of mobile unit configuration

with other managed network components.

In some embodiments the mobile unit maintains one or more configuration
profiles. The correct configuration profile is invoked based on sub-network
addresses, access point associations or other sub-network or access point identifier.
Examples of sub-network identifiers include sub-network address mask or the
Extended Service Sét ldentifier (ESSID) as defined in the IEEE 802.11 family of

. specifications. Examples of access point identifiers include MAC address or Base

Station Service ldentifier (BSSID). The mobile unit can receive. the sub-network

identifier or access point identifier from beacons broadcast by the access points.

A mobile unit determines the sub-network identifier or access point identifier
when it receives beacon information or initiates an association or the mobile unit
may scan for a known ESSID and BSSID The mobile unit then invokes the correct
configuration profile for that sub-network. The configuration requirements for both
hardware and software may be tested against the capabilities of the mobile unit and
configuration parameters applied. Configuration requirements can be defined for
particular hardware components, software executables, or stored data elements. In
some embodiments, the version of the hardware component, software compohent
or stored data is verified. If the configuration requirements can be met and the
required capability is available, the hardware and software configuration parameters
are set to the values specified in the profile. Once configured, the maobile unit can

create a full association with an access point on the sub-network.

In some embodiments, the system will authenticate the mobile unit before

regular communications are enabled. In most cases, the authentication step takes

- place before the mobile unit configuration is verified. The configuration management

server typically allows the mobile unit a period of time to communicate
authentication and configuration management information following the

authentication. If the configuration cannot be verified or is incorrect, communication

-7
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with the mobile unit can be terminated or restricted as required. In other cases, the
authentication step may follow the configuration verification step. The
authentication server will typically allow the access point a period of time to verify

configuration and then authenticate it. Communications with unauthenticated mobile

- units will be terminated or restricted as appropriate. Those skilled in the art will be

familiar with the many suitable existing and emerging authentication schemes. In
some embodiments, the authentication server rhay be integrated with the
configuration management server, in order to better coordinate this process. The
mobile unit may also authenticate a server or network association in yet another
possible security step in some embodiments.

As an additional security step, the configuration management system may
verify the integrity of any executable programs and stored data on the mobile unit
to ensure it has not been altered either accidentally or maliciously. Atthe same

time, integrity and functional tests may be preformed on the mobile unit hardware.

If the mobile unit cannot meet configuration management requirements, it
may not be allowed to associate with the sub-network, or may only be granted
restricted access. An unauthenticated or unverified mobile unit may also not be
allowed access to the}network or may have restricted access. Limited network

access can be achieved in a number of ways, including the use of Virtual Local Area
Networks (VLAN) or access control lists.

In some aiternative embodiments, the configuration management servers
directly test, control and maintain the configurations on the ﬁwobile unit, possibly with
the assistance of a configuration management client on the mobile unit. The .
configuration management servers determine the identification of the sub-network
or access point, and invoke the correct profile before the mobile unit can complete
the association with that access point or sub-network. The identification information

can be acquired from the access point or from information transmitted from the

,conﬁguratioh'management client on the mobile unit. The server uses the

identification information to invoke the correct profile and to test, configure and
manage the mobile unit. In some embodiments, the configuration management

servers are distributed between the access points. In some of these embodiments,

-8-
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the access points will communicate with the mobile units using Open Systems
Interconnect (OSI) Layer 2 protocol (data link layer) communications until the
association between the mobile unit and the access point is established. These
alternative embodiments eliminate the need to store configuration management
profiles on the mobile units or to synchronize those profiles. In some alternative
embodiments, the access point may also act as the authentication server, or as
proxy for the authentication server. [n other respects the alternative embodiments

have the same capabilities and functionality as has already been discussed.

A configuration management server or a configuration management client wil
periodically test the mobile unit configuration once it has associated with a particular
sub-network. The server or client can verify that the configuration parameters and
versions of both hardware and software have not been altered. The integrity and
functionality of both hardware and software can also be tested periodically. Atthe
same time, the server or client can verify that software executables intended to run
are still operating and that required network connections or sessions are still active.
These checks ensure that the configuration of the mobile unit has not been altered
by a failure, an inadvertent action or a malicious action.

One or more configuration management servers control the configuration
profiles for the mobile units. The servers can periodically synchronize the stored
profiles with those on the mobile units. The synchronization will generally take place
over a secure connection. In most cases, the configuration management server will
authenticate the mobile unit using the services of the security server and the mobile
unit will authenticate the configuration mahagement server before synchronization
takes place. If the configuration profiles or configuration management client on the
mobile unit are updated a verification can be performed to ensure the integrity of the

update. The synchronization procedure can be applied before an association is

'completed, in the case where a mobile unit does not have the correct profile for a

particular sub-network. The servers can also initiate synchronization when updates
to some mobile units’ profiles become available. In sbme alternative embodiments,
the one or more configuration management servers may maintain and store the
profiles and will manage the configurations of the mobile units remotely. in this

alternative case, no profile information need be loaded onto the mobile unit.
-0- '
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In some embodiments, the one or more configuration management servers
may have the capabilities to update software modules and stored data. The
configuration management server can determine which versions of software
modules and stored data are present on the mobile unit and update versions to the
ones specified in the profiles. In most cases, the configuration management server
will authenticate the mobile unit and the mobile unit will authenticate the
configuration management server before software is updated. This process can
involve both update and rollback of versions. Once software or stored data has been
updated the installation can be verified o ensure its integrity. The software update
procedure can be applied before an association is completed in the case where the
mobile unit does not have the correct software or data to operate on a given sub-
network. In some embodiments, the configuration management servers can track

the licensed software deployed and used on each mobile unit to ensure that license
terms and conditions are adhered to.

In some’ embodiments, the sub-networks can be interconnected in a
hierarchical manner using one or more backbone networks. Routers, the use of
firewalls, or other networking isolation or filtering methods may segregate these sub-
networks. The configuration management servers can also be organizéd into a
hierarchy. Each server in the hierarchy can control mobile unit configurations on
one or more sub-networks. Some servers higher in the hierarchy can serve the role
of masters to the other servers. The management of the hierarchical configuration
management servers can itself be hierarchical. In general, profile information or
poliéies set at a higher level in the hierarchy can be supplemented, or made mdre
specific, but cannot be changed-at a lower level. As an example, a corporate
configuration management server may directly control the configurations of mobile
units on one or more main headquarters networks. This server will also propagate
the base profiles to other servers used by specific départments or at remote sites.
These other servers may control th.e configurations of mobile units on one or more
departmental or remote site sub-networks. Personnel at the remote sites or |
department levels can make allowed changes to the configuration management
profiles to support specific local requirements.

-10 -
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In some embodiments, the users of the mobile unit can make changes to the
configuration management profiles for their specific device. These changes can
allow users to modify the configuration of their mobile units to meet specific
application requirements. In general, these changes will supplement, or make more
specific, the requirements in the profiles distributed by. the configuration
management servers, but cannot change policies already set.

In some embodiments, the configuration profiles used are specific to both the
sub-network and the particular mobile unit. These mobile unit specific profiles allow
a heterogeneous mix of mobile units to use the same sub-networks. At the same
time, the configuration profiles of mobile units can be optimized for a specific
application or set of applications. Finally, the configurétion profile can reflect
specific requirements or preferences of an individual user.

This application incorporates the following applications by reference: Internet-
deployed wireless system, Serial No. 09/931,425 filed August 8, 2001; Managed
Roaming for WLANS, to Whelan et al., Attorney Docket No. 10629-0033-999 filed
August 2, 2002; System and Method for Detecting Unauthorized Wireless Access
Points, Serial No. 10/184,750 filed June 28, 2002; WLAN Security Through the
Rotation of WEP Keys, Provisional Serial No. 60/382,107 filed May 21, 2002; and
WLAN Security through the Rotation of WEP Keys, Provisional Serial No.
60/394,999 filed July 10, 2002, '

Overview of One Embodiment

In some embodiments of the invention the configuration management profile
information is stored on the mobile unit and used by a local client. In these
embodiments, a configuration management server synchronizes the configuration

profiles stored on-the- mobile units. An overall block diagram of one possible
embodiment is shown in Figure 1.

One or more configuration management servers 10 store the profiles 28 for
one or more mobile units 18. As a-mobile unit roams between the one or more
access points 14 on the one or more sub-networks 26, the configuration profile 30
used on the mobile unit is determined by the identity of the access point or sub-

-11 -
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network the mobile unit is assotiated with. The configuration management client
34 invokes the correct configuration profile and executés it. Periodically, the
configuration management client verifies that the required configuration is being
maintained. The configuration mahagement server can also distribute software and
stored data updates to the mobile units.” The one or more sub-networks 26 are
connected by one or more backbone networks 24. These networks can be
organized in a hierarchy of any required depth. In some deployment situations a
network can serve both as a backbone network for other sub-networks and as a

sub-network with access points 14. In some embodiments the configuration

- management server 10 can be distributed between the one or more access points.

One or more routers 12, and possibly firewalls, usually interconnect the backbone
networks and sub-networks. A configuration rhanagement server 10 and security
server 20 will provide services to one or more sub-networks. If muitiple
configuration management servers or muitiple security servers are used on one or
more of the sub-networks these servers méy be arranged in hierarchy to ease the
complexity of administration. '

The one or more security servers 20 authenticate the one or more mobile
units 18 associated with the access points 14 on the sub-networks 26. In some
embodiments, the mobile unit can authenticate its network connection through the
access point using the security server. The security servers typically use a security
client 32 on the mobile unit along with stored security information 22 to complete the
authentication process. Depending on the implementation, a wide range of

authentication schemes may be suitable including, user name and password

schemes, symmetric and asymmetric key authentication, and Public Key
Infrastructure methods.

‘A mobile unit 18 can synchronize configuration profiles 30, software or stored
data through the one or more wired sub-networks 26, through the. MU network
interface 16. Once connected to the MU network interface the mobile unit can
directly communicate to the one or more configufation management servers 10 and
one or more security servers 20. The MU network interface can be of any suitable

type including, a network interface card for direct cable connection: a serial interface

ora docking_ cradle.
12
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In some embodiments of the invention the configuration management server
10 and security server 20 can be implemented using a combination of Lightweight
Directory Access Protocol (LDAP) servers and PKI certificate authority servers.
These servers can be on one or more servers on the sub-networks 26 or backbone

networks 24 or distributed on the access points 14.

Profile Structure

There are many suitable structures for the MU configuration profiles 28, 30.
For example, the MU configuration profiles can be stored and maintained in a
relational table or data structure or in a suitable Extensible Markup Language (XML))
schema. One example of a suitable data structure is illustrated in Figure 2.

Configuration management profiles are identified using a profile identifier
292, which can include any unique set of identifying information including, an
enterprise name 294, a profile number 296 and/or a profile name 298, and a profile
version identifier 290. The MU configuration profile 28, 30 can be indexed 300 by
one or more different parameters. The configuration management client 34 or
configuration. management server 10 will match one or more of these indices to

determine which profile to useina given situation. Possible indices can include the
following:

1. a sub-network identifier- 304, which can be comprised of one or more
parameters including, an access point identifier 306 (i.e. BSSID or MAC
address), a sub-network identifier 308 (i.e. ESSID) or address, or other

identifier 310, used to identify which sub-network or access point the profile
is valid for;

2. an indicator of the users 312, which can include, a user group identifier 314,
or individual user identifier 316, used to allow profile information to be

assigned to a given user of group of users regardiess of the mobile unit 18
they are using; and, '

3. a device indicator 318, which can include, a device type indicator 320, a
specific device identification 322, and the device's role 324 or application,

used to assign specific profiles and behaviors to specific types of classes of

-13 -
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mobile units 18.

The MU configuration profiles 28, 30 preferably contain sets-of configuration

parameters 328 for the mobile units 18. These configuration parameters can include

1. parameters for hardware configuration 330 including those specific to a type
for device 332 (i.e. a radio driver, network card driver), which can include

both parameters 334 and rules 336 for applying or testing the parameters;
and,

2. parameters for software cdnfiguration 338 including those specific to a
software executable 340 (i.e. operating system, application, driver, security
client) or stored data, and which can include both parameters 342 and rules

. 344 for applying or testing the parameters.

The MU -conﬁguration profiles 28, 30 preferably contain sets of capability
requirements 346 for the mobile units 18. These capability requirements can include

1. requirements for hardware configuration 348 including those specific to a
type for device 350 (i.e. a radio, network card driver), which can include both

version information 352 and rules 354 for applying or testing version
information; and, '

2. requirements for software configuration 356 including those specific to a .
software executable 356 (i.e. operating system, application, driver, security
client) or stored data, and which can include both version information 360

and rules 362 for applyin.g or testing version information.

Propagation of Changes

The invention provides capabilities for the one or more configuration
management servers 10 to propagate changes in data, software or configuration
profiles 28, 30 to the miobile units 18. The configuration management client 34 on
the mobile unit wil periodically poll the server to determine if synchronization is
required. Alternatively, when changes to configuration profiles, data or software
become available, the configuration management will notify the configuration

management client of the pending synchronization. In this case, the server may

-14 -
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maintain records used to determine which mobile units need the updates. In either
case the server generally verifies that the mobile units are authenticated, possibly
using the services of the security server 20, the security information store 22 and the
security client 32. The mobile unit may, optionally, authenticate the server or the
sub-network 26 association before receiving the software or profile update. The
changes are transmitted, through the access points 14, to the configuration
management clients 34, on the mobile unit, which updates the affected files.
Alternatively, if the mobile unit is connected to a wired sub-network 26, via the MU
network interface 16, the synchronization occurs though this connection. The client
and/or the server verify the updates to ensure their integrity. The. configuration
management server can track the use of licensed software and upgrades..The
tracking capabilities can include maintaining records of which mobile unit has each

type of licensed software and updating these records when new software or
software updates are installed.

Hierarchical Configuration Management

In many practical situations, multiple configuration management servers 10
will be used. The invention provides thé capability to manage these multiple servers
in a hierarchical structure. Generally, this hierarchy is organized with respect to a
mobile unit 18 or a group of mobile units belonging to a particular organization. In

“other words, each organization with management responsibility for management of

mobile units will create and manage a hierarchy suitable for its association policies.
Typically, an organization will make one set of servers, under its control, the top of
the hierarchy for the mobile units under its control. The one or more configuration
management servers 10 can manage mobile unit 18 assoéiations on one or more
sub-networks 26. For example, a company may choose to make the servers at the
headquarters the top of the hierarchy with servers in departments and other sub-
networks or geographic locations organized into a tree structure.

The MU conﬁguration profiles 28 in the hierarchy of configuration
management servers 10 can be propagated to the other servers by any suitable
methods. Two possible methods are:

1. servers synchronize security information and association lists both up and
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down the hierarchy so that common information is held by all servers; and,

2. servers act as proxy servers for others up and down the hierarchy and thus
do not store all information locally, but rather traverse the hierarchy to find
the required information or services.

Process Flow

An example of a process flow for one embodiment of the invention is shoWn
in Figure 3A, 3B, 3C, 3D, and 3E. This process flow is only intended as one
possible example. Numerous other process flows can be employed, including

adding steps, eliminating steps or changing the order of steps without changing the
écope or spirit of the invention.

When a mobile unit 18 initializes 100 the mobile unit determines if the
profiles 30 or software require synchronization or updating 234 and begins écanning
102 for access points 14 to assoéiate with. In some embodiments the configuration
maﬁagement client 34 periodically polls the configuration management server 10
to determiné if synchronization is required. In other embodiments, the configuration
management server, rather than the configuration management client, determines
the need to synchronize and pushes the updates to the mobile unit.

The access poiht 14 the mobile unit 18 associates with is chosen in the usual
manner using criteria, such as, Received Signal Strength Indication (RSSI). When
one or more suitable access points are detected the configuration management
client 34 will attempt to match the correct configuration profile 30. The configuration
management client will first try to match a profile 104 by the access point BSSID.If
this process is not successful the client will attempt to match another AP or sub-
network identifier 106 including ESSID or access point MAC address.

Once the correct profile 30 has been identified the configuration
management client 34 will invoke it or load it 108. The client may then, optionélly,
verify 110 that the mobile unit 18 has the correct software, stored data and
hardware to execute the profile. The client then executes 112 the instructions and
rules for the profile. If the profile can be executed without errors 114 the mobile unit

completes 116 the association with the access point 14. If the mobile unif does not
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have the capability to execute the profile 110, or errors occur 114, the configuration
management client will log any errors 235 and the client will determine if the MU
configuration profiles 30, data or software needs to be synchronized 234, and the
mobile unit will continue to scan for other access points 102.

The security server 20 may then, optionally, authenticate 118 the mobile unit
18, possibly using the security client 32 and security information store 22. The
mobile unit may also authenticate the access point or sub-network 26 connection
(not shown). As has been mentioned previously, the mobile unit authentication step

can take place immediately following the association with an access point and
before configuration verification.

If a correct profile 30 cannot be matched 104, 106 for any avallable access
pc:nt access points 14 the configuration management client 34 or other process on
the mobile unit 18 determines if an association with the unmanaged access point
is allowed 230. If not, the client will determine if the MU configuration profiles 30,
data or software needs to be synchronized 234, and the mobile unit will colntinue to
scan for other access points 102. If so, the mobile unit establishes the VLAN or'

other limited connection 232, and begins the main communications loop.

Once the access point 14 association has been 6ompleted 116 and the
mobile unit 18 optionally.authenticafed 118, the configuration management client
34 begins a continuous loop. During the execution of the loop the configuration
management client and/or the configuration management server 10 periodically
verify that the processes, network connections and other sessions are still running
120. The client periodically polls the configuration management server 10 to
determine 122 if some of the profile information 30, software or stored data needs
to be synchronized with the information 28 stored on the configuration management
server. In other embodiments, the configuration management server, rather than the

configuration management client, determines the need to synchronize and pushes
the updates to the mobile unit.

"While the configuration management client 34 continues the loop, the mobile
unit 18 may determine that RSSI is below a required level and it should roam 132
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to another access point 14. If association with a new access point is required, the
client 34 will determine if the MU configuration profiles 30, data or software needs
to be synchronized 234, and the mobile unit begins' scanning for other access points

102. During most of the time spent in the loop, the mobile unit engages in regular
communication 134.

If a configuration management client 34 has determined 234, 122 that it must
synchronize MU configuration profiles 30 software or stored data, with the profiles
28, data or software on the configuration management server 10, it first determines
if a wireless network association 144 can be used. If so, the mobile unit 18,
optionally, authenticates 154 its -connection to the access point 14 or sub-network
26, possibly using the services of the security server 20, stored security information
22,. and security client 32. The configuration management client 34 then
synchronizes 156 the configuration management profiles 30, software and data with
the profiles 28, software and data on the configuration management server 10. The
client and/or the server then verifies 158 the intégrity of the synchronized
information. The integrity check can use any combination of suitable techniques
including, file size, file execution or“evaluation, check sums, more sophisticated
error detection codes, or error correction codes. The client 34 will determine if the
MU configuration profiles 30, data or software needs to be synchronized 234, and
the mobile unit then begins scanning 102 for acceptable access points or returns to
main communications loop and checks RSSI level 132. In other cases the client
returns to main communications loop and checks RSS! level 132.

If the configuration management client 34 determines 146 that the mobile
unit 18 can synchronize the profiles 30, data and software through the MU network
interface 16 the mobile unit is connected. to the interface 160. The security server
20, optionally, authenticates 162 the mobile unit, possibly using the security
information 22 and the security client 32. The mobile unit can then, optionally,
authenticate 164 the server or the sub-network 26 association, generally using the-
services of the security server and the security client. The profiles, software and
data are then synchronized 166 using the services of the configuration management
server and the configuration management client 34. The server and/or the client

then verify the integrity of the synchronization 168. The integrity check can use any
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combination of suitable techniques including, file size, file execution or evaluation,
check sums, more sophisticated error detection codes, or error correction codes.
The mobile unit is then disconnected from the MU network interface 170 and the
client 34 will determine if the MU configuration profiles 30, data or software needs
to be synchronized 234, and the mobile unit 18 begins scanning 102 for acceptable

access points. In other cases the client returns -to main communications loop and
checks RSSI level 132.

If the configuration management client 34 on the mobile unit 18 or the
configuration management server 10 determines that a required process, network
connection or session has stopped or ended prematurely 120, the client or server

will end the mobile unit’s association 250 with an access point 14. The client then

- determines if the pro.céss,»connection or session can be restarted 252. If so, the

client attempts to restart the proceés, session or connection 254 and logs or reports
the results 256. Finally, the cIieht verifies 258 that the restart was successful and
verifies that the processes, connections and sessions are still operational 260. If the
process, connection or session cannot be restarted 252 or the restart is not
successful 260, the client will log or report 262 the error (if possible), and notify the

user of the failure 264. Once the process has completed (successfully or not) the

_ client 34 will determine if the MU configuration profiles 30, data or software needs

to be synchronized 234, and the mobile unit 18 begins scanning 102 for access
points 14 with which the mobile unit is capable of associating.

Alternative Embodiment

Some alternative embodiments do not require that profiles be stored on
mobile units or synchronized between the mobile units and a configuration
management server. In these embodiments the configurations of the mobile units

is managed and verified by one or more servers. A block diagram of one possible
alternative embodiment is shown in figure 4.

One or more configuration management servers 400 store the profiles 402

for one or more mobile units 416. As a mobile unit roams between the one or more

‘access points 414 on the one or more sub-networks 412, the configuration profile
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402 used for the mobile unit is determined by the identity of the access point or sub-
network the mobile unit is associated with. The configuration management server
invokes the correct configuration profile and executes it, typically using the services
of the' configuration management client 418. For some embodiments, the
configuration profile will use a structure nearly identical to the one already
described. Periodically, the configuration management server verifies that the
required configuration is being maintained. This verification can include testing that
configuration parameters are set, that required processes are running, and required
connections and sessions are running. As with some other embodiments, the
configuration management server can attempt to restore configurations or restart
required processes, sessions and connections. If these attempts fail, the mobile unit
may be disconnected from the access points or attempt to connect the mobile unit
to other access points with different configuration requireme'nts. The configuration
management server can also distribute and verify software and stored data updates

to the mobile units, much as is done in some other embodiments.

The one or more sub-networks 412 are connected by a series of one or more
backbone networks 410. These networks can be organized in a hierarchy of any
requiréd depth. In some deployment situations a network can serve both as a
backbone network for other sub-networks and as a sub-network with access points
414. In some embodiments the configuration management server 400 can be
distributed between the one or more access points. One or more routers 408, and
possibly firewalls, usually interconnect the backbone networks and sub-networks.
A configuration management server 400 and security server 404 will provide
services to one or more sub-networks. If multiple configuration management
servers or multiple security servers are used on the one or more of the sub-networks
these servers may be arranged in a hierarchy to ‘ease the complexity of

admi.nistratibn. This hierarchical structure can be nearly identical to one already
described. - '

The one or more security servers 404 authenticate the one or more mobile
units 416 associated  with the access points 414 on the sub-networks 412. In some
embodiments, the mobile unit can authenticate its network connection through the

access point using the security server. The security servers typically use a security
-20 -
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client 420 on the mobile unit along with stored security information 406 to complete
the authentication process. Depending on the implementation, a wide range of
authentication schemes may be suitable including, user name and password

schemes, symmetric and asymmetric key authentication, and Public Key
Infrastructure methods.

In somé embodiments, the one or more backbone networks 410 and one or
more 412 networks will use one of the versions of the Internet Protocols (IP). One
or more Dynamic Host Configuration Protocol (DHCP) servers 422 dynamically
allocate IP addresses to the mobile units 416. The DHCP servers may be organized
and administered hierarchically. Each DHCP server may provide dynamic |P
address assignment to one or more sub-networks. In some embodiments, the
configuration management server 400 may act as a proxy for the DHCP server or
fnay contain or encapsulate the DHCP server. In these embodiments, the
configuration management server will not allow the DHCP server to assign an IP
address to a mobile unit, until it has been properly configured and verified, wHiIe the
mobile unit is associating with an access point 414.

In some embodiments of the invention the configuration management server
400 the DHCP servers 422, and security server 404 can be implemented using a
combination of Lightweight Directory Access Protocol (LDAP) servers and PKi
certificate authority servers. These servers can be on one or more servers on the

sub-networks 412 or backbone networks 410 or distributed on the access points
414,

One possible simplified process flow for an alternative embodiment of the

. invention is shown in Figure 5. It will be understood that the functionality, scope and

sprit of this embodiment is identical to those already described and that this brief
description is not intended.to impose limitations. |

When a mobile unit 416 detects an access point 414 it attempts to associate
with it 450. The decision to associate with a new access point is based on a variety
of standard criteria, such as, the received signal strength indication. The access

point responds 452 as required by the protocol being employed (i.e. the IEEE
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802.11 family of specifications). This protocol may include an authentication step,
using for example, the RADIUS protocol. As part of the association process, the
mobile unit typically. makes a DHCP IP address assignment request (or other
suitable address assignment request) 454, which will be passed by the access point
456 to the configuration management server 400. In some embodiments, the
conﬁguratioh management server acts as a proxy forthe DHCP server 422, and will
only assign an IP address if the mobile unit is under the required configuration
management. Communications with the mobile unit, prior to the assignment of an
IP address can use OSI Layer 2 addressing (i.e. the MAC addresses:of the mébile

unit, access point, configuration management server).

The configuration management server 400'will, optiohally, request 458 that
security server 404 authenticate the mobile unit 416.- The security server issues a
‘challenge 460, which is passed through the access point 414, to the mobile unit
-462. The mobile unit issues a response 464 to the challenge, which is passed
through the access point, to the security server 466. The security server then
transmits an authentication response 468 or confirmation to the configuration
management server. Mobile units which cannot be authenticated, may have the
association discontinued, may be allowed to complete a limited association, using

a VLAN, for example, or the mobile unit must find another access point to associate
with. .

The configuration management server 400 issues a configuration request
470, which is transmitted 472 through the access point 414, to the mobile unit 416.
The mobile unit responds 474 with information on its configuration and capabilities,
which are transmitted: 476 through the access point, to the configuration
management server. In some embodiments, this information is gathered and
supplied by the configuration management client 418. This message may contain
information on which access points the mobile unit could associate with. The
configuration management server uses the coﬁfiguration information to determine
if the mobile unit has the capabilities to cdmplete the requested association. If not,
the configuration m'anagement server may attempt to update the software or stored
data on the mobile unit. Alternatively, the mobile unit can attempt to locate an

access point, which it does have the capability to associate with. As another
‘ : -22 -



10

15

20

25

30

WO 2004/015930 PCT/US2003/024885

alternative the mobile unit may be allowed to complete a limited association, using
a VLAN, for example. In some embodiments, the configuration management server
will use stored information on the configuration and capabilities of the mobile unit,
rather than polling the mobile unit for this information.

Once the configuration management server 400 has been able to determine
the configuration of the mobile unit 418, it sends configuration messages 478, which
are transmitted 480 though the access point 414, to the mobile unit. This message
may include a list of access points the mobile unit is required to associate with, is
preferred to associate with, or access point the mobile unit is forbidden to associate
with. The configuratioh management client 418 uses this information to set

configuration parameters on the mobile unit.- Theconfiguration management client

. verifies the configuration and parameter settings, and sends an acknowledgement

message 482, through 484 the access point, to the configuration management
server.

Once the configuration management server 400 has been able to set and
verify the configuration of the mobile unit 416, the configuration management server
sends a DHCP request 486 to the DHCP server 422. The DHCP server sends an
IP address assignment message 488, to the configuration management server,
which transmits 490 the address assignment, through 492 the access point 414, to
the mobile unit. The mobilé unit and the access point will then perform any actions ‘

required by the protocol to complete the association and the mobile unit can bégin
regular communications.

Other Alternative Embodiments

It will be understood that many other embodiments, which achieve the same
functionality and scope of the embodiments described, are possible. For example,
some embodiments can store and use part of a mobile unit's 18, 416 configuration
profile 28, 402 on the mobile unit itself and part on the configuration management
server 10, 400. Other parts of the configuration management profile 30 will be
stored on the mobile unit and used directly by the configuration management client
34. This embodiment is, in effect, a hybrid of two embodiments already described.
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As noted, in some embodiments, the configuration management server 10
functionality described above may be distributed to one or more access points 14.
Thus, for example, an AP may be adapted to validate a configuration profile before
allowing normal communication with an MU, or proxy to another server adapted to-
perform this function. If desired, an AP may also be adapted to manage
configuration policy information and enable authorized personnel to access and
modify such information. In some embodiments, the security server 20 functionality
may be distributed between the one or more access points. Alternatively, the one

or more access points can act as proxy servers for one or more security servers.

While the invention has been described in conjunction with specific
embodiments, it is evident that numerous alternatives, modifications, and variations
will be apparent to those skilled in the art in light of the foregoing description.
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What is Claimed:

A normal-communications inhibitor, comprising:

an electronic device comprising a representation of data;

the data comprising a program for inhibiting normal wireless communications
via at least one wireless local area network between a wireless device
and at least one resource, the wireless local area network being
compliant with one or more of the IEEE 802.11 family of
specifications;

the program being configured to allow or inhibit normal communications
between the wireless device and the at least one resource based on
a compliance determination of whether the wireless device complies
with at least one policy;

the compliance determination béi-ng based on at least one structure/function
determination of at least-one aspect of the structure or function of the

wireless device performed by a program executed on the wireless
device.

The system of claim 1, wherein the at least one policy is selected from a

collection of one or more candidate policies based on an identifier of an
access point.

The system of claim 1, wherein the integrity of software and stored data is
verified peﬂodically.

The system of claim 1, wherein the policy contains information on required
versions of the mobileé unit software and stored data.

The system of claim 1, wherein the operation of software and network
connections or sessions is periodically verified.

The system of claim 1 wherein the policy contains information on required
versions of the mobile unit hardware. ‘
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10,
1.

12.

13.

14,

The system of claim 1 wherein the operation of mobile unit hardware is
periodically verified. ‘

The system of claim 2 or 99 wherein the identifier of an access point or sub-

network is determined from information received via an access point.

The system of claim 2 or 99 wherein the identifier of an access point or sub-

network comprises at least a portion of an |P address.

The system of claim 2 or 99 wherein the identifier of an access point or sub-
network comprises an ESSID.

The system of claim 1 wherein the normal communications of the mobile unit
is inhibited if the mobile unit cannot be authenticated.

A configuratioh management system, comprising:

a client program executing on a wireless device;

the client program being configured to determine a BSSID of an access point
comp‘lying with ohe or more of the IEEE 802.11 family of

~ specifications, through which access point the wireless device may

communicate, and based on the determination, select a configuration
profile from a collection of one or more configuration profiles and to
configure the Wireless device in accordance with the co'nfiguration
profile: :

The configuration management system of claim 12, further comprising:

a policy that the wireless device be configured in accord with 2 determinable
profile;

the client program being further configured to provide an indication that the
wireless device is configured in accord with the profile in order to
cause a normal-communications inhibitor to permit normal
communications between the wireless device and atleast one s'erver'
program.

The system of claim 12 wherein the configuration profile for the wireless -

device is specific to the type of the mobile unit.
- 26 -
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15.
| 16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

27.

The system of claim 12 wherein the configuration profile is specific to the role
of the wireless device.

The system of claim 12 wherein the configuration profile is specific to the
user of the wireless device.

The system of claim 12 wherein the integrity of software and stored data is
verified periodically.

The system of claim 12 wherein the configuration profile contains information
on required versions of the mobile unit software and stored data.

The system of claim 12 whereinA the operation software and network

connections or sessions is periodically verified.

The system of claim 12 wherein the integrity of hardware is verified
periodically.

The system of claim 12 wherein the configuration management profile

contains information on required.versions of the wireless device hardware.

The system of claim 12 wherein the operation of the wireless device
hardware is periodically verified.

The system of claim 12 wherein the selected configuration proﬁle' is specified
by a configuration management server.

The system of claim 13 wherein a wireless device not configured in accord

with'the profile are given limited access to the at least one resource.

The system of claim 12 wherein the collection of one or more conﬁguratio‘n
profiles are stored in the wireless device.

The system of claim 25 wherein the collection of one or more configuration

profiles is periodically updated by communicating with one or more servers.

The system of claim 26 wherein a server authenticates the wireless device
before the collection is updated.
-27 -
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28.

29.

30.

31.

32.

33.

34,

35.

36.

37.

38.

39.

The system of claim 26 wherein the wireless device authenticates the one or

more servers before the collection is updated.

The system of claim 25 wherein the system verifies the integrity of a

configuration profile prior to using the configuration profile.

The system of claim 13 wherein the collection of one or more configuration
profiles is ubdated to include the profile required by the policy.

The system of claim 26 wherein the one or more servers can load or update .
software and stored data on the wireless device.

The system of claim 31 wherein a server authenticates the wireless device
before software is loaded or updated.

The system of claim 32 wherein the wireless device authenticates a server
before software is loaded or updated.

The system of claim 31 wherein the system verifies the integrity of loaded or
updated software and stored data prior to using the loaded or updated
software and stored data.

The system of claim 31 wherein a server maintains records used to ensure
compliance with software license terms and conditions.

The system of claim 31 wherein software is loaded or updated on the
wireless device so that it can be configured in accord with the configuration
profile.

The system of claim 23 wherein two or more configuration management
servers are organized in a hierarchy.

The system of claim 37 wherein the configuration management policies.from

a higher level in the hierarchy can be modified at lower levels.

The system of claim 37 wherein new configuration management policies can

be created on servers at any level in the hiérarchy.

-28-



10

15

20

25

WO 2004/015930 PCT/US2003/024885

40.

41.

42.

43.

44,

The system of claims 37. wherein configuration management policies set at
a higher level in the hierarchy cannot be modified at lower levels in the
hierarchy.

The system of claim 12 wherein a user of the wireless device can create and

modify one or more.configuration profiles for the wireless device.

The system of claim 23 wherein the selected configuration profile cannot be
modified by users of the wireless device.

The system of claim 13 wherein the normal communications of the mobile
unit is inhibited if the mobile unit cannot be authenticated.

The system of claim 26 wherein the configuration profile server also manages
‘the configurations of access points.

45 The system of claim 26 wherein the configuration profile server also manages

46.

47.

the configurations of other network infrastructure devices.

A normal-communications inhibitor, comprising:

an electronic device comprising a representation of data;

thé data comprising a program for inhibiting normal wireless communications
via at least one wireless local area network between a wireless device
and at least one resource, the wireless area network being compliant
with one or more of the IEEE 802.11 family of specifications;

the program being configured to allow or inhibit normal communications
between the wireless device and the at least one resource based on
the existence of data representing a policy corresponding to an
identifier of an access point or sub-network. ‘

A system for the enforcement of configurations of mobile units, comprising

a configuration management software client on the mobile units, .

one or more servers for controlling the hardware, software and stored data
. configurations on the mobile units,

one or more sub-networks connected to the one or more servers,
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48.

49.

50.

51.

. 52,

53.

54,

55.

56.

97.

one or more configuration profiles specific to some of the one or more of the
sub-networks on which the mobile units can roam,
one or more wireless access points connected to each of the one or more

sub-networks and capable of communicating with the mobile units.

The system of claim 47 wherein the one or more configuration profile for the
mobile unit is specific to the type of the mobile unit.

The system of claim 47 wherein the one or more configuration profile is
specific to the role of the mobile unit.

The system of claim 47 wherein the one or more configuration profile is

specific to the user of the mobile unit.

The system of claim 47 wherein mobile unit software and stored data
configurations are under configuration management. |

The system of claim 51 wherein the integrity of software and stored data is
verified periodically.

The system of claim 51 wherein the one or more configuration profile

contains information on required versions of the mobile unit software and
stored data.

The system of claim 51 wherein the operation software and network
connections or sessions is periodically verified.

The system of claim 47 wherein mobile unit hardware configurations are
under configuration management.

The systefn of claim 47 wherein the integrity of hardware is- verified
periodically.

The system of -claim 47 wherein the one or more configuration profile
contains information on required versions of the mobile unit hardware.
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58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

The system of claim 47 wherein the operation of mobile unit hardware is
periodically verified.

The system of claim 47 wherein a configuration management server
determines the profile to be used by the access point the mobile unit
associates with.

The system of claim 47 wherein the client on the mobile unit determines the

identity of the sub-network from information received via the access points.

The system of .claim 60 wherein the sub-network identifier is the IP sub-
network address mask.

The system of claim 60 wherein the sub-network is identified by the ESSID
as specified in the IEEE 802.11 family of protocols

The system of claim 47 wherein mobile units not able to ‘meet the

configuration management requirements for'a particular sub-network are not
allowed to associate with that sub-network. '

The system of claim 47 wherein mobile units not able to meet the
configuration management.requirements for a particular sub-network are

given limited access to the applications, data, connections and services on
that sub-network.

 The system of claim 47 wherein one or more configuration profiles are stored

in the mobile unit and are invoked when the mobile unit roams to a specific:
sub-network of the one or more sub-networks.

The system of claim 65 wherein the one or more configuration profiles are

periodically synchronized between the one or more servers and each mobile
unit.

The system of claim 66 wherein a server authenticates the mobile unit before
the one or more configuration profiles are synchronized.
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68.
69.

70.

71:
72.
73.
74.
75.

76.

77.

- 78.

79.

The system of claim 66 wherein the mobile unit authenticates a server before

the one or more configuration profiles are synchronized.

The system of claim 66 wherein the system verifies the integrity of loaded
one or more configuration profiles prior to their use.

The system of claim 66 wherein one or more configuration profiles are loaded

or updated on the mobile unit so that the profile required for a sub-network
become available. ‘

The system of claim 47 wherein the one or more servers can update software
and stored data on the mobile units

The system of claim 71 wherein a server authenticates the mobile unit before
software is loaded.

The system of claim 71 wherein the mobile unit authenticates a server before
software is loaded.

The system of claim 71 wherein theAsystem verifies the integrity of loaded
software and stored data prior to its use.

The system of claim 71 wherein the server maintains records used to ensure .
compliance with software license terms and conditions.

The system of claim 71 wherein software is loaded or updated on the mobile

- unit so that it can meet the configuration management requirements for a

particular sub-network.

" The system of claim 47 wherein two or more configuration management

servers are organized in a hierarchy.

The system of claim 77 wherein the configuration management policies from
a higher level in the hierarchy can be modified at lower levels.

The system of claim 77 wherein new configuration management policies can
be created on servers at any level in the hierarchy.
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80.

81.

82.

83.

84.

- 85.

86.

87.

88.

89.

The system of claims 78 or 79 wherein configuration management policies
set at a higher level in the hierarchy cannot be modified at lower levels in the
hierarchy.

The system of claim 46 wherein users of individual mobile units can create

and modify the one or more configuration profiles for their mobile unit.

The system of claim 81 wherein the configuration management policies set
by the one or more servers cannot be modified by users.

The system of claim 47 wherein the wireless network uses radio frequéncy
signals.

The system of claim 83 wherein the wireless local area network conforms to
the IEEE 802.11 family of specifications.

The system of claim 83 wherein the wireless local area network conforms to
the specifications promulgated by the Bluetooth SIG, Inc.

The system of claim 12, 46, or 47 wherein the configuration profile‘comprises
security information, the security information further comprising one.or more
master keys, pre-shared keys, tokens, and/or certificates.

The system of claim 12, 46, or 47 wherein the configuration profile comprises
radio information, the radio information further comprising one or more

country codes, transmit signal strength indications, and/or channel
indications.

The system of claim 12, 46, or 47 wherein the configuration profile comprises.
hardware information, the hardware information further comprising one or

more operating system indications, and/or network interface indications.

The system of claim 12, 46, or 47 wherein the cohfiguration profile
comprises software information, the software information further comprising
one or more network interface firmware indications, applications software

indicatidns, network interface driver indications, protocol enable/disable
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indications, anti-virus software indications, virtual private network indications,

file sharing indications, and/or printer sharing indications.

The system of claim 59 or 60 wherein the normal communications of the

mobile unit is inhibited if the mobile unit cannot be authenticated.

The system of claim 47 wherein the configuration profile server also ménages
the configurations of access points.

The system of claim 47 wherein the configuration profile server also manages
the configurations of other network infrastructure devices.

The system of claim 47 wherein the access points are adapted to
authenticate the mobile units.

The system of claim 47 wherein the access points are adapted to act as
proxy servers for one or more security servers.

The system of claim, 1 wherein the policy comprises security information, the

security information further comprising one or more master keys, pre-shared
keys, tokens, and/or certificates.

The system of claim, 1 wherein the policy comprises radio information, the
radio infqrmation further comprising one or more country codes, transmit
signal strength indications, and/or channel indications. |

The system of claim, 1 wherein the policy comprises hardware information,

the hardware information further comprising one or more operating system

indications, and/or network interface indications.

The system of claim, 1 wherein the policy comprises software information,
the software information further comprising one or more network interface

firmware indications, applications software indications, network interface

~driver indications, protocol enable/disable indications, anti-virus software

indications, virtual private network indications, .file sharing indications, and/or

printer sharing indications.
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99. The system of claim 1, wherein the at least one policy is selected from a
collection of one or more candidate policies based on an identifier of a sub-

network.
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