US008402534B2

a2 United States Patent

Nakamura et al.

US 8,402,534 B2
*Mar. 19, 2013

(10) Patent No.:
(45) Date of Patent:

(54)

(735)

(73)
")

@

(22)

(86)

87

(65)

(1)

(52)

(58)

MANAGEMENT SYSTEM, PROGRAM
RECORDING MEDIUM, AND PROGRAM
DISTRIBUTION APPARATUS

Inventors: Yusaku Nakamura, Yokohama (JP);
Takaki Kuroda, Machida (IP);
Takayuki Nagai, Machida (JP);
Nobuhiro Maki, Yokohama (JP);
Daisuke Shinohara, Yokohama (IP)

Assignee:

Notice:

Hitachi, Ltd., Tokyo (JP)

Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 835 days.

This patent is subject to a terminal dis-
claimer.

Appl. No.:
PCT Filed:

PCT No.:

§371 (),
(2), (4) Date:

PCT Pub. No.:

12/529,516

May 26, 2009

PCT/IP2009/002323

Sep. 1, 2009

W02010/137066

PCT Pub. Date: Dec. 2, 2010

US 2011/0231901 A1

Int. Cl1.
GO6F 15/173
GO6F 21/00

(2006.01)
(2006.01)

Prior Publication Data

Sep. 22, 2011

US.CL ... 726/21; 726/2; 726/3; 726/4; 709/224;

Field of Classification Search

709/225;711/163

726/2-6,

726/26-27, 21; 709/205,224-229; 711/163
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS
5,185,860 A 2/1993 Wu
7,194,538 B1* 3/2007 Rabeetal. ............... 709/224
7,243,189 B2* 7/2007 Nagasoe et al. ... L7112
7,367,050 B2* 4/2008 Mitsuokaetal. ................. 726/2
(Continued)

FOREIGN PATENT DOCUMENTS

Jp 04-229742 A 8/1992
Jp 2005-175736 A 6/2005
(Continued)
OTHER PUBLICATIONS

Internet Storage Name Services (iSNS), Request for comments:
4171, by J. Tseng et al, pp. 1-123, Sep. 2005.*

(Continued)

Primary Examiner — Philip Chea
Assistant Examiner — Shanto M Abedin
(74) Attorney, Agent, or Firm — Foley & Lardner LLP

(57) ABSTRACT

The management system of the present invention is capable
of efficiently discovering each apparatus coupled to a com-
munication network. The management server 1 judges a type
of'an apparatus coupled to a communication network 5 on the
basis of service utilization information T1, which is acquired
from a discovered device or acquired from a device (an iSNS
server 4, for example) having a name server function for
resolving an address from a public name, and on the basis of
discovery management information prepared beforehand
(S1, S2). The management server 1 acquires a communica-
tion protocol in accordance with the type of the apparatus
from protocol selection rules T3, and attempts authentication
of the apparatus by using the communication protocol (S3).
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1

MANAGEMENT SYSTEM, PROGRAM
RECORDING MEDIUM, AND PROGRAM
DISTRIBUTION APPARATUS

TECHNICAL FIELD

The present invention relates to a monitoring target appa-
ratus management system capable of detecting apparatus
coupled to a network, and monitoring the detected apparatus
as monitoring target apparatus, and to a management server
and a monitoring target apparatus management method.

BACKGROUND ART

In management software for managing an information pro-
cessing system comprising two or more related apparatus
such as a host computer and a storage apparatus, a technique,
whereby composition information for each apparatus is read
in advance and held in an internal storage device, and a
second apparatus related to an optional first apparatus is
detected based on the read information, has been disclosed
(see, for example, Patent Citation 1).

[Patent Citation 1] Japanese Laid-Open Patent Publication

2005-175736

DISCLOSURE OF INVENTION
Technical Problem

A management program that accesses monitoring target
apparatus, using protocols of the apparatus, in order to
acquire and manage information on the apparatus, may use
the following method to detect the apparatus. First, an appa-
ratus search range is designated, and then information used by
the respective apparatus protocols (authentication informa-
tion, port numbers, and the like) is designated if required.
Apparatus in the designated range are then sequentially
accessed using the various protocols, and information on the
monitoring target devices is acquired by acquiring informa-
tion via those protocols that generate a response.

Normally, when an inquiry is sent to an apparatus by using
acommunication protocol that is incompatible with the appa-
ratus, a response regarding the incompatibility of the com-
munication protocol is immediately sent back.

However, since there is no response also when an inquiry is
sent to an address to which an apparatus has not been
assigned, it is necessary to wait until the inquiry times out.
Meanwhile, apparatus configured with a high security level
may respond to inquiries made using a compatible commu-
nication protocol, but not to inquiries using an incompatible
communication protocol. Hence, when there is no response to
an inquiry, it must be confirmed that timeout has occurred for
all the communication protocols.

An apparatus search range usually contains a mix of
addresses that generate an immediate response to an inquiry,
and addresses for which the inquiry times out. Thus, with a
method whereby a plurality of communication protocols are
sequentially tested for each IP address within a discovery
target range, the timeout waiting times build up, depending on
the number of addresses generating an inquiry timeout, and
hence the processing time is long.

Furthermore, when an apparatus to be monitored lies out-
side the address range designated by the administrator, this
apparatus is excluded from the monitoring targets, and hence
composition information cannot be acquired.

An object of the present invention is therefore to provide a
management system with which a plurality of apparatuses
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coupled to a communication network can be efficiently dis-
covered, and provide a program-recording medium, and a
program distribution apparatus. A further object of the
present invention is to provide a management system with
which, by acquiring information from a discovered appara-
tus, another apparatus related to the discovered apparatus
may be efficiently discovered, and provide a program record-
ing medium and a program distribution apparatus. Further
objects of the present invention will become apparent from
the subsequent description of the embodiments.

Technical Solution

According to the present invention, in a case where first and
second related devices exist, and information on the related
second device can be acquired from the first device, a type of
the second device is determined according to the type of
relationship between the first and second devices, and the role
of the second device in the relationship; an access method
(protocol) to be used to access the second device is then
determined according to the type of the second device, and
information acquisition is attempted using this access method
(authentication may also be required depending on the pro-
tocol). Furthermore, when information on the second device
is to be acquired from the first device as mentioned above, in
cases where a third device with a name server function for
resolving an address from a public name exists, a relationship,
managed by a name service of the third device, between the
public name and the address of a device is acquired, and
information on the second device is acquired by accessing
this address. Here, the type of the second device is determined
from the name service type and meaning of a name service
entry, the access method (protocol) used to access the second
device is determined according to the type of the second
device, and information acquisition is attempted using the
access method (authentication may also be necessary depend-
ing on the protocol).

In order to solve the aforementioned problem, the manage-
ment system of the present invention is a management system
for managing a plurality of apparatuses coupled to a commu-
nication network, comprising: a memory area; a micropro-
cessor for executing predetermined processing using the
memory area; and a communication interface with which the
microprocessor communicates with each of the apparatuses
via the communication network, the microprocessor commu-
nicating with each apparatus via a communication network,
and acquiring access information that is used to access a
second apparatus, related to a first apparatus, on the basis of
network service utilization information associated with the
first apparatus. The microprocessor judges a device type of
the second apparatus from the role of the second apparatus in
a network service on the basis of predefined services, role,
and device-type judgment information, selects an access pro-
tocol group for access to the second apparatus on the basis of
predefined device types and access-protocol compatibility
definition information, and then accesses the second appara-
tus to acquire composition information of the second appa-
ratus.

Access information for the second apparatus related to the
first apparatus may sometimes be acquired directly from the
first apparatus, and sometimes acquired via a name service or
the like.

The plurality of apparatuses coupled to the communication
network includes at least: a plurality of apparatuses with a
storage area; and a plurality of apparatuses that use the stor-
age area; the memory area of the management system stores
at least monitoring target address management information
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for pre-storing the address range for searching for the moni-
toring target apparatus; device coupling management infor-
mation created by associating a referencing/referenced rela-
tionship of public names of apparatus, with apparatus names
corresponding to the public names; and communication pro-
tocol selection information that stores type judgment infor-
mation for judging the type of the monitoring target appara-
tus, and communication protocols corresponding to the
judged apparatus type; (1) in a case where the communication
network includes a name management apparatus that man-
ages, for the respective apparatuses, a public name and an
address of the apparatus, and a type that represents a refer-
enced apparatus or a referencing apparatus, the microproces-
sor: (1a) detects a predetermined storage area with which the
apparatus name is not associated, by using the device cou-
pling management information; (1b) in cases where a refer-
ence source of public name referencing has been configured
in the predetermined storage area, acquires an address corre-
sponding to the reference source from the name management
information; (1¢) in cases where the address corresponding to
the reference source is registered in the monitoring target
address management information, judges the apparatus to be
a reference source apparatus associated with the predeter-
mined storage area, and registers this apparatus in the type
judgment information; (1d) acquires a communication pro-
tocol prepared beforehand for the apparatus from the com-
munication protocol selection information, and uses the com-
munication protocol to execute information acquisition of the
predetermined apparatus; (le) in cases where the reference
source has not been configured in the predetermined storage
area, issues a request to all addresses defined in the name
management information to send apparatus composition
information indicating a composition of the reference source
apparatus; (1f) judges an apparatus that sends apparatus com-
position information in response to the request to be a desti-
nation apparatus, and registers the apparatus in the type judg-
ment information; and (lg) uses the reference source
apparatus communication protocol to execute information
acquisition from the apparatus that sent the apparatus com-
position information; (2) in cases where the name manage-
ment apparatus is not included in the communication net-
work, the microprocessor: (2a) issues a request to all
addresses included in the discovery target address manage-
ment information to send composition information of the
reference source apparatus; (2b) judges an apparatus that
sends the apparatus composition information in response to
the request to be the reference source apparatus, and registers
the apparatus in the type judgment information; and (2¢) uses
the reference source apparatus communication protocol to
execute information acquisition from the apparatus that sent
the apparatus composition information; the microprocessor:
(3) acquires, by authenticating a registered apparatus regis-
tered in the type judgment information, configuration infor-
mation relating to another apparatus which uses the registered
apparatus, from the registered apparatus; judges the type of
the other apparatus on the basis of the configuration informa-
tion, and registers the type in the type judgment information;
and acquires a communication protocol prepared beforehand
according to the type of the other apparatus from the commu-
nication protocol selection information, and uses the commu-
nication protocol to acquire information of the other appara-
tus; (4) in cases where, when executing each information
acquisition, information acquisition fails using the commu-
nication protocol acquired from the communication protocol
selection information, the microprocessor: re-attempts the
information acquisition by using another communication
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protocol prepared beforehand for another apparatus type that
belongs to the same group as the communication protocol.

In cases where information acquisition of the monitoring
target apparatus fails, the microprocessor re-attempts infor-
mation acquisition of the discovery target apparatus on the
basis of another type that is pre-associated with the judged
type.

After performing information acquisition on the monitor-
ing target apparatus, the microprocessor acquires configura-
tion information relating to another apparatus that uses the
monitoring target apparatus from the monitoring target appa-
ratus, and performs information acquisition the other appa-
ratus on the basis of the type of the other apparatus.

The microprocessor is capable of executing a first discov-
ery mode and a second discovery mode, the first discovery
mode being configured such that information acquisition
from the monitoring target apparatus is performed on the
basis of the judged type, and the second discovery mode
performing information acquisition on the monitoring target
apparatus by sequentially testing a plurality of communica-
tion protocols prepared beforehand.

The present invention is not limited to a management sys-
tem and may also be implemented as a program recording
medium, a program distribution apparatus, or a method for
managing apparatus on a communication network.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is an illustrative view of the overall concept of an
embodiment of the present invention.

FIG. 2 is an illustrative view of the overall composition of
an information processing system.

FIG. 3 is a schematic diagram of a host computer.

FIG. 4 is a schematic diagram of a storage apparatus.

FIG. 5 is a schematic diagram of a management server.

FIG. 6 is a schematic diagram of an iSNS server.

FIG. 7 is a schematic diagram of a volume management
table in the host.

FIG. 8 is a schematic diagram of a volume management
table in the storage apparatus.

FIG. 9 is a schematic diagram of an iSCSI target manage-
ment table in the storage apparatus.

FIG. 10 is a schematic diagram of an apparatus login ID
management table in the management server.

FIG. 11 is a schematic diagram of a discovery target
address management table in the management server.

FIG. 12 is a schematic diagram of a discovered apparatus
management table in the management server.

FIG. 13 is a schematic diagram of a device coupling man-
agement table in the management server.

FIG. 14 is a schematic diagram of a discovery management
table in the management server.

FIG. 15 is a schematic diagram of protocol selection rules
in the management server.

FIG. 16 is a schematic diagram of an iSCSI name manage-
ment table in the iSNS server.

FIG. 17 shows a management screen for adding or deleting
monitoring target apparatus.

FIG. 18 is a flowchart for apparatus discovery processing.

FIG. 19 is a flowchart for composition information acqui-
sition processing.

FIG. 20 is a flowchart for processing to discover undiscov-
ered apparatus and add these apparatus to the monitoring
targets.

FIG. 21 is a flowchart for first detection processing, which
is executed in the flowchart in FIG. 20.
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FIG. 22 is a flowchart for second detection processing,
which is executed in the flowchart in FIG. 20.

FIG. 23 is a flowchart that continues on from FIG. 22.

FIG. 24 is a flowchart for third detection processing, which
is executed in the flowchart in FIG. 20.

FIG. 25 is a flowchart that continues on from FIG. 24.

FIG. 26 is a flowchart for processing for successively dis-
covering other nodes, with one node serving as a lead.

FIG. 27 is a flowchart that continues on from FIG. 26.

FIG. 28 shows changes to the discovery management table.

FIG. 29 provides an overview of an authentication process-
ing operation when the present invention is not adopted.

FIG. 30 provides an overview of an authentication process-
ing operation when the present invention is adopted.

FIG. 31 is a flowchart for processing, executed by a man-
agement server according to a second embodiment, which is
a substitute for the processing of FIG. 27.

FIG. 32 shows an aspect in which two modes are operated
jointly, according to a third embodiment.

EXPLANATION OF REFERENCE

1...management server

2 . .. storage apparatus

3.. . host

4 .. .iSNS server

5 ... communication network

T1 ... service utilization information
T2 ... discovery management information
T3 ... protocol selection rules

10 ... host

20 . .. storage apparatus

30 . .. management server

40 . . . iSNS server

CN . .. communication network

BEST MODE FOR CARRYING OUT THE
INVENTION

Storage apparatus, provided separately from host comput-
ers (referred to hereinafter as “host™), are used in enterprises
or the like to manage large volumes of data. Storage area can
be used more effectively when a plurality of hosts make
combined use of one or a plurality of storage apparatus, rather
than the hosts each having a storage apparatus. Hence, storage
area networks (SAN), in which a plurality of hosts are
coupled to a plurality of storage apparatus via a communica-
tion network, have become popularized.

Conventional SAN are formed using Fibre channel tech-
nology, which excels when used for high-capacity burst trans-
fers. Such SAN are called FC-SAN. FC-SAN use dedicated
communication devices, cables and so on, which are FCP
(Fibre Channel protocol)-compatible, and therefore allow
comparatively stable data transfers to be performed. How-
ever, dedicated communication devices and so forth are
costly, and require the services of technicians acquainted with
FCP.

Hence, IP-SAN, which use Internet Protocol (IP) net-
works, have attracted attention in recent years. In an IP-SAN,
a SCSI (Small Computer System Interface) command, for
example, is encapsulated using TCP/IP (Transmission Con-
trol Protocol/Internet Protocol), and encapsulated packets are
sent and received using an IP network. This technology is
called iSCSI (Internet Small Computer System Interface)
technology. iSCSI can be used to couple a storage apparatus
directly to the IP network.
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With iSCSI, a node that requests data processing or the like
is known as an ‘initiator’ (iISCSI initiator), and a node that
returns a response to the requested processing is called a
‘target’ (iISCSItarget). A host may be an initiator and a storage
apparatus a target, for example. Initiators and targets are
specified by identifiers known as iSCSI names. By logging on
to a target, an initiator is able to use services (storage services,
for example) provided by the target.

In order to centrally manage information related to appa-
ratus capable of communicating using the iSCSI protocol, an
iSNS (Internet Storage Name Service) server is provided. The
iSNS server handles name resolution for the respective iISCSI
initiator nodes and iSCSI target nodes. The iSNS server also
implements functions such as an access restriction function
for the iSCSI initiators and iSCSI targets, using discovery
domains.

By pre-registering the IP address and the iSCSI name of a
target in an initiator, the initiator is able to open a session to a
target. A session is a logical communication path configured
in a physical communication path.

When a session is opened, authentication is performed
between the initiator and the target. This serves to prevent
unauthorized access. Authentication can be carried out by at
least either one or both of the target and initiator.

Authentication processing is performed, for example,
based on whether or not a user name (user ID) and secret
(password) communicated by the initiator match a user name
and secret that are registered with the target. When both user
names and secrets match, authentication is successful, and the
initiator is granted the right to access the target.

In an IP-SAN environment, a management apparatus
(more precisely, management software running on the man-
agement apparatus) acquires information on the composition
of each host and each s