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of memory may be received. The rank of memory may comprise a set of
memory devices. The block of data may be compressed. The compressed
block of data may be written to a subset of the memory devices that com-
prise the line. The unwritten portions of the line may not be used to store
valid data.
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DATA WRITE TO SUBSET OF MEMORY DEVICES
BACKGROUND

[0001] Electronic devices, such as computers, may include memory. For
example, a computer may include static random access memory (SRAM) and
dynamic random access memory (DRAM). SRAM and DRAM share the
characteristic power must be continuously supplied in order {o retain data stored
in the memory. If the power is removed, the sfored data may be lost. Anocther
fype of memory that is becoming more prevalent is non-volatile random access
memory (NVRAM). NVRAM may have the characteristic that once data is
stored to the NVRAM, the data remains persistent, even if power is no longer
stupplied {0 the device.

BRIEF DESCRIPTION OF THE DRAWINGS

{0002] FIG. 1 depicts an example of a device that may use the data
writing o a subset of memory devices techniques described hereain.

{0003] FIG. 2 depicts another example of a device thal may use the data
writing technigues described herein.

[0004] FIGS. 3{a-c) depict examples of write / read patterns in
accordance with the data writing techniques described herein.

[0005] FIG. 4 depicts an example high level flow diagram of the data
writing techniques described herein.

[0006] FIG. 5(a,b) depicts ancther example high level flow diagram of the

data writing technigques describad hergin.
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DETAILED DESCRIPTION

{0007 As mentionad above, some memory components in an electronic
device, such a SRAM and DRAM reguire power in order to maintain sforage of
data. Other devices, such as NVRAM are able to store data without the need fo
continuously supply power. However, even though power is not neeaded to
retain the persistence of the data, power i& needed when the data is originally
written. Cuirently existing forms of NVRAM {e.g. FLASH memory) as well as
new types of NVRAM currently being developed {e.g. mempristor, phase change
RAM, spin torque transfer RAM) do not requirg the continuous supply of power
in order to maintain the persistence of data stored thereon. However, these
devices do use power when originally writing the dala to the device. This use of
power may be referred io as wrile energy. i should be understood that SRAM
and DRAM also require write energy 1o store data, and as such the techniques
described herein ars equally applicable to SRAM and DRAM.

{Q008] Many slectronic devices, such as computers, include a memory
controfler to manage storing and retrieving data from memory. The memory
controfler may not individually read and write bytes of data from the memory.
Rather, the memory controlier may operate on groups of bytes, referred o as a
ling of data. For exampile, in a computer, memory is typically operated on in
units equivalent 1o the size of a cacheline in the processor. For example, if a
processor has a cacheline size of 64 bytes, the memory controller may receive /
provide data o the processor in units of 64 bytes. However, techniques
described herein are not limited o any particular cacheline size. For the
remainder of this description a line may refer to a data block that is provided 1o
the memory controlier {0 be wrilten 1o memory or is provided by the memaory for
use by the electronic device. The techniques described herein are not limited to
any particular line size.

[0009] The memory may be divided across several memory devices
which may be referred 10 as a rank. For example, for a given ling, the memory
devices that store the data that make up the line are all in the same rank. A
rank of memory devices may store mutltiple lines. For example, for a 64 byte
ling, there may be 9 memory devices in the rank. BEach of the first 8 memory
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devices (e.g. a memory chip) may store 8 bytes of the fine. The 9" memory
device may be used to store an Error Correction Code (ECC). The nine
memory devices that make up the rank may store large numbers of lines.
Although a specific example of a rank of memory is descriped, it should be
understood that the techniques described herein are not limited to any particular
tayout of memory devices in a rank.

{0010] The technigues described herein provide for receiving a line of
data to be wrilten to memory. The line may be examined to determing { the line
can be compressed. if 8o, the line may be compressed, and a header
describing the compression may be added to the line. An ECC for the overall
ling may be calculated. The compression may result in fewer than the {otal
number of memory devices within the rank being needed to store the
compressed line. As such, the memory devices that are not needed are not
written, thus saving the wrile energy that would have otherwise been used {o
write to those devices. In some cases the data may be encrypled prior to being
written to the memory devices.

{0011] The line that is stored may contain the data needead fo determing if
the line s compressed, and if so, how the line should be decompressed. For
axample, if the ECC does not use all bits available on the ECC storage device
for the line, then the exira bits may be used {o indicate if the line is compressed
of not. in other implementations, different techniques, described below, may be
used to determine if the line is compressed. When the data is {0 be read, # may
be determined if the line is encrypted andfor compressed. The line may then be
decrypted and/or decompressed and provided {o the requestor.

[0012] The technigues described herein are Operating System (O8)
independent and as such the O8 is not required {0 have any knowledge of the
compression occurring in the memaory system. in other words the technigues
described herein are completely transparent {o the OS, applications, or other
software running on the system. No OS, application, or other code modification
is required.

[0013] F1G. 1 depicts an example of a device that may use the data

writing o a subset of memory devices techniques described herein. System
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100 may include a memory controller 110 coupted to a plurality of memaory
devices 150-1...9. Although ¢ memory devices are depicted, it should be
understood that this is to aid in the description. The techniques described
herein are not imited {0 any particular number of memory devices.

[0014] The memory controlier 110 may be a device that is a standalone
device, or it may be integrated within a larger device {e.g., a processor, partof &
chipset). The techniques described herein are not limited o any padicular
implementation. The memory controlier may include a data block compression
circuit 115, and ECC generation circuit 120, and a memory device write circuit
125. The memaory controlier and each of these circuits may be implemented as
hardware circuits, or as a combination of hardware circuits and instructions
readable and executable by the hardware circuits. For example, the memory
controfler may be implemented as logic on an integrated circuit, as an
application specific integrated circuit {ASIC), as an FPGA, or in any other
suitable manner.

[0015] The data block compression circuit may be a circuit to receive a
block of data and compress that block of data. For example, the compression
circuit may implement Base Delta Immediate (BD1) compression, which may
allow a 64 byte data block 1o be compressed to a data block ranging rom 0 to
84 bytes. Although a specific compression technique has been mentioned, the
fechniques described herain are not limited to any spedcific compression
meachanisn.

{06016} A block that cannot be compressed may be sfored in raw form. A
block that can be compressed may have a compression header generated by
the sompression circult 115, The compression header may contain information
that may be used ic later assist in decompression. For example, the
compression may indicate the process that was used to compress the data
block and how that data block can be decompressed.

[0017] The ECC generation cireuit 120 may be dircuitry used {o calculate
an ECC for the block of data. The ECC may be used to determine if there has
been an error in the data. Many ECCs can be used to correct for single bit

arrors and detect multiple bit errors. In some implementations, as will be
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described in further detail below, the ECC may be used {o determine if the data
block has been compressed. in the example being describad, there are B bytes
provided for an ECC. if the ECC being used does not use all 8 bytes, one or
more bils may be used to indicate that the data block is compressed. The ECC
generation circuit may insert those bits inte the ECC in such implementations.
These bits may be referred to as compression metadata. However, if the ECC
uses all 8 bytes, an alternate mechanism for determining if the data block is
encrypted is described below, with respect to FIG. 3.

[oo18] The memory device write circuit 125 may be used fo write bytes of
data to memory devices. For example, the memory device write circuit may be
coupled o memory devices that make up a rank of mamory. When it is desired
to write a line of data to the rank of memory, the memary device write cireuit
may write the line to the individual memeory devices that make up the rank.
{0019 The system 100 may aiso include a plurality of memory devices
150-1...9 that make up a memory rank. Sysiem 100 is shown with a memory
rank made up of 8 devices, however, it shouid be understood that this is for
purposes of ease of description and not by way of limilation. The techniques
described herein are suitable for use with memory ranks comprising any
number of memaory devices.

[0020] Each memory device may store g particular range of bytes for a
given ine. For example, memaory device 150-1 may store bytes 0-7 for each
linge, memory davice 150-2 may siore bytes 8-15, and so on. The rank of
memory may store any number of lines, as is shown by lines 1-n. The
techniques described herein are not limited fo ranks storing any particular
number of lines. What should be understood s that a rank of memoty may
store many lines, and an individual memory device within the rank may siore g
portion of each line.

{oo21] In operation, a request to write a block of data may be received by
the memory controller. This is depicted by the "DATA BLOCK IN" arrow. Ata
high level, there are two possibilities when it comes to comprassing a biock of
data. The block is either compressible or it is not compressible. Each of these
two situations is now described.
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{00221 Assume the received biock of dala 175 is not compressible. As
such, the data block compression circuit is not able to comprass the data biock.
As mentioned above, uncompressible data blocks are stored in their raw form.
in this case, the block of data is 84 bytes long and may be siore uncompressed,
The ECC generation circuit may generate an ECC over the 64 bytes and the
ECC is appended to the line. The memory device write may then receive the
uncompressed data block as well as the appended ECC and write the line to
memory devices 150-1...8. As indicated by the matching hashes, the block of
data 175 is show as being written to line 1 within the memory devices. it should
be noted that is such cases, each memory device is written to, and as such
wiile energy is used for writing to all 8 memaory devices.

{00231 In the second case, the received block of data 176 may be
compressible. in the example, assume that the compression circuit 115 is able
{o compress the dafa block o a8 smaller number of bytes. The compression
circuit may then append a comprassion header to the compressed bytes. The
compression header may be described as metadata that describes the
comprassion. As shown by the hashes on line 176, assume that the
compressed data and compression header uses bytes 0-23 {24 byles olal).
The EGC may then generate and ECC covering the 24 bytes of compression
header and data plus 40 bytes of padding.

[0024] The memory device write circuil may then write the compressead
line to the memory devices. As shown, memaory devices 180-1-3 inline 3 of the
memory devices may be used to store the compression header and
compressed dats. The generated ECC may be stored in memory device 150-9.
However, it is not necessary to write any data {o memory devices 150-4-8, as
indicated by the blacked out boxes. In comparisen {0 the uncompressed case
described above, only 4 memory devices instead of 9 are written to. As
mentioned above, each wrile to a8 memory device requires write energy. By
reducing the total number of memory devices written to, compression enables a
reduction in the total amount of write energy needed to write a line of data.
[0025] In addition to reducing the amount of write energy needed, the

techniques described herein also provide for 3 mechanism {o reduce the
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amount of read energy needed when reading a ling of data. This lechnique is
described in further detail below, but what should be understood for now is that
the portions of the line not written {e.g. the portions in black) are not use to store
valid data. In other words, the portions of each line in black remain unused,
[0026] FIG. 2 depicts ancther example of a device thal may use the dala
writing techniques described hersin. Many of the slements of FIG. 2 are very
similar to the elements in FIG. 1 and are similardy numbered. For ease of
description, the description of those slemenis is not duplicated. System 200
may include a memory controfler 220, which is very similar to memory controfier
110. The memaory controlier may include a data block compression /
decompression circuit 215, an ECC generation / validation circuit 220, a
memaory device write circuit 225, a background scrubber circult 230, and an
encryption / decryption controller 235, System 200 may also include memory
devices 250-1...9, which are essentially the same as those described with
respect to FIG. 1.

[0027] Data block compression / decompreassion circuit 215 performs a
simitar function o the similarly numbered element in FIG. 1. In addition, circuit
215 may also perform decompression. For example, the circuit may use the
comprassion header contained in a compressed line and use that information in
order to decompress the compressead line back into the uncompressed block.
Although circudt 215 is depicted as a single circuit performing both compression
and decompression, it should be understood that this is only an example
implementation. Other implementations may use different circuit to perform
these functions.

{0028] System 200 may also include ECC generation / validation circuit
220. As above with respect to element 120, circuit 220 may genserate an ECC
o ensure that 3 line does not contain errors. Gircuit 220 may also include
functionality to validate the ECC. Circuit 220 may examine 3 line of data and
validate that the ECC indicates that there are no errors in the line. As above,
atthough depicted as a single generate / validate circult, this is only an example
implementation. Other implementations may use different circuits for each of
these functions.
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{0029] System 200 may also include a memory device read / write circuit
225, The memaory device read /Awrite circult may be very similar to the
gquivalent circuit in FIG. 1, with the exception that the memory devices can be
both read and written. The description is not repeated here. System 200 may
also include a background scrubber circuit 230. The background scrubber
circuit may examing the memory devices 250-1...9 as a fask thatruns
continuously in the background, setling unused portions of lines to a high
resistance state. As mentionad above, some portions of lines may remain
unused (e.g. the black boxes). For some memory technologies (e.q.
memyristor), the amount of read energy used is dependent on the values stored
at the designated location, and in the same array. Reads and wrifes to arrays
with more high resistance values may require less energy to perform the read or
write, For memory devices storing unused portions of the line, setting the
resistance value {o a high state reduces the amount of ensrgy needed when
reading or writing the line.

[0030] Although additional write energy is used when setting the memory
devices to the high resistance states, this energy can be expended at a time
that is convenient for the system. For example, assume that over a period of
fime fhere are a large number of memory writes. During such periods, reducing
the overall amount of write energy would be useful, as reduction of energy
usage in a system may be helpful. For example, reduction in energy usage may
atlow the system {0 remain below power usage caps. Thus, omitling the writes
to unused devices would be helpful in ensuring the system stays within
operating parameters {e.g. total energy usage). However, at a laler time, there
may not be many writes ccourring.  Durning these periods of ime, the
background scrubber circuit may operate. if the system load increases such
that the background scrubber’s energy usage becomes problematic, the system
can temporarily halt the background scrubber circuit.

{0031] System 200 may also include an encryption / decryption controller
235. The encryption decryption controller may include an encryption /
decryption selection circuit 237 and at least one encryption /decryption circuit

238-1...n. The encryplion / decryption controller may be used {0 encrypt and
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decrypt lines that are stored o the memaory devices. The encryption may help
improve securily in the system. For example, as mentioned above, NVRAM
may retain its contents even when power is no longer supphied. A malicious
actor could physically steal one or more of storage devices 250-1...8. The data
on these devices could then be refrieved by the malicious actor. By encrypting
the data, it may be ensured that even in such a situalion, the stolen devices
would remain unreadable.

{0032} The condroller 235 may include an encryplion / decryplion
selection circuit. The encryption / decryption selection circuit 237 may be
responsible for dividing up a data block into smaller blocks of a fixed size. In
some cases, the smaller blocks may be padded with a value, such as 0. The
circuit 237 may be used to divide up the block and pad as needed. Operation of
the circuit 237 is described in further detail below, with respedt to FIG. 3{a-¢).
{0033] The controller 235 may also include at least one encryption /
decryplion circuit 238-1...n. The encryption / decryplion circut 239 may be
used to encrypt / decrypt the fixed size blocks of data generated by the circuit
237. In some cases, there may be a single circuit, and blocks are encrypled /
decrypted serially. i other implementations, there may be mulliple circuits 238,
and encryption / decryption of the fixed size blocks may occur iy paraliel.
Furthermore, although shown as a combined encryption / decryption circuit, it
shouid be understood that this functionality may be divided into separate
encrypt and decrypt circuits. What should be understoad is that system 200
provides circuits to both encrypt and decrypt fixed size blocks of data.

{0034} Qperation of system 200 will be described with reference {o
several examples. These examples will generally start with an uncompressed
biock of data, and will move through the process of comprassion, encryption,
decryption, and decompression. However, every exampie, will not include
every stage.

{0035] Continuing with example 176 from FIG. 1, assume thatthere is a
compressed line 276a. The compressed line is also shown as ling 3 in memory
devices 250-1...9. In order to read the line, all 9 memory devices 250-1...9 may

be read using the memory device read / write circuit. The dala bilock
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compressian / decompression circuit 215 may examine the comprassion
metadata o determine if the line is compressed. For example, the bits taken
from the ECC bytes above may be examined fo determine if the block is
compressed. If the line is not compressed, the ECC generation / validation
circuit 220 may validate the line 276b by determining if the ECC indicates there
are any errors. i no errors are prasent, the uncompressed ling 276c may be
sent out of the memory controller as indicated by the data block out arrow.
fG038] However, if it is determiined that the iine is compressed, the data
block compression / decompression circuit 215 may examine the compression
header metadata that was appended {o the compressed line 1o determine how
the fine was compressed. The line may be padded based on the comprassion
header and the ECC vaiidated. if the line is valid the circuit 215 may
decompress the ling, resulting in an uncompressed line 276¢. The
uncomprassed data block 276¢ may be sent as the data biock out.

[Q037] FIGS. 3{a-c) depict examples of wrile / read patlerns in
accordance with the data writing techniques described herein. FIGS. 3(a-¢)
continue with the examples that were started in FIGS. 1 and 2. FIG. 3a depicts
the encryption process. For example, assume that an uncompressible block of
data 3773 is received. As should be undearstoad, not all data biocks are able fo
be compressed. The case of a compressible datfa block is described further
helow. The encryption / decryption controller 235 may be used 1o encrypt the
data block.

{0038} The encryplion / decryption selection circuit 237 may divide the
data block 377a info fixed size units. For example, the fixed size units may be
16 byvtes each, resulling in the 84 byte data block being divided info 4 fixed size
encryption blocks. The encryplion { decryplion circuil{s) 238-1.. .n may then
encrypt each of the fixed size blocks 377b. As mentioned above, if multiple
encrypton circuits gre provided, the encryption of each block may occur in
parailel. However, the technigues described herein are aiso suitable for use with
a single sncryption circult, wherein the blocks are serially encrypted.

{0039] The ECC generation / validation circuit 220 may then generate an

ECC to ensure that the line contains no errors. The ECC may be appended (o
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the line 377¢ and the line stored in the memory devices. As indicated, because
no compression was done, all memory devices are writteny and there is no
saving of write energy. The process of decrypting the line is described in further
detai below.

[0040] FIG. 3b depicls an example of receiving a compressible block of
data, compressing the block, encrypling the block, decrypting the block,
decompressing the block, and returning the original compressible block. As
shown, a compressible block of data 378a may be received. The data block
compression / decompression circuit 215 may be used to compress the data
block and append a compression header 378b. In this example, the
compressed data block and header s shown as being 36 bytes long.

{0041] The encryption / decryption selection circuit 237 may then divide
the compressed block into fixed sized encryption units 378¢. For example, the
fixed size encryption units may be 18 bytes long. As shown, the compressed
biock may be divided into a first complete encrypt block for byles 6-15 and a
second complete encrypt block for bytes 16-31. The remaining bytes, 32-35
may then be padded (e g. padded with zeroes) 1o result in a third encrypt block
spanning byies 32-47. it should be noted that no data is being stored in bytes
48-63. Blocks may then be encrypted by the encryplion / decryption circuits
239-1. n. it should be noted that the energy used in the encryplion process
may be reduced because the total number of blocks o be encrypted has been
reduced. For exampls, unlkke the case above with the uncompressible block
where 4 blocks were encrypted, here, only 3 blocks are encrypted. Thus the
energy used by the encryption blocks may be saved.

[0042] The ECC generglion / validation circuit 220 may then generate an
ECC to protect the line. For example, a 16 byte block of zeroes may be
appended to the 3 encrypted blocks. An ECC may be generated and appended
to the line 378d. The line may then be written 1o the memory devices by the
memuory device read / write circuit 225.

[0043] When encryption is performed, the mechanism for decrypting and
decompressing the data is shightly different than that which was described

above. For example, previously, some spare bits in the ECC byites may have
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been used o identify if the block was compressed or not. if # was compressed,
the compression header could be examined. However, this examination does
not work in cases where the line is encrypted, because the compression header
would be unreadable {(e.g. it is encrypted). in other words, even if there were
bits available in the ECC bytes to indicate the line was encrypted, the
compression header could not be deciphered to determine how fo decrypt the
block. In addition, in some cases, the ECC may use all the available bytes and
neo spare bits may be available {o determine if the line is encrypled.

[o0d4] I the current example, where a line is 64 bytes long, and the
encryption block fixed size is 16 bytes, a compressed line may result in either 1,
2, 3 or 4 encrypted blocks. An uncompressed line resulls in 4 encrypted blocks.
Thus, there are a finite number of bytes that are used. As mentioned above, an
ECC is generated for the line, padding with zeroes as needed. The ECC
generation / validation circuit 220 may attempt to validate the line under each of
the four possible scenarios. As shown in 37 8e, the four possibiliies may be 1}
one encrypted block, three pad blocks 2) two encrypted blocks, two pad blocks,
3} three encrypted hlock, one pad block, and 4) four encrypted blocks. With
selection of the right ECC it is highly uniikely that mare than one of the four
possibilities described above would be properly validated by the ECC. Thus, of
the four possibilities, the one that is successiuily validated determines how
many encrypied blocks are present.

{Q0p48] After the validation, the encryption / decryption selection circuit
237 may be made aware of how many encrypted blocks are in the line. The
selection circuit may then cause the decryption circuits 239-1...n to decrypt the
determined number of encrypted blocks. Just as above in the encryption
process, because a reduced number of decryptions may need to be performed,
the energy used in decrypting may be reduced.

{0046] The encrypt / decrypt circuits 238-1...n may then be used {0
decrypt the number of blocks 378f determined by the selection circuit 237.
Ongce the decryption is complete, the compressed block 378g is recovered. Al
this point, the compression header is no longer encrypted, and can be retrieved

from the compressed block. The data hlock compression / decomprassion
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circuit 215 may then be used 1o decompress the compressed biock back to the
original compressible block 378h. This step further confirms the size of the
block estimated by the ECC validation circuitry.

{00471 FIG. 3c describes an alternative mechanism {o determine if a
block has been compressed. As mentioned above, some ECCs may utilize all
available space, leaving no bits available to indicate if a block is compressed or
not. An alternative mechanism for determining the compression status of a dala
biogk may make use of aninvalid ECC. Just as above, a comprassibile block
379a may be received. The compressible block may be compressed. For
example, as shown, the compressed block (including compression header) may
reside in bytes 0-40. A valid ECC covering those 40 byles may then be
generated and appended to the compressed block.

{0048] The valid ECC may be generated by either padding out the
compressed block fo the size needed by the ECC generation circuit 220. For
example, if the ECC generatlion circult expects a 84 byte blogk, then the
compressed block can be padded with zeroes. {n the alternative, an ECC that
does not depend on a specific block size may be generated and data regarding
the generation placed in the compression header.

{00491 An invalid ECC may then be generated. The invalid ECC may be
guaranteed to fail. The compressed block {e.g. bytes 0-40), the valid ECC (e.g.
bytes 41-48), unused devices (&.g. byles 49-83), and the invalid ECC may be
stored as a line 379b, in cases wherg some compression was possible. In
cases where no compression is possible, the ECC generated would be the valid
ECC to cover the full data block.

HH When attempling o retrieve the data block, the line containing the
data is first read from all memory devices in the rank. The ECC validation
circuit 220 attempts 1o validate the line. If the validation is successful, if means
the line was uncompressed, and the dala block can be sent out. However, if the
ECC validation fails, # may mean that the line is compressed. The compression
header may then be examined (perhaps after decryption) to determine how the
line was compressed, where the valid ECC is located within the line, and how
that ECC was generated 379¢. The block may then be decompressed and
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validated using the valid ECC. The original uncompressed block may then be
sent aut.

[0051] FIG. 4 depicts an example high level flow diagram of the data
writing techniques described herein. in block 410, a block of data o be written
to a line in a rank of memory may be received. The rank of memory may
comprise a set of memory devices. As described above, the rank may be made
up of any number of memory devices. The fechniques described herein are not
limited 1o a specific number of memory devices within a rank.

[0052] I block 420, the block of data may be compressed. As explained
above, one possible compreassion mechanism is BDI compression. However,
techniques describad herein are not dependent on any particular compression
mechanism. in block 430, the compressed block of data may be writtento a
subset of memory devices that comprise the line. The unwritten portions of the
line are not used o store valid data. By writing the compressed block of data to
a subset of memory devices, the total amount of write energy is reduced.
Furthermore, by ensuring that the unwritten portions of the line are not used,
there is no reason for the OF 1o be made aware of the compression. As far as
the OS is concemed, each line stores one line sized block of data. The O8
does not need {0 consider the possibility that a single line may hold data from
two separate original blocks of data.

{0053] FIG. 5{a,b) depicts another example high level flow diagram of the
data writing techniques described herein. In block 505, just as above in block
410, a block of data to be writlen may be received. In block 510, just as in block
420, the block of data may be compressed, In block 515, the compressed block
of data may be divided into an inleger number of encryption block units. As
axplained above, the encryption circuil may operate on a fixed size block. Thus,
the compressed block may be divided in accordance with the fixed size block.
As previously mentioned, blocks may be padded i necessary to airive at the
fixed encryption block size.

[0054] In block 520, each encryption block unit may be encrypted. The
techniques described herein are not limited {0 any particular type of encryption.

Any encryption mechanism is sultable for use with the techniques described
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herein. In block 525, meladata indicating the result of the compression may be
appended to the block of data. This metadata may include the compression
header or may include using spare bits within the ECC to indicate if the block is
compressed. As explained above, the particular type of metadata used is
dependent on if extra bits are available and if encryption is being used.

[0055] In block 530, a valid ECC may be generated for the compressed
block of data. As mentioned above, the valid ECC may be used to verify a
comprassed line. in block 535, the valid ECC may be appended (o the
compressed block of data. In block 540, an invalid ECC may be generated. In
block 545, the invalid ECC may be appended to the line. As mentioned above,
if the ECC validation of the line fails, this may indicate that the line has been
compressed.

{0056] In block 550, the compressed block of data may be writtenio a
subset of the memory devices that comprise the line. The unwrilten portions of
the line may not be used 1o store valid data. in block 555, portions of the line
that are not used {o store valid dala may be setio a high resistance state using
a background scrubber. As described above, setling unused portions of a line
to a high resistance state may reduce the amount or energy used during a read
oF write of the memory devices.

[0057] In block 560, a line in a rank of memory may be read. Reading
the line may include reading all memory devices that comprise the rank. in
other words, all memory devices, even those which may not be storing valid
data for the line are read. in block 585, metadata indicating the result of the
compression may be retrieved from a block header. As mentioned above, in the
case of an unencrypted line, the compression header is readily available.
[0058] In block 570, an aftempt {o validate the line using the invalid ECC
may be made. A validation fail may indicate that the block of data has been
compressed. In block 575, the block of data may be parsed {0 locate the valid
ECC. As mentioned above, the validation failure with the invalid ECC may
indicate a compressed block. The location of the valid ECC may be determined
by parsing the compression header to determine where the valid ECC is and

how the block was compressed.
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{Q059] In block 588, the line may be validated using the ECC for all
possible integer numbers of encrypted unils. As described above, in the case of
an encrypted line, there may be a limited number of possible encrypted blocks
(e.g. 1, 2, 3, or 4). The validation attempts may be made on each of these
limited possibilities, and a successiul validation may indicate how many
encrypted blocks are present. It should be understood that the above
description is based on the 16 byte per encryption unit granularty. in some
implementations, the determining granulanty s the compression granuiarity.

For example, the ECC check could be performed assuming one device, two
devices, and s0 on, up to the maximum number of devices. The ECC check
that succesds may determine how compressead the block is. In black 585 the
number of encrypted units may be determined based on the successiul
validation.

{0060] in block 590, the determined number of encrypted units may be
decrypted. As described above, by only decrypting the number of encrypted
units present, the energy used for decryption may be reduced. In block 585, the
line may be decompressed based on the determined number of encrypted units.
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We Claim

1. A method comprising:

receiving a block of data io be written 10 a line in a rank of memary, the
rank comprising a set of memaory devices;

compressing the block of data; and

writing the compressed block of data to a subset of the memory devices
that comprise the ling;

wherein the unwritten portions of the line are not used {o store valid data.

2. The method of claim 1 further comprising:
setting portions of the line that are not used {o store valid data to a high
resistance state using a background scrubber.

3. The method of claim 1 further comprising:

reading the line in the rank of memory, whersin reading the line includes
reading all memory devices that comprise the rank; and

decompressing the line.

4. The method of claim 1 further comprising:

dividing the compressed block of data into an integer number of
encryption block units; and

encrypting each encryption block unit.

5. The method of claim 4 wherein the metadaia includes an error correction
code {(ECC) calculated based on the number of encrypled black units.

6. The method of claim 5 further comprising:

attempting to validate the line using the ECC for ail possible integer
numbers of encrypted block units;

determining the number of encrypied units based on a successful
validation;
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decrypting the determined number of encrypied unils; and
decompressing the line based on the determined number of encrypted

units.

7. The method of claim 1 further comprising:
appending metadata indicating the resuit of the compression 1o the block

of data.

8. The method of claim 1 further comprising:

generating a valid Error Correction Code (ECC) for the compressed block
of data,

appending the valid ECC to the compressed block of data;

generating an invalid ECC; and

appending the invalid ECC to the line.

9. The method of ¢laim 8 further comprising:

reading the line from the set of memory devices;

attempting to validate the line using the invalid ECC, wherein a validation
fail indicates the block of data has been compressed;

parsing the block of data to locate the valid ECC; and

retrieving metadata indicating the result of the compression from a block

hegder.

10. A device comprising:

a data block compression circuit {o compress a block of data and append
a compression header {0 the compressed biock of data;

an error correction code (ECC) generation circuit to generate an ECC for
the block of data; and

a memory device write circuit to write the compressed data block and the
generated ECC o a line in a memory rank, wherein the rank comprises a set of
memory devices, and the memory device write circuit writes the line to a subset
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of the memory devices, wherein the potions of the ling on unwrillen memaory
devices are not used to store valid dafa.

11, The device of claim 10 further comgprising:

a plurality of encryption circuits, each encryption circuit to encrypt a fixed
number of bytes; and

an encryption selection circuit to determine the number of encryption
circuits needed to encrypt the compressed block of data, further to send the
compressed block of data to the determined number of encryption circuits.

12. The device of claim 11 further comprising:

a plurality of decryption circuils, each decryption circuit to decrypt a fixed
number of byles; and

g decrypiion selection circull {0 delerming the number of decryption
circuits needed to decrypt the compressed block of data.

13. The device of claim 10 further comprising:
a scrubber circult 1o set the portions of the ine on anwritten meamaory
devices not used {0 store valid data to g high resistance state.

14. A system comprising:

& rank of memory, the rank of mamory comptising a plurality of memory
devices: and

a memory controller to compress a line of data; and

the memoty controller 1o further write the compressed line of data to g
subset of the memaory devices comprising the rank, wherein unwritten memary

devices for the line are not used 1o store valid data.

15. The system of claim 14 further comprising:
an sncryption controdier to encryptidecrypt the comprassed line; and
a background scrubber to set unused portions of the line to a high
resistance state.
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