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Description

BACKGROUND

[0001] The invention relates to systems and methods
for securely associating (or pairing) portable electronic
devices with one or more computing devices.
[0002] In US 2007/0214272 A1, a multi-user web
browser is disclosed. The multi-user web browser per-
mits more than one user to create and use a browser
user account without requiring different users to log into
different operating system user accounts. For example,
if a public library has several computers with multi-user
browsers networked together, a user that has created a
browser user account while at one computer in the library
network will be able to access the browser user account
on all computers in the library network.
[0003] Moreover, in document US 2007/0118891 A1,
a universal authentication token is disclosed which is
configured to securely acquire security credentials from
other authentication tokens and/or devices. In this man-
ner, a single universal authentication token can store the
authentication credentials required to access a variety of
resources, services and applications for a user. The uni-
versal token includes a user interface, a memory, an op-
tional biometric authentication interface, a secure proc-
essor and a communication interface. The user interface
is configured to enable a user to interact with the universal
token.
[0004] Increasingly, users operate many different
types of portable electronic devices with their computers
(e.g., wireless headphones, digital cameras, personal
digital assistants (PDAs), mobile phones, mouses, etc.).
Many portable electronic devices are enabled with short-
range wireless technologies, such as Bluetooth, ultra-
wide band (UWB), wireless Universal Serial Bus (USB),
and Near Field Communication (NFC), while others may
communicate with the computing device via a physical
wired connection.
[0005] Short-range wireless technologies and wired
connections allow communications only between devic-
es located within close proximity of each other. Due to
this limitation of physical proximity, security threats are
somewhat mitigated. That is, an attacking device needs
to be physically connected to a target computing device,
or within its transmission range, to be able to intercept
and/or inject communications. Nonetheless, security fea-
tures typically are employed to ensure that a computing
device only associates and communicates with trusted
and authorized devices.
[0006] Conventionally, a process is performed to en-
sure that a portable device is trusted before it is associ-
ated with a computing device. For example, a computing
device enabled with a wireless technology may carry out
a discovery protocol to obtain a list of other devices that
are enabled with the same technology and are within
communication range. The computing device may then
initiate, either automatically or at the request of a user,

a communication session with one of the discovered de-
vices. To establish trust between the two devices, the
user typically is prompted to interact with one or both of
the devices. For example, each device may display a
numerical value and the user is prompted to enter "yes"
on one or both of the devices if the two displayed numer-
ical values match, to verify that the user is in control of
both devices so that the portable device is trusted. Such
a user-aided authentication process is generally referred
to as "manual pairing" as it requires an affirmative manual
action by a user.
[0007] As part of the conventional manual pairing proc-
ess, once the user confirms that the connection is be-
tween trusted devices, the devices store security infor-
mation (e.g., cryptographic keying materials) for use in
subsequent communications so that future association
between the devices can be performed automatically by
the devices without user action. Thus, if the same two
devices discover each other in the future, the stored se-
curity information may be retrieved and exchanged to
allow the devices to recognize one another as trusted,
without having to perform another manual pairing proce-
dure.

SUMMARY

[0008] Aspects of the present invention are directed to
improved techniques for automatically associating a port-
able device (e.g., a wireless device, such as a mobile
phone, MP3 player, wireless headset), with two or more
different computers. Using conventional techniques, a
portable device needed to be manually paired with a com-
puter to establish a trusted relationship between them to
facilitate subsequent automatic association, and the
manual pairing process needed to be performed sepa-
rately for each computer with which a user desired to use
a portable device. For example, a user that purchases a
new wireless headset and seeks to use it with both a
work computer and a home computer conventionally
needs to go through a manual pairing process with each
of those computers to establish a trusted relationship with
the wireless headset. As part of the manual pairing proc-
ess, authentication information is exchanged between
the computer and the portable device (e.g., the wireless
headset) that can be used in the future to allow the de-
vices to authenticate each other and form an automatic
association. Therefore, after a device has been manually
paired with a computer once, when the devices are
brought into communication range in the future, they can
authenticate each other to establish a trusted relationship
and automatically establish communication.
[0009] A disadvantage of conventional techniques is
that they require a separate manual pairing operation for
a portable device with every computer with which it is to
be used, which can be cumbersome for the user, partic-
ularly for users that employ a large number of portable
devices with multiple computers. In accordance with one
embodiment of the invention, the need to perform multi-
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ple manual pairing operations is overcome. This can be
accomplished in any of several ways. In one aspect, dur-
ing a manual pairing operation with a first computer, au-
thentication information is established between the port-
able device and a user of the computer with which the
device is being manually paired. The authentication in-
formation is then stored in a data store that is globally
accessible by any number of computers. Thus, after the
authentication information has been established, when
the user seeks to use the portable device with any new
computer (including a computer with which it has not pre-
viously been manually paired), that computer can retrieve
authentication information from the globally accessible
store based upon the identity of the user logged into the
computer, and can use that authentication information to
enable the new computer and the portable device to au-
tomatically authenticate each other and establish an as-
sociation without requiring that they be manually paired.
This is advantageous, as a user need only manually pair
a portable device with one computer, and enable the de-
vice to be automatically associated thereafter with any
computer on which the user logs in, rather than requiring
that the user go through subsequent manual pairing op-
erations with every computer that the user seeks to use
the portable device with.
[0010] In an alternate aspect, the authentication infor-
mation can be established and provided in a globally ac-
cessible store without requiring that the portable device
be manually paired with any particular computer.
[0011] Another embodiment of the invention is directed
to a protocol for authenticating a portable device to a
computer using authentication information that is tied to
a user of the computer, rather than to a specific computer
itself, so that the authentication information can be em-
ployed by any computer on which the user is logged in.

BRIEF DESCRIPTION OF DRAWINGS

[0012] The accompanying drawings are not intended
to be drawn to scale. In the drawings, each identical or
nearly identical component that is illustrated in various
figures is represented by a like numeral. For purposes
of clarity, not every component may be labeled in every
drawing. In the drawings:

FIG. 1 illustrates a manual pairing operation of a mo-
bile device with a single computer and thereafter au-
tomatic association with additional computers in ac-
cordance with one embodiment of the present inven-
tion;
FIG. 2 illustrates a computer system including a glo-
bally accessible data store including information for
one or more computers to automatically authenticate
and associate a portable device in accordance with
one embodiment of the present invention;
FIG. 3 is a flow chart of an exemplary process for
creating and using authentication information to au-
tomatically associate the portable device with a com-

puter, in accordance with one embodiment of the
present invention;
FIG. 4 is a process for creating authentication infor-
mation for a portable device and for storing it in a
manner that makes it accessible to a plurality of com-
puters in accordance with one embodiment of the
present invention;
FIG. 5 is a process for automatically associating a
portable device with a computer by identifying a user
logged into the computer and retrieving authentica-
tion information associated with the user to authen-
ticate the portable device in accordance with one
embodiment of the invention;
FIG. 6 is a conventional process for performing au-
thenticated device association;
FIG. 7 illustrates a process for manually pairing a
computer to a portable device to create authentica-
tion information in accordance with one embodiment
of the present invention;
FIG. 8 illustrates an exemplary implementation of a
data store including authentication information for a
plurality of users and portable devices in accordance
with one embodiment of the present invention;
FIG. 9 illustrates an exemplary implementation of a
data store on a portable device that includes infor-
mation to authenticate the portable device to a com-
puter based upon an identity of the user of the com-
puter;
FIG. 10 illustrates a process for obtaining profiles for
authenticating a portable device and a computer in
accordance with one embodiment of the present in-
vention;
FIG. 11 is a diagram illustrating an example of a pro-
tocol for communicating between a computer and a
portable device to mutually authenticate the compu-
ter and the portable device and enable automatic
association between them in accordance with one
embodiment of the present invention; and
FIG. 12 is a schematic illustration of an exemplary
computer, on which aspects of the present invention
may be implemented.

DETAILED DESCRIPTION

[0013] As discussed above, conventional device asso-
ciation protocols rely on manual user intervention to ini-
tially establish trust between two devices. Authentication
information (e.g., cryptographic keying materials) estab-
lished or exchanged during an earlier manual pairing pro-
cedure can then be used later to enable two devices that
have been associated in the past to be associated auto-
matically without user intervention. However, a manual
pairing procedure must be carried out at least once to
establish the exchange of the required security informa-
tion for any two devices that have never been previously
associated.
[0014] Applicants have appreciated that some users
employ two or more different computing devices (e.g.,
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one at home and another at work) with which the user
may wish to associate the same one or more portable
device(s) (e.g., headphones, MP3 player, mobile phone,
etc.). Applicants have further appreciated that the manual
pairing process may be time-consuming and cumber-
some for device users, particularly if it need be repeated
multiple times for the same portable device to associate
the portable device with multiple computing devices.
[0015] Thus, in accordance with one embodiment of
the invention shown conceptually in FIG. 1, a user may
pair a portable device (e.g., a mobile phone 210) manu-
ally once (e.g., at 221) with one computer (e.g., home
desktop 220), and the portable device later may be as-
sociated automatically with other computers (e.g., laptop
230 as shown at 231 or office desktop 240 as shown at
241) used by the same user. As used herein, reference
to the portable device being associated automatically in-
dicates that a user of the computer and the portable de-
vice need not take any action to authenticate the portable
device to the computer or the computer to the portable
device and facilitate association therebetween.
[0016] The aspect of the invention relating to enabling
automatic association between a portable device and a
computer with which the portable device was not previ-
ously manually paired can be implemented in any suita-
ble manner, as it is not limited to any particular imple-
mentation technique. In accordance with one illustrative
embodiment of the present invention, a technique is em-
ployed for use with a portable device capable of being
associated with two or more computers. Authentication
information is created that authenticates the portable de-
vice, and the authentication information is stored in a
data store that is accessible by the two or more comput-
ers, and in a manner that associates the authentication
information with a user of the portable device. Once the
authentication information is created and stored in a data
store accessible to a computer with which the portable
device has not previously been associated, that compu-
ter can access and use the authentication information to
authenticate the portable device automatically, without
requiring a manual pairing operation. This can be accom-
plished in any suitable manner.
[0017] For example, in accordance with another em-
bodiment of the invention, when a computing device dis-
covers at least one portable device that it has not been
associated with, the computing device may identify the
user logged into the computing device, use information
identifying the logged-in user to retrieve authentication
information for the portable device, and use the retrieved
authentication information to authenticate the portable
device and automatically associate it with the computing
device.
[0018] As should be appreciated from the foregoing,
Applicants have appreciated that a disadvantage of con-
ventional techniques for associating a portable device
with multiple computing devices is that when authentica-
tion information is exchanged between a portable device
and a computing device, the information that can be used

to authenticate the portable device in the future to enable
automatic association conventionally is stored by the
computing device in a manner wherein it is accessible
only locally to that computing device. In accordance with
one embodiment of the present invention, authentication
information for a portable device is stored in a manner
that makes it more globally accessible to one or more
computing devices, even computing devices not used to
communicate with the portable device to establish the
authentication information. As a result, when the portable
device is discovered for the first time by such a computing
device, the computing device can access the data store,
retrieve the authentication information, and use it to au-
thenticate and automatically associate the portable de-
vice, even though the computing device never previously
engaged in a manual pairing with the portable device.
This is shown conceptually in FIG. 2, wherein a portable
device 901 can be associated, at different times as indi-
cated by the dotted lines 903a and 903b, with two or more
computers 905a and 905b. Authentication information
909 that can be used to authenticate the portable device
901 is stored in a data store 907 that is accessible to two
or more of the computers 905a-b. Thus, when the port-
able device 901 is discovered by any of the computers
905a-b, including one with which the portable device 901
had not been previously manually paired to establish the
authentication information, the computer 905a-b can ac-
cess the data store 907 to retrieve the authentication in-
formation 909 and use it to authenticate and automati-
cally associate the portable device 901 with the compu-
ter.
[0019] In the configuration shown in FIG. 2, the data
store 907 is illustrated as being accessible, via a network
911, to each of the computers 905a-b. In accordance
with one embodiment of the invention, the network 911
can be any suitable network (e.g., the Internet) and the
data store 907 can be associated with a computing device
(e.g., a database server or other type of computing de-
vice) that is distinct from any of the computers 905a-b.
However, it should be appreciated that the aspects of the
present invention described herein are not limited in this
respect. For example, the data store 907 may be provided
on or associated with one of the computers 905a-b, and
may be accessed by the computers 905a-b via a USB
flash key or any other suitable communication medium.
[0020] In accordance with one embodiment of the
present invention discussed below, the authentication in-
formation 909 is developed through a manual pairing of
the portable device 901 with one of the computers 905a-
b and is then stored in the data store 907, which may be
a data store on the computer that performed the manual
pairing or another computer. However, it should be ap-
preciated that aspects of the present invention described
herein are not limited in this respect, as the authentication
information can be developed and stored in the data store
907 in any suitable manner. For example, in an alternate
embodiment of the present invention, authentication in-
formation (e.g., keying materials) may be generated with-
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out performing a manual pairing operation. Thereafter,
the portion(s) of the keying materials to be used by the
portable device during automatic association may be
stored directly on the portable device in any suitable man-
ner, and the portion(s) of the keying materials to be used
by the one or more computers may be stored in a globally
accessible store.
[0021] As should be appreciated from the foregoing,
one embodiment of the present invention is directed to
a process of the type shown in FIG. 3 for associating a
portable device with a computer. Initially, in act 1001, the
portable device is manually paired with a first computer
(e.g., computer 905a in FIG. 2) to create authentication
information (e.g., authentication information 909) that
can be used to authenticate the portable device. It should
be appreciated that the authentication information alter-
natively can be established in other ways as mentioned
above. In act 1003, the authentication information is
stored in a data store (e.g., data store 907) that is acces-
sible to another computer (e.g., computer 905b) and is
associated with the user of the portable device 901. In
this respect, in accordance with one embodiment of the
present invention, the authentication information is
stored in the data store in a manner that associates it
with a user of the portable device so that a computer that
discovers the portable device can identify the user of the
computer and use that information to identify what au-
thentication information to retrieve from the data store.
In this respect, in accordance with some embodiments
of the present invention, the data store (e.g. data store
907) may include authentication information for any
number of portable devices and/or any number of one or
more users, so that when information for multiple users’
devices is stored, the identity of the user of the computer
that discovers the portable device can be used to identify
the appropriate authentication information for that user’s
devices. However, it should be appreciated that not all
embodiments are limited to using information identifying
the user to identify what authentication information to use
to authenticate the portable device, as any suitable tech-
nique can be employed.
[0022] In act 1005, a computer other than the one that
was manually paired with the portable device to create
the authentication information (e.g., a second computer
such as computer 905b) may access the data store to
retrieve the authentication information (e.g., authentica-
tion information 909). This act can be performed in re-
sponse to discovery by that computer of the portable de-
vice, or at any other suitable time.
[0023] Finally, in act 1007, the computer can use the
retrieved authentication information (e.g., authentication
information 909) to authenticate the portable device 901,
and to automatically associate the portable device with
the computer (e.g., 905b) when it is successfully authen-
ticated. In this manner, the portable device may be au-
tomatically associated with a computer (e.g., computer
905b) without ever having been manually paired with that
computer.

[0024] As should be appreciated from the foregoing,
the process illustrated in FIG. 3 differs from conventional
techniques for associating a portable device with one or
more computers both in the way authentication informa-
tion is stored (e.g., in a data store accessible to other
computers as opposed to only locally for use by a com-
puter that performed a manual pairing operation to obtain
the authentication information) and in the process per-
formed by a computer when it first discovers a portable
device that it had not previously been associated with
(e.g., by obtaining authentication information from a data
store rather than performing a manual pairing operation).
[0025] In this respect, FIG. 4 illustrates a process in
accordance with one embodiment of the present inven-
tion that involves making authentication information for
a portable device available to one or more computers not
previously associated with the portable device. In act
1101, authentication information is created that can be
used to authenticate the portable device. As discussed
above, the authentication information can be created by
manually pairing the portable device with a computer, or
in any other suitable manner, as aspects of the present
invention described herein are not limited to any partic-
ular technique for creating the authentication information.
[0026] In act 1103, the authentication information is
stored in a manner that makes it accessible to a plurality
of computers, as opposed to being stored in a localized
manner accessible only to a single computer, using any
suitable technique, examples of which are described
herein. In accordance with one embodiment of the
present invention, the authentication information is
stored in a manner that associates it with a user of the
portable device to facilitate retrieval as discussed above.
[0027] FIG. 5 illustrates a process that a computer may
perform in accordance with one embodiment of the
present invention to automatically associate itself with a
portable device. The process of FIG. 5 may be initiated
in response to the computer discovering the portable de-
vice or in response to any other suitable event. In act
1201, the process identifies a user logged into the com-
puter. Thereafter, in act 1203, the process retrieves from
a data store authentication information that is associated
with the portable device and also is associated with the
user that is identified in act 1201 as being logged into the
computer. This can be done in any suitable manner, ex-
amples of which are discussed herein. In act 1205, the
computer uses the authentication information to make a
determination of whether the portable device (e.g., port-
able device 901) can successfully authenticate itself as
a trusted device. This can be accomplished in any suit-
able manner, examples of which are described below.
When it is determined at act 1205 that the portable device
cannot authenticate itself as a trusted device, the process
terminates and the portable device is not associated with
the computer. Alternatively, when it is determined at act
1205 that the portable device can successfully authenti-
cate itself as a trusted device, the process proceeds to
act 1207, wherein the portable device is automatically
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associated with the computer such that no manual pairing
operation need be performed.
[0028] As discussed above, the authentication infor-
mation (e.g., 909 in FIG. 2) that can be stored in a data
store accessible to multiple computers can take any suit-
able form. For example, the authentication information
can comprise some information that is not publicly ac-
cessible (referred to as a "secret" herein for convenience)
and that a computer using the authentication information
to authenticate a portable device would expect that only
the trusted portable device associated with the authen-
tication information would be capable of providing.
[0029] Alternatively, in accordance with other embod-
iments of the present invention, the authentication infor-
mation can include one or more keying materials that can
be used by a computer that retrieves the keying materi-
al(s) to communicate in accordance with one or more
security protocols with a portable device. For example,
in one non-limiting embodiment, a portion of the keying
material(s) may be used by the computer to verify a digital
signature accompanying a communication, thereby as-
certaining that the communication was indeed transmit-
ted by a trusted portable device, as only a trusted portable
device associated with the authentication information
would have been capable of sending such a communi-
cation along with a valid digital signature. In another ex-
ample, a portion of the keying material(s) may be used
by the computer to decrypt a communication that has
been encrypted by the portable device.
[0030] In this specification, the phrase "keying materi-
al" is used to refer to any information that may be used
for the purpose of securing communication, for instance,
for preserving secrecy and integrity of messages and/or
for authenticating message sources. Examples of keying
materials include public-private key pairs (used in asym-
metric key encryption and electronic signatures), secret
keys (used in symmetric key encryption), nonces (i.e.,
random values that are used once and then discarded),
and checksums/hashes (typically generated by crypto-
graphic hash functions and used for different purposes
such as integrity checks and/or commitments). These
are merely examples of keying materials that may be
used to establish the authentication information used in
accordance with some embodiments described herein.
In addition, it should be appreciated that the authentica-
tion information stored in the data store can embody any
information that enables a computer accessing it to au-
thenticate the portable device in any suitable way, as
aspects of the present invention described herein are not
limited to employing any particular type of keying material
or other authentication information.
[0031] In accordance with one embodiment of the
present invention, steps are taken to not only authenti-
cate the portable device to a computer before allowing
automatic association, but to similarly authenticate the
computer and/or a user thereof to the portable device
before the portable device allows the computer to be au-
tomatically associated with it. Thus, some embodiments

of the invention described below implement techniques
for authenticating a computer and/or a user thereof to a
portable device in addition to authenticating the portable
device to the computer before enabling automatic asso-
ciation between the two. However, it should be appreci-
ated that all aspects of the present invention are not lim-
ited in this respect, as the techniques described herein
can be employed to authenticate only the portable device
to the computer to enable automatic association.
[0032] Conventional techniques for automatic device
association require that each computer store a separate
set of keying materials (developed during manual pairing)
for each portable device with which it is capable of auto-
matic association. Likewise, a portable device conven-
tionally must store a separate set of keying materials (al-
so developed during manual pairing) for each computer
with which the device may be automatically associated.
This is because in existing device association tech-
niques, the keying materials developed as a result of
manually pairing two devices is device specific and tied
to the devices.
[0033] As an example of a conventional association
technique, FIG. 6 shows a simplified version of the Blue-
tooth Simple Pairing protocol. Initially, in act 310, two
Bluetooth-enabled devices discover each other, and at
act 320 they establish an unsecured communication
channel. Next, the two participating devices exchange
their public keys in act 330. In act 340, confirmation val-
ues are computed based on the exchanged public keys
and/or Bluetooth addresses of the participating devices,
and in act 350, a link key for maintaining the pairing is
computed using the Bluetooth addresses of the partici-
pating devices, and is used to engage in encrypted com-
munication in act 360.
[0034] As should be appreciated from the foregoing,
the keying materials established using Bluetooth Simple
Pairing are tied to the Bluetooth addresses of the partic-
ipating devices. As a result, keying materials established
between a pair of devices typically are not reused to as-
sociate another pair of devices, even if the two pairs have
one device in common and/or the keying materials can
be transferred from one device to another. For example,
if keying materials established for a portable device and
a first computer having a first Bluetooth address were
used to attempt to associate a second computer and the
portable device, the portable device may refuse to asso-
ciate with the second computer, as the keying materials
are tied to the first Bluetooth address and the portable
device may recognize that the second computer has a
different Bluetooth address. Thus, in accordance with
one embodiment of the invention, cryptographic keying
materials are employed that are device independent so
that they can be shared easily and securely by different
computers for the purpose of device association.
[0035] In one embodiment, the device independent
keying materials are created, via a manual pairing pro-
cedure or otherwise, not between the portable device
and any particular computer, but rather between the port-
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able device and a user thereof. Therefore, unlike the key-
ing materials formed using conventional device associ-
ation protocols, the keying materials are not tied to any
particular computer and therefore can be used to asso-
ciate the portable device with any computer or group of
computers. In accordance with one embodiment of the
present invention, an association protocol is employed
that uses the device-independent keying materials to as-
sociate a portable device with a computer. However, the
keying materials, association protocol and other tech-
niques described herein are not limited in this respect,
and can be used to perform association between any two
or more devices of any type including not only between
a portable device and a device conventionally referred
to as a computer (e.g., a laptop or personal computer),
but between any two devices of any type. In addition, it
should be appreciated that the reference to a computer
or computing device (which terms are used interchange-
ably herein) is used herein to refer to any device having
a programmed processor, including devices that may not
conventionally be referred to as a computer. In addition,
the techniques described herein may be used to perform
associations among groups of devices. For example, the
techniques described herein may be used in a broadcast
or multicast scenario to enable a group of devices that
share a first set of keying materials to be associated with
another group of devices that share a second set of key-
ing materials.
[0036] The device independent keying materials used
in accordance with one embodiment can be made avail-
able to any computer for the purpose of associating a
portable device. This can be accomplished in any suita-
ble way. For example, the keying materials may be stored
on a first computer with which the portable device is as-
sociated, and later transferred to a second computer at
the user’s request or in response to an automatic request
from the second computer. Alternatively, the first com-
puter may store the keying materials in a globally acces-
sible store, so that a second computer may retrieve the
keying materials therefrom. The globally accessible store
may be on the first computer or a separate computer,
and/or may be retrieved using any suitable interface,
such as a web interface, a network file system interface,
or any other suitable interface.
[0037] In accordance with one embodiment of the
present invention described below, the device-independ-
ent keying materials to be used by multiple computers to
associate a portable device are generated using unique
identifiers (IDs) for both the user and the portable device.
These unique identifiers can be established in any suit-
able manner, as the aspects of the present invention that
employ these IDs to generate the keying materials are
not limited in this respect. For example, the unique user
ID can be a user’s e-mail address, or a unique identifier
provided via a service that provides unique identifiers,
such as Windows Live ID available from Microsoft Cor-
poration or any other service, or can be provided in any
other suitable way. Similarly, the portable device can be

identified via a unique identifier using any suitable tech-
nique, such as a Globally Unique Identifier (GUID) or any
other suitable technique.
[0038] Referring to FIG. 7, a process for manually pair-
ing a portable device and a computer to establish device
independent keying materials in accordance with one
embodiment of the invention is illustrated in the form of
a message chart. The process illustrated in FIG. 7 may
begin after the portable device 410 and the computer 420
have discovered each other and have established a com-
munication channel (e.g., an unsecured channel) in any
suitable way. In the case of Bluetooth, for instance, the
portable device 410 may have been placed in discover-
able mode, and the computer 420 may have performed
a scan to discover portable device 410 and may have
initiated communication with portable device 410. De-
pending on the underlying method of communication, the
exchange of communications illustrated in FIG. 7 may
be performed during discovery and communication es-
tablishment, or during any suitable phase of communi-
cation between the two participating devices, as the in-
vention is not limited in this respect.
[0039] In act 430, the computer 420 sends to the
portable device 410 a first collection of information
comprising an ID of the user (IDuser), a public key of the
user (PKuser), and a random value generated for the
association between the user and the portable device
410 (Ruser,dev). The random value Ruser,dev is a piece of
secret information that uniquely identifies an association
between the user and the portable device 410. As
discussed below, in accordance with one embodiment,
Ruser,dev can be used to provide for security against a
replay attack where a device seeks to improperly
represent itself to establish automatic association.
[0040] However, it should be appreciated that the as-
pect of the present invention relating to a protocol to de-
velop device independent keying materials is not limited
to employing an extra piece of secret information such
as Ruser,dev to guard against such an attack, as it may
be omitted in some embodiments (e.g., if it is believed
that the risk of such an attack is minimal). In addition,
while the secret information is provided as a random
number in one embodiment, it should be appreciated that
any technique may be employed for establishing the se-
cret information, as it is not limited to being a random
number.
[0041] In one embodiment, a technique is employed
to secure the transfer of the random number to the port-
able device. This can be done in any suitable way. For
example, the transfer may take place via a USB device
or a proximity wireless technology such as NFC, which
has such a small transmission range that makes it prac-
tically impossible for another device to eavesdrop.
[0042] In act 440, the portable device 410 sends to the
computer 420 a second collection of information com-
prising an ID of portable device 410 (IDdev) and a public
key of portable device 410 (PKdev).
[0043] It should be appreciated that the techniques de-
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scribed herein are not limited to the exact combination
of information exchanged during acts 430 and 440, nor
to the number and order of communications shown in
FIG. 7. For example, in one embodiment, the public keys
may be sent between the computer 420 and the portable
device 410 in certificates signed by an authority trusted
by both the portable device 410 and the computer 420
to increase security, although this is not required. Fur-
thermore, the information may be exchanged in any suit-
able manner, including decomposing acts 430 and 440
into multiple communications, and interleaving the com-
munications in any suitable order.
[0044] In act 450, the portable device 410 displays on
a display thereof at least some of the information provided
by the computer 420 or derived therefrom, and the com-
puter 420 similarly displays on a display thereof at least
some of the information received from the portable device
410 or information derived therefrom to enable the user
to confirm that the devices communicating are the correct
devices and thereby establish that the communication is
trusted. The information to be displayed is information
that the user will be capable of verifying as having been
provided by the other device to establish the trusted re-
lationship. This can be accomplished in any suitable
manner, examples of which are discussed below. For
example, in one embodiment, the portable device 410
may display IDuser and computer 420 may display IDdev,
and the user may have similarly been able to view from
each device the ID that is transmitted to the other (e.g.,
the user may have been able to view IDdev on the portable
device 410 and IDuser from the computer 420) so that the
user can verify that each device properly displays an
identifier transmitted from the other.
[0045] Some devices (e.g., portable device 410) may
lack a display or user interface that enables the display
of information to provide a user the opportunity to visu-
alize and confirm it. In accordance with one embodiment
of the present invention, for such a device, the step of
displaying information on that portable device may be
omitted. Omitting that step may preclude the user from
verifying that the portable device is exchanging informa-
tion with the desired computer (e.g., 420). However, if
the user is willing to accept the decreased security that
results therefrom, the step can be omitted entirely. Alter-
natively, in such a circumstance, the communication me-
dium used to exchange information between the portable
device and the computer can be one that leaves no doubt
that the two trusted devices are communicating. For ex-
ample, the communication can be performed over a wired
connection, through a portable communication medium
such as a USB flash device, or using a communication
technology such as NFC that has a very small transmis-
sion range and eliminates the possibility of a third com-
puting device intercepting and/or injecting communica-
tion.
[0046] In act 460, the user confirms that the pairing
and exchange of information has occurred between trust-
ed devices by interacting with one or both of portable

device 410 and computer 420. For example, if the IDs
displayed in act 450 are correct, the user may operate a
user interface of the portable device 410 and computer
420 to indicate this. When so indicated, the computer
420 and the portable device 410 will proceed in the man-
ner described below. Alternatively, if the user fails to in-
dicate that the information has been exchanged between
trusted devices, the process will terminate and the asso-
ciation information will not be stored.
[0047] It should be appreciated that the user may be
apprised of the information expected to be displayed on
the computer 420 and the portable device 410 in any
suitable manner. For example, each device (e.g., porta-
ble device 410 and computer 420) may provide a user
interface whereby it can display its own ID or other infor-
mation to the user so that the user can make note of the
information expected to be seen on the other device to
verify the trusted relationship. For example, as men-
tioned above, the portable device may display its ID to
the user on its own user interface so that the user can
know what information to expect to be displayed by the
computer 420 to confirm that the computer 420 is pairing
with the correct portable device 410. However, this is
merely an example, as the user may be apprised of the
information expected to be displayed on one or both of
the pairing devices in any suitable manner.
[0048] As discussed above, when the user confirms
that the relationship is trusted by interacting with one or
both of the portable device 410 and the computer 420,
the portable device 410 and the computer 420 store at
least some of the information received in steps 430 and
440 and/or information derived therefrom. For example,
portable device 410 may store the profile <IDuser, PKuser,
Ruser,dev> in any internal storage (e.g., memory) available
in the portable device, while the computer 420 may store
the profile <IDdev, PKdev, Ruser,dev> in a globally acces-
sible store at a location associated with the user. Addi-
tional and/or alternative information may be obtained and
stored in these profiles, as the techniques described
herein are not limited to any specific information being
exchanged. Other suitable types of information can also
be employed. An illustrative example of a manner in
which the profile created in FIG. 7 can be used to au-
thenticate the portable device with one or more comput-
ers (including computers other than computer 420) and
facilitate automatic association is described below.
[0049] FIG. 8 illustrates an exemplary configuration of
the globally accessible data store 801, for storing device
profiles established for a plurality of users (user1 through
userN) using the protocol and information illustrated in
FIG. 7. As mentioned above, these profiles are merely
illustrative, so that the globally accessible data store may
be organized in other ways to store other types of infor-
mation. In the embodiment illustrated in FIG. 8, each user
has the capability of being associated with multiple de-
vices. For example, the information stored and associat-
ed with user1 includes three entries 805a-c that each
corresponds to a different device associated with user1.
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For example, the entries 805a-c may correspond to a
mobile phone, MP3 player and set of wireless head-
phones all belonging to the same user, although these
are merely examples, as the portable device(s) associ-
ated with the user can be any suitable portable device(s).
[0050] It should be appreciated that a same portable
device may be shared by multiple users. Therefore, in
accordance with one embodiment of the invention illus-
trated in FIG. 8, a same device may be associated with
multiple users in the data store 801. This is shown, for
example, by the device identified by the identifier IDdev1
being associated with user1 by an entry 805a and further
associated with user2 by an entry 807a.
[0051] As can be seen in FIG. 8, in accordance with
one embodiment, the entries 805a and 807a are not iden-
tical, as the values that identify the associations between
the users and the portable device are different (i.e.,
Ruser1,dev1, and Ruser2,dev1).
[0052] The use of distinct values that identify the as-
sociations between a particular user and a particular de-
vice can be used, in accordance with one embodiment
of the present invention, to protect against potential re-
play attacks by an untrusted user. In this respect, it should
be appreciated that the techniques described herein can
be employed with computers and other devices that may
be shared by multiple users. Thus, in accordance with
one embodiment of the present invention, the use of a
unique value identifying an association between a user
and a portable device can be employed to prevent replay
attacks orchestrated by an untrusted user. Such attacks
could take either or several forms. For example, as
should be appreciated from the foregoing, in the process
of exchanging authentication information between a
computer and a particular portable device (referred to as
device1 in this example), device1 will receive the infor-
mation that the computer sends to authenticate the iden-
tity of the user logged on to the computer (e.g., the IDuser
signed by a key associated with the user). Thus, that
information may be stored on the portable device (e.g.,
device1 in this example). If another user were to gain
control of that portable device (e.g., device1), there is a
risk that the user could cause that portable device to re-
play the information received from the computer so that
the portable device can essentially spoof that it is a com-
puter logged into by the first user (e.g., user1) and seek
to automatically associate with another device (e.g.,
device2) as user1, when in fact the portable device is
under the control of a different user (e.g., user2).
[0053] It should be appreciated that a similar risk exists
that a computer that engages in the exchange of infor-
mation to authenticate a portable device will receive the
information that the portable device uses to authenticate
itself (e.g., the unique identifier for the portable device
signed by a key of the portable device) and that this in-
formation can be stored on the computer and potentially
be replayed by the computer to spoof the identity of the
portable device when seeking to form an association with
another computer or other type of device at which a user

other than user1 is logged in (e.g., user2). For example,
in the process of exchanging authentication information
between the computer and device1, the computer will
receive the information that device1 sends to authenti-
cate itself (e.g., the IDdev signed by a key associated with
dev1). Thus, that information may be stored on the com-
puter. If an adversarial entity were to gain control of that
computer, there is a risk that the adversarial entity could
cause that computer to replay the information received
from device1 so that the computer can essentially spoof
that it is device1 and seek to automatically associate with
another user (e.g., user2) as device1.
[0054] In accordance with one embodiment of the
present invention, the inclusion in the authentication in-
formation exchanged between devices of a value that
uniquely identifies an association between a particular
user and a particular device prevents replay attacks of
the type discussed above. For example, for a device to
properly authenticate a communication received from a
computer that purportedly has a particular user logged
into it, a device will check to ensure that it receives a
specific unique value identifying an association between
itself (i.e., the specific device) and the user. Therefore,
while a device receiving the authentication information
from a computer has all of the information that it needs
to authenticate the identity of the user logged into the
computer, it does not receive the information that any
other device would need to authenticate the user, be-
cause each device has its own unique value relating to
the association between itself and the user. Therefore,
a device receiving the authentication information from a
user (e.g., the device1 in the example above) cannot suc-
cessfully spoof the identity of a computer having the user
logged into it to associate with another device (e.g.,
device2 in the example above), because the device at-
tempting such a replay attack does not possess the par-
ticular value that the other device (e.g., device2) will ex-
pect to receive to authenticate the identity of the user.
[0055] Similarly, the use of a value that specifically
identifies the association between a particular user and
a particular device can be employed to prevent a com-
puter that received the authentication information from
any device (e.g., device1) to associate with a logged in
user from attempting to spoof the identity of that device
and form an association with another computer or other
device at which a different user is logged in. For example,
for a computer to properly authenticate a communication
received from a portable device purportedly associated
with a user logged into the computer, the computer will
check to ensure that it receives a specific unique value
identifying an association between the portable device
and the user logged into the computer. Therefore, while
a computer receiving the authentication information from
a portable device to associate with a first user has all of
the information that it needs to authenticate the identity
of the portable device to the first user, it does not receive
the information that needs to be presented to authenti-
cate the portable device to a second user, because each

15 16 



EP 2 316 097 B1

10

5

10

15

20

25

30

35

40

45

50

55

user has a unique value relating to the association be-
tween the each user and the portable device. Therefore,
a computer receiving the authentication information from
a portable device (e.g., the device1 in the example above)
to associate with a first user (e.g., user1 in the example
above) cannot successfully spoof the identity of device1
to associate with another computer having another user
logged into it (e.g., user2 in the example above), because
the computer attempting such a replay attack does not
possess the particular value that the other user (e.g.,
user2) will expect to receive to authenticate the identity
of the portable device.
[0056] In one embodiment, the values uniquely identi-
fying the associations are stored in one or more safe and
tamper-proof locations. Alternatively, the values may be
stored in encrypted form, while the decryption keys are
stored in one or more safe and tamper-proof locations.
[0057] Further, it should be appreciated that other
types of information may be stored in the globally acces-
sible store instead of, or in addition to, the profiles de-
scribed above. For instance, the user’s public and secret
keys that are used in the protocol shown in FIG. 11 may
be stored in the globally accessible store. However, this
is not required, as the user may retrieve the public and
secret keys from other storage locations, e.g., in a local
storage location on the computer at which the user is
logged in.
[0058] FIG. 9 illustrates an exemplary configuration of
the memory of a portable device, comprising a plurality
of profiles 903a-b established for users of the portable
device. Although only two profiles 903a-b are shown in
FIG. 9, it should be appreciated that any suitable number
of profiles may be stored. Each profile may correspond
to a different user of the portable device, or a user may
define multiple profiles for use in different contexts so
that the same individual may be recognized by the system
as different users (e.g., by different user IDs). In an ex-
emplary scenario, a user may use IDuser1 to log into one
or more home computers and IDuser2 to log into one or
more work computers. Having both profiles stored on the
portable device, one for IDuser1 and another for IDuser2,
allows the portable device to associate automatically with
any computer at which the user is logged in using either
of the user’s IDs. It should be appreciated that the inven-
tion is not limited to the number of users that may be
simultaneously associated with a portable device. In
some embodiments, the portable device may allow as-
sociation with only one user at a time, while in other em-
bodiments the portable devices may allow association
with more than one user at a time (e.g., the portable de-
vice may have an upper limit on the number of users with
whom the portable device may associate simultaneous-
ly).
[0059] Again, it should be appreciated that other types
of information may be stored in the memory of the port-
able device instead of, or in addition to, the profiles shown
in FIG. 9. For instance, the portable device’s public and
secret keys that are used in the protocol shown in FIG.

11 may be stored.
[0060] Once the profiles are established and stored in
the portable device and a globally accessible data store
(as used herein, the reference to the data store being
globally accessible means that the data store is not tied
to a single computer and can be accessed by two or more
different computers), the information contained therein
can be used to mutually authenticate the portable device
and a computer and facilitate automatic association using
any suitable technique, examples of which are discussed
below. However, it should be appreciated that the profile
information (or any other type of secret or keying mate-
rials that can be used for authentication purposes as dis-
cussed above) may be formed in ways other than by us-
ing the manual pairing process of FIG. 7. For example,
as discussed above, in accordance with one embodiment
of the present invention, the secret information can be
established without going through a manual pairing op-
eration between the portable device and any computer.
An exemplary process of this type is shown in FIG. 10
for use with the particular profiles discussed above in
connection with FIGs. 8 and 9. However, it should be
appreciated that the aspect of the present invention that
enables the formation of keying materials without manual
pairing is not limited to use with the specific types of key-
ing materials included in the profiles shown in FIGs. 8
and 9.
[0061] In the process of FIG. 10, keying materials that
include a public-private key pair and a random value are
obtained for the user and for the portable device in act
710. The public-private key pairs and the random num-
bers may be newly generated in act 710, or pre-existing
public-private key and random number values may be
retrieved. Any suitable computing device(s) may be used
to obtain the keying materials, as the invention is not
limited in this respect.
[0062] In act 720, the portion(s) of the keying materials
to be stored on the portable device are transferred to the
portable device in any suitable way (e.g., from a computer
that has the keying materials and communicates them
to the portable device over a wired or wireless
connection, via a portable computer readable medium
that can be attached to the portable device to download
the keying information, etc.). The stored information can
include the information that the portable device provides
to a computer to authenticate itself, (e.g., IDdev, PKdev
and Ruser,dev), a private key (e.g., SKdev) for the device
that forms a public-private key pair with the public key
transferred to the computers with which the device may
automatically associate and, for each user of the portable
device, information that is expected to be transferred
from a computer to the portable device to enable the
portable device to authenticate the computer or a user
thereof (e.g., the IDuser, PKuser, Ruser,dev).
[0063] In act 730, the information used by a computer
to authenticate a portable device and enable automatic
association is stored in a globally accessible data store
and is associated with the user (e.g., as shown in FIG.
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8). Thus, in the embodiment shown in FIG. 8, the device
profile <IDdev, PKdev, Ruser,dev> is stored for each device
associated with a user.
[0064] It should be appreciated that the acts 710, 720
and 730 may be performed in any logically consistent
order and each can be decomposed into multiple acts,
and those acts may be interleaved or performed in any
logically consistent order. In addition, as discussed
above, the specific keying information illustrated in FIG.
8 is merely illustrative, as other embodiments of the
present invention can be employed that use different key-
ing information.
[0065] FIG. 11 illustrates an exemplary protocol by
which a computer and a portable device that have not
previously been manually paired can authenticate one
another to establish a trusted relationship that facilitates
automatic association in accordance with one embodi-
ment of the invention. In particular, having successfully
executed the protocol of FIG. 11, the portable device 810
will have proven to the computer 820 that the portable
device 820 is in fact the device it purports to be (i.e., a
device identified by the identifier IDdev), and the computer
820 will have verified that connection to the device iden-
tified by IDdev is accepted by a user identified by IDuser.
In addition, the computer 820 will have proven to the port-
able device that the computer 820 is being used by the
user identified by IDuser, and the portable device 810 will
have verified that the user identified by IDuser is among
the users with whom the portable device 810 accepts
automatic connections.
[0066] As with the process illustrated in FIG. 7, the pro-
tocol of FIG. 11 may be carried out after the portable
device 810 and computer 820 have discovered each oth-
er and have established a communication channel in any
suitable way. However, it should be appreciated that the
communications illustrated in FIG. 11 may be performed
during discovery and communication establishment, or
during any suitable phase of communication between the
portable device 810 and computer 820, as the embodi-
ment illustrated in FIG. 11 is not limited in this respect.
[0067] FIG. 11 illustrates an exemplary protocol that
the portable device 810 and computer 820 can use to
authenticate each other using previously established
profiles of the types illustrated in FIGS. 8-9. It should be
appreciated that the present invention is not limited to
use with profiles of the types illustrated in FIGs. 8-9 to
enable mutual authentication between a computer and
a portable device, as any suitable types of profiles may
be used to authenticate the portable device to the com-
puter and/or the computer to the portable device. Fur-
thermore, the protocol of FIG. 11 leads to the establish-
ment of a shared key between the portable device 810
and computer 820. This shared key may be used, directly
or indirectly, to obtain a symmetric encryption key for
encrypting and decrypting communications between the
portable device 810 and computer 820. However, the
invention is not limited to the establishment of any par-
ticular type of keying materials to enable secure commu-

nication once a trusted relationship has been estab-
lished, or even to use in systems that do not secure the
communications once a trusted relationship is estab-
lished.
[0068] In act 830, the computer 820 notifies the port-
able device 810 of the identity of the user with whom the
portable device 810 is to be associated (e.g., based on
the identity of a user logged into computer 820). In act
840, portable device 810 uses the information identifying
the user (e.g., IDuser) received in act 830 to retrieve (e.g.,
from its memory) the profile that the portable device
stores for that user, which includes PKuser and Ruser,dev
in the example shown. If a profile associated with IDuser
cannot be located, indicating that the portable device
does not currently accept connection with the user iden-
tified by IDuser, the portable device 810 may refuse con-
nection, e.g. by terminating the protocol. Alternatively,
the portable device may initiate a manual pairing proce-
dure (not shown). If a profile for the user can be located,
information is retrieved from the profile so that it can be
used, along with the secret key SKdev of the portable
device 810, to provide a secret back to the computer 820
during act 850 to authenticate the portable device 810
as discussed below. In addition, in the embodiment illus-
trated in FIG. 11, the information retrieved includes in-
formation that enables the portable device 810 to simi-
larly authenticate the computer 820 in the manner dis-
cussed below.
[0069] In the illustrated embodiment, the secret key
SKdev of the portable device 810 is retrieved during act
840. However, the invention is not limited to the time at
which the secret key SKdev is retrieved. For instance, the
secret key SKdev may be retrieved prior to receiving IDuser
from the computer 820. Similarly, a fresh key Kdev (the
use of which is described below) is generated during act
840 in the illustrated embodiment, but it may also be gen-
erated prior to act 840, as the invention is not limited in
this respect.
[0070] In act 850, portable device 810 signs IDdev elec-
tronically using SKdev to obtain a first signature (denoted
signSKdev(IDdev) in FIG. 11), and assembles a first mes-
sage comprising: the first signature, Ruser,dev, IDdev, and
Kdev. The first message is then encrypted using PKuser
and sent to the computer 820. The encryption is per-
formed so that only an entity in possession of SKuser (i.e.,
the secret key corresponding to PKuser) can access the
content of the first message. This prevents any other
computer within transmission range from capturing the
content of the first message, including the first signature.
It may be desirable to prevent a third party from capturing
the first signature, as the third party may later use the
first signature to "impersonate" the portable device 820.
[0071] In act 860, the computer 820 generates a fresh
key Kuser (the use of which is described below) and re-
trieves SKuser. Again, these two acts may be performed
in either order and may be performed prior to act 860, as
the invention is not limited in this respect. The computer
820 decrypts the encrypted first message using SKuser.
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If the user is in fact the intended recipient of the first mes-
sage (i.e., the portable device 820 expects to be associ-
ated with the user identified by IDuser, and the portable
device 810 used PKuser to encrypt the first message so
that only a device in possession of SKuser can descrypt
it), the decryption succeeds and the computer 820 may
extract IDdev from the first message. Alternatively, IDdev
may be obtained by some other means, e.g., via previous
exchanges of information between the portable device
810 and the computer 820. Using IDdev, the computer
820 may retrieve the profile <IDdev, PKdev, Ruser,dev> from
the globally accessible store at the location associated
with the user identified by IDuser, so that information con-
tained in the retrieved profile may be used to verify that
the portable device 820 is in fact the device it purports
to be (i.e., a device identified by the identifier IDdev), and
that connection with the device identified by IDdev is ac-
cepted by the user identified by IDuser.
[0072] In one embodiment, the computer 820 may be
required to authenticate with the globally accessible store
to access the device profiles established for the user
identified by IDuser. For example, the computer 820 may
need to present to the globally accessible store certain
user credentials, which may be obtained automatically
by the computer 820 at the time the user identified by
IDuser logs into computer 820. Alternatively, the user
identified by IDuser may provide the required credentials
at some point after logging in.
[0073] If a profile associated with IDdev and IDuser can-
not be located on the globally accessible store, indicating
that the user identified by IDuser does not currently accept
automatic connection with the portable device 810, the
computer 820 may refuse connection, e.g., by terminat-
ing the protocol. Alternatively, the computer 820 may in-
itiate a manual pairing procedure (not shown).
[0074] If the device profile <IDdev, PKdev, Ruser,dev> can
be located on the globally accessible store, the computer
820 retrieves the profile and extracts from it PKdev. It then
extracts the first signature from the first message and
verifies the first signature using PKdev. The signature al-
gorithm used to generate the first signature is such that
a signature is verified as valid using a public key only if
it has been generated using the secret key corresponding
to the public key. In the illustrated embodiment, only an
entity in possession of SKdev can generate a signature
that is verified as valid under PKdev. In this way, the port-
able device 810 proves to the computer 820 that the port-
able device 820 is in fact the device it purports to be (i.e.,
a device identified by the identifier IDdev).
[0075] To prevent replay attacks as discussed above,
the computer 820 also checks if the random value re-
ceived in the message is the same as the value Ruser,dev
retrieved from the globally accessible store.
[0076] Thus, if the first signature is valid and the
Ruser,dev value is correct, then the computer 820 trusts
the portable device 810 and proceeds to compute a
shared key as Kdev+Kuser for reasons discussed below.
Otherwise the computer 820 may refuse connection, e.g.,

by terminating the protocol. Furthermore, if the first
signature is valid, the computer 820 signs IDuser
electronically using SKuser to generate a second
signature, and may assemble a second message
comprising: the second signature (denoted
signSKuser(IDuser) in FIG. 11), Ruser,dev, IDuser, and Kuser.
The second message is then encrypted using PKdev and
sent to portable device 810 in act 870. Again, the
encryption is performed so that only an entity in
possession of SKdev can access the content of the
second message. Otherwise, any computer within
transmission range may capture the content of the
second message, including the second signature. It may
be desirable to prevent a third party from capturing the
second signature, as the third party may later use the
second signature to "impersonate" the user identified by
IDuser.
[0077] In act 880, portable device 810 decrypts the en-
crypted second message using SKdev. The portable de-
vice 810 then extracts the second signature from the sec-
ond message and verifies the second signature using
PKuser. The portable device 810 also checks if the ran-
dom value received in the message is the same as the
value Ruser,dev retrieved from its memory. If the second
signature is valid and the Ruser,dev value is correct, then
the portable device 810 trusts the computer 820 to be
authorized by the user identifier by IDuser, as only an en-
tity in possession of SKuser could have generated a sig-
nature that is valid as verified using PKuser and have ob-
tained the correct Ruser,dev value. Otherwise, the portable
device may refuse connection, e.g., by terminating the
protocol.
[0078] As should be appreciated from the foregoing,
the protocol of FIG. 11 thereby enables a portable device
810 and computer 820 to mutually authenticate one an-
other and establish a trusted relationship, even if the two
devices have never been manually paired. Thereafter,
the two devices can engage in trusted communication in
any desired manner, as the aspects of the present inven-
tion described herein are not limited in this respect. In
accordance with the embodiment illustrated in FIG. 11,
fresh keys Kdev and Kuser were developed as discussed
above. In accordance with one embodiment, when the
second signature and the Ruser,dev value are valid, the
portable device 810 computes the shared key as
Kdev+Kuser. At this point, both the computer 820 and port-
able device 810 have correctly computed Kdev+Kuser as
the shared key, which may in turn be used to derive en-
cryption keys for securing the communication channel
between the portable device 810 and computer 820.
However, it should be appreciated that the aspects of the
present invention described herein are not limited to de-
veloping a shared key in this manner, as the communi-
cation between the computer 820 and portable device
810 can be secured in any suitable manner, or not se-
cured, as the aspects of the present invention described
herein are not limited in this respect.
[0079] It should be appreciated that the protocol illus-
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trated in FIG. 11 may be performed automatically by the
portable device 810 and computer 820, without the user’s
intervention. For instance, computer 820 may perform
act 830 automatically upon discovering the portable de-
vice 810 and establishing a communication channel with
the portable device 810. Act 860 may also be performed
automatically, provided the computer 820 has access to
the credentials used to retrieve device profiles from the
globally accessible store.
[0080] Furthermore, acts 830-880 may be performed
in any suitable ordering, including decomposing into mul-
tiple acts and interleaving the multiple acts in any suitable
ordering.
[0081] As discussed above, the aspects of the present
invention described herein can be used with any compu-
ter or device having a processor that may be programmed
to take any of the actions described above. FIG. 12 is a
schematic illustration of an exemplary computer 1300 on
which aspects of the present invention may be imple-
mented. The computer 1300 includes a processor or
processing unit 1301 and a memory 1302 that can include
both volatile and nonvolatile memory. The computer
1300 also includes storage (e.g., removable storage
1304 and non-removable storage 1305) in addition to the
system memory 1302. The memory 1302 can store one
or more instructions to program the processing unit 1301
to perform any of the functions described herein. As men-
tioned above, the reference herein to a computer can
include any device having a programmed processor, in-
cluding a rack-mounted computer, a desktop computer,
a laptop computer, a tablet computer or any of numerous
devices that may not generally be regarded as a compu-
ter, which include a programmed processor (e.g., a PDA,
an MP3 Player, a mobile telephone, wireless head-
phones, etc.).
[0082] Also, a computer may have one or more input
and output devices, such as devices 1306-1307 illustrat-
ed in FIG. 13. These devices can be used, among other
things, to present a user interface. Examples of output
devices that can be used to provide a user interface in-
clude printers or display screens for visual presentation
of output and speakers or other sound generating devic-
es for audible presentation of output. Examples of input
devices that can be used for a user interface include key-
boards, and pointing devices, such as mice, touch pads,
and digitizing tablets. As another example, a computer
may receive input information through speech recogni-
tion or in other audible format.
[0083] The above-described embodiments of the
present invention can be implemented in any of numer-
ous ways. For example, the embodiments may be imple-
mented using hardware, software or a combination there-
of. When implemented in software, the software code
can be executed on any suitable processor or collection
of processors, whether provided in a single computer or
distributed among multiple computers.
[0084] Further, it should be appreciated that the vari-
ous methods or processes outlined herein may be coded

as software that is executable on one or more processors
that employ any one of a variety of operating systems or
platforms. Additionally, such software may be written us-
ing any of a number of suitable programming languages
and/or programming or scripting tools, and also may be
compiled as executable machine language code or in-
termediate code that is executed on a framework or vir-
tual machine.
[0085] In this respect, some aspects of the invention
described herein may be embodied as a computer read-
able medium (or multiple computer readable media)
(e.g., a computer memory, one or more floppy discs, com-
pact discs, optical discs, magnetic tapes, flash memories,
circuit configurations in Field Programmable Gate Arrays
or other semiconductor devices, or other tangible com-
puter storage media) encoded with one or more pro-
grams that, when executed on one or more processors,
perform methods that implement the various embodi-
ments of the invention discussed above. The computer
readable medium or media can be transportable, such
that the program or programs stored thereon can be load-
ed onto one or more different computers or other proc-
essors to implement various aspects of the present in-
vention as discussed above.
[0086] The terms "program" or "software" are used
herein in a generic sense to refer to any type of computer
code or set of computer-executable instructions that can
be employed to program a computer or processor to im-
plement various aspects of the present invention as dis-
cussed above, and may include any computer program
microcode, etc. Additionally, it should be appreciated that
one or more computer programs that when executed per-
form methods of the present invention need not reside
on a single computer or processor, but may be distributed
amongst a number of different computers or processors
to implement various aspects of the present invention.
[0087] Computer-executable instructions may be in
many forms, such as program modules, executed by one
or more computers or other devices. Program modules
may include routines, programs, objects, components,
data structures, etc. that perform particular tasks or im-
plement particular abstract data types. The functionality
of the program modules may be combined or distributed
as desired in various embodiments.
[0088] Also, data structures may be stored in compu-
ter-readable media in any suitable form. For simplicity of
illustration, data structures may be shown to have fields
that are related through location in the data structure.
Such relationships may likewise be achieved by assign-
ing storage for the fields with locations in a computer-
readable medium that conveys relationship between the
fields. However, any suitable mechanism may be used
to establish a relationship between information in fields
of a data structure, including through the use of pointers,
tags or other mechanisms that establish relationship be-
tween data elements.
[0089] Various aspects of the present invention may
be used alone, in combination, or in any suitable arrange-
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ment or combination, including those not specifically dis-
cussed in the foregoing. For example, aspects described
in one embodiment may be combined in any manner with
aspects described in other embodiments.
[0090] .Use of ordinal terms such as "first," "second,"
"third," etc., in the claims to modify a claim element does
not by itself connote any priority, precedence, or order
of one claim element over another or the temporal order
in which acts of a method are performed, but are used
merely as labels to distinguish one claim element having
a certain name from another element having a same
name (but for use of the ordinal term) to distinguish the
claim elements.
[0091] .Also, the phraseology and terminology used
herein is for the purpose of description and should not
be regarded as limiting. The use of "including," "compris-
ing," or "having," "containing," "involving," and variations
thereof herein, is meant to encompass the items listed
thereafter and equivalents thereof as well as additional
items.
[0092] . Having thus described several aspects of at
least one embodiment of this invention, it is to be appre-
ciated that various alterations, modifications, and im-
provements will readily occur to those skilled in the art.
Such alterations, modifications, and improvements are
intended to be within the scope of the invention. Accord-
ingly, the foregoing description and drawings are by way
of example only.

Claims

1. At least one computer readable storage medium
(1302) encoded with a plurality of instructions that,
when executed by a computer (905a), perform a
method of authenticating a portable device (901) to
the computer (905a), the method comprising acts of:

(A) identifying an identity of a user logged into
the computer (905a);
(B) receiving at the computer (905a) at least one
first communication from the portable device
(901), the at least one first communication com-
prising an identifier of the portable device (901)
and first secured authentication information;
(C) using the identity of the user logged into the
computer (905a) and the identifier of the porta-
ble device (901) to retrieve at least one first key-
ing material (909); and
(D) determining whether the at least one first
communication authenticates the portable de-
vice (901) by using the at least one first keying
material (909) to process the first secured au-
thentication information,

wherein the user is a first user and the portable de-
vice (901) is a first portable device, and wherein:

the at least one first communication further com-
prises at least one identifier that uniquely iden-
tifies a pair consisting of a particular user and a
particular portable device; and
the act of determining whether the at least one
first communication authenticates the portable
device (901) comprises determining whether the
at least one identifier uniquely identifies a pair
comprising the first user and the first portable
device.

2. The at least one computer readable storage medium
of claim 1, wherein the first authentication informa-
tion comprises a digital signature generated using a
secret key of the portable device, and wherein the
at least one first keying material (1909) comprises a
public key of the portable device.

3. The at least one computer readable storage (1302)
medium of claim 1, further comprising acts of:

establishing at least one shared key between
the computer (905a) and the portable device
(910) when the portable device (901) is deter-
mined to have been authenticated in the act (D);
and
encrypting at least one further communication
between the computer (905a) and the portable
device (901) using one or more keys generated
at least partially from the at least one shared key.

4. The at least one computer readable storage medium
(1302) of claim 3, wherein the at least one shared
key is computed by combining a first key generated
by the computer (905a) and transmitted to the port-
able device (901) and a second key generated by
the portable device (901) and transmitted to the com-
puter (905a).

5. The at least one computer readable storage medium
(1302) of claim 1, further comprising an act of, prior
to receiving the first secured authentication informa-
tion, sending to the portable device (901) at least
one prior communication that identifies the user
logged into the computer (905a).

6. The at least one computer readable storage medium
(1302) of claim 1, further comprising acts of:

transmitting from the computer (905a) to the
portable device (901) at least one second com-
munication comprising second secured authen-
tication information;
and
determining, by the portable device (901),
whether the at least one second communication
authenticates the computer (905a) by using at
least one second keying material stored on the
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portable device (901) to process the second se-
cured authentication information.

7. The at least one computer readable storage medium
(1302) of claim 6, wherein the user is a first user and
the portable device (901) is a first portable device,
and wherein:

the at least one second communication further
comprises at least one identifier that uniquely
identifies a pair consisting of a particular user
and a particular portable device; and
the act of determining whether the at least one
second communication authenticates the com-
puter (905a) comprises determining whether the
at least one identifier uniquely identifies a pair
comprising the first user and the first portable
device.

8. A portable device (901) comprising:

at least one processor (1301) programmed to:

receive from a computer (905a) at least one
first communication identifying an identity
of a user logged into the computer (905a);
retrieve a first keying material, the first key-
ing material being associated with a second
keying material that is accessible to the
computer (905a) and associated with the
user; and
transmit to the computer (905a) at least one
second communication, the at least one
second communication comprising an iden-
tifier of the portable device (901), the at least
one second communication further com-
prising at least one first piece of information
secured by the first keying material so that
the computer (905a) can determine whether
the at least one second communication au-
thenticates the portable device (901) by us-
ing the second keying material to process
the at least one first piece of information se-
cured by the first keying material wherein
the at least one processor (1301) is further
programmed to:

use the identity of the user to further
obtain at least one identifier that
uniquely identifies a pair consisting of
the user and the portable device (901);
and
transmit to the computer (905a) the at
least one identifier and/or information
generated at least partially using the at
least one identifier.

9. The portable device of claim 8, wherein the at least

one processor (1301) is further programmed to:

receive from the computer (905a) at least one
third communication comprising at least one
second piece of information secured by a third
keying material, the third keying material being
associated with a fourth keying material that is
stored on the portable device (901); and
determine whether the at least one third com-
munication authenticates the computer (905a)
by using the fourth keying material to process
the at least one second piece of information se-
cured by the third keying material.

10. The portable device (901) of claim 9, wherein the
user is a first user and the portable device (901) is
a first portable device, and wherein:

the at least one third communication further
comprises at least one identifier that uniquely
identifies a pair consisting of a particular user
and a particular portable device; and
the act of determining whether the at least one
third communication authenticates the compu-
ter (905a) comprises determining whether the
at least one identifier uniquely identifies a pair
comprising the first user and the first portable
device.

11. The portable device (901) of claim 8, wherein the
first keying material is a secret key of the portable
device (901), wherein the at least one processor
(1301) is programmed to secure the at least one
piece of information by digitally signing the at least
one piece of information with the secret key of the
portable device (901), and wherein the second key-
ing material is a public key of the portable device
(901).

12. The portable device (901) of claim 9, wherein the at
least one processor (1301) is further programmed to:

compute at least one shared key that is shared
between the computer (905a) and the portable
device (901) when it is determined that the at
least one third communication authenticates the
computer (905a); and
encrypt at least one further communication
transmitted to the computer (905a) using one or
more keys generated at least partially from the
at least one shared key.

13. The portable device (901) of claim 12, wherein the
at least one shared key is computed by combining
a first key generated by the computer (905a) and
transmitted to the portable device (901) and a sec-
ond key generate by the portable device (901)and
transmitted to the computer (905a).
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Patentansprüche

1. Wenigstens ein computerlesbares Speichermedium
(1302), das mit einer Vielzahl von Befehlen codiert
ist, die, wenn sie von einem Computer (905a) aus-
geführt werden, ein Verfahren zum Authentifizieren
eines tragbaren Geräts (901) an dem Computer
(905a) ausführen, wobei das Verfahren Handlungen
umfasst zum:

(A) Identifizieren einer Identität eines Benutzers,
der in dem Computer (905a) angemeldet ist;
(B) Empfangen wenigstens einer Kommunikati-
on von dem tragbaren Gerät (901) an den Com-
puter (905a), wobei die wenigstens eine Kom-
munikation einen Identifizierer des tragbaren
Gerätes (901) und erste gesicherte Authentifi-
zierungsinformationen umfasst;
(C) Verwenden der Identität des Benutzers, der
in dem Computer (905a) angemeldet ist, und
des Identifizierers des tragbaren Gerätes (901),
um wenigstens ein erstes Schlüsselmaterial
(909) abzurufen; und
(D) Bestimmen, ob die wenigstens eine erste
Kommunikation das tragbare Gerät (901) au-
thentifiziert, indem das wenigstens eine Schlüs-
selmaterial (909) verwendet wird, um die erste
gesicherte Authentifizierungsinformation zu
verarbeiten,

wobei der Benutzer ein erster Benutzer ist und das
tragbare Gerät (901) ein erstes tragbares Gerät ist,
und wobei:

die wenigstens eine erste Kommunikation ferner
wenigstens einen Identifizierer umfasst, der ein-
deutig ein Paar identifiziert, welches aus einem
bestimmten Benutzer und einem bestimmten
tragbaren Gerät besteht; und
die Handlung zum Bestimmen, ob die wenigs-
tens eine erste Kommunikation das tragbare
Gerät (901) authentifiziert, ein Bestimmen um-
fasst, ob der wenigstens eine Identifizierer ein-
deutig ein Paar identifiziert, welches den ersten
Benutzer und das erste tragbare Gerät umfasst.

2. Mindestens ein computerlesbares Speichermedium
nach Anspruch 1, wobei die erste Authentifizierungs-
information eine digitale Signatur umfasst, welche
unter Verwendung eines geheimen Schlüssels des
tragbaren Gerätes erzeugt ist, und wobei das we-
nigstens eine erste Schlüsselmaterial (1909) einen
öffentlichen Schlüssel des tragbaren Gerätes um-
fasst.

3. Wenigstens ein computerlesbares Speichermedium
(1302) nach Anspruch 1, das ferner die Handlungen
umfasst zum:

Festlegen mindestens eines gemeinsamen
Schlüssels zwischen dem Computer (905a) und
dem tragbaren Gerät (910), wenn in der Hand-
lung (D) die Authentifizierung des tragbaren Ge-
räts (901) bestimmt worden ist; und
Verschlüsseln wenigstens einer weiteren Kom-
munikation zwischen dem Computer (905a) und
dem tragbaren Gerät (901) unter Verwendung
von einem oder mehreren Schlüsseln, die we-
nigstens teilweise aus dem wenigstens einen
gemeinsamen Schlüssel erzeugt werden.

4. Wenigstens ein computerlesbares Speichermedium
(1302) nach Anspruch 3, wobei der wenigstens eine
gemeinsame Schlüssel durch Kombinieren eines
ersten Schlüssels, der durch den Computer (905a)
erzeugt und an das tragbare Gerät (901) übertragen
wird, und eines zweiten Schlüssels, der durch das
tragbare Gerät (901) erzeugt und an den Computer
(905a) übertragen wird, berechnet wird.

5. Wenigstens ein computerlesbares Speichermedium
(1302) nach Anspruch 1, das ferner vor dem Emp-
fangen der ersten gesicherten Authentifizierungsin-
formation eine Handlung umfasst zum Senden we-
nigstens einer früheren Kommunikation, die den Be-
nutzer identifiziert, welcher in dem Computer (905a)
angemeldet ist, an das tragbare Gerät (901).

6. Wenigstens ein computerlesbares Speichermedium
(1302) nach Anspruch 1, das ferner die Handlungen
umfasst zum:

Übertragen wenigstens einer zweiten Kommu-
nikation von dem Computer (905a) zu dem trag-
baren Gerät (901), welche eine zweite gesicher-
te Authentifizierungsinformation umfasst; und
Bestimmen durch das tragbare Gerät (901), ob
die wenigstens eine zweite Kommunikation den
Computer (905a) authentifiziert unter Verwen-
dung von wenigstens einem zweiten Schlüssel-
material, welches auf dem tragbaren Gerät
(901) gespeichert ist, um die zweite gesicherte
Authentifizierungsinformation zu bearbeiten.

7. Wenigstens ein computerlesbares Speichermedium
(1302) nach Anspruch 6, wobei der Benutzer ein ers-
ter Benutzer ist und das tragbare Gerät (901) ein
erstes tragbares Gerät ist und wobei:

die wenigstens eine gesicherte Kommunikation
ferner wenigstens einen Identifizierer umfasst,
der eindeutig ein Paar identifiziert, welches ei-
nem bestimmten Benutzer und ein bestimmtes
tragbares Gerät umfasst; und
die Handlung zum Bestimmen, ob die wenigs-
tens eine zweite Kommunikation den Computer
(905a) authentifiziert, ein Bestimmen umfasst,
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ob der wenigstens eine Identifizierer eindeutig
ein Paar identifiziert, welches den ersten Benut-
zer und das erste tragbare Gerät umfasst.

8. Tragbares Gerät (901), welches Folgendes umfasst:

wenigstens einen Prozessor (1301), der pro-
grammiert ist zum:

Erlangen wenigstens einer ersten Kommu-
nikation von einem ersten Computer
(905a), welche eine Identität eines Benut-
zers identifiziert, der in dem Computer
(905a) angemeldet ist;
Empfangen eines ersten Schlüsselmateri-
als, wobei das Schlüsselmaterial mit einem
zweiten Schlüsselmaterial verknüpft ist,
das von dem Computer (905a) abrufbar ist
und mit dem Benutzer verknüpft ist; und
Übertragen wenigstens einer zweiten Kom-
munikation an den Computer (905a), wobei
die wenigstens eine zweite Kommunikation
einen Identifizierer des tragbaren Gerätes
(901) umfasst, wobei die wenigstens eine
zweite Kommunikation ferner wenigstens
ein erstes Stück einer Information umfasst,
die durch das erste Schlüsselmaterial gesi-
chert ist, so dass der Computer (905a) be-
stimmen kann, ob die wenigstens eine zwei-
te Kommunikation das tragbare Gerät (901)
authentifiziert, indem das zweite Schlüssel-
material verwendet wird, um das wenigs-
tens eine erste Stück der Information zu ver-
arbeiten, das durch das erste Schlüsselm-
aterial gesichert ist,
wobei der wenigstens eine Computer
(1301) ferner programmiert ist zum:

Verwenden der Identität des Benut-
zers, um ferner wenigstens einen Iden-
tifizierer zu erlangen, der eindeutig ein
Paar identifiziert, welches aus dem Be-
nutzer und dem tragbaren Gerät (901)
besteht, und
Übertragen des wenigstens einen
Identifizierers und/oder einer Informa-
tion, die wenigstens teilweise unter
Verwendung des wenigstens einen
Identifizierers erzeugt wird, an den
Computer (905a).

9. Tragbares Gerät nach Anspruch 8, wobei der we-
nigstens eine Prozessor (1301) ferner programmiert
ist zum:

Empfangen wenigstens einer dritten Kommuni-
kation von dem Computer (905), welche wenigs-
tens ein zweites Stück einer Information um-

fasst, die durch ein drittes Schlüsselmaterial ge-
sichert ist, wobei das dritte Schlüsselmaterial
mit einem vierten Schlüsselmaterial verknüpft
ist, das auf dem tragbaren Gerät (901) gespei-
chert ist; und
Bestimmen, ob die wenigstens eine dritte Kom-
munikation einen Computer (905a) authentifi-
ziert unter Verwendung des vierten Schlüssel-
materials, um das wenigstens eine zweite Stück
der Information, die durch das dritte Schlüssel-
material gesichert ist, zu bearbeiten.

10. Tragbares Gerät (901) nach Anspruch 9, wobei der
Benutzer ein erster Benutzer ist und das tragbare
Gerät (901) ein erstes tragbares Gerät ist, und wo-
bei:

die wenigstens eine dritte Kommunikation ferner
wenigstens einen Identifizierer umfasst, der ein-
deutig ein Paar identifiziert, welches aus einem
bestimmten Benutzer und einem bestimmten
tragbaren Gerät besteht; und
die Handlung zum Bestimmen, ob die wenigs-
tens eine dritte Kommunikation den Computer
(905a) authentifiziert, ein Bestimmen umfasst,
ob der wenigstens eine Identifizierer eindeutig
ein Paar identifiziert, welches den ersten Benut-
zer und das erste tragbare Gerät umfasst.

11. Tragbares Gerät (901) nach Anspruch 8, wobei das
erste Schlüsselmaterial ein geheimer Schlüssel des
tragbaren Gerätes (901) ist, wobei der wenigstens
eine Prozessor (1301) programmiert ist, um das we-
nigstens eine Stück der Information durch digitales
Signieren des wenigstens einen Stücks der Informa-
tion mit dem geheimen Schlüssel des tragbaren Ge-
rätes (901) zu sichern, und wobei das zweite Schlüs-
selmaterial ein öffentlicher Schlüssel des tragbaren
Gerätes (901) ist.

12. Tragbares Gerät (901) nach Anspruch 9, wobei der
wenigstens eine Prozessor (1301) ferner program-
miert ist zum:

Berechnen wenigstens eines gemeinsamen
Schlüssels, der zwischen dem Computer (905a)
und dem tragbaren Gerät (901) geteilt wird,
wenn bestimmt wird, dass die wenigstens eine
dritte Kommunikation den Computer (905a) au-
thentifiziert; und
Verschlüsseln wenigstens einer weiteren Kom-
munikation, welche an den Computer (905a) un-
ter Verwendung von einem oder mehreren
Schlüsseln, die wenigstens zum Teil von dem
wenigstens einem gemeinsamen Schlüssel er-
zeugt werden, übertragen wird.

13. Tragbares Gerät (901) nach Anspruch 12, wobei der
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wenigstens eine gemeinsame Schlüssel durch Kom-
binieren eines ersten Schlüssels, der von dem Com-
puter (905a) erzeugt und an das tragbare Gerät
(901) übertragen wird, und einem zweiten Schlüssel,
der von dem tragbaren Gerät (901) erzeugt und an
den Computer (905a) übertragen wird, berechnet
wird.

Revendications

1. Support de stockage lisible par un ordinateur (1302)
encodé avec une pluralité d’instructions qui, lors-
qu’elles sont exécutées par un ordinateur (905a),
exécutent un procédé d’authentification d’un dispo-
sitif portable (901) auprès de l’ordinateur (905a), le
procédé comprenant les étapes consistant à :

(A) identifier une identité d’un utilisateur connec-
té à l’ordinateur (905a) ;
(B) recevoir, au niveau de l’ordinateur (905a),
au moins une première communication de la
part du dispositif portable (901), la première
communication au moins comprenant un iden-
tifiant du dispositif portable (901) et des premiè-
res informations d’authentification sécurisées ;
(C) utiliser l’identité de l’utilisateur connecté à
l’ordinateur (905a) et l’identifiant du dispositif
portable (901) afin de rechercher au moins une
première clé (909) ; et
(D) déterminer si la première communication au
moins authentifie le dispositif portable (901) en
utilisant la première clé au moins (909) pour trai-
ter les premières informations d’authentification
sécurisées,

dans lequel l’utilisateur est un premier utilisateur et
le dispositif portable (901) est un premier dispositif
portable, et dans lequel :

la première communication au moins comprend
en outre au moins un identifiant qui identifie de
manière unique une paire composée d’un utili-
sateur particulier et d’un dispositif portable
particulier ; et
l’étape de détermination du fait que la première
communication au moins authentifie le dispositif
portable (901) comprend la détermination du fait
que l’identifiant au moins identifie de manière
unique une paire comprenant le premier utilisa-
teur et le premier dispositif portable.

2. Support de stockage lisible par un ordinateur selon
la revendication 1, dans lequel les premières infor-
mations d’authentification comprennent une signa-
ture numérique générée à l’aide d’une clé secrète
du dispositif portable, et dans lequel la première clé
au moins (1909) comprend une clé publique du dis-

positif portable.

3. Support de stockage lisible par un ordinateur (1302)
selon la revendication 1, comprenant les outre les
étapes consistant à :

créer au moins une clé partagée entre l’ordina-
teur (905a) et le dispositif portable (910) lorsque
le dispositif portable (901) est déterminé comme
ayant été authentifié à l’étape (D) ; et
crypter au moins une autre communication entre
l’ordinateur (905a) et le dispositif portable (901)
à l’aide d’une ou plusieurs clé(s) générée(s) au
moins partiellement à partir de la clé partagée
au moins.

4. Support de stockage lisible par un ordinateur (1302)
selon la revendication 3, dans lequel la clé partagée
au moins est calculée en combinant une première
clé générée par l’ordinateur (905a) et transmise au
dispositif portable (901) et une seconde clé générée
par le dispositif portable (901) et transmise à l’ordi-
nateur (905a).

5. Support de stockage lisible par un ordinateur (1302)
selon la revendication 1, comprenant en outre une
étape consistant à, avant de recevoir les premières
informations d’authentification sécurisées, envoyer
au dispositif portable (901) au moins une communi-
cation préalable qui identifie l’utilisateur connecté à
l’ordinateur (905a).

6. Support de stockage lisible par un ordinateur (1302)
selon la revendication 1, comprenant en outre les
étapes consistant à :

transmettre, depuis l’ordinateur (905a) vers le
dispositif portable (901), au moins une seconde
communication comprenant des secondes in-
formations d’authentification sécurisées ; et
déterminer, par le dispositif portable (901), si la
seconde communication au moins authentifie
l’ordinateur (905a) en utilisant au moins une se-
conde clé stockée sur le dispositif portable (901)
afin de traiter les secondes informations
d’authentification sécurisées.

7. Support de stockage lisible par un ordinateur (1302)
selon la revendication 6, dans lequel l’utilisateur est
un premier utilisateur et le dispositif portable (901)
est un premier dispositif portable, et dans lequel :

la seconde communication au moins comprend
en outre au moins un identifiant qui identifie de
manière unique une paire composée d’un utili-
sateur particulier et d’un dispositif portable
particulier ; et
l’étape de détermination du fait que la seconde
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communication au moins authentifie l’ordinateur
(905a) comprend la détermination du fait que
l’identifiant au moins identifie de manière unique
une paire comprenant le premier utilisateur et le
premier dispositif portable.

8. Dispositif portable (901) comprenant :

au moins un processeur (1301) programmé
pour :

recevoir, de la part de l’ordinateur (905a),
au moins une première communication
identifiant une identité d’un utilisateur con-
necté à l’ordinateur (905a) ;
rechercher une première clé, la première
clé étant associée à une seconde clé qui
est accessible à l’ordinateur (905a) et as-
sociée à l’utilisateur ; et
transmettre à l’ordinateur (905a) au moins
une seconde communication, la seconde
communication au moins comprenant un
identifiant du dispositif portable (901), la se-
conde communication au moins compre-
nant en outre au moins une première infor-
mation sécurisée par la première clé de sor-
te que l’ordinateur (905a) puisse déterminer
si la seconde communication au moins
authentifie le dispositif portable (901) en uti-
lisant la seconde clé afin de traiter la pre-
mière information au moins sécurisée par
la première clé,
dans lequel le processeur au moins (1301)
est en outre programmé pour :

utiliser l’identité de l’utilisateur afin
d’obtenir également au moins un iden-
tifiant qui identifie de manière unique
une paire composée de l’utilisateur et
du dispositif portable (901) ; et
transmettre à l’ordinateur (905a) l’iden-
tifiant au moins et/ou des informations
générées au moins partiellement à
l’aide de l’identifiant au moins.

9. Dispositif portable selon la revendication 8, dans le-
quel le processeur au moins (1301) est en outre pro-
grammé pour :

recevoir de la part de l’ordinateur (905a) au
moins une troisième communication compre-
nant au moins une seconde information sécuri-
sée par une troisième clé, la troisième clé étant
associée à une quatrième clé qui est stockée
sur le dispositif portable (901) ; et
déterminer si la troisième communication au
moins authentifie l’ordinateur (905a) en utilisant
la quatrième clé afin de traiter la seconde infor-

mation au moins sécurisée par la troisième clé.

10. Dispositif portable (901) selon la revendication 9,
dans lequel l’utilisateur est un premier utilisateur et
le dispositif portable (901) est un premier dispositif
portable, et dans lequel :

la troisième communication au moins comprend
en outre au moins un identifiant qui identifie de
manière unique une paire composée d’un utili-
sateur particulier et d’un dispositif portable
particulier ; et
l’étape de détermination du fait que la troisième
communication au moins authentifie l’ordinateur
(905a) comprend la détermination du fait que
l’identifiant au moins identifie de manière unique
une paire comprenant le premier utilisateur et le
premier dispositif portable.

11. Dispositif portable (901) selon la revendication 8,
dans lequel la première clé est une clé secrète du
dispositif portable (901), dans lequel le processeur
au moins (1301) est programmé pour sécuriser l’in-
formation au moins en signant numériquement l’in-
formation au moins avec la clé secrète du dispositif
portable (901), et dans lequel la seconde clé est une
clé publique du dispositif portable (901).

12. Dispositif portable (901) selon la revendication 9,
dans lequel le processeur au moins (1301) est en
outre programmé pour :

calculer au moins une clé partagée qui est par-
tagée entre l’ordinateur (905a) et le dispositif
portable (901) lorsqu’il est déterminé que la troi-
sième communication au moins authentifie l’or-
dinateur (905a) ; et
crypter au moins une autre communication
transmise à l’ordinateur (905a) à l’aide d’une ou
plusieurs clé(s) générée(s) au moins partielle-
ment à partir de la clé partagée au moins.

13. Dispositif portable (901) selon la revendication 12,
dans lequel la clé partagée au moins est calculée en
combinant une première clé générée par l’ordinateur
(905a) et transmise au dispositif portable (901) et
une seconde clé générée par le dispositif portable
(901) et transmise à l’ordinateur (905a).
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